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Foreword

By the Editor of this Series, Professor Martin Hilb
Managing Partner, IFPM Center for Corporate Governance
University of St. Gallen

(www.ccg.ifpm.unisg.ch)

Board of Directors (BoD) effectiveness is currently one of the few subjects
that are topical for both research and practice globally. In this series, our
Center for Corporate Governance presents the results of studies conducted
by its partners.

Our approach to Board of Directors (BoD) effectiveness is based on the
following guiding principles:
e Keep it situational;
e Keep it strategic;
e Keep it integrated; and
e Keep it controlled.

This edition, presented by our two partners Dr. Vinay Kalia (who wrote his
doctoral thesis on the subject of Risk Management on the Board of Directors
(BoD) and Executive Board (ExB) level under my supervision) and PD Dr.
Roland Miiller (who is Chairman of the Risk Committee of SR Technics), fits
into the last principle, «keep it controlled».

Keeping it controlled includes auditing, Risk Management, communica-
tion, compliance and evaluation on the Board of Directors (BoD) level.

One result of the Board evaluations we conducted in many organisations
is that Risk Management on the Board level is an area for development.
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«An error alone is never the cause of company’s collapse.» The cause often
lies in the lack of an effective and systematic Risk Management function at the
Board of Directors (BoD) level. Noteworthy is that:

e Risk Management is a new development in Corporate Governance.

e The new phase in Risk Management started in the 1970s with the growth
of credit Risk Management.

e The Risk Management approach in the 21* century takes a holistic view of
all risks concerning a company.

e The New York Stock Exchange (NYSE), through its Securities Exchange
Commission (SEC), sponsored legislation such as the Sarbanes Oxley Act
(SOX) to put additional and mandatory pressure on companies to manage
risks on the operational and Board of Directors (BoD) levels and provide
totally transparent information to shareholders.

e Essentially, small and medium companies (SMEs), and very small com-
panies, feel that Risk Management does not have any meaning for them.
However, Risk Management can be implemented even in such companies
both on operational and Board of Directors (BoD) levels with great effec-
tiveness and added value for the company.

Effective Boards need both: Members with profound entrepreneurial spirit

and Risk Management know-how. This will decide if companies are the mas-
ters or victims of change.

St. Gallen/ Switzerland, March 2007 Martin Hilb
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. Introduction

1. General Overview
Risk Management is nothing new and it is not a rocket science. It is com-
mon sense that has always prevailed and it is for everyone. Risk Management
for individuals means the execution of certain actions, providing them with
increased control over future events and a confidence to move forward with
their interests intact despite the uncertainty of events ahead.

In an enterprise, several or a lot of individuals work together. This already
leads to a bundled wish for increased control over future and risk. In addi-
tion, the performance of an enterprise has direct or indirect effects not only
on the employees but also on the owners (shareholders), customers, suppli-
ers, and other stakeholders. They all want the enterprise to know their risks
and to take corresponding mitigation actions. If the enterprise collects and
systematically analyses its risks and takes adequate actions to mitigate them,
this is the process of Risk Management. Simply put, this is Risk Management.
The simpler we keep this message, the better it is for everyone involved. Mak-
ing the message and its public face complex is only counterproductive as peo-
ple start to perceive Risk Management as a bureaucratic and control-focused
exercise. The implication of the above statement is that Risk Management is
important to provide assurance to a large number of individuals to increase
their certainty about their future in increasingly uncertain times. Enterprises
mentioned here could be small, medium, or large. They all need Risk Man-
agement although the depth of analysis, formal processes, organisation, and
resource allocation increases with an increase in size, complexity, and riski-
ness inherent in a given business.

All enterprises are confronted with risks. Unfortunately, risks are often rec-
ognised too late, so that neither enough time nor adequate measures are avail-
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able to prevent the resultant damage from the realisation of the risk poten-
tial. To prevent this, every farsighted enterprise management should aim to
recognise possible risks and to minimise as far as possible the most danger-
ous amongst these through adequate strategic or surgical measures. There-
fore, consciously or unconsciously every enterprise management pursues Risk
Management as a rule. Appendix 1 outlines an Enterprise Risk Management
Implementation Check List. It provides a good overview of what Enterprise
Risk Management entails and which key phases are involved in establishing
organisation-wide in an effective and efficient way.

Risk Management is an untransferable and inalienable task of the Board
of Directors (BoD). In article 716a of the Swiss Code of Obligation (CO)
under number 1, the ultimate direction of the company is assigned to the
BoD. In connection with these tasks, the BoD also has the undelegable duty to
avoid unnecessary risks and minimise inevitable risks in order to guarantee
the existence and the advancement of the enterprise. Therefore according to
article 663b CO from the beginning of the year 2008 all companies are forced
to make a comment in the notes to the annual financial statements to the
carrying out of risk assessment. To be able to compare the efficiency of such
Risk Management between different companies, a certain standard is neces-
sary with regard to the following points:

e Terminology with regard to the use of concepts;

e Risk Management implementation process;

e Organisational structure of Risk Management; and
e Objective of Risk Management.

Such Risk Management standards were introduced in the UK after compre-
hensive notifications were made by different professional associations, such as
the Institute for Risk Management (IRM), the Association of Insurance and
Risk Managers (AIRMIC), and the National Forum for Risk Management in
the Public Sector (ALARM). The Federation of European Risk Management
Associations (FERMA) and other similar initiative have tried hard to translate
this standard into practice, so that organisations and enterprises can compete
within this framework.

12



2. Importance of Risk Management
a) Help for Company

Some of the most common reasons cited for Risk Management are that it

helps the company with several issues, such as:

Formulate and develop a strategy that responds to major risks;

Make the company risk profile transparent with respect to stakeholders;
Assure shareholders and stakeholders that risks have been assessed and
managed;

Put in place sound early warning systems;

Ensure that the firm is sustainable (for example, protecting it from exist-
ence-threatening situations);

Have appropriate Risk Management solutions and control measures in
place;

Safeguard reputation and goodwill;

Continuously increase the value of the company through proactive Risk
Management;

Standardise terminology and processes relating to risk across the organi-
sation; and

Adhere to both old and new laws relating to risk.

b)  Bank Rating

Companies have an ongoing need for capital and in the Swiss economic envi-

ronment banks are one of the main creditors for the company. Increasingly,

banks before lending want to analyse the risk profile and Risk Management

profile of the company. The ratings of the companies are increasingly being

based on their Risk Management; a good rating can help them achieve easy

access to capital at favourable rates, which reduces the cost of doing business.

There are several organisations, such as Standard and Poors, which provide

credit ratings for companies. The link between Risk Management and rating

is well described in the following figure (1).
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Figure 1: Risk Management and Rating
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Source: Gleissner and Fiiser (2003: 178) and Gleissner et al. (2004: 105)

c) Insurance
On the one hand, companies with good Risk Management gain cheaper access
to capital; on the other hand, they also negotiate favourable deals or reduced
premiums with insurance providers. One such example is that of Swiss Post.
According to Mr. Affolter, Head of Insurance Risk Management, the company
has maintained its pre- September 11 premiums despite a perceived over-
all increase in the risk environment. He asserts that this has been possible
only due to sound Risk Management practices. The assertion becomes even
stronger when compared to the company’s competitors whose premiums
have almost doubled in the same period.

This is indeed an important development as Risk Management now makes
direct financial sense, contrary to the belief of many sceptics who felt Risk
Management was just a cost centre and a bureaucratic exercise.

3. Role of Board Members in Risk Management

a) Risk Management as a Part of Good Corporate Governance
The L.LFPM Center for Corporate Governance at the Institute for Leadership
and Human Resource Management at the University of St. Gallen has estab-
lished a Board Management School, where Directors of Boards (BoD) are
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professionally trained. Discussions with the participants of different courses
have resulted in a list of 10 principal BoD mistakes and deficiencies (Table 1).
In the case of bankruptcies, more than one of these points can be found.

Table 1: Mistakes and Deficiencies at Board Level

1. Wrong structure and insufficient qualification of the Board of Directors (BoD), in par-
ticular concerning the function of the Chairman combined with the absence of the
non-executive Board members.

2. Board members are not sufficiently prepared and do not have the necessary over-
view.

3. Board decisions are influenced by conflicts of interests supported by insufficient
internal regulations.

4. Missing or insufficient strategy identifications and strategy control.

5. Missing or insufficient risk management, in particular concerning liquidity planning
and succession regulations.

6. Low frequency of Board meetings, so that the Board of Directors can only react to
changes and events instead of being proactive.

7. Unsatisfactory provision of information and information evaluation, in particular by
insufficient or delayed reporting to the Board of Directors.

8. Delayed or incorrect decision making, in particular according to incomplete decision
documents.

9. Insufficient cooperation between Board of Directors and Executive Management, in
particular unclear allocation of duties and competence.

10. Absence of periodic evaluation of the Board members and Executive Management;
inefficient Board and Executive Board members are replaced too late.

Missing or insufficient Risk Management is listed here as one of the princi-
pal defects. It is astonishing knowledge that all ten principal defects lead back
to Corporate Governance issues. A consistent collection of all risks linked to
management would have to led to uncovering and/or in the long run to the
prevention of such errors. Therefore, in the area of Corporate Governance
alone, Risk Management assumes key significance for the Board of Directors
(BoD). Some of the key responsibilities for the role of the Board of Directors
(BoD) with regard to Risk Management are discussed in the following sec-
tions.
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b)  360° Direction and Control
If the reasons for the failure of enterprises in the past decades are analysed,

then it can be clearly observed that often the Board of Directors (BoD) did not
(or decided not to) recognise threatening risks and therefore did not initiate
any measures to mitigate these risks. The lack of managing the resulting dam-
age was therefore an adequate cause for the fall of the enterprise. This dem-
onstrates that financial risks are not the only cause of failure. Strategic risks
have also moved into the consciousness of BoDs in addition to the financial
and operational risks identified, evaluated, and mitigated. Corporate Govern-
ance risks in particular are also part of integrated Risk Management. Figure 2

illustrates these risks as a «risk radar»:

Figure 2: 360° Overview by Risk Radar
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In a similar way as described in the diagram above, the main «Risk Traps» at
the Board level have been further detailed by Prof. Dubs,' who classifies the
main risks for the board into the following four categories:

e Environment and Market

e Planning and Culture

e Finance and Costs

e Legal and Compliance

c) Setting the Tone of Risk Management

The tone of Risk Management is set at the top of the organisation. When Risk
Management is being established, it could be considered to be a costly, resource-
consuming, and bureaucratic exercise. There is some truth in this assertion in
situations where Risk Management is not «lived» by the organisation but is
carried out to satisfy a demand issued by the Executive Board (ExB). In these
cases, Risk Management could fail to achieve its objectives. To reduce the like-
lihood of such an outcome, the Board of Directors (BoD) can be pro-active
in demanding information regarding risks, sticking to guidelines and policies
(preferably championed at a senior level), and analysing the quality of Risk
Management initiatives and their impact on the performance of the company.
In many instances, it is reported that owing to time constraints and lack of
resources, Risk Management discussions were cancelled or postponed. Espe-
cially in the early days of establishing Risk Management in the organisation,
the commitment of Executive Board (ExB) sends signals across the organi-
sation about its relative importance. Boards could address this challenge by
defining Risk Management as a key contribution to company performance,
rather than as the provision of information about poor performance.

d) Dealing Effectively with Strategic Issues
Boards normally meet five or six times a year? and have many issues to discuss
in their meetings apart from risk-related issues. This allows time only for the
most critical and strategic issues. The Board of Directors (BoD) must ascer-

1 Dubs (2006: 31)
2 According to the Swiss Code of Obligations, a minimum of four meetings per year are required.
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tain the categories into which risks will fall, and the level at which these risks
will be dealt with in the organisation. In a workshop organised with the par-
ticipation of the Board members, one critical remark was, «there should be
a good understanding of the difference between risk issues and management
issues». It is not possible for the Board of Directors (BoD) and the Execu-
tive Board (ExB) to deal with all issues, as the result is the dilution of the
time and resources that should be committed to the most important strategic
issues. Once strategic risks are known to Board members, strategies to pursue,
avoid, or minimise these risks and the risk appetite of the company should be
provided by the Board of Directors (BoD). The organisational culture (risk-
averse or risk-hungry) is one determinant of the strategy that emerges.

e) Fostering Openness and Creativity
«Risks are not so polite as to knock on the door...they come from unexpected
quarters and at unexpected times.»’

This remark was made during one of the Risk Management presentations.
It suggests that Board of Directors (BoD) have to be proactive and imaginative
in visualising the risk «landscape» and scenarios that could materialise. Such
ideas cannot all be generated by senior managers. The Board’s role is therefore
to provide an environment in which such information can flow freely. In this
regard, Prof. Dr. Boutellier of the Swiss Federal Institute of Technology (ETH
Zurich) and a member of several boards remarks: «The policy of shooting the
messenger just won’t work.»* This change to democratising information-gath-
ering and decision-making starts at Board level.

f) Guidelines and Policies for Risk Management
According to a survey,’ guidelines and policies are set by the Board of Direc-
tors (BoD) in 34 percent of the companies and by the Executive Board (ExB)

3 This was a general comment made by a senior Board member in the Risk Management workshop
organised by the author.

4 Prof. Boutellier made this remark during the Risk Management presentation to Risk Managers
from across Europe in July, 2005.

5  The survey was conducted by the Transfer Center for Technology Transfer (TECTEM) at the Uni-
versity of St. Gallen on the theme of Enterprise Risk Management.
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in more than 60 percent of the companies surveyed. 56 percent of the com-
panies had formal Risk Management guidelines. The trend of Board of Direc-
tors (BoD) approving the guidelines and policies is, however, on the rise as
boards are getting more and more involved in Risk Management. The pol-
icies and guidelines set by the Board include information about necessary
processes, structure, reporting, and monitoring systems. If Risk Management
expertise does not exist on the Board level, it may acquire internal or exter-
nal help to establish these guidelines and policies. Appendix 2 and Appendix
3 respectively provide real life examples (anonymous) Risk Policy & Guide-
line document and Internal Regulations for a Risk Management Committee
at the Board level.

g) Serious and Extraordinary Decisions

There are many examples of extraordinary events which can occur at any
given time — including fire at a production unit, poisoning of a packaged food
consignment, or fatalities caused by manufacturing flaw. The Board of Direc-
tors (BoD) has to ensure that a robust but flexible system is in place for train-
ing employees to effectively manage such situations and diminish the extent
of negative publicity that arises from them. They also have to ensure effective
communication channels, such that information reaches the Board of Direc-
tors (BoD) before it reaches the press. Such interventions constitute business
continuity planning. Honesty, integrity, and transparency are often valued
highly in society, though surprisingly few companies demonstrate, or live up
to, these values.

h) Supervision of the Company Performance vis-a-vis Strategy
After establishing the guidelines, the Board of Directors (BoD) provides ade-
quate supervision of their implementation. It reviews whether there are devi-
ations from targets and policies, and whether the guidelines and the company
risk limits are being adhered to. The challenge is for the Board of Direc-
tors (BoD) to achieve effective supervision without interfering excessively
in the work of top managers. In the words of Prof. Hilb, Professor of Busi-
ness Administration at the University of St. Gallen, Switzerland, «Boards have
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to keep their noses in and their hands out» of company business.® Appendix
3 provides a real life example of Internal Regulations for Risk Management
Committee at the Board Level providing a good insight to the supervision
role as understood by the Board.

i) Organisation and Structure of Risk Management
If the Board is to «keep its nose in and hands out» of company business, it has
to be able to appoint effective and committed people to the Executive Board
(ExB). There are often systematic deficiencies in management that require a
special focus on Risk Management. Boards can work in that direction by hir-
ing appropriate management for the organisation. The key components of
Risk Management structure in an organisation are discussed below.

¢ CEO and Executive Board (ExB)

The ultimate responsibility to execute the Risk Management policies designed
by the board lies with the CEO and Executive Board (ExB). The CEO recom-
mends the structure and management (for example, the Head of Risk Man-
agement) to the Board, and proposes guidelines and processes that could be
instituted.

e Head of Risk Management (team, committee, or an individual)

The responsibility for implementing Risk Management could rest with a team,

a committee, or an individual. Such a responsibility includes:

e Co-ordinating the Risk Management process across the entire enterprise;

e Managing the RM process;

e Identifying the «owners» of the major risks;

e Consolidating the risk-related information across the organisation and
reporting it to the CEO and the Board of Directors; and

e Updating guidelines, policies and processes.

6  Hilb (2004: 50)
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e Risk coordinators

Risk co-ordinators represent the Head of Risk Management (or a committee
or team) at the divisional and business unit level and carry responsibilities
similar to the Head of Risk Management at those levels.

e Risk Owners

Risk owners are responsible for specific risks. They decide on the appropriate
analysis and action for managing the specific risks; they prepare appropriate
reports (according to the levels at which they operate); and they decide on
who would undertake actions to mitigate their risks.

e Response Owners
«Response owners» carry out the actions/ measures intended to mitigate key
risks, and provide regular feedback on the effectiveness of those actions.

e Risk Champions

Normally, the Head of Risk Management and Risk Co-ordinators are risk

champions in an organisation. Their responsibilities include:

e Spreading an awareness of risk and building a culture or Risk Manage-
ment in the organisation;

e Providing Risk Management training and development; and

e Linking Executive Board (ExB) initiatives to the rest of the organisation.
Risk champions should have an excellent knowledge of the business,

organisation, and its culture, and should have authority to move freely across

the organisation. Companies may identify risk champions who are not part of

the formal Risk Management organisation.

e Auditing

The auditing function links Risk Management to the auditing process, report-
ing on the diligence of the Risk Management process with critical evaluation
and suggestions for improvement.
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4. Definitions and Concepts

a)  Definition of Risk and Security
Risks are the possible deviations from the target values caused by accidental
interferences due to the unpredictability of the future. The ratio between the
probability of an occurrence of damages and the expected measure of dam-
ages is called individual risk. In principle, it would be possible to calculate the
risk if its probability and the measure of damages were not —as a rule — indefi-
nite parameters.

Security, on the other hand, is a situation where the remaining risk is not
higher than the limiting risk. The limiting risk is the highest justifiable risk of
a certain technical process or condition.

Figure 3: Risk and Security

— Limiting risk
Remaining risk

N |
] < |

> Risk

Source: Gindi (2003: 13)

According to Lewis,” there are four types of risk (see Figure 4). The strategies
to deal with them range from containment to risk dialogue. The more diffi-
cult it is to quantify and ascertain risks, the more advisable it is to initiate risk
dialogue to manage those risks.

7  Lewis (1990)
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Figure 4: Four Main Types of Risk
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b)  Definition of Risk Controlling
Risk controlling is a component of Risk Management and aims at the exami-
nation or adaptation of the process with changes of the enterprise or its sphere.
Although risk control is a component of Risk Management, it concerns the
active influencing of the recognised risks.

c) Definition of Risk Management
Risk Management is generally understood as the holistic process involved in
recognising possible risks, and the measures undertaken to reduce and moni-
tor them. It thus comprises a modular cycle of communication, documenta-
tion, control, early warning mechanisms, and advancement. The substantial
elements of this automatic control loop are risk perception, risk identification,
risk communication, risk analysis, risk evaluation, and risk monitoring.

This general definition of Risk Management as a comprehensive process
can be further concretised:

«Risk Management means the permanent and systematic recording of all kinds of risks
with regard to the existence and the development of the enterprise. It involves analysing
and prioritising recognised risks as well as defining and implementing adequate strategic
or surgical measures to minimise non-tolerable risks.»
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In this definition, the following important elements are united in connection

with Risk Management:

e It concerns not only a unique action, but a steady process which must be
implemented in the enterprise.

e In order to not merely recognise the obvious risks, a structured procedure
is necessary, aimed at investigating and listing all risks within all ranges.

e Fach risk is to be judged individually and to be evaluated by the same
yardsticks to establish interconnections as regards the degree and kind of
risk potential involved.

e Within the scope of its risk policy, company management has to decide
which risks must be accepted, avoided or managed on the basis of their
consequences and suitable measures.

e The logical conversion of agreed strategic or mitigation measures to man-
age or reduce potential risks.

e And finally, Risk Management can only be successful if new emerging risks
and claims are communicated in a standard form on all enterprise levels
(so-called Risk Reporting) and if a suitable organisation exists to ensure
ongoing process optimisation (so-called Risk Controlling).

d) Definition of Emergency Management
Emergency management deals with stabilising an organisation following what
usually is a physical event. Thus, the Emergency Management Plan is the first
plan to be executed before any other plan is invoked, including the Business
Continuity Plans. In many emergencies, few real decisions need to be made,
but rapid and appropriate action is required.?®

e)  Definition of Crisis Management
While in Emergency Management the need for action is predominant, Crisis
Management calls primarily for decisions. Crisis Management is an extension
of Emergency Management, both in scope and in the duration of the period
its plan covers.’ The Crisis Management Plan follows the Emergency Manage-

8  Brauner (2001)
9  Laye (2002)
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ment Plan and includes processes for decision-making, communication, and

general coordination. Its scope includes but is not limited to physical events.

It may invoke:

e Business Continuity Plans as needed; and

e Disaster Recovery aims at recovering I'T systems. The corresponding Disas-
ter Recovery Plan is executed in parallel to the Business Continuity Plan(s)
and is a prerequisite to return to normal operation for any IT-dependent
business process.

f) Definition of Operational Risk Management

Operational risk is defined by the Basel Committee as «The risk of loss
resulting from inadequate or failed internal processes, people and systems or
from external events». Operational Risk Management and line management
together assess and monitor these risks and prepare risk mitigating strategies
and actions. The Business Continuity Plan is a response prepared to react
to a subset of operational risks, defined by the scope and size of events: The
focus of Business Continuity Management is not on risks to the core-business
objectives but on external risks that lie outside the competencies of the busi-
ness and cause significant business disruption that might threaten the sur-
vival of the company.'

g) Concept of Value-at-Risk
In recent years, an unprecedented surge in the usage of Risk Management
practices has been witnessed, with Value-at-Risk (VaR)-based Risk Manage-
ment emerging as the industry standard by choice or by regulation.'" As a Risk
Management technique, Value-at-Risk describes the loss that can occur over
a given period, at a given confidence level, due to exposure to market risk.
The simplicity of the Value-at-Risk concept has directed many to recommend
that it becomes a standard risk measure, not only for financial establishments
involved in large-scale trading operations, but also for retail banks, insurance
companies, institutional investors, and non-financial enterprises. Value-at-

10 McCrackan (2005a)
11  Dowd (1998) and Jorion (1997)
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Risk, which has achieved the high status of being written into industry regu-
lations," has become an inalienable tool for risk control and an integral part
of methodologies that dispense of capital between various business spheres.

Figure 5: EBIT@RISK Concept
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In the figure:

A is planned EBIT; B is expected EBIT based on risk considerations (systematic deviation); C is risk
adjusted EBIT (minimal level) = minimal EBIT value with 90 percent probability; D is the EBIT
at risk equalling the difference between planned EBIT and risk-adjusted EBIT (minimal level); E is
the remaining risk of 10 percent that the company retains less than the risk-adjusted EBIT (minimal
level); and F is probability of 10 percent that the company results are greater than the result risk-
adjusted EBIT (minimal value).

It suffers, however, from being unstable and difficult to work with numerically
when losses are not «normally» distributed — which in fact is often the case,
because loss distributions tend to exhibit «fat tails» or empirical discreteness."
Value-at-Risk (VaR) is described in J.P. Morgan’s'* RiskMetrics system docu-
mentation in the following way:

—

2 Jorion (1996) and Pritsker (1997)
3 Rockafellar and Uryasev (2002)
14 J.P. Morgan (1995: 2)

—
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«Value-at-Risk is an estimate, with a predefined confidence interval, of how much one can
lose from holding a position over a set horizon. Potential horizons may be one day for
typical trading activities or a month or longer for portfolio management. The methods
described in our documentation use historical returns to forecast volatilities and corre-
lations that are then used to estimate the market risk. These statistics can be applied
across a set of asset classes covering products used by financial institutions, corpora-
tions, and institutional investors.»

While measures like VaR play an important role in quantifying risk exposure,
they comprise only one piece of the Risk Management puzzle: probabilities.
Probabilities are an indispensable input into the Risk Management process,
but they do not determine how much risk a corporation should bear and how
much risk should be hedged.

h) Concept of a Risk Map
Risk Mapping is the process of identifying, quantifying, and prioritising risks
in relation to the achievement of business objectives. It should be linked with
the business planning process. Figure 6 represents the classic Risk Map:'

Figure 6: The Classical Risk Map
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15 Beswick and Bloodworth (2003)
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The Risk Map changes in at least two ways. With new opportunities avail-
able, the nature of risk has begun to change in that risk is coming more and
more from «man-made» systems not just hazards of nature. Of the above
driving factors, some are «natural» but the new ones are «man-made» factors
and strategic decisions (see Figure 7).

Figure 7: From Natural to Man-made Risks

Risks in the users’
value-creating processes

Risk from Risk from
«natural» human
systems systems

Risk in manufacturing processes

Source: Ullberg et al. (2002: 472)

The arrow in the figure above illustrates how a shift in the focus of sources of
risk has occurred and expanded the Risk Map and, as a consequence, the com-
petence demands on effective Risk Management.'®

Managing the new Risk Map effectively gives one the possibility of har-
vesting the full potential of opportunities in the knowledge or service econ-
omy. People (suppliers and users) and systems (natural and man-made) then
interact in a value-creating system that leads to a change in the value-creating

logic.

16  Ullberg et al. (2002: 472)
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i) Concept of Business Continuity Management (BCM)

Once a company has developed its Risk Management, the next logical step

is to move towards Business Continuity Management (BCM). BCM is con-

cerned with developing organisation-wide resilience, allowing an organisa-
tion to survive the loss of part or all of its operational capability or a sig-
nificant loss of resources. It is a relatively new discipline that originates in an
evolution and fusion of already existing activities.”” The plans these activi-
ties produce are related to the Business Continuity Plans including Emergency

Management, Crisis Management and Operational Risk Management (see Sec-

tion 1.4).

While Business Continuity Management touches on all these management
activities, it is a holistic view that starts from the continuity of business proc-
esses. The driving forces behind these activities are (external) threats. Another
motivation for the introduction of Business Continuity Management can
simply be the need for compliance with some regulations.'”® The most promi-
nent examples are the Combined Code in the UK and the New Basel Capital
Accord for banks in OECD countries.

Business Continuity Management understands the business and estab-
lishes what is vital for its survival. It is often equalled with IT disaster recov-
ery. It is, however, a business-owned and business-driven process that unifies
a broad spectrum of management disciplines. Business Continuity Manage-
ment has to focus on mission critical activities."

The key objectives of an effective Business Continuity Management strat-
egy should be to:

e Ensure the safety of staff, maximise the defence of the organisation’s
reputation and brand image, minimise the impact of Business Continu-
ity events (including crises) on customers/clients, limit/prevent impact
beyond the organisation, demonstrate effective and efficient governance
to the media, markets and stakeholders, protect the organisation’s assets
and meet insurance, legal and regulatory requirements.*

17 McCrackan (2005)

18  CMI (The Chartered Management Institute) (2005)
19  BCI (The Business Continuity Institute) (2005)

20 BCI (The Business Continuity Institute) (2005)
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e Business Continuity Management is frequently?! represented as an
«umbrella» for other management disciplines (see Figure 8). This anal-
ogy provides a good overview of the maximum possible scope of Business
Continuity Management.

Figure 8: Business Continuity Management Umbrella
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Source: Decker (2004: 3)

The image certainly helps to raise the status of the Business Continuity com-
munity, and when implementing Business Continuity Management in an
organisation it is tempting to deduce from it the need for an extra manage-
ment layer. It is believed that Business Continuity Management will only find
acceptance within a company if it builds on existing structures and efforts
and complements them. For example: To build «bullet-proof» Business Con-
tinuity Management, it is imperative to understand the risks that an organi-
sation should be prepared for. To this end, corresponding scenarios would
operationalise the risks. In order to understand what it takes to impact the

21  Smith (2002) and Decker (2004: 3)

30



continuity of a business process, its dependencies have to be looked into. Dis-

regarding the reasons why a certain situation has arisen, basic questions can

be asked such as:

e What is needed for a process to work (in standard conditions)?

e What work-around procedures are possible if these resources are not
available / limited?

e What minimum set of resources is required?

e How can these resources be acquired?

This is determined through a set of possible scenarios. Hence, only using a
resource- driven approach prepares against an unreasonable set of resource-
loss scenarios, which become expensive and unmanageable.

5. Risk Management Standards

a) Committee of Sponsoring Organisations (COSO) Framework
The Committee of Sponsoring Organisations (COSO) of the Treadway Com-
mission was originally formed in 1985 to sponsor the National Commission
on Fraudulent Financial Reporting, an independent private sector initiative
which studied the causal factors that can lead to fraudulent financial report-
ing and developed recommendations for public companies and their inde-
pendent auditors, for the US Securities and Exchange Commission (SEC)
and other regulators, and for educational institutions.”? The National Com-
mission was jointly sponsored by five major professional associations in the
United States, the American Accounting Association, the American Institute
of Certified Public Accountants, Financial Executives International, The Insti-
tute of Internal Auditors, and the National Association of Accountants (now
the Institute of Management Accountants). The Commission was wholly
independent of each of the sponsoring organisations, and contained repre-
sentatives from industry, public accounting, investment firms, and the New
York Stock Exchange. COSO was the first attempt to provide a framework for
Enterprise Risk Management (ERM).

22 COSO (The Committee of Sponsoring Organisations of the Treadway Commission) (2003)

Introduction 31



The figure (9) below provides an overview of the integrated Enterprise
Risk Management framework of COSO.

Figure 9: COSO Enterprise Risk Management Framework
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Source: COSO (The Committee of Sponsoring Organisations of the Treadway Commission)
(2003)

COSO categorises ERM as a Process, affected by an entity’s board, manage-
ment and other personnel, applied in strategy setting and across the enter-
prise, designed to identify potential events that may affect the entity, and
manage risks to be within its risk appetite, to provide reasonable assurance
regarding the achievement of entity objectives. ERM is considered impor-
tant as a value-enhancing tool for companies and shareholders alike; it helps
enhance value by:

e Aligning risk appetite and strategy;

e Enhancing risk response decisions;

e Reducing operational surprises and losses;

e Identifying and managing multiple and cross-enterprise risks; and

e Improving deployment of capital.
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COSO categorises the entity’s objective into four categories: Strategic, Oper-
ational, Reporting, and Compliance. These activities are carried out at all
organisational levels, namely Enterprise/Corporate level, Divisional level,
Business Units level, and Subsidiary level. A portfolio view of risks is recom-
mended, i.e. management tries to ascertain an entity-wide view of risk and
also how risks co-relate. The framework recommends eight components for
ERM, including:

e Internal Environment;

e Objective Setting;

e FEvent Identification;

e Risk Assessment Risk Response;

e Control Activities;

e Information and Communication; and

e Monitoring.

The eight components will not function identically in every entity. Applica-
tion in small and mid-size entities, for example, may be less formal and less
structured. Nonetheless, small entities can still have effective Enterprise Risk
Management, as long as each of the components is present and functions
properly.

COSO specifically suggests that management is accountable to the Board,
which provides governance, guidance, and supervision. By selecting man-
agement, the Board of Directors (BoD) has a major role in defining what
it expects as regards integrity and ethical values; it can confirm its expecta-
tions through supervisory activities. Similarly, by reserving decision-making
authority as regards specific key decisions, the Board of Directors (BoD) plays
a role in mapping out strategy, formulating high-level objectives, and under-
taking broad-based resource allocation. The board provides supervision with
regard to Enterprise Risk Management by:

e Knowing the extent to which management has established effective Enter-
prise Risk Management in the organisation;

e Being aware of, and concurring with, the entity’s risk appetite;

e Reviewing the entity’s portfolio view of risks and considering it against
the entity’s risk appetite; and
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e Appraising the most significant risks and checking whether management
is responding appropriately.

b)  Sarbanes Oxley Act
Sarbanes Oxley Act is in fact not a specific Risk Management framework or
regulation. On the surface, it is more of a regulation to improve internal con-
trols and financial reporting. Signed into law by President George W. Bush in
July 2003, the Sarbanes-Oxley legislation® turns the spotlight on Corporate
Governance and aims to reduce the chances of another debacle like Enron.*

The new rules apply to all companies listed on a US stock exchange —
including those headquartered overseas whose shares are traded as American
Depositary Receipts (ADRs) — and make it mandatory for them to demon-
strate that they have proper controls in place.” Other areas of SOX cover ethi-
cal behaviour, Board composition, and the independence of auditors. Senior
executives are deemed personally responsible for compliance and must testify
to the accuracy of their companies’ accounts.

Organisations are often fooled into thinking Sarbanes Oxley is simply a
technology challenge and that installing one piece of software is the panacea.
Three recent developments highlight the fact that compliance and Risk Man-
agement systems have not been effective and that increased attention will be
focused on them in the future. These are:

e The amendment 2004 to the US Sentencing Guidelines®;

e The exposure draft of an enterprise Risk Management Framework by the
Committee of Sponsoring Organisations (COSO) of the Tread way Com-
mission; and

e The Audit Standard for Audits of Internal Control over Financial Report-
ing Performed in Conjunction with an Audit of Financial Statements,
released by the Public Company Accounting Oversight Board (PCAOB)
on March 9, 2004.

23 SOX (Sarbanese Oxley Act) (2002)

24  Labaton and Oppel (2002: A1)

25 Section 404 forces the companies to establish and maintain adequate internal control structures and
procedures for financial reporting but it is being interpreted as a requirement of Risk Management.

26 Kimmich (2006: 25)
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The report’s recommendations are that management and boards assume a
leading role in ensuring that all risks facing a company are identified and
assessed, and that a Risk Management and compliance system is in place to
facilitate the proactive assessment, management, and mitigation of those risks.
The Board of Directors (BoD) must make sure that it has fully appraised the
risks faced by the company, and that it can make an independent determina-
tion that management has implemented and maintained effective enterprise-
wide integrated Risk Management policies and procedures, including internal
controls and compliance.

c)  The Austrian Standards Institute Rules (ONR)
The Austrian Standards Institute (ON) in 2005 started an initiative to create
rules on Risk Management for organisations and systems. These were pre-
pared by the workshop AK 1113 «Risk Management» set up by the Austrian
Standards Institute on the one hand, and by the Technical Group «Risk Man-
agement» of the Swiss Association for Quality (SAQ). These are now called the
ONR rules. These rules have gone a step further than the other contemporary
standards and frameworks in the sense that it is the only report which is not
only about presenting terminologies and a general wish list of Risk Manage-
ment processes but also about providing detailed methodologies for assessing
treating and controlling risks. It also explains how Risk Management is inte-
grated into an existing system of organisation. The report is divided into five
parts (ON Rule 49000, ON Rule 49001, ON Rule 49002-1%7, ON Rule 49002-2,
and ON Rule 49003%). It provides information on:
e Terms and principles;
e FElements of Risk Management system;
e Guidelines for Risk Management;
e Guidelines for the integration of Risk Management into the general man-
agement system; and
e Qualifications of the risk manager.

27 ONR 49002-1 (2004)
28 ON Rule 49003 (2004)
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The rules of this report at present are not obligatory but many experts inter-
viewed are of the opinion that as was the case with ISO Quality Management
and others, i.e. from being non-obligatory they became the standard norms, it
might be possible that these ON Rules also in time become a standard for the
industries at least in the Swiss and Austrian region. For this reason, the ON
Rules have serious implications.

The report suggests bringing Quality management QM (ISO 9001 and ISO
9004), Environmental Management (EM) (ISO 14001), Occupational Health
and Safety OHS (OHSMS 180001, 1999), and IT security IT (IS 17799) under
one umbrella, and that the Integrated management system and Risk Manage-
ment should run through this system to be effective® (see Figure 10).

Figure 10: ONR Proposes Integration of Various Quality Standards for ERM
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Source: ONR 49000 (2004: 13)
It is also suggested that as a management tool, Risk Management should inter-

act with other management tools, in particular planning, controlling, internal
control systems, and external auditing as shown in Table 2.

29  ONR 49000 (2004: 12)
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Table 2: Interaction of Risk Management with other Management Tools

Function

Interface Function to
risk management

Planning

Assessment of the situa-
tion, vision, mission, defi-
nition of objectives, strat-
egies and allocation of
resources

Definition of risk policy,
weighing chances and
risks when selecting objec-
tives and strategies

Controlling,
internal control system

Coordination of planning
with the results, provision
of information for control
and coordination; focus:
financial management

Early-warning system to
identify where the results
can differ from plans and
objectives; risk control,
risk treatment, risk moni-
toring, quantification of the
risk situation required

External auditing

Audit of annual financial
statements and compliance
with legal requirements or
further accountancy regu-
lations, independence

Examination of the exist-
ence of a risk management
system, maybe also of cor-
respondence between the
risk assessment and the
actual economic condi
tions

Source: ONR 49000 (2004: 15)

One of the most important initiatives that the ONR report undertakes is that
it begins addressing the issue of quantitative evaluation of risks. The issue is
important but difficult as many of the risks identified have low probabilities
and very little historical data is available; these are the two important ingre-
dients required to make quantitative predictions. This is the only report that
consolidates present Risk Management techniques.
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ll. Development of Risk
Management

1. Overview of the Development Stages

The development of Risk Management can be divided into five stages:

Stage 1 The beginning of new concepts and discussions in the field (1930s);

Stage 2 The starting point of formal Risk Management, mainly dealing with
credit risks (1970s);

Stage 3 Focus on financial Risk Management, i.e. market Risk Management
in addition to credit Risk Management (1980s);

Stage 4 The idea of Operational Risk Management emerges, enlarging the
field to operational risks (1990s); and

Stage 5 Enterprise Risk Management, i.e. taking a 360° view of Risk Man-
agement by integrating Risk Management across functions and divi-
sions (2000 onwards).

a) Stage 1: New Concepts

The starting point of Risk Management can be isolated by security measures,
including some loss prevention and a bundle of largely uncoordinated insur-
ance.” According to Haller,”" Frank Knight, Maynard Keynes and John von
Neumann wrote some important publications regarding risk and uncertainty
in the 1920s. In the 1930s, the Glass-Stegall Act prohibited common owner-
ship of banks, investment banks, and insurance companies. In 1945, Congress
passed the McCarran-Ferguson Act, delegating the regulation of insurance to
the various states.*

30 Haller (1999)
31 Haller (1999)
32 Kloman (1999: 12)
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b)  Stage 2: Credit Risk Management

Stage two occurred during the 1970s with the focus on insurance manage-
ment, i.e. the co-ordination of pure insurance, which could be considered
as traditional risk transfer.® Important landmarks in Risk Management in
these years were the foundation of some associations with Risk Management
in their sights, like the International Association for the Study of Insurance
Economics or the «Risk Management Circle» of Sweden’s Statsforetag. The
American Society of Insurance Management was renamed Risk & Insurance
Management Society (RIMS). Fortune magazine published the article «The
Risk Management Revolution»* suggesting co-ordination of formerly uncon-
nected Risk Management functions within an organisation and acceptance by
the Board of Directors (BoD) of responsibility for preparing organisational
policy and supervision of the function.

c) Stage 3: Financial Risk Management

The third stage was in the 1980s when the development of Risk Management
diversified in two directions: One was Risk financing, including concerted
deductibles, captives, and various mixed forms; the second was Risk Control in
the sense of comprehensive risk engineering, partially in close co-ordination
with insurance coverage. At the end of the 1980s, Risk Management expe-
rienced an expansion in the direction of risk communication, primarily as
a consequence of a loss of trust after large-scale accidents in the concerned
insurance sectors.” October 19, 1997 is still remembered as «Black Monday».
On this day, the US stock market was severely hit, sending global shock waves
and reminding all investors of inherent risk and volatility in the market.

d)  Stage 4: Operational Risk Management
Stage four began in the 1990s. In certain industrial insurance markets, crises
affected relationships between industrial insurers and big clients.”® The term
Chief Risk Officer (CRO) was for the first time used by James Lam at GE Cap-

33 Haller (1999)
34 Kloman (1999: 12)
35 Haller (1999)
36 Haller (1999)

40



ital describing the function of CRO to manage all aspects of risk.

e) Stage 5: Enterprise Risk Management

The 9/11 terrorist attack on the World Trade Centre, New York™ has given
a new dimension to the magnitude of volatility and risk. The New York
Stock Exchange (NYSE) lost trillions of USD in a day. This had an enormous
impact on the perception of Risk Management worldwide.”® Today, compa-
nies embrace the concept of Enterprise Risk Management; this takes a 360°
view of all risks facing the organisation, including internal and external ones,
and looks to provide an integrated approach to manage risk across divisions
and functions. This has given rise to concepts of Business Continuity Man-
agement where companies make sure that they survive even extreme events
such as terrorism, natural disasters, epidemics, and major failures. Figure (11)
provides a graphic view of these developments.

Figure 11: Evolution of Risk Management
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37  Ernst & Young (2002)
38 Ernst & Young (2002)
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The interesting thing to observe in this figure is that the growing affluence of
the world has also put more focus on Risk Management. It also demonstrates
that the current interest in Risk Management is not temporary and is only
going to increase further in the coming years.

2. Risk Management and Corporate Governance

a) Overview of ERM and Corporate Governance Interdependence
The task of the Board of Directors (BoD) and the Executive Board (ExB) is to
define an integrated, future-oriented Risk Management concept; one which
is integrated with the existing planning and a leadership process, which is
equally directed at realising opportunities and yet does not constrain entre-
preneurial freedom. The role of the Board of Directors (BoD) in Risk Man-
agement is similar to their role with regard to strategy, i.e. to determine the
strategic risk objectives and to guarantee focused, operational Risk Manage-
ment practices at management level.” At the Board level, Risk Management
deals with the «process of early detection, prevention, and management of
dangers as well as identification and effective realisation of entrepreneurial
opportunities»*’. Hilb* provides a spiral approach as a starting point for Risk
Management at the Board of Directors (BoD) level (see Figure 12).

It is astonishing to note that even though some well-established Corporate
Governance principles from around the world have laid much emphasis on
the Risk Management role of Board members, Swiss Stock Exchange (SWX)
codes*? and the Organisation for Economic Co-operation and Development
(OECD) Principles®* do not bring Risk Management responsibilities into
explicit view. There are only minor references to the subject. This deserves
attention as having sound Risk Management can improve many other aspects
of Corporate Governance as well, such as succession planning, strategy con-
trol, and independent supervision.

39 Hilb (2005: 166)

40 Ernst & Young (2002a: 7)

41 Hilb (2005: 167)

42 SWX (Swiss Stock Exchange) (2002)
43  OECD (2003)
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Figure 12: Spiral Approach to Risk Management at Board Level
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b)  The Cadbury Report
In the UK, the «Code of Best Practice» report for Corporate Governance, pub-
lished by the Cadbury Committee in 1992, was generally well received. Even
though the recommendations of the report are not mandatory, all accounts
of UK quoted companies now clearly state whether they follow the code or
not. If not, they have to explain their reasons for not doing so.* The Cadbury
Report focuses on the role of corporate directors as a unified board as well as
individually. The need to implement rigorous reporting and control measures
is clearly stated. AIRMIC (the Association of Insurance and Risk Managers in
Industry and Commerce) in its Guide for Insurance and Risk Managers* chose
to emphasise the implicit mandate for Risk Management.* Citing sections 4.23

44 Cadbury Report (1992)
45  Guide for Insurance and Risk Managers (1996)
46 Drennan and Beck (2001)
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/ 4.24 of the Cadbury Report, AIRMIC noted that boards were now required
to have a formal schedule of matters specifically reserved to them, including
Risk Management policies. AIRMIC’s guide further highlighted Section 4.31,
which obliged directors to maintain a system of internal control through pro-
cedures designed to minimise the risk of fraud. According to AIRMIC’s inter-
pretation, the responsibilities of boards extended to include the full spectrum
of legal requirements and regulations applicable to the organisation. These
would encompass health and safety and environmental regulations, consumer
protection laws, and a wide variety of industry-specific requirements.

In addition to this critical point of view, the Cadbury report also points
out the importance of the three cornerstones of Risk Management: identifica-
tion, evaluation and control. It also points out — in addition to the static Risk
Management programmes — the need for dynamic programmes which help to
ensure «that all future capital investment projects and production changes are
methodically assessed against all conceivable risks before financial authorisa-
tion is granted.»*

c) The Combined Code and Hampel Report
The combined codes of 1998 and 2003* are developed on the basis of the
Hampel Report,* which was the pioneer report in introducing risk and con-
trol dimensions into Corporate Governance. Hampel widened the concept of
internal control to address «business risk assessment and response, financial
management, compliance with laws and regulations and the safeguarding of
assets, including the minimising of fraud.»*® Moreover, the report’s authors
explicitly stated that «we are not concerned only with the financial aspects
of governance.»’' Hampel took a wide view of internal control, arguing that
directors should have responsibility for all aspects of control and a duty to
establish a robust system of Risk Management, designed to identify and eval-
uate potential risks in every aspect of the business operation. This reflected

47 EQE (2002)

48 Combined Code (2003)
49  Hampel (1998)

50 Hampel (1998: 53-54)
51 Hampel (1998: 53)
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the growing recognition that breakdowns in non-financial areas could have
significant financial repercussions for companies.

These reports, however, fell short of providing guidelines for carrying out
these suggestions. This shortcoming paved the way for the next report on
guidelines, the Turnbull Report.

d)  The Turnbull Report
Instead of defining the characteristics of an effective internal control system,
the Turnbull Report takes the existence of a rigorous corporate Risk Man-
agement system as indicative of effective internal control. In this context, the
Report states that «a company’s system of internal control has a key role in
the management of risks that are significant to the fulfilment of its business
objectives. A sound system of internal control, contributes to safeguarding
the shareholders’ investment and the company’s assets.»

This focus on internal control is tied to the concept of a dynamic company;,
which requires continuous monitoring and auditing. The Report states that:

A company’s objectives, its internal organisation and the environment in
which it operates are continually evolving and, as a result, the risks it faces are
continually changing. A sound system of internal control therefore depends
on a thorough and regular evaluation of the nature and extent of the risks to
which the company is exposed. Since profits are in part the reward for success-
ful risk-taking in business, the purpose of internal control is to help manage
and control risk appropriately rather than to eliminate it.>

Published in 1999, the guidelines were formulated to help the directors
of listed companies set up a sound internal control system to manage sig-
nificant risks facing their business. The issues covered included the type of
risks to be controlled, the control systems which were needed, the way to keep
the control systems up-to-date and the responsibilities of the directors. The
guidelines focused on any risk significant to business varying from company
to company and suggesting various risks that a company could face, rang-
ing from market risk, credit risk, liquidity risk, technological risk, legal risk,

52 ICAEW (Institute of Chartered Accountants in England & Wales) (1999: 4, para.10)
53 ICAEW (1999, p.5, para.13)
54 The Turnbull Report (1999)
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health risk, safety risk, environmental risk, reputation risk, and business pro-
bity risks. The report also strongly favoured sound internal control systems
in reducing and avoiding risks though admitting that not all risks can be con-
trolled.

The Turnbull approach, accordingly, has been interpreted as involving
three steps. Firstly, the Board of Directors (BoD) or relevant Board Commit-
tee members have to identify the key risks and assess how they have been
evaluated and managed. Secondly, the Board of Directors (BoD) has to assess
the effectiveness of the internal control system in place with a particular focus
on the weaknesses and trouble spots, as identified earlier. Finally, the Board
of Directors (BoD) must ensure that company reports cover all aspects of the
internal control system, its procedures and its effectiveness.”

External auditors then have a part to play in Turnbull’s integrated approach
to managing risk, as they apply external standards to financial reporting and
internal control matters

e)  The King Il Report
In South Africa, the release of the second King Committee Report (King II
Report) in July 2001 has led for the first time to an official consideration about
the importance of risk management. This report provides the most compre-
hensive and detailed study about the Risk Management committees at the
Board of Directors (BoD) level. According to the King II Report, Corporate
Governance can be seen as a company’s strategic response to the need to
assume prudent risks, appropriately mitigated, in exchange for measurable
awards. The Board of Directors (BoD) must decide the company’s appetite for
risk-operations in every respect. While Risk Management should be practised
throughout the company by all staff in their day-to-day activities, it is ulti-
mately the board’s responsibility to determine the level of risk it is willing to
take in pursuing growth and maximising opportunities. The mechanism for
controlling or minimising risk is internal control and should be embedded
in the daily company activities, such as creating business plans, budgets, and
undertaking other operations. The Board of Directors (BoD) should focus on

55 Drennan and Beck (2001)
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Risk Management and internal control to safeguard the company’s interests,
support business objectives and sustainability, support business sustainabil-
ity under normal as well as under adverse operating conditions and behave
responsibly towards all stakeholders having a legitimate interest.

The risk according to this report should be viewed from three perspectives:
opportunity, uncertainty, and hazard. There are many recommendations for
the Board of Directors (BoD) regarding controls and reporting procedures,
such as the extent of information companies should provide in their annual
reports about the inculcation of Risk Management culture, the building of
infrastructure, the level of unacceptable risk, the categories of business risks
identified and evaluated, and the manner and frequency in which significant
risks are reported to the Board.

There is a specific section dedicated to the Risk Management committee
at the Board of Directors (BoD) level, which has recommendations regarding
the constitution, membership (specially recommending the non-executive
director to be the chairperson of this committee), terms of reference, kind of
risks that can be covered, meetings, proceedings, remuneration criteria, and
also general activities of this committee. The relevant and most important
extracts of the King II Report are provided in Appendix 4.

f) The Basel Committee Reports
The Basel Committee was established as the committee on Banking Regula-
tions and Supervisory Practices by the central-bank Governors of the group
of ten countries at the end of 1974 in the aftermath of serious disturbances in
international currencies providing a forum for regular co-operation between
its member countries.®® The committee has focused mainly on capital ade-
quacy and risk measurement, on and off balance sheet. In 1988, the Basel
capital accord was implemented which, by amendment in 1995, included that
the senior management has to be responsible in managing credit risks arising
through exposures in derivative products and other add-on factors.”” Market

56 Basel Committee (Risk Management Group of the Basel Committee on Banking Supervision)
(2003)

57 Basel Committee (Risk Management Group of the Basel Committee on Banking Supervision)
(2003)
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risk was added to that accord in 1996 arising from the bank’s open positions
in foreign exchange, trade debt securities, equities, commodities, and options.
In 1998, the commiittee included operations risk in its agenda® and the accord
is widely known as Basel IT Capital Accord. Because of this accord, awareness
of operational risk as a separate risk category has been established and vari-
ous issues relating to defining operational risk, measurement, risk monitor-
ing, control, policies, and procedures have been discussed and established. In
a broader sense, operational risks are accepted as those risks which are not
covered under market and credit risk such as legal risks.

Basel II signifies merely the newly formulated conditions to issue high
value loans. The fact is that the regulation of Basel II has only an indirect radi-
ating effect on enterprises.”

58 Basel Report (1998)
59  Gietl and Lobinger (2006: 13)

48



lll. Driving Forces of Risk
Management in Switzerland

1. General Overview
The three important characteristics of the Swiss Boards® with respect to Risk
Management are:

e The Board of Directors (BoD) has a collective responsibility in decision-
making in the company. This means that the BoD has to find optimum
solutions for the company as a group.

e The Board of Directors (BoD) is responsible for defining the strategy of
the organisation in Switzerland.

e The Board of Directors (BoD) has to provide reasonable assurance to the
shareholders and stakeholders that the key risks are being managed rea-
sonably well in the organisation. This means that the strategic objectives
of the company are attainable and all the main obstacles (risks) are being
efficiently managed. This also clarifies the point that the Board of Direc-
tors (BoD) is mainly concerned with the corporate level or strategic risks
and should be well aware of all the key risks facing the organisation.

The survey on Swiss companies, conducted by KPMG and the University of St.
Gallen,® shows that several areas contribute to effective Corporate Govern-
ance, including information policy, finance, Risk Management, Internal Con-
trols and internal and external auditing. These functions together provide an
assurance of well being to the Board and shareholders.

60 Miiller and Volkart (2002)
61 Ruud and Bodenmann (2002)
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According to one of the studies, the main goal of Corporate Governance in
Switzerland is safeguarding shareholders’ interest.** It also suggests the most
critical improvements required in Switzerland, specified as making transpar-
ent the Corporate Governance approach in companies. Most works in the
field of Corporate Governance consist only of recommendations how com-
panies should best organise Corporate Governance, such as making recom-
mendations to shareholders’ rights, to general meetings, the organisation of
the Board of Directors (BoD) and the Executive Board (ExB), internal as well
as external auditing, and the handling of conflicts of interest. Only a part of
the Corporate Governance framework is directly and irreversibly regulated
by law. Especially Swiss stock corporation law provides companies with a lot
of freedom. For the first time, the code now provides recommendations as
to how companies should organise their Executive Board (ExB) within com-
pulsory legislation. Secondly, investors, especially institutional ones, are pay
more and more attention to the extent to which companies stick to such Cor-
porate Governance standards.

Switzerland has historically been, to a certain extent at least, relaxed in
the field of Corporate Governance.® Recently, however, many forces have put
pressure on companies to improve Corporate Governance and hence also
Risk Management (implicitly). The key drivers of Risk Management in Swit-
zerland are discussed in the next sections.

2. Law as a driving force

a) Importance of Several Regulations
Law is one of the main forces in enforcing better Corporate Governance prac-
tices in Switzerland, including Risk Management.* The law has been largely
unchanged since 1936 with reforms in 1968 and 1992. More specifically, the
Stock Exchange Act, which entered into force on January 1, 1996, has a strong
influence on enforcing Corporate Governance best practices. The code of
obligations now even puts more pressure on Swiss companies (both listed
and non-listed) to increase transparency, auditing and compensation disclo-

62 Giger (2002)
63 Monks and Minow (1995)
64 Wyler (1994)
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sures. Many of these developments have occurred along the lines of the Sar-
banes Oxley Act.®®

b)  Swiss Code of Obligations

In article 716a of the Swiss Code of Obligation (CO) under number 1,
the ultimate direction of the company is assigned to the BoD. In connection
with these tasks, the BoD also has the undelegable duty to avoid unnecessary
risks and minimise inevitable risks in order to guarantee the existence and the
advancement of the enterprise. The Board of Directors (BoD) has to therefore
specify the risk appetite of the enterprise and the risk controlling policies. The
risk goals should be aligned with a given company’s strategic business objec-
tives. Supported by article 716b OR and/or an appropriate statutory authori-
sation clause, the Board of Directors (BoD) can delegate, by means of decree,
operational Risk Management to the management. In addition, a Chief Risk
Officer (CRO) is not required, as in large-scale enterprises. It is enough if
managers themselves are entrusted with Risk Management tasks, or a subor-
dinate management member.

c) Bank Regulations
Article 9 para. 2 of BankV*® regulates the fundamentals of Risk Management
for banks as well as the competencies and procedures for the inclusion of
business risks in internal guidelines and regulations. Accordingly, banks are
required to seize, limit, and supervise in particular market —, credit —, loss —,
transaction —, liquidities and image risks as well as operational and legal
risks.

In 1996, the Swiss Bankers Association adopted guidelines for Risk Man-
agement in trade and derivatives. Even if the management of derivatives res-
cues special risks, the Risk Management principles established by the Bankers
Association also are of interest at this point:

On 2 March 2000, the Swiss Federal Court took a decision in connection
with the penal procedure against the director of a bank on account of disloyal

65 SOX (Sarbanese Oxley Act) (2002)
66 Banks and Saving Banks Regulation (SR 952.02)
67 Unpublished Federal Court decision 65.605/1999
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management. The court ruling contains interesting explanations in view of
management responsibility s regards Risk Management. Under consideration
4.a) bb) in this decision, the following implementation has been described:
The accused executive officer concerned argues that it is common knowledge
that in a bank the Board of Directors is responsible for setting the risk policy
and the supervision of risks. One of the main tasks of the Board Committee
in this bank was Risk Management. Indisputably, the decision about the loan
presentations was taken by this Board committee. Therefore, the executive
officers of the bank should not be accused of taking a decision which should
have been taken by the Board committee.

The statement concerning Risk Management is basically accurate, but in
this case was not helpful to the executive officer. Therefore, it is not surpris-
ing that in such cases both management and the Board of Directors is held to
account under civil and criminal law.

d)  German Law for Control and Transparency (KonTraG)

This law®® has been in force since May 1998. The subsequent amendment (91
lit. ¢) makes it mandatory for the Executive Board to take adequate measures,
especially to implement a supervising system, and to recognise early devel-
opments which could pose a risk for the further existence of the company.
Many of the discussions about including risk disclosure in Swiss law have
been influenced by this German precedent, including Art. 663b E-OR and
amendment 728A E-OR.

3. Institutional Investors
Institutional investors, especially pension funds, have been very influential
and were one of the first forces in Switzerland to raise their voice for better
Corporate Governance and for safeguarding shareholders’ interests (i.e. Risk
Management). The name which deserves special mention is the Swiss Invest-
ment Foundation for Sustainable Development (also known as Ethosfunds).
The Swiss Investment Foundation for Sustainable Development was founded
in 1997 by two Geneva-based pension funds and now comprises more than

68 Bundestagsdrucksache 13/10038 (4™ March, 1998)
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90 Pension Funds from all over Switzerland.® Their aim is to invest in com-
panies which contribute to sustainable development, to send signals to the
market to that effect, and to enable members to exercise shareholder rights in
a responsible manner and keep a vigil on Corporate Governance in invested
companies. Since the money invested in these funds is the pension savings of
the ageing population, it is politically very sensitive; fund managers have no
margin of error and tend to generally invest only in those companies which
manage their risks in an exemplary way and provide accurate and transparent
risk-related information.

4. Impact of US Developments
Shareholders of large companies involving assets of institutional investors
and pension funds want increased assurance and better predictability for the
performance of their funds. Non-performance can have life-altering impact
on millions of lives around the world. As a result, public-listed companies
are under increasing pressure to install sound Risk Management and predict-
ability mechanisms. This is especially the case for New York Stock Exchange
(NYSE) listed companies as some of the world’s largest corporate disasters in
the past few years have happened in the US. The Security and Exchange Com-
mission (SEC) and the US government responded by enacting new acts and
regulations, most particularly the Sarbanes Oxley Act (SOX).

According to Pfyffer,” there is also great impact of SOX on Swiss Corpo-
rate Governance and law as some elements of SOX are being incorporated in
Swiss requirements owing to investors’ pressure, perceived economic benefits,
and requirements made by Basel II type regulations and rating agencies. The
following table (3) shows how Swiss rules and regulations have been affected
by SOX and New York Stock Exchange regulations.

69 Ethosfund (2005)
70 Pfyffer (2005)
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Table 3: SOX and Swiss Law: A Comparison

Sarbanes - Oxley Act Section 301

Swiss Rules

Sarbanes - Oxley Act Section 301

Swiss Code of Best Practice for
Corporate Governance, par. 23

NYSE Section 303 A(7)(d)

Mandatory for banks (Swiss Federal Bank-

ing Commission Circulars 95/1)
Swiss Code of Best Practice for Corporate
Governance, par. 19

NYSE Section 303 A(7)(c) (iii) (D) Draft article 663b Ziff12 CO Swiss Code
of Best Practice for Corporate Govern-

ance, par. 19

Article 716a CO new article 728a CO

Sarbanes - Oxley Act Section 404
Source: Pfyffer (2005)

5. Press

With the worldwide interest in Corporate Governance growing in the light of
so many scandals and failures, the press in Switzerland has also played a sig-
nificant role in bringing the issue to the focus of the public and politicians,
making it one of the most hotly debated topics in the business polity today.
Issues such as Y2K, Mad Cow disease (BSE), Severe Acute Respiratory Syn-
drome (SARS), September 11 terrorist attack, Corporate Scandals (Swiss air,
Enron, Swiss Banking Scandals’") have been well publicised, creating increased
awareness among society and businesses of risks and Risk Management.

6. Others

There are also other forces which are rapidly changing the face of Corpo-
rate Governance in Switzerland as was clear from the literature review, such
as corporate scandals, FDI, globalisation, and others. The impact of develop-

71 Bankruptcy of Spar+Leihkasse Thun in 1991, liquidated only after 14 years in 2006. Erb Gruppe
(after the Swissair disaster, Erb Gruppe is the biggest bankruptcy in Switzerland. Insolvency
occurred in 2004. There were 85 companies in the group.)
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ments in other countries (for example, Sarbanes-Oxley Act in the US) is also
providing an impetus towards Risk Management.

Forces shaping Corporate Governance and Risk Management (RM) in
Switzerland are depicted in Figure 13.

Figure 13: Forces Fostering Better Risk Management in Switzerland

Law
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IV. Risk Management
Implementation

1. General Overview

After understanding Risk Management and its development, the status of
Risk Management in Switzerland, other related concepts, and the role of the
Board of Directors (BoD), it is important to know how Risk Management
can be implemented in the company. The steps for this implementation and
the related time plan are listed in the form of a checklist in Appendix 1. The
Board of Directors (BoD) has the role of providing the strategic direction
and control but should have a clear overview of how Risk Management is
being carried out across the organisation. The overview has to be provided by
the Board through policies and guidelines. There are some basic pre-requisite
conditions that have to be fulfilled in order to achieve effective Risk Manage-
ment in an organisation. These prerequisites can be divided into two catego-
ries (see Figure 14):

Category 1: Key Components, i.e. the elements that are directly linked to the
Risk Management structure and process in an organisation, including objec-
tives, structure, roles, processes, reporting, and communication; and

Category 2: Enablers, i.e. the elements that enable Risk Management compo-
nents to exist and function optimally in an organisation, which includes cul-
ture and tools.
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Figure 14: ERM Conceptual Framework

Objectives
Structure
o Roles v
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= 2
S Process
Reporting
Communication

Key components of ERM
Enablers

Source: Kalia (2006)

Objectives: Risk Management is more likely to be effective if it is incorpo-
rated into policies that provide direction for the whole organisation, and if
it is expressed in the form of a vision, mission, and set of Risk Management

objectives.

Structure: Risk Management is more likely to be effective if it is translated into
a set of decision making routines, and implemented through Risk Manage-
ment sub-structures designed for that purpose.

Roles: The Board of Directors (BoD) and Executive Board (ExB) have the ulti-
mate responsibility for Risk Management. However, they need certain roles
which have to be fulfilled by other people or entities if they are to be effective
in managing risk. The most common roles in ERM prevalent today are those
of Risk Manager, Risk Coordinators, Risk Owners, and Risk Champions. The
Board of Directors (BoD) members, CEO and other members of the Execu-
tive Board (ExB) also have additional responsibility in relation to Risk Man-

agement.
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Process: Important Risk Management processes include:

e Setting Risk Management objectives in accordance with corporate strat-
€gys

e Identifying risks;

e Assessing the risks identified using qualitative and quantitative tech-
niques;

e Analysing the risks;

e Planning risk mitigating actions;

e Monitoring the implementation of risk mitigation actions; and

e Providing feedback to various stakeholders about the internal and exter-
nal risk environment.

Reporting: Reporting constitutes one of the main control activities for super-
vising the Risk Management process in an organisation. Good reporting sys-
tems and practices allow the evaluation of decisions that are made, and of
their consequences, thereby facilitating the continuous improvement of Risk
Management in the organisation. Communication and reporting processes
should be made as simple as possible to avoid redundancies and to avoid
turning Risk Management into a bureaucratic exercise.

Communication: Since one of the purposes of Risk Management is to increase
transparency, communication to all relevant stakeholders is important. Com-
munication channels include annual reports, internal reports, seminars, and
management meetings.

Culture: Spreading a positive Risk Management culture in the organisation is
an important but difficult responsibility of the Board of Directors (BoD). A
primary influence on organisational culture is the formal and informal com-
munication between members of the Board of Directors (BoD), senior man-
agers and other employees. Risk champions and Risk Management specialists
that have access to a wide range of employees in the organisation can also be
important determinants of the Risk Management culture in the organisation.
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Tools: There are several tools available for the Board of Directors (BoD) and
Executive Board (ExB) to manage risks effectively. These tools fall into three
categories:

e Organisational setting and strategy formulation and development tools;
e Risk Management tools; and

e IT tools.

IT tools are particularly important for managing risk-related information,
for carrying out quantitative analysis of such data, and for generating risk
reports.

In the next sections, a detailed analysis of the key steps of ERM Process
and how they should be carried out in the organisation is presented.

2. Objective Setting

a) SWOT-Analysis
Starting with SWOT — analysis, risks and opportunities can be identified and
assessed in an enterprise. As long as the objectives are not clear, risks cannot
be defined either. Thus, every risk reflection begins with a clarification of the
enterprise’s objectives. They arise from the strategy, but also from the mission
and the vision of the company. In this step, the organisation sets out its strate-
gic objectives based on its Strengths, Weaknesses, Opportunities and Threats
(SWOT) analysis.

Based on corporate strategy, the Board of Directors (BoD) has to initiate
the creation of the following documents to showcase the objectives, structure,
and procedures to manage risk:

e Risk Management policy;
e Risk Management directives; and
e Risk Management handbook.

b) Risk Management Policy
The Risk Management policy should be a brief document (2-3 pages) which is
signed by the Board of Directors (BoD) responsible and the CEO (an example
of Risk Management Internal Regulations for Risk Management Committee
at the Board Level is provided in Appendix 3). It should provide:
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Overview of vision and mission of the organisation;

Key strategies of the company. Some companies try to keep the strategy a
secret (sometimes even from senior managers), but apart from a very few
really confidential strategies, most of the strategies are, and can be, pub-
licly known. Strategies which can be made common knowledge should be
conveyed explicitly to all staff. This has many advantages as it sends the
first strong message of openness and transparency within the organisation.
The employees can understand their role in the organisation and feel part
of it”.

Purpose/ objectives of Risk Management. These generally include:
Aligning risk and strategy;

Enhancing risk response decisions;

Improving predictability;

Identifying and managing cross-enterprise risks; and

© © © 0 ©o ©

Improving risk awareness and culture throughout the organisation.
Make the process of improvement in the company embedded and con-
tinuous
o Reports that will be generated (including frequency) in the Risk Man-
agement process.
o Frequency of meetings that the Board of Directors (BoD) will conduct
to supervise and discuss Risk Management.
Risk Management structure. The Risk Management structure should
reflect the needs and realities of the organisation. For example, the mem-
bers of the internal Risk Management organisations could include dedi-
cated employees or employees with additional responsibilities depending
on the size, nature, and complexity of the enterprise. However, for big
companies as covered in this study, it is recommended that there should
be at least one designated Head of Risk Management. There are several
examples of Risk Management organisations in the case studies presented
in this study. The positions recommended in addition to the already exist-
ing Board of Directors (BoD), CEO and Executive Board (ExB) and audit-
ing functions include:

72 Liker (2004: 330)
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Head of Risk Management;
Risk co-ordinators;

Risk Owners;

Response Owners; and

© © © o ©

Risk Champions.

The policy document is a proof of the Board of Directors (BoD) commitment
and intent to the process and the whole Risk Management will be centred on
the philosophy proposed by this document.

c) Risk Management Guidelines/ Directives

This document is initiated by the management of the organisation. It provides
the details as to how it will set out to achieve what has been proposed by the
Risk Management policy. It goes a step deeper than the policy and details the
issues cited in the Risk Management policy, for example the flow of the Risk
Management process, the role of the various members of the Risk Manage-
ment organisation, the linkage between risk and strategy, details of reports to
be generated, tools to be used, and so forth. Appendix 2 provides a real life
example (anonymous) of detailed Risk Management Policy and Guideline
document.

d) Risk Management Handbook

The Risk Management handbook is especially for the use of practitioners of
Risk Management who have to analyse the risks and implement actions for
their successful mitigation of those risks. The document provides the detailed
description and methodology for various analytical and decision-making
techniques to identify risks, conduct workshops, carry out qualitative and
quantitative analysis, and manage information and generate reports in the
Risk Management tools. This document should be able to help any employee
assigned the task of managing risks, according to the guidelines and process
prescribed by the management.
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3. Risk Identification
The identification of risks is the most important and delicate step because it sets
the agenda. Risks are normally only discussed when they have occurred or iden-
tified before. The worst risks are the unidentified ones, which appear suddenly
and where there is no guarantee that only the Executive Board (ExB) is the first
to observe them.” It could be any employee anywhere in the whole organisation
who could have observed a disaster waiting to happen, but is not on the Board
of Directors (BoD) and Executive Board (ExB) radar. In this step, an effort is
made to identify as many risks as possible and create a Master Risk List.
Identification has to be carried out in the whole organisation to gain a
complete picture of the risk landscape. A top-down and bottom-up approach
should be utilised:
e Bottom-up approach helps to gain a complete picture of risks facing a
company; and
e Top-down approach helps to aggregate these risks, analyse them, prioritise
them, and finalise the responses and actions to overcome them.

The bottom-up approach to gather Risk Management information can be
undertaken easily with the help of a simple enterprise-wide risk identification
form (Appendix 5). At the end of this exercise, an aggregated/ consolidated
list of risks (The Master Risk list) is ready to be classified, analysed, and pri-
oritised. If the company is small or medium (up to 1000 employees) all the
employees can be included in such an exercise. For larger companies, a cross
section of 500-1000 employees per division can be involved each year in such
an exercise. If this process is not considered feasible for any reasons in a com-
pany, it can be done with the help of workshops where an interdisciplinary
team performs a brainstorming for the significant areas of risk in a company.
A Risk Map is used displaying various risk areas.

While applying the Brainstorming technique, some rules have to be taken
into consideration in order to conduct good risk identification:
e Participants: Overall view / broad perspective;
e Ambiance: Every opinion is welcome;

73 Boutellier and Kalia (2006)
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e [Initial position: Clarified (SWOT);
e Goals: Clarified in a balanced scorecard; and
[ ]

Moderation: Not the boss, but the risk manager.

These risks need to be classified so they can be easily assigned later on to the
appropriate team of people to manage. It is good to classify risks along the
lines of strategy classification as this helps to link strategic planning to Risk
Management. For example, if the company is using the Balanced Scorecard
(BSC) then it could classify risk into the categories of Finance, Customers,
Process, and Potential. However, classification has to be based on a logic that
should reflect the uniqueness of the organisation. The figure 15 below pro-
vides one such classification.

Figure 15: Risk Classification’*
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Source: Kalia (2006)

74 The figure has been developed with the participation of Mr. Hans von Pfuhlstein, research associ-
ate at the Technology and Innovation Management Institute at the Swiss Federal Institute of Tech-

nology, Zurich.
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It will be important to emphasise that this is just an example. These classifica-
tions have to be thought about and implemented by the company in the most
suitable way.”

4. Risk Assessment and Prioritisation
The Master Risk List gives a complete portfolio of risks that a company faces
at a given point in time. Owing to the limited resources that any organisa-
tion possesses, it is not possible to manage all these risks effectively. Therefore,
risks should be prioritised so that the company can focus only on the sub-
stantial top-level risks to be effectively mitigated. This needs assessment of the
risks mapped out in the master risk list, i.e. what could be the probability of
a particular risk to occur, what could be the impact, and how well is the com-
pany prepared to manage the risk if it occurs at the time of the assessment.

Failure Mode and Effects Analysis (FMEA) is one robust technique for the
purpose of assessment and prioritisation. A FMEA can be carried out on dif-
ferent levels of the enterprise (see Figure 16). It is suited to the lowest level
(products), but also to projects.

Figure 16: FMEA Works at All Levels
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Source: Boutellier and Kalia (2005)

75 Definitions of all the risks classified in the above document can be found in the author’s PhD dis-
sertation (Kalia, 2006)
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FMEA has a very good record in Risk Management in production, services,
and technical work units. They have a strong statistical base but for practi-
tioners it is very simple as it works on the basis of the relative positioning of
risks rather than absolute numbers.
For the FMEA analysis workshops should be organised. Workshops have
several advantages in that they
e Bring together people from diverse backgrounds;
e Provide a platform for «Risk Dialogue» in the company; and
e Help organise «Group Decision Making» which, if done properly (follow-
ing the rules of diversity, independence, decentralisation, and aggregation
mechanism) have been proven to provide optimum results exceeding even
the results provided by experts.”

In the FMEA workshop, on an agreed scale (1-5 in the example provided
here as it helps the easy creation of a 5x5 risk matrix of a risk-map) risks are
assessed using the following criteria:

e Impact: Potential damage;

e Probability: Possibility of occurrence; and

e Surprise: Degree of preparedness if the event does occur.

The three dimensions are put into the risk FMEA spreadsheet and multiplied
with each other. The product is a Risk Priority Number (RPN). A common
measure for risk classification is the assignment of each particular risk to one
responsible position (risk action responsible) (see Figure 17).

76  Suroweiki (2004)
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Figure 17: Risks Listed Based on FMEA Workshop

Classification of

Identification and analysis of risks Assessment of risks risks
| P S RPN : :
No. Risk Impact Probability ~ Surprise  Risk Priority Number Risk aCt_Ion
responsible
[1-5] [1-5] [1-5] IxPxS

1 Supplier X unable to deliver 5 2 3 30 Head purchasing
2 Walk out key employees 3 4 4 48 Top Management
3 Labor costs Germany 2 2 1 4 Head production
4

5

6

7

8 List up all the possible risks

9 identified during brainstorming

For a company with a single source supplier the risk that a contractor does
not deliver has a critical impact; it is therefore weighted with 5. In this exam-
ple the probability for this event to occur is rated with a low value, 2, mean-
ing that it seldom occurs. The event is rather foreseeable, as there will be signs
indicating the supplier’s difficulties before delivery stops. A low value, 2, is
assigned to the surprise factor. The product of the impact, the probability and
the surprise equals 20.

The same procedure is executed for all other risks. For a better visual illus-
tration, the results are displayed in a Risk Map (see Figure 18). The x-axis
shows the impact, the y-axis the probability of occurrence. The size of the
bubble varies with the weight of the surprise factor.
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Figure 18: Risk Map’”

s I Toprisks

Likely Take actions with 1st prio.
3 Severe risks
= 4 Take actions with 2nd prio.
@
I Possible
3 Less severe risks
8 Actions with appropriate
© 3 effort can be taken
- -
S Occasionally Acceptable risks
2 No actions necessary
2 Seldom @ @
©
<
a

1
Unlikely
A1) B(2) c@) D (4) E (5)
Negligible Marginal Moderate Major Critical
@ Surprise
Impact
©Labor costs Germany o Walk out key employees © Supplier X unable to deliver

The closer a risk is situated to the top right corner of the map and the larger
its size, the more severe the risk. The impact does not need to be analysed only
in terms of financial considerations but could also be analysed in terms of the
disruption of operations, people, and reputation.

The first and foremost thing to remember when dealing with surprise is
that the only effective way to manage surprise, the third dimension of analys-
ing risks, is to keep reserves, i.e. managing surprise requires resources. Firms
have only limited resources and that makes prioritising risks very important
as it provides the right focus for Risk Management. Prioritising risks helps the
enterprise use few available resources at the right place. The number of risks
to be strictly pursued depends on the enormity of the risks and the amount of
resources that a company has. As a rule of thumb, a maximum number of 10
risks should be pursued.

77 The concept has been developed at the Technology and Innovation Management Institute at the
Swiss Federal Institute of Technology, Zurich.
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5. Risk Analysis
Once the top risks have been selected based on the FMEA methodology, an in-
depth analysis must follow to ascertain the main drivers of the selected risks
and the appropriate measures that can be adopted to effectively manage those
risks. The output of this step is the Risk Driver Tree and the Measure Map.
The risks are lowered by specific actions. The budget plan should integrate
these actions. It needs in-depth analysis to reach conclusions regarding what
actions need to be taken. The three key requirements include:
¢ Risk quantification;
e Identify key risk drivers; and
e Identify suitable actions to respond to the key drivers.

a) Key Drivers Analysis/ Root Cause Analysis
Several factors contribute to a risk event. Only few of those contributing fac-
tors have a major role in the final impact.”® The process of analysing these
main drivers of risk is termed as key driver analysis or root cause analysis.
Once the key drivers with the biggest impact are identified, it is better to act
on those drivers, hence to optimise the use of the scarce resources that a com-

pany has at its disposal.

Figure 19: Example of a Key Driver/ Root-cause Analysis

The processing capacity of
computers doubles every 24
months
The storage density doubles.
every 12 months
The transfer capacity of fibre
glass doubles every 6 months
End to end IP
Voice and Data | Convergence
Triple Play J
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Technology
| Development

process

Product development process
takes too long

Our products are not enough
i 2

competitor considers the
competition requirements

better and operates on the
markets with more agility

Sub optimal structural
organisation hinders the
optimal consideration of
covergence trends in the
performance development
and performance processes

Price/ Performance
Ratio of products Under
Pressure

[ Technological Substitution ]

78  In line with Pareto’s 80:20 rule (1896 — 1897)
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b)  Suitable Actions to Respond to the Key Drivers
Actions have to be taken to impact the biggest risk drivers. With the FMEA
type workshops, most of the actions planned were based on the intuitive
insights of the participating members. However, in this step, for each of these
actions there has to be a detailed cost-benefit analysis, i.e. how much do these
actions cost in terms of time, finance, operations and human resources, and
their benefits. It is understandable that the benefits need to outweigh the costs
and reduce the risks to acceptable levels. It is normally not possible to reduce
the risks completely. The actions should be supplemented with milestones
and Key Performance Indicators (KPI) so that their effectiveness and imple-
mentation can be observed and controlled over time. Once the actions have
been planned they have to be managed by the response owners or a response-
owner team. Wherever possible, teams should be assigned rather than indi-
viduals as there is a danger that the terminology at hand, such as risk-owner
or response- owner or action owner, makes the people chosen responsible,
thereby diluting the collective responsibility of the Executive Board (ExB) and
Board of Directors (BoD).

It takes time and resources for action planning to be completed success-
fully. The FMEA methodology”™ can also be used here to move fast and include
more people in this process. Once the main responses/ measures are chosen,
a more in-depth analysis can be made on the chosen few measures (see Fig-
ure 20). Risk and response could have both resulted in the same abbreviation
RPN, and hence the use of the word measure instead of response.

79  This methodology has been developed by the Risk Management team of the Technology and Inno-
vation Institute at the Swiss Federal Institute of Technology, Zurich, Switzerland.
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Figure 20: Measures Listed Based on FMEA Workshop

Identification and analysis of measures Assessment of measures
C E El MPN
No. Measures Cost Effectivness Ease of implementation  Measure Priority
18] Number
15 (15 CxExEl
Example measure A 2 1 4 8
- Example measure B 1 4 2 8
= Example measure C 4 5 3 60
2

o |~jo|ofa|w|r|—

Risk 2

11
12
13
14
15
16
17
18
19
20

Risk 3

Risk 4

The measures found, for each top risk, are assessed based on the following
criteria:

o Cost;

e Efficiency; and

e Ease of implementation.

The three dimensions are put into the FMEA spreadsheet and multiplied with
each other. The product is a Measure Priority Number (MPN).

The following measures, against the risk of supplier x being unable to
deliver, are identified: Build up second supplier, supervision of supplier x, buy
production plant. The cost of building up a second supplier is low and there-
fore a rather good rating, 4, is attributed. This measure will reduce the risk
significantly leading to a high efficiency value. For various reasons, it is hard
to implement this measure within the company; the value 2 is assigned to
facilitate implementation.

This analysis is conducted for all other measures of all the risks.
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The measure matrix displays the results (see Figure 21). The efficiency of
a measure appears on the x-axis and the cost of a measure on the y-axis. The
size of the measures displayed serves as an indicator of the ease of implemen-
tation.

Figure 21: Measure Matrix

5
comparatively low

Cost of measure
w

1 Bad cost /
comparatively high [\ T8 21T

L 2 3 4 s
comparatively low comparatively high
Q Ease of implementation Effectiveness of measure
O Example measure A ©OExample measure B © Example measure C

Measures situated in the lower left corner offer a bad cost / benefit ratio, those
in the upper right corner a good one. The supervision of supplier x and the
acquisition of a production plant show the same cost / benefit ratio. As the
first measure mentioned has a higher value of ease of implementation it is the
better one.

Building up a second supplier reveals a good cost / benefit ratio, but a low
value of the ease of implementation.

Either measure «supervision of supplier x» or «building up a second sup-
plier» should be chosen for implementation.

Risk Management functions only if the risks are explicit. Therefore, in the
enterprise one tries to grasp many risks in a process, to value and to fix priori-
ties. Nonetheless, this only functions in an open enterprise culture which per-
mits open discussions even on disagreeable and controversial topics.
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6. In-depth Risk Analysis
In the previous sections, the risks were identified and measures planned based
on the FMEA workshop. However, once the key risks and measures have been
selected based on these workshops, an in-depth analysis is carried out to ascer-
tain reasonable financial values for those risks and the effect of the measures
proposed. The difference being that workshops were based on a scale and the
in-depth analysis values are based on probabilities and quantified values.

a) Quantification of the risks
It is important to quantify the risks as it helps understand the scenario if the
risk event really occurs. Additionally, it brings the complete risk picture into
perspective. The quantified number also becomes a benchmark against which
the success of actions has to be compared. The quantified number is then
compared to EBITDA of the company. An EBITDA-based comparison is not
the best method but it is simple for the organisation at large to understand. It
is the right approach to start, but as the Risk Management function matures
in an organisation a more sophisticated approach can be taken, such as com-
paring the risks to capital value or economic value added.

Those risks which can not be reliably quantified should be judged after
a risk dialogue and an intelligent guess should be decided upon. The prin-
ciple of the 70 percent solution of the US Corps should be remembered®:
«Its better to decide quickly on an imperfect plan than to spend time con-
sidering every angle, and roll out a perfect plan when it’s too late». The time
and resources saved in this way (rather than spending lots of it on unreliable
quantification) should be spent on taking actions and generating a sense of
security with regard to those risks.

7. Action Planning
In this step, a Target Risk Map is planned representing the future Risk Map
after the proposed measures are taken to mitigate the prioritised risks. The
Target Risk Map also provides a benchmark against which the effectiveness of
the measures can be later verified and engineered accordingly.

80 Freedman (2000: 8)
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If one tackles risks consciously, the same four logical steps always arise
to reach a balance between risks and opportunities® (see figure 22). Success
strongly depends on the risk type and the risk policy of the enterprise. If the
possibility to consciously form risks and opportunities exists, it makes little
sense to enter into risks without being able to realise opportunities. It is advis-
able to remember that the model presented in figure (22) holds true for only
the known risks. However, as hard as one might try, there will always be some
risks that will surprise us as they are not identified by the identification proc-
ess. That is the reason for focusing on surprise and its management through
strategic reserves.

Figure 22: Risks Gradually Reduce

Eliminate

Reduce
Transfer
Positive Relationship Between Risk
and Opportunity
Carry
......... >
— Balance | Opportunity

Residual Risk

Source: Boutellier and Kalia (2006)

The actions planned have different capacities to achieve results. An appropri-
ate strategy should be utilised as shown in the figure (23).

81 Boutellier, R. and Kalia, V. (2006)
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Figure 23: Key Strategies to Manage Risks®
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8. Monitoring, Reporting and Supervision
In order to implement measures as described in the previous sections, and
that the organisation learns consciously, monitoring and supervising/control-
ling actions is necessary. The purpose is to compare the actual Risk Map (after
the measure has been implemented) to the target Risk Map and check the
effectiveness of the measures adopted (and change some if they have been
ineffective).

Regular reports have to be generated for the purpose of providing the com-
plete picture of the risk at that time. It is advisable to have a quarterly report-
ing structure. Controlling should take place not only on the level of single
actions, but also on the level of the whole process. Companies must integrate
actions into the normal report process according to importance, and actions
can then be pursued in detail or as individual projects.* The Risk Manage-

82 The concept has been developed with the participation of Prof. Dr. R. Boutellier, Mr. Vinay Kalia
and Mr. von Pfuhlstein at the Technology and Innovation Management Institute at the Swiss Fed-
eral Institute of Technology, Zurich.

83  Boutellier and Kalia (2006)
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ment process should be checked periodically at least every two to three years

as a whole. The reports should be kept as simple as possible. For the Board

members a summarised report (not more than 2 pages) showing all risks,

major actions, action owners and key milestones achieved and being pursued

should be presented. However, the Board of Directors (BoD) should be able

to receive any amount of in-depth information as they want on the basis of

which these reports are made. A typical risk report must cover the following:

e The present status of the risk;

e The previous status of the risk;

e Movement of the risk (increase / decrease);

e A comparison of the performance of action implementation and its effec-
tiveness against the established Key Performance Indicators (KPI);

e Special comments;

e New risks on the radar or unexpected events; and

e Comment on quality of Risk Management.

Another important ingredient of risk reporting includes a time-series analysis
of risk. The benefit of this analysis is that it provides a good understanding
about the way risks are developing, i.e. whether they are reducing or increas-
ing, and whether the risk response strategies are successful or not. Many new
risks recur and disappear from the Risk Map as this analysis clearly shows
the movement of the risks. Time-series analysis provides an opportunity to
shift the discussion from absolute numbers through quantification (gener-
ally based on unreliable data) to trends the risks are following, for example, if
an IT server risk is on the radar. It will slowly start to disappear from the risk
matrix as a back-up server is installed.

However, to conduct the time-series analysis, the Risk Management proc-
ess should have been established in the organisation for some time. Normally,
a year after the action implementation is a good time to start time-series anal-
ysis.

Once every year, a comment on quality of Risk Management has to come
from two sources:

e Internal control and audit; and
e Head of Risk Management.
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The internal control and audit report focuses on implementation aspects, i.e.
whether the actions have been performed as suggested by the key perform-
ance indicators, whether the milestones have been achieved according to the
deadlines, and whether the process has been followed diligently and accord-
ing to the stated policies and guidelines.

The Head of Risk Management in consultation with other members in the
organisation provides a report on whether the actions taken were good, how
they benchmark with the other companies and what could be done to fur-
ther improve analysis and actions in the next cycle of Risk Management. The
help from outside experts is also suggested. Figure (24) provides an overview
of the Enterprise Risk Management Implementation process as discussed in
this section.
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Figure 24: ERM Implementation Overview®
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84 The figure has been developed with the participation of Mr. Vinay Kalia and Mr. Hans von Pfuhl-
stein from the Institute for Technology and Innovation Management, ETH Zurich.
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9. Culture
It is not only a problem to implement Enterprise Risk Management in a com-
pany with global operations but also in group companies with various divi-
sions and businesses based only in one country, as bridging existing cultural
differences is difficult. It is not surprising that «culture» is termed one of the
most important aspects in implementing Risk Management by the members
of Boards of Directors (BoD) and top managers.

Risk Management is currently a priority at senior organisational levels,
rather than throughout the organisation. The issue of being successful in
establishing Risk Management culture is difficult. Only 15 percent of compa-
nies, according to one survey®, feel that they are successful in that endeavour.
The most common methods employed for developing such a culture are:

e Publicising Risk Management guidelines for all employees;

e Developing a Risk Management handbook (or something equivalent) in
which detailed information regarding corporate Risk Management proc-
esses and tools is provided;

e Defining risk champions in various parts of the organisation; and

e Highlighting the importance of Risk Management in the Annual report
and other internal communications such as company newsletters.

In addition to the points mentioned above, there are several creative ways in
which companies spread Risk Management culture. The success of Risk Man-
agement has to be «marketed» in the organisation. The more people can relate
and observe success, the more they are inclined to accept Risk Management
and find it less of a bureaucratic exercise. Tangible benefits should be demon-
strated to management and employees. If the risks are quantified, it is easy to
demonstrate the tangible benefits as this can clearly show the potential impact
of an event with, or without, the Risk Management intervention. However,
there are few risks that can be reasonably quantified. For those situations, suc-
cess can be interpreted in the following ways:

85 Conducted by Transfer Center for Technology Management (TECTEM) at the University of St.
Gallen, Switzerland.
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External perception: It is important to see how the external observers ana-
lyse and rank the company. For example, if insurance premiums are stable
it means that insurance companies have trust in the Risk Management suc-
cess of the company and is assured against the company’s failures. Similarly,
if share prices perform well, this will reflect the confidence of shareholders in
the company that it is likely to achieve its stated objectives and is hence under-
taking good Risk Management.

Analysing losses: Companies could create a data bank of losses occurring due
to negative events before, and after, the initiation of Risk Management. The
consistent reduction of losses should demonstrate the success of Risk Man-
agement initiatives.

Meeting the objectives laid out: Risk Management is about consistently making
choices and then later on checking if the choices were right. This enhances the
process of the organisational learning curve. The laying out of objectives to be
met in a certain timeframe should be set and then evaluated at the end of the
time planned. If objectives are met, this can be interpreted as success. How-
ever, provisions should also be made to evaluate unforeseen risks and how the
Risk Management set-up coped with those risks.

A periodic evaluation from the various stakeholders: The rise or fall in the per-
ceived confidence of the various stakeholders, i.e. analysts, employees, Board
members, Executive Board (ExB) and more. The level of perception will deter-
mine the success or failure of the Risk Management set-up in the organisa-
tion.

Level of awareness in the organisation: A high level of awareness regarding Risk
Management in the enterprise, i.e. across hierarchies and across functions,
will signify not only that Risk Management is being successfully carried out,
but also that the organisation has been successful in spreading the Risk Man-
agement culture. This awareness can even be analysed over informal meetings.
Answers to a simple question such as «What are the three biggest risks being
faced by the organisation?» will tell a lot about the culture, transparency, and
success of the Risk Management function in the company.
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10. Tools

There are two main requirements for which IT tools are needed:

e The ability to aggregate risk-related information from across the organi-
sation, such as risks identified, responses implemented, reports generated,
and the status of the various milestones to be achieved in managing risks;
and

e The ability to quantify these risks and run statistical analysis such as corre-
lation analysis, Monte-Carlo simulations for calculating the Value-at-Risk
(VaR) and Time series analysis for studying the movement of a risk over a
specific period of time to check if it is increasing or decreasing.

In most cases, these tools have been established by companies themselves with
assistance from consulting firms and software providers. Such effort have the
advantage that self-developed tools are tailored to the company’s require-
ments, whereas standard tools could hinder (or inadequately aid) the com-
pany.

Whereas it appears that there is a market for an IT tool that can integrate
these two requirements, no such tool is currently available. Companies have
advanced from using relatively simple aggregation systems (Excel, access and
word based systems) to more customised and sophisticated systems. This is
especially true for information aggregation systems. Quantitative tools are
still not as well-developed as some users might want them to be. The difficulty
lies in the fact that most of the tools are based on statistics and probability,
thus predisposing them to application in contexts in which data are available
in a form that can be used to generate robust and trustworthy results. This is
more likely to be the case in financial and trading contexts.
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