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Mobile phones, wearables, autonomous vehicles and in general Internet of
Things (IoT) devices are just some examples of distributed networks that create
a wealth of data every day. This data is subsequently used as input in centralised
machine learning models in order to achieve reliable user modeling and person-
alisation. The growing storage and computational power of mobile devices as
well as increased privacy concerns have led to an increased interest in federated
learning, which allows multiple clients to collaboratively train learning models
under the orchestration of a central server, while the data remain located on the
sources.

Distributed machine learning has many significant advantages compared to
centralised machine learning, mainly regarding efficiency and privacy. However,
some serious challenges remain:

— Privacy: Although only updates are sent to the server, research has shown
that these updates may still leak sensitive information, thus, providing no formal
guarantee of privacy. For instance, by having access to a gradient update and
the previous model, it might be possible to infer a training example.

— Security: The central server represents a single point of failure or even a bot-
tleneck. How can a client be sure that the server has performed the aggregation
correctly? A “lazy” server might use a simpler model to reduce its computational
load, or modify the aggregation result to bias the model.

— Heterogeneity: The federated learning process is massively parallel involving
multiple clients (up to 10'°) with different resources/capabilities. Many of these
devices (5% or more) will fail or drop (being controlled by different clients),
creating thus, a highly stateless environment.

In this talk, we discuss the main security and privacy challenges in federated
learning as well as how we may guarantee and secure and private dynamic ag-
gregation of data which can be employed in the federated learning setting [2,
1]. More precisely, we discuss how by relying on verifiable homomorphic secret
sharing, we can achieve secure and verifiable aggregation of multiple users’ secret
data (e.g. parameters of the learning model), while employing multiple untrusted
servers. The proposed solutions compute the sum of the users’ input and pro-
vides public verifiability, i.e., anyone can be convinced about the correctness
of the aggregated sum computed from a threshold amount of servers, while no
communication between the users occurs.
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