Chapter 6 ®
Ethical, Legal, and Societal Implications e
of the DARPA in the Moment Program

Daniel Trusilo, Lauren Diaz, and Ellie Tyler

6.1 Introduction

In 2022, the United States Defense Advanced Research Projects Agency, known as
DARPA, initiated a multi-phase, basic research program called “In The Moment”
(ITM) with the objective of enabling human-off-the-loop delegation to tactical algo-
rithmic decision-making (ADM) systems in high-stakes domains where there is no
agreed upon right answer, such as battlefield triage (DARPA 2024a). In line with
DARPA’s mission, “To make pivotal investments in breakthrough technologies for
national security,” ITM is supporting the development of ADMs that are trusted by
humans to independently make human-off-the-loop decisions when human lives are
at stake. Dr. Patrick Shafto, DARPA’s ITM Program Manager, explains, “[ITM]
addresses, in the broadest sense, a key question about how we should think about
humans and Als working together in the future” (Voices from DARPA 2024).
Specifically, the program is exploring if autonomous algorithmic systems that are
aligned to human attributes will be more trusted by their human operators than
unaligned systems. Shafto describes this work as a “bit more forward leaning than
many DARPA programs. At some sense, we’re anticipating technology that will
come soon, as opposed to trying to develop that technology right away...If we can
come away from the program with a clear statement of what we mean by alignment
and why it matters, then I think we will have made a great contribution to society
broadly” (Voices from DARPA 2024). Since its inception, the ITM program has
included an ethical, legal, and societal implications (ELSI) component, which is the

D. Trusilo (b)) - L. Diaz - E. Tyler
University of St. Gallen, St. Gallen, Switzerland

Applied Research Laboratory for Intelligence and Security (ARLIS), University of Maryland,
Rockville, MD, USA
e-mail: daniel.trusilo@unisg.ch

© The Author(s), under exclusive license to Springer Nature 95
Switzerland AG 2026

B. Koch, D. Winkler (eds.), Artificial Intelligence Ethics in Military Medicine

and Humanitarian Healthcare, Military and Humanitarian Health Ethics,
https://doi.org/10.1007/978-3-032-11331-3_6


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-032-11331-3_6&domain=pdf
https://doi.org/10.1007/978-3-032-11331-3_6#DOI
mailto:daniel.trusilo@unisg.ch

96 D. Trusilo et al.

focus of this chapter. Shafto explains why considering ELSI is essential, stating,
“The question of alignment and whether it matters for delegation is one that could
have much broader implications than any specific technology that we could develop.
And the social and legal regimes in which we think about that also could have
extremely broad implications” (Voices from DARPA 2024).

Before discussing the ELSI aspects of ITM, in Sect. 2 we will give an overview
of the ITM program including its underlying motivations, structure, and the metrics
that are being used to measure success. Next, in Sect. 3, we will discuss the ELSI
work being done as an integral part of the ITM program. This discussion will pres-
ent the findings of a March 2024 event that was designed to share ITM with external
experts; build a community of interest; and foster collaboration and debate on oper-
ational, as well as ELSI aspects of the program. Section 4 will then present an
overview of challenges that have emerged and discuss future directions of this
research. Finally, Section 5, will offer a brief conclusion.

6.2 ITM Overview

DARPA seeks to be disruptive. Classic examples of technology that has emerged
from DARPA’s storied history include stealth and GPS capabilities (DARPA 2024b;
Alexandrow 2008). Dr. Matt Turek, Deputy Director for the Information Innovation
Office at DARPA, explains that in order to achieve breakthroughs, DARPA invests
in research that falls along a continuum. On one end of the continuum, DARPA
invests in research communities in a particular problem-space that’s relevant to the
Department of Defense (DoD). This focus is intended to address perceived gaps in
DoD’s technical capabilities. On the other end of the continuum, DARPA invests in
building transformative capabilities that can be rapidly deployed to meet pressing
needs of the warfighter (Center for Strategic and International Studies 2024).

The ITM program is a basic research program that is designed to support the
research and development of algorithms that are trusted to autonomously make
decisions in difficult domains, such as battlefield triage and disaster relief. ITM
instantiates “trust” as “the willingness of a party to be vulnerable to the actions of
another party based on the expectation that the other will perform a particular action
important to the trustor, irrespective of the ability to monitor or control that other
party” (Mayer et al. 1995). The ITM program hypothesizes that humans will be
more likely to trust an ADM that aligns with, and demonstrates human decision-
making styles. ITM’s approach to developing such a capability is focused on the
possibility of identifying human values and attributes that underline decision-
making and encoding them to be represented in an ADM. Additionally, battlefield
triage presents an objectively complex and highly consequential setting for research-
ing humans’ willingness to delegate decision-making authority to an algorithmic
system that is intended to operate without human input or oversight. Although mili-
tary medicine is the primary use case, an alignment framework for a trusted human
decision-maker and an autonomous algorithm can be applied to other domains.
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Addressing the fundamental questions related to human decision-making, condi-
tions for delegation, and human-AI alignment will inform future development and
adoption of autonomous systems.

6.2.1 Motivations for ITM

ITM conceptualizes how humans and autonomous algorithms can work together in
the future and is motivated by scenarios specifically related to triage and mass casu-
alty events. Real-world events indicate that a human-off-the-loop ADM for triage
may be needed by modern militaries to a) improve triage decision-making in sce-
narios in which human capacity is overwhelmed, and b) operate beyond current
capabilities during peer and near-peer conflicts. A key question emerges when con-
sidering events that overwhelm hospitals and medical personnel. Dr. Patrick Shafto
asks, “under what condition would a human delegate life or death decision to an Al
system?” (Voices from DARPA 2024). For example, a 2017 Las Vegas concert
shooting resulted in 215 gunshot wounds, straining the local emergency care facili-
ties and challenging human-run triage operations (Menes et al. 2017). Could an
ADM, developed to conduct triage in alignment with trusted human counterparts,
help in such a situation? In addressing this question about alignment, Shafto asks,
“Does it matter to humans that the Al system reflects our decision-making prefer-
ences, our morals, ethics, and so on? And would that increase the chances of us
delegating in a particular situation?” (Voices from DARPA 2024). Perhaps, but such
an ADM will have to be able to operate with limited data, making decisions that
humans trust, when there is no clear right or wrong answer.

The challenge of developing an algorithmic system that can operate when there
is no clear right or wrong answer is exemplified by three categories of conflicts that
were evident in the Las Vegas triage operations. These three conflicts are: (1) rule
conflicts, (2) policy conflicts, and (3) resource conflicts. First, the Las Vegas mass
casualty event highlights the challenge of abiding by standard rules in a dynamic,
high-consequence situation. Dr. Kevin Menes, the triage surgeon leading the effort,
discussed the way in which he categorized incoming patients, reporting: “By text-
book standards, some of these first arrivals should have been black tags, but I sent
them to the red tag area anyway. I didn’t black tag a single one” (Menes et al. 2017).
Menes’s statement means multiple patients should have been labeled as non-
recoverable according to modern medical standards, but Menes, the human decision-
maker, chose to prioritize emergency medical care for these patients to accelerate
initial patient processing. This is an example of a conflict with existing rules, which
an operational ADM must take into account.

Second, the Las Vegas mass casualty event resulted in a conflict with policy rules
as Menes chose to delegate triage responsibilities to a nurse who had been assisting
him, despite policy stating triage should be run by the most experienced doctor
(Menes et al. 2017). This raises the question, could an aligned ADM serve as a
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viable, even necessary, alternative to a human decision-maker should the situation
require non-standard solutions, potentially conflicting with existing policy?

Third, during the Las Vegas mass casualty event, medical resources were strained.
With twenty-eight damage control surgeries happening in the first six hours after the
event and every single ventilator being used, the Las Vegas hospital network had
exceeded its capacity (Menes et al. 2017). If we look beyond I'TM and consider an
operational ADM, we can hypothesize that an ideal system will account for a con-
stantly changing resource environment, in which non-standard uses of resources
may be required to maximize life-saving potential. With the Las Vegas mass-
casualty event serving as a compelling example, the ITM program is driven to
address high-consequence decision-making challenges related to standard rules and
policy, as well as resource constraints, when there is no clear right answer, and
alternative outcomes cannot possibly be known.

A second real-world case that exemplifies the motivation behind ITM is related
to battlefield casualties. Namely, combat casualty medical care in the ongoing con-
flict in Ukraine indicates that human-off-the-loop automation may be required in
future conflicts. Specifically, there is evidence that Russia incurred between 1000
and 1200 casualties per day during the peak of the Battle of Bakhmut (Axe 2023)
resulting in potentially 66,000 to 88,000 deaths in the span of 9 months (The
Economist 2024). The triage personnel of any military, no matter how well trained,
will be overwhelmed given similar numbers. Further, there may be limited human
capacity to perform triage operations in the event that forward operating medical
personnel are wounded or killed. ITM is motivated to address this gap by exploring
how to build trusted systems that can improve decision-making in such a scenario,
aiding medical operations, and possibly reducing the number of deaths.

Underlying these motivations are a series of technical challenges that raise
explicit and implicit questions related to ELSI. For example, when a human
decision-maker is faced with multiple casualties, how do they decide, under extreme
time constraints with limited data points, who to treat first? Such triage decisions
can impact who lives and who dies, and there is no way to check the outcomes of a
different choice after the fact. Do human decision-makers performing triage auto-
matically act in compliance with the law of armed conflict; treating enemy combat-
ants, civilians, and friendly force causalities the same? What if a mission critical
element depends on keeping a certain individual alive? And how do an individual’s
decision-making attributes, values, and priorities influence their decision-making?
These are just a few examples of the multitude of factors that make it challenging to
concretely identify, measure, and algorithmically replicate a trusted human’s deci-
sions. However, for an ADM to be successful, identifying, measuring, and algorith-
mically replicating these factors is exactly what must be done.
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6.2.2 ITM Program Structure

To develop an ADM that can be used for triage situations, and given the range of
challenges highlighted above, ITM is structured with four Technical Areas (TA) of
research: (TA1) Decision-maker characterization, (TA2) Human-aligned algorith-
mic decision-makers, (TA3) Evaluation and, (TA4) Policy and practice integration
(See Fig. 6.1: ITM Technical Areas).

As the name suggests, TA1 researchers are focused on characterizing human
decision-makers; specifically, the human attributes or values that may be relevant to
triage decision-making. To that end, this requires TA1 researchers to create compu-
tational representations of decision-makers that summarize their attributes given a
set of domain-specific circumstances. In other words, if a medical decision-maker
encounters three patients with different injuries and physical characteristics, how
can one quantitatively measure characteristics of the human decision-maker that
define how they make their decisions about the three patients? To do this, decision-
maker attributes will need to be identified and defined; the impact of situational
information, domain knowledge, and other contextual elements on decision-maker
attributes will need to be understood; and decision-maker responses to scenarios
and decision-points will need to be represented in a computational framework.

TA2 researchers are focused on building human-aligned algorithms. To do this in
a way that can be scientifically measured, TA2 researchers will need to build ADMs
with quantifiable alignment to trusted human decision-maker attributes. Considering
the example above, this means that an algorithm or set of algorithms will need to
include variables that account for the characteristics of human decision-makers who
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are deciding how to triage the three patients in a way that is measurable. Such quan-
tifiable alignment will allow for ADMs that can be adjusted to a group of trusted
human decision-makers or even fine-tuned to a trusted individual decision-maker,
such as the senior surgeon responsible for triage in a mass-casualty incident. Further,
TA2 researchers must be able to integrate high-level goals and guidance such as
DoD policy, Rules of Engagement, and commander’s intent, into the ADMs.

TA3 researchers are responsible for evaluating the algorithms and demonstrating
the technology. This means TA3 researchers must develop evaluation protocols,
requirements, and metrics for triage decision-making in austere conditions and for
a mass casualty event. Given the intent to discover if human decision-making attri-
butes can be algorithmically encoded in an ADM, TA3 researchers must also design
an environment that allows for data collection while accounting for psychological
fidelity for human decision-makers. This will require a complicated array of objec-
tives such as identifying a reference pool of trusted human decision-makers and
ascertaining key knowledge in order to provide a control for ADM performance.

Ensuring that the systems being developed are in alignment with ethical and
legal norms throughout the full system lifecycle is essential. Therefore, ITM
includes an integrated policy and practice component via TA4. Specifically, TA4 is
divided into two ELSI teams: one is responsible for internal ELSI components
related to program design and ADM development and the other focuses on social-
izing the ITM program with a broad audience to build a community of practice and
pathways to policy. This technical area is predicated on the understanding that long-
term success of an ADM requires acceptance by the broader policy community as
well as system end-users. Since there are limited policies governing ADMs to date,
curating a multidisciplinary community of experts is a critical step in the conversa-
tion about potential policies that will be required for future technological capabili-
ties. Additionally, incorporating policy and practice considerations from the start of
the ITM program will aid developers across the other three technical areas by ensur-
ing that ELSI concerns are addressed throughout the program lifecycle. This is
especially relevant to the ethical, legal, and societal implications of human-aligned
autonomous systems; to establish responsible and robust foundations for an ADM
that will be used for human-off-the-loop decision-making when human lives are on
the line and there is no clear right answer. In other words, ITM aims to develop a
solution that accounts for policy and ethical concerns from the start so that it can be
seamlessly deployed and responsibly incorporated into real-world operations.

6.2.3 ITM Metrics

ITM is using metrics to evaluate algorithmic performance that are guided by the
program’s objective to enable human-off-the-loop delegation to tactical ADMs in
difficult DoD domains. The underlying approach taken by ITM to achieve this
objective is to quantify the alignment of ADMs with trusted humans. This approach,
and the related relationships between the TAs is visually shown in Fig. 6.2 below.
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Fig. 6.2 ITM’s approach to quantifying the alignment of ADMs with trusted humans where there
is no right answer (DARPA 2024a)

A core hypothesis of ITM is that ADMs encoded with human decision-maker
attributes and values will be trusted, and more likely adopted, by humans. To test
this hypothesis ITM will measure: (1) delegation willingness, (2) trust, and (3)
alignment.

The delegation willingness metric is a behavioral measure of the willingness of
triage professionals to delegate to an aligned ADM. ITM aims to have an aligned
ADM achieve a 60% delegation preference over a comparable baseline ADM for its
Phase I evaluation. The target of 60% delegation preference is based on research
that indicates triage accuracy for nurses in the U.S. is 58.7%—61.3% (Martin et al.
2014; Mistry et al. 2018). For reference, the best reported triage accuracy by nurses,
found through a meta-analysis conducted by Tam et al., was 82.9% (2018). This
measurement addresses the operational need for ADMs that are trusted by expert
human decision-makers. Given this metric, one obvious ELSI consideration relates
to the concept of automation bias, which is the tendency for humans interfacing
with an algorithmic system to defer to the system if they know it is algorithmic. In
other words, humans have a bias that favors ADMs, regardless of the system’s per-
formance that may contradict recommendations from a non-automated source
(Skitka et al. 1999; Goddard et al. 2012). Therefore, for a measure of delegation
willingness to be valid, a human expert evaluating an ADM’s recommendation
should not be able to tell if they are evaluating the recommendation of another
human expert or an ADM.

The trust metric applied to ITM is intended to quantify a human expert’s willing-
ness to delegate to an algorithmic system’s performance. Put simply, an ADM could
be designed to optimize various results such as, for example, the likelihood of a
prioritized patient surviving, the number of casualties that receive treatment based
on available medical resources, or a number of other algorithmically programmable
objectives. ITM aims to build ADMs that are quantitatively proven to have trust
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given alignment to a human expert (i.e. “you” or “your commander”) or a group of
experts (i.e. a panel or board). ITM’s trust metric is founded in research that indi-
cates medium correlation scores for trust measures range from 0.25 to 0.4, with
strong results above 0.4 (Hancock et al. 2023). For a dry-run of its Phase I evalua-
tion, ITM aims to achieve an intraclass correlation coefficient of the ITM alignment
measure with a human trust scale of .3 using the Multi-Dimensional Measures of
Trust v2 scale developed by Ullman and Malle (2023). This measurement addresses
the need for ADM measures that are predictive of real-world, end-user trust. The
concept of trust is inextricably linked with ELSI considerations. For instance, trust
often develops through multiple interactions over time, in which one party acts in
accordance with another party’s expectations. Further, trust requires vulnerability,
in which the trusting party relies on the trusted party. Military medical experts,
whom have consulted on ITM, have raised questions related to the cadence of
reevaluating the relationship between a system-user and the system itself as well as
the process for reestablishing user expectations when they are not met by the sys-
tem. The experts emphasized that this reevaluation cadence will be important for the
operationalization of an ADM in often ambiguous, high-consequence DoD
environments.

The alignment measurement refers to the ability to tune an ADM to a subset of
the attribute space. This measurement will be evaluated according to the ADM’s
alignment to the largest cluster of human attributes. This measurement addresses
the need for ADMs to be adaptable to key human decision-makers. Specifically,
expert human decision-makers engaged in active combat on a high-priority opera-
tion will potentially make different triage decisions than an emergency medical pro-
fessional in a civilian hospital. Decisions will be impacted by an individual’s values
and ethical judgments as well as organizational policies and legal mandates. For an
ADM to be operationally relevant, the ability to align to a specific human end-user
or group will likely be required, be they a special operations medic deployed behind
enemy lines or a team of trauma-surgeons facing a mass-casualty event in Las
Vegas. That said, alignment has its own set of ELSI concerns: it could lead to group
think, or, on the positive side, increased critical thinking and greater awareness of
weaknesses. In an effort to test ITM’s hypothesis, it is equally important to consider
broader questions, such as: Is alignment to a trusted human sufficient to establish
trust in an ADM? How do we know if the alignment is “good enough”? Do we want
to align an ADM to humans? And, if so, when is alignment appropriate?

Addressing these questions, as an integrated research area of ITM, encourages
deeper consideration of the possible ethical, legal, and social implications that oper-
ationalizing an ADM for high-consequence decisions could pose.
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6.3 A Deeper Look at ELSI

We have highlighted the integral nature of ELSI to the ITM program, but all of the
issues raised require deeper discussion. At a fundamental level, ITM’s approach to
responsible Al is guided by, among others, the Al ethical principles of DoD’s Chief
Digital and AI Office (CDAO 2022) and those listed in the President’s Executive
Order on Al (The White House 2023). In fact, the CDAO’s Al ethical principles and
those elucidated in the 2023 Executive Order apply to all DoD Al capabilities,
encompassing both combat and non-combat applications.

Clearly stating principles is a first step, but operationalizing ethical Al principles
is challenging, requiring a practical approach based on understanding the real-world
use case of any specific socio-technical system (Trusilo and Burri 2021). Therefore,
ITM applies the CDAO Al ethical principles through an integrated technical area
(TA4) that is focused on ethical, legal, and societal implications (ELSI) for the full
program lifecycle including system development, testing, and evaluation. ITM, as a
basic research program, does not include a deployment phase; however, TA4
research is informed by existing policies and practices, ensuring that ITM systems
can be successfully operationalized, monitored, and revised as required. Additionally,
TA4 researchers are socializing ELSI issues with a multidisciplinary audience of
experts, hosting workshops designed to facilitate discussions among experts exter-
nal to the ITM program on related policy, ethics, military medicine, triage, bioeth-
ics, Al alignment, and other relevant topics. These discussions play an essential role
in establishing an interdisciplinary network that can be called upon to help identify
and address gaps in existing policy.

To accomplish the required, full-lifecycle integration of ELSI, as described
above, TA4 researchers are composed of two teams: (1) an internally facing advi-
sory team led by the Institute for Defense Analysis (IDA), and (2) an outreach team
led by the University of Maryland Applied Research Laboratory for Intelligence and
Security (UMD ARLIS). The internally facing advisory team engages with ITM
researchers from the other three technical areas in order to identify and advise on
ELSI issues and provide expert guidance on relevant policies and practices.

The authors of this chapter are part of the outreach component of TA4, tasked
with engaging with the DoD, academic communities, and other external stakehold-
ers. In this role, we have organized two events designed to bring together those
stakeholders and ITM researchers. We will now discuss some of the key points of
discussion from the second ITM external outreach event.

6.3.1 External Outreach Event Overview

Long-term success of ITM depends in part on acceptance of the ADM by the policy
community. Therefore, as part of the integrated ELSI effort, Phase I of the ITM
program includes three external outreach events. These events are intended to
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engage policy and practice subject matter experts from outside of ITM, with the
goals of socializing the program; building a community of interest; and fostering
collaboration and debate on operational, as well as ELSI considerations. In March
2024, the second outreach event (workshop) was held, which this section will
discuss.

Development of the workshop was guided by three key questions: (1) How does
policy influence decision-making in practice? (2) How were decision-makers able
to adapt to other innovative techniques that disrupted traditional approaches? and
(3) What can be learned about the potential to strategically incorporate automated
tools in life-and-death decision-making for optimal outcomes? The objectives of the
workshop were to provide members of the policy community, stakeholders, and
ITM researchers a better understanding of: (a) human decision-making in situations
where there is a high level of uncertainty and no right answers, (b) factors that may
shape the willingness of a human to delegate decision-making authority to Al sys-
tems for life-or-death decisions where there is no right answer, and (c) how innova-
tion can influence decision-making and relevant policy. Additional objectives
specifically supported ITM researchers by elucidating: (d) future design elements
that should be considered in ITM developmental processes, and (e) the technical
information that is important for shaping future policy.

Subject matter experts (SMEs) in areas such as medical policy and decision-
making, combat casualty care, and integrated military medical capabilities were
invited to participate as panelists and speakers. The SMEs were affiliated with Army
Futures Command’s Medical Capability Development Integration Directorate
(CDID), Walter Reed National Military Medical Center, Special Operations Medical
Association, Harvard Medical School, DEU Joint Command Special Operations
(German Army), Barts Health National Health Service (NHS) Trust and UK
Defence Medical Service, Defence Science Organisation (DSO) National
Laboratories in Singapore, Duke University, and the Deputy Assistant Secretary of
Defense for Health Policy Readiness and Oversight. There were three panel discus-
sions and one keynote presentation that offered perspectives on the benefits, risks,
and challenges of applying autonomous decision-making technology to life-or-
death situations.

6.3.2 Workshop Insights

Insights from the workshop suggest the adoption of an ADM depends on regulatory
and cultural factors, and that a human will be more likely to delegate to a system if
the system can be trained as a colleague in a skillset, such as tactical combat casu-
alty care (TCCC), alongside a human operator. That said, workshop experts also
highlighted that they do not always have the opportunity to train with the same
human colleagues with whom they are required to operate. More specifically, the
workshop highlighted: (1) variable levels of desire for human oversight, (2) the
importance of addressing impacts on end-users such as the possibility of moral
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injury, and (3) the challenge of rapidly establishing the trust of system operators and
integrating new systems into existing military decision-making processes.

First, experts stressed the need for human oversight of an ADM but recognized
the potential benefits of highly capable systems in high-stress, resource-constrained
environments. During the workshop, international experts pointed out that military
and medical training varies between countries and will impact the acceptance of
ADM technologies. For example, cultural differences play a role in public percep-
tion and adoption of new technologies even though medical rules of engagement are
standard across NATO and partner nations. Further complicating this challenge is
the fact that cultural differences exist between services within any one country’s
military, which will impact any service branch’s ability to successfully adopt dis-
ruptive technology. For example, U.S. Special Operations Forces (SOF) are more
accepting of their highly trained medics making independent decisions that deviate
from standard procedures.

Therefore, cultural differences must be accounted for when designing tactics,
techniques, and procedures (TTPs) for an ADM use case. This is especially true
because I'TM is conceptualized as a human-off-the-loop system, designed to fill the
space when human oversight is no longer possible because human decision-makers
are overwhelmed or out of reach. In such an instance, will cultural differences mat-
ter or will the need to rapidly make high-consequence battlefield triage decisions in
a highly variable environment force a non-conventional approach, such as delega-
tion to an ADM? Ultimately, trust-building around ADM technology needs to be
collaborative between government, public, and medical communities, taking into
account the cultural contexts and maximizing touch points for system integration.
Additionally, legal considerations for rapidly advancing technologies must be
informed by existing law and detailed impact assessments of any ADM
capabilities.

Second, the workshop highlighted the importance of addressing the possibility of
moral injury of ADM end-users. In this context, the term moral injury was used
broadly, referencing a range of definitions and implications in line with the wide-
ranging research related to moral injury with regard to military populations reviewed
by Richardson et al. (2020). Specifically, Richardson et al. state that the term moral
injury broadly refers to the experience military service members often feel when
“engaging in activities, witnessing acts, or immediate decision-making that may
violate their moral codes and personal values. If unacknowledged, these factors can
lead to injuries that can affect the physical, psychological, social, and spiritual
health of military men and women” (2020).

An operational ADM presents the potential to lessen or exacerbate moral injury
depending on the protocols applied to pre-, during-, and post-use. Additionally, con-
sequences of such moral injury can vary from impacting a unit’s overall mission
readiness to creating new casualties. Therefore, choices that impact system use as
well as the inherent Human-Computer-Interaction (HCI) of such use, must account
for moral injury and the related design trade-offs.

At a basic level, it is widely accepted that an array of challenges exists when
medical professionals choose to adopt Al technology that impacts treatment
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provision (Rajpurkar et al. 2022). For example, if during a high-stress event, a medi-
cal professional does not understand a new technology’s limitations and failure
points, they can make a bad situation worse and hold themselves responsible when
there is an undesirable outcome. To begin to address this concern, end-users can
build trust in a system by training alongside it in a safe environment while also
independently mastering the basics of combat triage. Additionally, workshop par-
ticipants highlighted that the potential for moral injury and combat operational
stress disorders could be lessened if end-users have an option to override an ADM
without retribution. Therefore, embedding a non-retribution component, which
allows users to override an ADM’s decision, may reduce the risk of user moral
injury. However, more research, along with thorough testing and evaluation proto-
cols, and system certification procedures will be required to fully address the com-
plexities of moral injury.

A third major point of discussion during the workshop was the concept of cali-
brated trust. Establishing trust typically requires progressive, incremental steps over
time and is not instantaneous. Further, there are arguments that Al systems do not
have the capacity to be trusted, but rather human interactions with Al systems is
about reliance (Ryan 2020). But the mission space ITM is intended to operate in
may not allow much time for system integration. When discussing this challenge,
experts stated that ADMs could potentially become “technological colleagues” if
trained alongside humans. Such concurrent training would demonstrate system reli-
ability, credibility, care, respect, equity, and transparency. If this concurrent training
was completed in multiple iterations, metaphorical “sets and repetitions” alongside
a human counterpart, end-user reliance in the ADM would be engendered. Workshop
participants stated that, ideally, an ADM would be considered a colleague rather
than a tool controlled by a human. Such a system would be especially helpful for a
population of individuals without a skillset, such as a military unit in which the
medic is incapacitated or unavailable.

Additionally, several experts stated that while fully automated “colleagues”
might be ideal, especially given a high-casualty environment, creating human-
controlled tools that transparently present information is a vital initial step. The key
is to make the space to carry out collaborative work with human end-users before
there is no choice, when we must rely on fully automated systems because there is
no other option.

During the workshop, it was also suggested that ADMs developed with
physiology-based algorithms may better predict patient outcomes compared to
ADMs with provider-oriented algorithms. This suggestion is based on the notion
that predictors of human decision-making will have greater variability due to pro-
vider responses to environmental factors and emotions, such as fear, anger, or frus-
tration. This raises a range of questions about for what an ADM designed for
human-off-the-loop operation in high-stakes environments should be optimized.
Ultimately, ITM is conducting basic research on alignment of an ADM with human
decision-makers, based on human attributes, but future research could seek to iden-
tify performance differences between a provider-aligned ADM and a physiology-
based ADM.
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6.4 ELSI Challenges and Future Work

The workshop described in Sect. 3, as well as ongoing ITM ELSI work, highlights
two overarching challenges of operationalizing ELSI considerations for disruptive
technology designed for high-stakes DoD domains. These two overarching chal-
lenges, described in more detail in Sect. 6.4.1, include: (1) the need to address an
array of conflicting policies and practices, and (2) the fact that ELSI considerations
are highly nuanced. With these challenges in mind and guided by the specific needs
of the ITM program, we are able to elucidate future ITM ELSI related work in
Sect. 6.4.2.

6.4.1 Overarching Challenges of Operationalizing
ELSI Considerations

First, any new system must be built on essential foundations, such as regulations,
policies, and TTPs. For example, a tactical ADM designed for triage in austere con-
ditions must be informed by existing DoD policies. However, ITM work must also
inform the development of future policies and concepts of operations (CONOPs) to
address areas in which existing policies, practices, and regulations are inadequate,
irrelevant, or out-of-date for real-world use of a human-off-the-loop ADM. The
only way policy gaps can be identified is if: (a) the system’s use cases, capabilities,
and limitations, are well understood, and (b) the existing body of relevant policies,
TTPs, and regulations are well understood.

Identifying and addressing the body of material that captures relevant policies
and practices must be done in a transparent and inclusive way. Additionally, all key
stakeholders must be involved, including intended system operators, system devel-
opers, commanders of units that will deploy the systems, and partner nation military
personnel. Because military commanders are legally responsible for the actions of
the units they are commanding, CONOPs that embody a commander’s assumptions
and intent must be developed. Related, system certification models must be estab-
lished, so that a commander knows a system is safe and reliable. For a program such
as ITM, in which basic research on a disruptive technology is the goal, expertise that
goes beyond current practice is required.

Second, early integration of ELSI considerations benefits ITM researchers’ and
developers’ design considerations and the systems’ ELSI-related capabilities, but
addressing specific concerns in a nuanced way takes time and concerted effort. For
example, as shown above, an ADM can perform to design specifications and still
lead to moral injury for end-users. Such a possibility is a result of the inherent dis-
connect between developers, who require a specific expertise based on years of
experience developing highly technical algorithmic systems, versus system end-
users, who have a very different kind of expertise, requiring a comparable amount
of time and effort to develop. Simply put, it is not enough to recognize that there is
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potential for moral injury. Any program developing a system designed for high-
stakes DoD missions, when there is no clear right answer, must be prepared to
confront challenging questions and design tradeoffs. Not addressing the disconnect
between system developers and end-users will have far-reaching impacts, such as
negatively impacting an end-user’s mission capability, even if a system operates
exactly as designed. For this reason, ITM is committed to, for example, understand-
ing the current degree of risk of moral injury for military medical personnel and
how an ADM might lessen or intensify such a risk. Recognizing the challenge of
addressing nuanced ELSI considerations is a fundamental reason why DARPA has
chosen to integrate a policy and practice technical area for the ITM program.

6.4.2 Future ELSI Work

Additional ITM research effort must be put into defining gaps, uncertainties, and
disconnects related to ELSI considerations with the objective of clarifying future Al
policy development. For example, specific requirements for ADM user acceptance
must be clarified and codified in related policy. Such work will make it clear what
level of alignment is required, which will have tertiary impacts on training proce-
dures, the specificity of user-data required to align a system, and the lifespan of a
system-user relationship. Perhaps, research will indicate that alignment based on
individual user feedback is highly correlated with user-trust, in which case it will be
critical to know the minimum amount of time and energy required to provide a spe-
cific level of individual user feedback for any particular system. Alternatively,
research may indicate that alignment to individual users is achievable and is corre-
lated with higher levels of user trust, but that such alignment leads to poor medical
outcomes, impacting overall system adoption and commanders’ willingness to
deploy such systems. Identifying gaps related to ELSI is crucial for clarifying the
boundaries of ambiguous areas that will inform future policy development that
applies to the full lifecycle of autonomous systems.

The example above raises another area that requires additional investigation.
Namely, additional research is required to determine if human-Al alignment is a
reliable and safe metric. In other words, how can ITM developers know that align-
ment to humans is sufficient? Should a system designed to make high-stakes deci-
sions, that involve questions of life or death, be aligned to humans? And if so, which
humans? Quantifying attributes related to human decision-making will require the
consideration of human attributes that are likely to be unstable. Therefore, research
must be done to determine if human decision-making attributes can be generaliz-
able across high-stakes environments or if such attributes are domain-specific.
Putting this into the context of ITM, we must ask, are the human decision-making
attributes that are being used by ITM TA1 researchers sufficient? Or, does such
alignment-related work require additional or other attributes? Military triage leaders
with whom we have engaged have emphasized that in order to trust an ADM, evi-
dentiary data indicating the system can make better decisions than a human is
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required. This is anecdotal evidence that the bar for an algorithmic system is higher
than that for humans. Regardless of the validity of this statement, collecting useful
data about system performance that is sufficient to support end-user buy-in when
there is no “correct” answer, will be challenging.

Other use cases of an ITM ADM must be explored in greater detail as the ELSI
challenges will likely vary depending on the context. For example, it will be impor-
tant to consider the use of an ITM ADM in high-stakes environments that are more
permissive than a near-peer conflict (e.g., natural disaster). Lessons learned from
the war in Ukraine, as well as both domestic and international disaster response
operations, will be leveraged to inform such research. Exploring other high-stakes
domains outside of battlefield triage will contribute to the research of human
decision-making and willingness to delegate and support the development of a tool
that is useful in a range of dynamic, austere settings, in which resources are limited
and time is of the essence.

Other future ITM-related work can explore ELSI considerations related to the
personalization of an ADM to individual users by integrating user feedback. Will
such personalization impact a user’s willingness to delegate to an ADM system?
And, would the integration of individual user feedback impact the medical out-
comes? Such questions introduce the possibility of trade-offs between increased
user trust in a system, which may increase its actual use, versus a reduction in ideal
outcomes based on purely physiological measures that lead to ADM outputs that do
not align to an individual end-user. These questions also raise an overarching con-
sideration related to the way in which an ADM fits into existing workflows and
TTPs, which will impact system adoption and, later, potential disuse. In other
words, further exploration of ELSI challenges related to human-aligned autono-
mous systems and the impact of alignment on human trust to delegate decision-
making authority to an ADM in high-stakes domains, is required.

6.5 Conclusion

This chapter provided an introduction to DARPA’s “In The Moment” (ITM) basic
research program, including the motivation behind the program, how the program’s
interdependent technical areas are structured, and the metrics that will be used to
test the program’s hypothesis that ADMs encoded with human decision-maker attri-
butes and values will be more likely adopted by humans. With this background, we
then presented details of ITM Technical Area (TA) 4: Policy and Practice, which
includes the program’s Ethical, Legal, and Societal Implications (ELSI) efforts.
Though there are many outstanding questions, it is clear that integrating an ELSI
component in basic research programs designed to develop revolutionary capabili-
ties aligns with DARPA’s comprehensive and innovative approach to pushing the
limits of emerging technology in a responsible way. To that end, key points of dis-
cussion raised during ITM’s March 2024 workshop included balancing human
oversight with critical system needs, the importance of addressing impacts on
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end-users, and the challenge of establishing “trust” in an algorithmic system
designed to independently operate in high-stakes environments when there is no
clear right answer. By highlighting both the range of outstanding policy and practice
questions and the work being done to address them, this chapter shows the impor-
tance of DARPA’s emphasis on full integration of ELSI research. This research
forces us to ask, how do we successfully and responsibly disrupt current military
medical practices when time is of the essence? Ultimately, if human-off-the-loop
systems become essential and the capability exists to build and deploy them, an
approach that incorporates ELSI is not just best practice but essential to success.
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