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I.	 Introduction

1.	 General Overview
Risk Management is not a new idea or concept. There were forms of Risk 

Management at all times and for all kinds of scenarios that had to be man-

aged by man. Risk Management implies that actions are taken to anticipate, 

minimise or mitigate risks from imminent or future events, with the goal to 

master and control them.

In an enterprise quite a number of individuals work together. This cir-

cumstance creates not only a common goal and interest but also a shared 

destiny and shared risks, which again leads to a need for increased control to 

manage such risks. The performance of an enterprise has direct or indirect 

effects not only on the employees but also on the owners (shareholders), cus-

tomers, suppliers, and other stakeholders. And in turn that network of inter-

est groups also influences the company, which bears additional risks. There-

fore, a company must be aware of all such mutual impacts and risks. It is held 

accountable and expected to take corresponding actions.

Collecting and systematically analysing its risks and measures taken to 

handle them may be called the process of Risk Management, or just simply 

Risk Management. Complex and wide-ranging as it may have become, Risk 

Management is not meant to be a bureaucratic and control-focused exercise 

in its own right. It should be an integrated yet all-embracing process that 

increases awareness, understanding and handling of impacts and risks in and 

around the company. Not least to increase certainty ad reliability of the future 

for a large number of individuals, especially in times of volatility and instabil-

ity. It goes without saying that not only big companies but also medium and 

even small firms need Risk Management, though the depth of analysis, for-

mality of processes, organisation and resource allocation may vary according 

to size, complexity and risk exposure in a given business.

Risks are all around and well known to many and yet they are often rec-

ognised as such too late, so that neither enough time nor adequate measures 
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are available to prevent them from materialising in their full potential or to 

minimise the damage for the company. A good top management should aim 

to recognise risks at an early stage and should try to minimise the most dan-

gerous amongst them through adequate strategic or tactical measures. Con-

sciously or unconsciously every enterprise management pursues Risk Man-

agement but the endeavour should be to optimise the risk measures overall. 

Appendix 1 outlines an Enterprise Risk Management Implementation Check 

List. It provides a good overview of what Enterprise Risk Management entails 

and which key phases are involved in establishing organisation-wide in an 

effective and efficient way.

In article 716a of the Swiss Code of Obligation (CO) under number 1, 

the ultimate direction of the company is assigned to the BoD. In connection 

with these tasks, the BoD also has the untransferable and unalienable duty to 

avoid unnecessary risks and minimise inevitable risks in order to guarantee 

the existence and the advancement of the enterprise. Not surprisingly, since 

2008 article 663b CO includes an obligation for all companies to comment on 

their risk assessment in the notes to the annual financial statement.

To be able to compare the efficiency of Risk Management between differ-

ent companies, a certain standard is necessary with regard to the following 

points:

•• Terminology with regard to the use of concepts;

•• Risk Management implementation process;

•• Organisational structure of Risk Management;

•• Objective of Risk Management.

Such standards were introduced in the UK after comprehensive accounts 

on the subject by different professional associations such as the Institute for 

Risk Management (IRM), the Association of Insurance and Risk Managers 

(AIRMIC), and the National Forum for Risk Management in the Public Sec-

tor (ALARM). The Federation of European Risk Management Associations 

(FERMA) and other similar initiatives have tried hard to translate the stand-

ards into practice, so that organisations and enterprises could compete within 

this framework. 
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Governance:
How decisions related to risks 
management and compliance  
are made within a company 

Risk Management: 
How risks are identified, ana-
lyzed, reduced or accepted by 
a company and considered in 
its strategic planning

Compliance: 
How a company policies its 
own behaviour to ensure that 
it conforms to applicable rules 
and regulations

Internal Control:
How a company provides 
reasonable assurances to its 
leadershp that objectives relat-
ing to operations, reporting and 
compliance  are met

Governance, Risk Management and Compliance are increasingly referred 

to collectively as «GRC»1, with the corporate functions being linked concep-

tually:

«Activist shareholders, institutional investors and policymakers look to 

these activities as crucial means for improving business ethics, enhancing the 

observation of legal norms, and deterring firms from engaging in unsafe or 

unsound practices. Regulators encourage companies to upgrade their activ-

ities in these areas; if companies do not comply, the regulators find ways to 

force them to do so.» 2

The terms Enterprise Risk Management (ERM) and Corporate Risk Man-

agement (CRM) are often used interchangeably in research literature. Yet the 

use of the term «corporate» acknowledges the nexus between governance, 

Risk Management and compliance in a corporate context. (See Figure 1).

Figure 1: Corporate Risk Management (CRM) Framework

Source: Lee Howell

1	 Miller (2014: 1).
2	 Ibid.
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Figure 9: COSO Enterprise Risk Management Framework

Source: COSO (The Committee of Sponsoring Organisations of the Treadway Commission) 
(2003)

ERM is considered to be a tool that adds value for companies and sharehold-

ers by:

•• Aligning risk appetite and strategy;

•• Enhancing risk response decisions;

•• Reducing operational surprises and losses;

•• Identifying and managing multiple and cross-enterprise risks;

•• Improving deployment of capital.

COSO divides the entity’s objectives into four categories: Strategic and 

operational objectives as well as Reporting and Compliance objectives. The 

activities to fulfil the objectives are carried out at all organisational levels 

such as the Enterprise/Corporate level, Divisional level, Business Units level 

and Subsidiary level. To guarantee that all different risks on all levels are 

handled in an equal way, a portfolio view of risks is recommended. This 
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means that management shares and conveys to all levels an entity-wide 

overview of risks and their co-relation. A risk framework may evolve from 

this. The ERM framework as shown in the figure above shows eight com-

ponents.

The eight components do not materialise identically in every entity. Thus 

the framework may be less formal and less structured in small and mid-

size entities than in large corporations. Nonetheless, small entities can have 

very effective Enterprise Risk Management, given all components are imple-

mented and applied properly.

COSO claims that management be accountable to the board for all risks 

and their management, so that the board may be in a position to assume 

responsibility and provide governance, guidance and supervision. With the 

selection of the management, the board exerts great influence on values such 

as integrity or ethical attitude. It can assure its expectations are met through 

supervisory activities. Similarly, by reserving decision-making authority con-

cerning specific key areas to itself, the Board of Directors (BoD) plays a role 

in mapping out strategy, formulating high-level objectives, and undertaking 

broad-based resource allocation. In terms of Enterprise Risk Management the 

board may exercise supervision by:

•• Knowing the extent to which management has established effective Enter-

prise Risk Management in the organisation;

•• Being aware of and concurring with, the entity’s risk appetite;

•• Reviewing the entity’s portfolio view of risks and considering it against 

the defined risk appetite;

•• Appraising the most significant risks and checking whether management 

is responding appropriately.

b)	 Sarbanes Oxley Act 2002

Sarbanes-Oxley Act (SOX), issued by the Public Company Accounting Over-

sight Board (PCAOB) in 2002, is in fact not a specific Risk Management 

framework or regulation. It is rather a regulation to improve internal controls 

and financial reporting. Signed into law by President George W. Bush in July 

Introduction  49



2003, the Sarbanes-Oxley legislation25 turns the spotlight on Corporate Gov-

ernance and aims to reduce the chances of another debacle like Enron.26

What makes the law relevant for Risk Management relevant is the Sar-

banes–Oxley Section 404: Assessment of internal control, which requires 

management and the external auditor to report on the adequacy of the com-

pany’s internal control on financial reporting (ICFR).

Under Section 404 of the Act management is required to produce an 

«internal control report» as part of each annual Exchange Act report. For its 

definition see 15 U.S.C. § 7262. According to paragraph 15 U.S.C. § 7262(a), 

the report must affirm «the responsibility of management for establishing 

and maintaining an adequate internal control structure and procedures for 

financial reporting.» The report must also «contain an assessment, as of the 

end of the most recent fiscal year of the Company, of the effectiveness of the 

internal control structure and procedures of the issuer for financial report-

ing.» To do this, managers are generally adopting an internal control frame-

work such as that described in COSO.

Both management and the external auditor are responsible for performing 

their SOX assessment in a top-down approach so that both the scope of the 

assessment and all evidence gathered are based ex ante on the whole range of 

risks that are relevant for the company. Such a top-down risk related approach 

offers the management wider discretion in its assessment. It is required to:

•• Assess both the design and operating effectiveness of selected internal 

controls related to significant areas and the most relevant figures, in the 

context of material misstatement risks;

•• Understand the flow of transactions, including IT aspects, in sufficient 

detail to identify points at which a misstatement could arise;

•• Evaluate company-level (entity-level) controls, which correspond to the 

components of the COSO framework;

•• Perform a fraud risk assessment;

•• Evaluate controls designed to prevent or detect fraud, including manage-

ment override of controls;

•• Evaluate controls over the period-end of the financial reporting process;

25	 SOX (Sarbanese Oxley Act) (2002) 
26	 Labaton and Oppel (2002: A1)
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•• Scale the assessment based on the size and complexity of the company;

•• Rely on management’s work based on factors such as competency, objec-

tivity, and risk;

•• Conclude on the adequacy of internal control over financial reporting.

The report’s recommendations are that management and boards assume a 

leading role in ensuring that all risks facing a company are identified and 

assessed, and that a Risk Management and compliance system is in place to 

facilitate the proactive assessment, management, and mitigation of those risks. 

The Board of Directors (BoD) must make sure that it has fully appraised the 

risks faced by the company and that it can make an independent determi-

nation that management has implemented and maintained effective enter-

prise-wide integrated Risk Management policies and procedures, including 

internal controls and compliance.

There was a general agreement from various stakeholders that the cost 

of SOX compliance was disproportionately higher for smaller companies. 

That has been largely resolved by some provisions in the recent amendments 

including the Dodd-Frank Act (2010) & JOBS Act (2012).

c)	 ISO 31000 & 31010 (Risk Management & Risk Assessment)

ISO 31000 was published as a standard in 2009 and contains generic guide-

lines for the design, implementation and maintenance of Risk Management 

processes throughout an organisation. This International Standard recom-

mends that organisations develop, implement and continuously improve a 

framework the purpose of which is to integrate the process for managing risk 

into the organisation’s overall governance, strategy and planning, manage-

ment, reporting processes, policies, values and culture. The generic approach 

described in this International Standard provides the principles and guide-

lines for managing any form of risk in a systematic, transparent and credible 

manner and within any scope and context.

The relationship between the principles for managing risk, the framework 

in which it occurs and the Risk Management process described in this Inter-

national Standard are shown in Figure 10.
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If the company standards are implemented and maintained pursuant to this 

International Standard, the management of risk enables an organisation for 

example to:

•• Increase the likelihood of achieving objectives;

•• Encourage proactive management;

•• Be aware of the need to identify and treat risk throughout the organisa-

tion;

•• Improve the identification of opportunities and threats;

•• Comply with relevant legal and regulatory requirements and international 

norms;

•• Improve mandatory and voluntary reporting;

•• Improve governance;

•• Improve stakeholder confidence and trust;

•• Establish a reliable basis for decision making and planning;

•• Improve controls;

•• Effectively allocate and use resources for risk treatment;

•• Improve operational effectiveness and efficiency;

•• Enhance health and safety performance as well as environmental protec-

tion;

•• Improve loss prevention and incident management;

•• Minimise losses;

•• Improve organisational learning;

•• Improve organisational resilience

A supplement document to the ISO standard IEC/ISO 3101027 was also sub-

sequently published to help firms with various risk assessment techniques.

d)	 ISO 19600 (Compliance)

ISO 1960028 standards on compliance management systems were first pub-

lished in 2014. These standards define compliance to be an outcome of «an 

organisation meeting its obligations, and compliance is made sustainable by 

embedding it in the culture of the organisation and in the behaviour and atti-

27	 IEC/ISO 31010:2009 (Risk Assessment Techniques)
28	 ISO 19600: 2014 (Compliance Management Systems – Guidelines)
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tude of people working for it. While maintaining its independence, it is pref-

erable if compliance management is integrated with the organisation’s finan-

cial, risk, quality, environmental and health and safety management processes 

and its operational requirements and procedures», thus clearly making the 

link between classical compliance issues of legal / regulatory compliance, eth-

ics, integrity and regulations and Risk Management.

See below the compliance management system flowchart as recom-

mended by ISO 19600, separating the Establish phase with the Improve (i.e. 

ongoing) phase.

The active involvement of and supervision by governing body and top 

management is an integral part of an effective compliance management sys-

tem. This helps ensure that employees fully understand the organisation’s pol-

icy and operational procedures and how these apply to their jobs, and that 

they carry out compliance obligations effectively. The standards amongst 

other, expect the organisational leadership to commit to:

•• Establishing and upholding the core values of the organisation;

•• Ensuring that the compliance policy and compliance objectives are estab-

lished and are consistent with the values, objectives and strategic direction 

of the organisation;

•• Warranting that policies, procedures and processes are developed and 

implemented to achieve compliance objectives;

•• Making sure the integration of the compliance management system 

requirements into the organisation’s business processes;

•• Committing to alignment between operational targets and compliance 

obligations;

•• Establishing and maintaining accountability mechanisms, including 

timely reporting on compliance matters, including noncompliance;

•• Guaranteeing that the compliance management system achieves its 

intended outcome(s);

•• Promoting continual improvement.
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Figure 11: Flowchart of a Compliance Management System

Source: ISO 19600: 2014
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II.	 Development of 
Risk Management

1.	 Overview of the Development Stages
The development of Risk Management can be divided into six stages:

Stage 1	 The beginning of new concepts and discussions in the field (1930s);

Stage 2	 The starting point of formal Risk Management, mainly dealing with 

credit risks (1970s);

Stage 3	 Focus on financial Risk Management, i.e. market Risk Management 

in addition to credit Risk Management (1980s);

Stage 4	 The idea of Operational Risk Management emerges, enlarging the 

field to operational risks (1990s);

Stage 5	 Enterprise Risk Management, i.e. taking a 360º view of Risk Man-

agement by integrating Risk Management across functions and divi-

sions (2000 onwards).

Stage 6	 Heavily impacted by financial crisis of 2007-2008 and other cata-

strophic events (e.g. natural or nuclear disasters, climate change). 

Compliance had to newly enforce regulations and sustainability was 

becoming a crucial target for any kind of regulation.

Stage 1: New Concepts
The starting point of Risk Management can be isolated by security measures, 

including some loss prevention and a bundle of largely uncoordinated insur-

ances.29 According to Haller,30 Frank Knight, John Maynard Keynes and John 

von Neumann wrote some important publications regarding risk and uncer-

tainty in the 1920s. In the 1930s, the Glass-Stegall Act prohibited common 

ownership of banks, investment banks and insurance companies. In 1945, 

29	 Haller (1999)
30	 Haller (1999)
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Congress passed the McCarran-Ferguson Act, delegating the regulation of 

insurance to the various states.31

Stage 2: Credit Risk Management
Stage two occurred during the 1970s with the focus on insurance manage-

ment, i.e. the co-ordination of insurance in its classic form of a risk transfer.32 

Important landmarks for Risk Management in these years were the founda-

tion of some associations with Risk Management as their target and scope, 

like the International Association for the Study of Insurance Economics or 

the «Risk Management Circle» of Sweden’s Statsföretag. The American Soci-

ety of Insurance Management was renamed Risk & Insurance Management 

Society (RIMS). Fortune magazine published the article «The Risk Manage-

ment Revolution»33 suggesting co-ordination of formerly unconnected Risk 

Management functions within an organisation and acceptance by the Board 

of Directors (BoD) of responsibility for preparing organisational policy and 

supervision of the function.

Stage 3: Financial Risk Management
The third stage was in the 1980s when the development of Risk Management 

diversified in two directions: One was Risk Financing, including concerted 

deductibles, captives and various mixed forms; the second was Risk Control in 

the sense of comprehensive risk engineering, partially in close co-ordination 

with insurance coverage. At the end of the 1980s, Risk Management expe-

rienced an expansion in the direction of risk communication, primarily as 

a consequence of a loss of trust after large-scale accidents in the concerned 

insurance sectors.34 October 19, 1987 is still remembered as «Black Monday». 

On this day, the US stock market was severely hit, sending global shock waves 

and reminding all investors of inherent risk and volatility in the market.

31	 Kloman (1999: 12)
32	 Haller (1999)
33	 Kloman (1999: 12)
34	 Haller (1999)
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Stage 4: Operational Risk Management
Stage four began in the 1990s. In certain industrial insurance markets, crises 

affected relationships between industrial insurers and big clients.35 The term 

Chief Risk Officer (CRO) was for the first time used by James Lam at GE Cap-

ital describing the function of CRO to manage all aspects of risk.

Stage 5: Enterprise Risk Management
The 9/11 terrorist attack on the World Trade Centre, New York36 has given 

a new dimension to the magnitude of volatility and risk. The New York 

Stock Exchange (NYSE) lost trillions of USD in a day. This had an enormous 

impact on the perception of Risk Management worldwide.37 Today, compa-

nies embrace the concept of Enterprise Risk Management; this takes a 360º 

view of all risks facing the organisation, including internal and external ones, 

and looks to provide an integrated approach to manage risk across divisions 

and functions. This has furthered the establishment and development of con-

cepts of Business Continuity Management where companies make sure that 

they survive even extreme events such as terrorist attacks, natural disasters, 

epidemics and major failures.

Stage 6: Compliance and Sustainability
The last few years have been shaped in large part by and as a result of the 

financial crisis of 2007-2008 which brought the entire world economy to the 

brink of disaster. The aftermath of that crisis is still perceptible for the mar-

kets in the form of local financial crises like the one in Greece, Spain and other 

economies of the world. Partially, the cause of the crisis was attributed to a 

lack of operational Risk Management and ethical behaviour. As a result, the 

regulators around the world have put forth a multitude of regulations, espe-

cially for financial institutions or for those companies having systemic impact 

on a national level within their jurisdictions and are thus considered «Too Big 

To Fail».

35	 Haller (1999)
36	 Ernst & Young (2002)
37	 Ernst & Young (2002)
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In addition, the world has also witnessed many natural catastrophes 

(chronic famines in Africa; tsunami in Japan, fl oods in several geographical 

regions) and man-made disasters (e.g. accident of Fukushima Nuclear plant 

in Japan) which have put the future of the planet at stake and emphasised 

the importance of sustainable management and corporate citizenship. Rather 

than being passive observers, organisations are being expected (both volun-

tarily and by law in certain aspects) to play a pro-active role in combating 

such serious events or developments.

Figure 12 provides a graphic view of these developments. The interesting 

thing to observe in this fi gure is that the growing affl uence of the world (rep-

resented by growing GDP) has also put more focus on Risk Management. It 

also demonstrates that the current interest in Risk Management is not tempo-

rary and is only going to increase further in the coming years.

Fi gure 12: Evolution of Risk Management

Source: Adapted from various sources
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•• Principle 4.10: The board should ensure that there are processes in place 

enabling complete, timely, relevant, accurate and accessible risk disclosure 

to stakeholders.

f)	 The Basel Committee Reports

The Basel Committee on Banking Supervision (BCBS) was established as the 

committee on Banking Regulations and Supervisory Practices by the central 

bank governors of the group of ten countries at the end of 1974, in the after-

math of a serious monetary crisis providing a forum for regular co-opera-

tion between its member countries.57 The committee has focused mainly on 

capital adequacy and risk measurement, on and off balance sheet. In 1988, 

the Basel capital accord was implemented which, after amendment in 1995, 

included that the senior management has to be responsible in managing 

credit risks from exposures in derivative products and other add-on factors.58 

Market risk was added to that accord in 1996. Such risks may occur from 

the bank’s open positions in foreign exchange trade, debt securities, equities, 

commodities, and options. In 1998, the committee also covered operations 

risk on its agenda59, and the accord is widely known as Basel II Capital Accord. 

Because of this accord awareness of operational risk as a separate risk cate-

gory has increased. Various aspects relating to defining operational risk such 

as measurement, monitoring, control, policies and procedures have been dis-

cussed and established. In a broader sense, operational risks are accepted as 

those risks which are not covered under market and credit risk, like legal risks.

Basel III60 is a comprehensive set of reform measures developed by the 

Basel Committee on Banking Supervision, to strengthen the regulation, 

supervision and Risk Management (special focus on operational risks) of the 

banking sector. These measures aim to:

•• Improve the banking sector’s ability to absorb shocks arising from finan-

cial and economic stress, whatever the cause;

57	 Basel Committee (Risk Management Group of the Basel Committee on Banking Supervision) 
(2003)

58	 Basel Committee (Risk Management Group of the Basel Committee on Banking Supervision) 
(2003)

59	 Basel Report (1998)
60	 www.bis.org 
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•• Improve Risk Management and governance;

•• Strengthen banks’ transparency and disclosures.

It was agreed by the members of the Basel Committee on Banking Supervi-

sion in 2010–11 and was scheduled to be introduced from 2013 until 2015; 

however, changes from 1 April 2013 postponed the implementation deadline 

to 31 March 2018 and later again to 31 March 2019.

3.	 Risk Compliance
Risk Management and Compliance Management are closely linked and both 

are part of the Corporate Governance. In accordance with Art. 716a CO, the 

Board of Directors of a Swiss corporation is ultimately responsible for the 

overall management of the company. In this regard, the board must ensure 

that the company’s strategic objectives are in reasonable proportion to the 

resources available. Thus the corporate strategy should remain within the 

overall scope of the company, which still leaves room for modifying the 

strategy to be more owner-related. Thereby it is essential that the board (e.g. 

through an audit or risk committee) analyses all risks resulting from the 

implementation of the corporate strategy and mitigates them wherever pos-

sible. In this context, the risk potential constituted by all internal and external 

rules and regulations that have to be adhered to and complied with is consid-

erable. That major risk area is called Compliance. The basis of compliance 

is therefore a Risk Management system that allowing the key risk areas to be 

identified.

The Compliance Management System (CMS) of a company complements 

the existing Risk Management system on which the Internal Control System 

(ICS) is based. It may be of advantage to structure the CMS of an organisation 

along the recommendations by the ISO 19600 guidelines. This should ensure 

the adherence to all applicable statutory provisions, international standards 

like those of the Financial Action Task Force (FATF) on money laundering and 

internal policies and guidelines (e.g. a Code of Ethics) on all levels throughout 

the company. This ultimately leads to a responsible and transparent corporate 

management that is part of the corporate governance.
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In addition to the three systems mentioned above, i.e. Risk Management 

or Compliance Management System resp. Internal Control System, the BoD 

may introduce the control function of an Internal Audit, with the mandate 

and goal to conduct independent reviews in all areas of the company. Graphi-

cally, the interaction of all functions in a company is illustrated below:

Figure 14: Governance, Risk and Compliance Management System (GRC)

Source: Own illustration

a) Establishing of the Compliance Function at the Executive Level

Compliance is an undelegable and inalienable responsibility of the top stra-

tegic level of a fi rm. Even if the BoD entrusts a Compliance Committee or a 

Compliance Offi cer with the mandate to warrant adherence to all applica-

ble regulations, the board itself remains ultimately responsible for the effec-

tiveness of the compliance management system. Therefore, the board should 

deliberate carefully what executive levels are most appropriate to keep the 

compliance function effective.
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According to par. 18 of the recommendations of the Financial Action 

Task Force (FATF Recommendations) of 201261, all financial institutions 

are expected to implement the FATF standards and provide for appropri-

ate measures. This is substantiated by the third Interpretive Note as follows: 

«Compliance management arrangements should include the appointment of 

a compliance officer at the management level.» Article 84 of the EU Direc-

tive 2013/0025 (so-called 4. Money Laundering Directive) includes a similar 

stipulation: «The policies and procedures referred to shall at least include: 

the development of internal policies, procedures and controls, including 

customer due diligence, reporting, record keeping, internal control, compli-

ance management (including, when appropriate to the size and nature of the 

business, the appointment of a compliance officer at management level) and 

employee screening.» Both quoted directives request that there be a compli-

ance officer at the executive company level. Would that imply that a compli-

ance officer should be a member of the top management / executive board? 

This will be a wrong conclusion to derive. On the contrary, the opposite may 

be appropriate, as the Compliance Officer has a clear guarantor position by 

law (Garantenstellung). In this role Compliance Officer is expected to pre-

vent all business / transactions that could lead to breach or infringement. As 

a member of the Executive Board, he may be inclined to accept any business 

deals for the sake of high profits, even if that would mean higher risks. The 

contradiction of roles inevitably leads to an irresolvable conflict of interest.

Ideally, the board appoints a Chief Compliance Officer (CCO) who, 

though on the level of the Executive Board, is not himself member of it and 

therefore independent. In such a set-up, the CCO may report to the CEO 

on a regular basis, but may also report directly to the Chairman if appropri-

ate. Conversely, the chairman of the board can use the CCO in addition to 

the Internal Audit to fulfil its overall compliance requirements. The Board of 

Directors must ensure that it is periodically informed about the activities of 

the CCO or the compliance department. The board should intervene if the 

compliance activities and trainings are deemed insufficient.

61	 FATF (2012)
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b)	 Guidelines for Compliance Management System

In December 2014, the ISO standard ISO 19600 was published. It is the first 

international standard for compliance management systems (CMS). The aim 

of ISO 19600 is to provide internationally supported guidelines for the design, 

implementation, operation and continuous improvement of effective CMS by 

public and private organisations.

Organisations of all types, i.e. private and public companies, governmen-

tal agencies and NGOs are expected to follow the recommendations. Devia-

tions from the word of the standard is possible, but solely on condition that 

the different measures are still living up to the spirit of the standard (comply 

or explain). Large companies, especially if operating in various countries, and 

government agencies as well as non-governmental organisations with activi-

ties in sensitive regions or industries should introduce a Compliance Manage-

ment System, be it according to ISO 19600 or similar62. Such recommendation 

is indirectly supported by various judgments. On 10.12.2013, for example, the 

Munich District Court condemned a former CFO of Siemens AG and solic-

ited damages of approx. EUR 15 million for his violation of obligations, i.e. 

failure to establish an effective compliance system to avoid bribery and cor-

ruption. In January 2015, the British Financial Conduct Authority (FCA) has 

ruled that the CEO and the Compliance Officer of Martin Brokers (UK) Lim-

ited had to pay fines and banned from profession. This because they allegedly 

contributed to a culture which permitted manipulation of the LIBOR and 

assumed that such manipulation would not be detected soon enough. The 

two directors did not seem to have made any efforts to prevent this culture of 

malpractice.

c)	 Elements of a Compliance Management System (CMS)

The elements of a compliance management system can be divided into «soft 

factors» (good leadership, management of values, culture of integrity and 

law-abidance) and «hard factors» (organisation and processes). According to 

ISO 19600, the key elements of a CMS are:

62	 Voluntary code; no regulatory obligation 
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•• Good leadership; the organisation’s values ​​and compliance culture;

•• Implementation of the principles of good governance;

•• A compliance strategy that is approved by the top management (Compli-

ance Policy);

•• The organisation of compliance roles, responsibilities and competencies;

•• The processes;

•• Assessment of effectiveness;

•• The improvement of the CMS.

To prevent illegal behaviour or violations of the Business Conduct Guide-

lines (e.g. Code Of Ethics) effectively, the Board of Directors and the Execu-

tive Board of a company must be able to rely upon the fact that information 

of impending misconduct, already occurred violations or of other adverse 

conditions is being reported immediately to the appropriate authorities. If 

possible, such information should disclose the person reporting the violation. 

But if that is not possible for any reason, an internal or external whistleblow-

ing office / hotline should be established to facilitate anonymous reporting of 

such incidents. This aids an effective CMS63.

Detected or suspected violation should be reported without delay, usually 

to the direct line manager. If this manager is very likely not to act upon receipt 

of the information, or if the employee is bound to face reprisals, or in case 

the violation reported relates to line manager himself, the reporting should 

be addressed to the internal whistleblowing office / hotline of the company. 

In case the reported situation does not improve after the notification to the 

whistleblowing office, or if a reporting to the internal whistleblowing office 

appears futile from the outset, e.g. because the internal whistle blowing officer 

is being inflicted by the reporting, the reporting should be made to the exter-

nal whistleblowing authority (hotline, website or office).

Employees that have to file a notification to a whistleblowing office should 

have the right to remain anonymous. This means in practice that the whistle-

blowing office knows neither the name nor the function of the reporting per-

son. In addition, the content of the message is summarised and anonymised 

63	 For complete reglement of whistleblowing, refer to Müller, Lipp, Plüss (2014: 1161 ff.)
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so that no conclusions about the whistleblower are possible. In essence, a 

whistleblowing system should ensure that:

 • Potential violations are reported;

 • Employees do not feel hindered to speak up for fear of retaliation (e.g. in 

sexual harassment cases where someone does not dare to report it to his / 

her boss as that boss was the perpetrator);

 • A hotline serves as an effective tool where employees cannot report issues 

to their direct line manager (or ombudsperson or HR);

 • Whistleblowing policies offer the opportunity to report anonymously, to 

make it as easy as possible for the employees to speak up.

The fi gure below shows an overview of the various systems of an enterprise. 

Managing their inter-linkages and overlaps presents a challenge for the stra-

tegic management.

Figure 15: Relationship Between Various Risk Management Processes

Source: Own illustration
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VI.	 Managing Fraud and 
Corruption Risks

Peter Jonker

Peter Jonker is a director at the 4N6 Factory, a Zurich 

based consulting boutique, supporting companies with 

both forensic investigations and development and imple-

mentation of corporate compliance and integrity pro-

grams. Before joining the 4N6 Factory in 2012, Peter 

worked as an advisor for the Dutch and Swiss branch of 

a Big Four Consulting firm for 14 years. Currently he is a 

member of the UN Global Compact Working Group on 

Anti-Corruption (Principle 10) in New York and serves as a lecturer in ‹Ethics 

and Leadership› at the Executive MBA-programme of the University of Zürich. 

Peter holds a Bachelor degree in Economics and Business Administration, stud-

ied Policy Sciences and Organisation Studies (Drs.) at the Tilburg University in 

The Netherlands and absolved a post-doc at the ISAM institute of the Erasmus 

University in Rotterdam.

1.	 Problem Overview
According to the Association of Certified Fraud Examiners (ACFE), a com-

pany loses approximately 5 % of its annual revenue on occupational fraud and 

misconduct126. Another US study shows that on average a company receives 

9.27 hotline calls per 1,000 employees per year127.

Many CEOs in European companies will counter that these results are 

not representative for their company. In addition, where it is common for 

US companies to have a hotline to report (potential) violations, ethics hot-

lines remain a sensitive topic in the larger part of Europe. Still, the question 

126	 ACFE (Association of Certified Fraud Examiners) (2014)
127	 The Network In. (2013)
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remains if US companies are so much more corrupt, or if in European com-

panies non-compliance is detected in other ways.

In this light a study by the HTW in Chur128 offers an insight in the expo-

sures of Swiss SMEs in doing international business. Of the 510 participat-

ing companies, over 40 % indicated informal payments or gifts were expected 

from clients and business partners. Over half of the companies exposed to 

these requests actually paid, on average amounting to 4.9% of their annual 

revenues in those countries.

Naturally, a business gift or an invitation to a business dinner does not 

necessarily constitute a bribe. Nor is a voluntary contribution to a political 

party automatically a form of corruption. So, when does this gift turn into a 

bribe? Or when is entertainment ‹lavish›? In identifying a company’s exposure 

to fraud and corruption risks, we need to consider a few complicating factors.

a)	 Clarity of Norms

First of all, the norms are not always clear. Not only because of differences in 

local business customs or local laws and regulations but also because of the 

changes over time; for example, a facilitation payment used to be tax deduct-

ible as a normal business expense in Europe just twenty years ago. The trend 

clearly goes towards tighter regulation, but when employees do not know 

what the standards and rules are, they cannot be expected to uphold them.

At the same time, in Europe, most companies prefer a principle based 

approach instead of a rule based approach. Unlike US Codes of Conduct, 

European companies often communicate their values and principles at a very 

high level, leaving room for – and the challenge of – interpretation to their 

employees.

Appendix 16 (Elements of a Code of Conduct) provides an overview of 

what a typical Code of Conduct entails.

b)	 Risk of Being Caught

A second development is the increase of enforcement initiatives to coun-

ter fraud and corruption in recent years. Where in the EU the enforcement 

128	 Hauser (2012)
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trend focused more on Anti-Competition (cartels etc.), the US have been 

using their Foreign Corrupt Practices Act (FCPA) to fine companies that have 

bribed (government) officials abroad. Meanwhile, also other countries (e.g. 

UK, Brazil, Canada) have defined laws with a so called ‹extra territorial› reach 

and start enforcement initiatives.

Many CEOs and board members in Europe are not aware (or simply 

ignore) these rules also apply to their company. If a Swiss company is brib-

ing an Asian government official (or hires an agent to do this on their behalf) 

and (allegedly) pays in US dollars, this already is enough reason for the US 

authorities to investigate a (potential) violation of the FCPA; irrespective if 

the company has a listing or a subsidiary in the US. In Brazil, under the new 

anti-corruption law (for violations within Brazil AND abroad) the corporate 

fines can amount to 20 % of the company’s annual revenue.

Also in China, the new Government started with a Bribery and Corruption 

crackdown, for instance in the Pharma sector. Apart from corporate fines, in 

China far more executives and officials are being sent to prison. All in all, tem-

perature is rising and the risk of being caught and fined grows significantly.

c)	 Difficulty to Discuss

A third complicating factor is the fact that it is difficult to address (potential) 

unethical business practices. With the excuse of ‹being in a country with a dif-

ferent business culture›, ‹severe business pressure› or ‹everyone else is doing 

it›, CEOs and board members will be tempted to look away.

The big elephant in the boardroom therefore is the question ‹are we pre-

pared to walk away from business›? Without a clear tone from the top, local 

managers will interpret their new sales targets as ‹go with God, come back 

with money› – also since their performance will be measured and rewarded 

on financial KPIs.

For employees, it is also difficult to address potential violations. A recent 

study129 by the 4N6 Factory and market researcher GfK under the Swiss work-

ing population showed that 14 % of the Swiss employees did witness a viola-

tion of their company’s code in the last year.

129	 Webpoll under Swiss working population (n=1200), 4N6 Factory and GfK, 2014
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«Over the past 12 months, did you witness a violation 
of your campany’s code of conduct?»  
(n = 786*; 100%)

No, I am not even sure if our company  
has a code of conduct

14% 27%

59%

No, I am not aware of any  
violation of the code

Yes, I did witness a violation of our  
company’s code

«n» = Swiss working population who participated in the survey

Figure 34: Occurrence of Code of Conduct Violations

Source: 4N6 Factory and GfK, 2014

Only 28 % of the employees who witnessed a violation reported the issue to 

their management, the compliance department or the company hotline. In 

128

Yes, but I decided not  
to address it

Yes, I addressed the matter  
informally with my colleagues

Yes, I reported the issue to my manager/
the compliance departement

Yes, I reported the issue via our hotline

I did see something, but I am not  
sure if it was a violation of the code

22% 28%

22%24%

4%

«m» = Swiss working population who witnessed a violation of the 
code of conduct

«Yes, I did witness a violation of our campany’s code of conduct»  
(m = 108; 100%)*



Pressure  

Opportunity  Rationalization  

Switzerland, 72 % of the potential violations are not reported. Other interna-

tional studies show the main reason people do not report potential violations 

is the fear for retaliation from supervisors or co-workers130.

d)	 Intentional Act

Unlike many other operational risks discussed in this book, fraud and corrup-

tion risks are unique in their character as they are ‹intentional›. A fraudster 

seeks to harm the company on purpose and a bribe is paid with the inten-

tion to induce someone to act in favour of the bribe payer. This means that – 

despite controls that are put in place to prevent fraud and corruption – the 

fraudster is actively looking for ways to circumvent controls without being 

detected.

2.	 Who are Involved?
According to Donald Cressey’s ‹Fraud Triangle›131 the risk of fraud or corrup-

tion depends on three elements; Pressure, Opportunity and Rationalisation.

Figure 35: The Fraud Triangle

Source: www.acfe.com/fraud-triangle.aspx

«Trusted persons become trust violators when they conceive of themselves as hav-

ing a financial problem which is non-shareable, are aware this problem can be 

secretly resolved by violation of the position of financial trust, and are able to 

130	 Ethics Resource Center (2012)
131	 www.acfe.com/fraud-triangle.aspx
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apply to their own conduct in that situation verbalisations which enable them to 

adjust their conceptions of themselves as trusted persons with their conceptions 

of themselves as users of the entrusted funds or property.» 132

In principle, everyone that is under enough pressure (for instance sales 

targets), sees an opportunity to commit fraud (‹no one will find out›) and 

finds a rationalisation for his behaviour (‹others are doing it as well›) could 

be tempted.

An analysis of historical data gives more insight on the perpetrator’s pro-

file133:

•• Usually Male (66.8 %);

•• Between the age of 30 and 50 (66.2 %);

•• No prior conviction (86.6 %);

•• Working for the company for 6 years or longer (52.5 %);

•• Often working in Accounting (17.4 %), Operations (15.3 %), Sales 

(12.5 %) or Executive or Upper Management (11.8 %).

a)	 Red Flags

There are some behavioural warning signs that a perpetrator in a fraud case 

might demonstrate. In many cases of fraud and occupational misconduct, the 

perpetrator was living beyond his means (43.8 %) or was having financial dif-

ficulties (33 %). (see Figure 36)

132	 Cressey (1973)
133	 ACFE (Association of Certified Fraud Examiners) (2014)
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Complained About Lack of Authority
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Past Legal Problems
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Figure 36: Behavioral Red Flags Displayed by Perpetrators

Source: Association of Certified Fraud Examiners, Report to the Nations on Occupational Fraud 
and Abuse, 2014

b)	 Departments Involved in Fraud Cases

The graph below shows in which departments perpetrators were working and 

what the median loss was in those cases. The losses are greater when sen-

ior management, the Board of Directors or finance are involved. Quite often, 

perpetrators are working in one of the following departments: Accounting 

(17,4 % of the cases), Operations (15,3 %) and Sales (12,5 %).

Relevant for board members is the fact that the highest losses are suffered 

right under their nose: in 11,8 % of the cases, when Executive/Upper manage-

ment are involved, the median loss is USD 680,000 USD per case.
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3.	 Common Forms of Corruption
Fraud and corruption can take many shapes and forms. The Association of Cer-

tified Fraud Examiners distinguishes between three different categories: Cor-

ruption, Asset Misappropriation and Financial Statement Fraud (see Figure 38).

In this paragraph we will zoom in on the first category ‹Corruption› to 

identify a few of the more common schemes in (international) business.

a)	 Gifts and Entertainment

Gifts and entertainment are a normal part of business in many countries. And 

usually not illegal either. But to distinguish between what is appropriate and 

what is ‹lavish› is sometimes difficult. It not only depends on local business 

customs and laws, but also on the timing; is it appropriate to invite a potential 

client for a dinner in the middle of a tender phase? This could be perceived 

as bribery, when one wants to influence the decision making (see facilitation 

payments and bribes).

b)	 Facilitation Payments and Bribes

A facilitation payment (also facilitating or ‹grease› payment) is a small pay-

ment to foreign officials to speed up administrative processes (e.g. customs 

clearing, police official giving safe passage). Some laws and conventions dis-

tinguish a facilitation payment from a bribe, others claim facilitation pay-

ments are bribes as well. Bribery is often defined as ‹the offering, giving, 

receiving, or soliciting of any item of value to influence the actions of an offi-

cial or other person in charge of a public or legal duty›.

c)	 Kick-backs and Overbilling Schemes

A kickback is a form of negotiated bribery in which a commission is paid to 

the bribe-taker as a ‹quid pro quo› for services rendered; for instance when 

the head of a procurement department receives a commission of 5 % on the 

total order volume from supplier A, when selecting this provider. The money 

is paid into the head of the procurement’s personal account (so not a dis-

count of which the company benefits). Usually the supplier will send inflated 

invoices for his products and services afterwards (overbilling scheme), which 

procurement will then approve.
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Figure 38: The Fraud Tree
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d)	 Bid-rigging and Price Fixing

This situation occurs when vendors work together in bidding situations 

and agree on who will offer for the lowest price, in order to win the pro-

ject. Another vendor will bring the lowest bid at a next tender opportunity. 

This situation can arise especially in an oligopolistic market or when suppli-

ers have to make huge investments (time and money) to write a tender (e.g. 

in infrastructure projects in oil and gas, rail, roads, tunnel building or large 

property development).

e)	 Use of Agents

For many companies aiming to expand into other countries, the use of sales 

agents or distributors is the first step; they know the market, local language 

and business context and have a network. Often, the agents work on a com-

mission basis; they get a percentage of the total sales volume, when the deal is 

made. For the company an attractive model as they have to pay out only when 

they win work. The agent however, will do everything to close the deal. If that 

means bribing a government official to win the job, this is merely a ‹business 

expense› to him. The commission is simply split between the agent and the 

new-won client. Although still common practice in many countries, there are 

some legal changes which make this model less attractive; a company that asks 

a third person (the agent) to act on their behalf, is still accountable for these 

actions as if it was their own employee.

f)	 Political Support and Charitable Contributions

In many countries donations to political parties and charitable contributions 

are a normal business practice, tax deductible and sometimes even seen as 

‹good citizenship›. However, this financial support can easily become a form of 

bribery. For instance, when a company will be granted the permission to build 

a factory, under the condition they also make a ‹voluntary› contribution to a 

political party or charitable fund to send promising local students abroad to 

get a good education. Most likely the political party and children of the deci-

sion makers will benefit from these contributions.

The RESIST Methodology in Appendix 13 provides further scenarios for 

corruption. In addition, detailed samples of specific rating criteria for cor-
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ruption related scenarios can be found in International Chamber of Com-

merce, Transparency International, United Nations Global Compact, World 

Economic Forum publication.134

4.	 Managing the Risk of Fraud and Corruption
When determining the fines in large corruption or cartel cases, governments 

explain their rationale and as a consequence define what a good compliance 

program should look like. The US government was among the first when 

defining the Federal Sentencing Guidelines, requiring companies to have an 

‹Effective Compliance and Ethics Program› and explain what this entails. The 

2011 UK Bribery Act defines six principles and offers guidance in the form of 

concrete cases.

In September 2014, a working group of Swiss Holdings and Econo-

miesuisse presented guidelines for compliance management135. In addition, 

the International Standards Organisation (ISO) has been developing a new 

standard for compliance Management: the ISO 19600 standard.

There are quite a few overlaps between the standards and guidance docu-

ments. The graph below summarises the most important elements136.

134	 International Chamber of Commerce, Transparency International, United Nations Global Com-
pact, World Economic Forum 2011

135	 Jaisli (2014)
136	 4N6 Factory (2014)

136



1. Risk & Controls

2. Governance & Structure

4. Training & Awareness6. Fraud Response

7. Internal & 
External  
Communications

3. Policies & 
Guidelines

8. Busines Partner Due  
Diligence/Employee 
Screening

5. Fraud Detection & Monitoring

Good Pract
ic

e

Best Practi
ce

Figure 39: Elements of Fraud Risk Management Framework

Source: 4N6 Factory (2014)

This starts with a proper assessment of bribery and corruption risks (1) the 

company is exposed to (and the controls to mitigate them). Clarity on roles 

and responsibilities (2) supported by written policies and guidelines (3) are 

implemented using training, communication and other awareness initiatives 

(4 and 7). In addition, a process to detect (5) and respond (6) to fraud and 

other forms of non-compliance should be in place. A final element of a good 

compliance program, consists of due diligence on business partners and pro-

spective employees (8).

a)	 Effective Compliance Programs

Having a Fraud Risk Management or Compliance Framework is one thing, 

making sure that it is effective and actually lived, is quite another one. This is 

why there is a clear trend to focus on softer elements, starting with the ‹tone 

Managing Fraud and Corruption Risks  137



at the top› (and the tone at the middle). As a first step, many companies pub-

lish a ‹Code of Conduct›137, where the CEO or Chairman of the Board write 

a foreword or introduction stressing the importance of the company’s values 

and principles. But, a code could easily become a paper tiger, when manage-

ment does not lead by example and employees do not feel comfortable to seek 

guidance when they have ethical concerns or report a violation when they see 

one.

Hotlines
Although in Swiss companies a hotline is not a popular instrument, interna-

tional studies show that it is one of the most effective ways to detect miscon-

duct138. The graph below shows most cases of misconduct have been detected 

by a tip. This includes hotline calls but also other tips via (anonymous) letters 

or tips from clients and suppliers. In companies with a hotline, over half of all 

cases have been detected by tips.

137	 See Appendix 16 (Elements of a Code of Conduct)
138	 ACFE (Association of Certified Fraud Examiners) (2014)
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Figure 40: Impact of Hotlines

Source: ACFE (2014)

Measuring effectiveness
Measuring if a compliance programme has been effective, also requires 

changes in the compliance officer’s KPI set; knowing the participation and 

completion rates of the e-training is no guarantee if the corporate code of 

conduct is actually lived.

The focus of measuring the effectiveness of compliance programs shifts 

from ‹input› (e.g. budget and FTE) and ‹output› (e.g. training hours, comple-

tion rate of e-training) towards ‹outcome› (guidance requests) and ‹impact› 

(e.g. termination of contracts with non-compliant suppliers).

A next challenge will be to address these new KPIs in the context of per-

formance measurement and incentives, which in turn will lead to a new dis-

cussion on target setting.

For the Board of Directors and executive management the fore mentioned 

key question to answer will be ‹Are we prepared to walk away from business?› 

Without a clear tone and actions from the top, the organisation will meet its 

targets (‹what›) at the expense of the ‹how›.
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VII.	 Risk Management  
of Major Projects

Dr. Stephan Werner Döhler

Prior to his current position as the CEO of Swiss nuclear 

power plants Leibstadt and Beznau and the Head of the 

Nuclear Division at AXPO Ltd., Stephan Werner Döhler 

served in various management positions at ABB and 

Alstom. Today he is a member of the management board 

of Axpo Power Ltd. and board director or chairman at 

several companies in Switzerland and Germany. He 

holds a Master of Technical Sciences from Zittau Tech-

nical University, a PhD from Moscow Power Engineering University (MEI) and 

an MBA from Business School Lausanne. He lectures Thermodynamics at the 

University of Applied Sciences North West Switzerland and Risk Management at 

the University of St. Gallen.

1.	 Why Risk Management of Projects at Board Level?
Every project has its specific risks. While project risk management is oblig-

atory in most companies with well-developed managing processes, it is 

usually considered a part of the company’s operative business and thus 

not falling necessarily into the competence of the board. Some projects, 

however, may represent a risk for the entire company – either because of 

the considerable amount of investment involved or due to the significant 

exposure of the company’s reputation. For this category of projects risk 

management needs to be organised at the company level, and the Board 

of Directors should be in charge and kept informed by means of regular 

status reports.

Unfortunately, this is not always the case. For instance, in large-scale pro-

jects carried out in the public sector, governmental or regional organisations 
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tend to underestimate the importance of professional project management 

and risk control.

There are many examples demonstrating quite clearly how projects – or 

just one single project for that matter, – can cause the exposure of the entire 

company to a major risk or even its fall. Enron projects including the multi-

billion Dabhol Project in India139 and Windreich bankruptcy due to offshore 

wind farms140 illustrate how severe consequences of a failure of a large project 

or insufficient project risk management may be.

Political or societal processes bringing about dramatic changes in the mar-

ket environment frequently trigger difficulties in project execution. Compa-

nies and civil structures involved often find themselves utterly unprepared for 

the changes and experience major difficulties while coping with the new con-

ditions and/or limitations. A classical example is the paradigm shift happen-

ing on the European (and Swiss) power generation market.

Projects have always been a complex business, and never a fully control-

lable one. The success factors are multiple, the involvement of competent 

people and a good organisation being crucial. Yet even in the best-organised 

company there is no guarantee against delays, budget overspending or fail-

ures in general, when it comes to projects. Project-related risks can be limited, 

although not eliminated, by following a set of rules and processes, which is of 

paramount importance for company boards. Whenever a company or organ-

isation is faced with a major project – i.e. one involving a substantial amount 

of investment and/or resources, – it is important that the company’s Board of 

Directors follow a number of routines and procedures to assess and mitigate 

the risks. The sections that follow provide an overview of some important 

basics, processes and documents that constitute a prerequisite for project risk 

management and need to be implemented at the board level.

139	 The rise and fall of Enron, reported from the San Jose State University, Department of economics, 
Thayer Watkins, PART: Foreign Projects

140	 «Windreich: winded», the bankruptcy of the German leader in the field of offshore wind farms, 
reported from the journal «HANDELSBLATT», 09.09.2013, 18:36
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2.	 Risk Management Guidelines
Risk Management Guidelines is a document issued by the Board of Directors 

in which key rules, conditions and limitations relevant to risk management 

are defined. It provides a common basis for understanding risk management 

processes and terminology in a given company. It also contains a descrip-

tion of crucial processes, organisational structure and responsibilities within 

the company. Risk Management Guidelines should clearly identify all rele-

vant laws and regulations and ensure their implementation at all levels of risk 

management.

Being the master document for any further risk management documen-

tation and process descriptions used by the company,141 Risk Management 

Guidelines focus on the overall boundary conditions and long-term data. The 

examples below highlight some elements of Risk Management Guidelines 

corresponding to managing specific project-related risks:

ISO 31’000 for Major Projects
Risk management terminology as well as the description of all processes and 

project-related risks can be found in ISO 31’000.142 The entire risk manage-

ment process should be organised in accordance with the country legislation 

in force taking into account all relevant special regulations.

COSO-ERM Framework for Major Projects
COSO Enterprise Risk Management Framework published in 2004143 is 

another important international instrument. It links company goals to its 

organisational structure and the adopted risk management system. Both 

models (ISO 31’000 and COSO) provide for a reliable and functional basis for 

risk management at the company level.

Compliance
The term «compliance» means respecting all international and national laws, 

rules and regulations as well as the company’s internal standards and rules. 

141	 Department of Treasury and Finance (2004)
142	 ISO 31’000 (2009)
143	 COSO (The Committee of Sponsoring Organisations of the Treadway Commission) (2003)
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Compliance is of outmost importance for the purposes of project-related risk 

management, especially given the globalised nature of modern project busi-

ness exposing companies to a multitude of laws, rules and regulations that 

range from tax regulations to labour migration issues (e.g. obtaining work 

permits for employees working abroad or for foreign nationals coming to the 

company headquarters). Furthermore, there is evidence of alarmingly grow-

ing exposure of international projects to bribing and corruption practices.144 

In order to adequately handle the totality of risks in line with the current leg-

islation, companies need to address all of the above in their project-related 

risk management processes and compliance codes. In addition to their prac-

tical value, risk management processes and compliance codes are powerful 

communication tools standing for the company’s commitment to law abid-

ance, ethics and integrity.

Investment Process
Risk management in project business begins at the investment stage. For 

many companies, project-related investments account for a substantial, if 

not dominant part of their total investment budget. Hence the importance of 

having a structured investment process and implementing a long-term plan-

ning and strategy including proper risk management processes. In addition 

to participating in the long-term investment planning, risk-managers need to 

be involved in the investment process as early as at the level of a single major 

project.

Categories of Risks in Major Projects
In order to account for all possible internal and external risks in major pro-

jects, a number of risk categories are assessed. Most commonly, following cat-

egories of risks are taken into account:145

•• Market risks: These are risks caused by changes in fundamental market 

indicators, such as prices, exchange rates and/or interest rates. Market 

risks are extremely sensitive to changes in the legal and regulatory frame-

work;

144	 Sanyal (2005)
145	 Cf. PWC (2008); Department of Treasury and Finance (2004)
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•• Counterpart-related risks: Risks caused by non-fulfilment of contractual 

obligations by partners, suppliers or customers;

•• Operational risks: Risks occurring as a result of deviations from the inter-

nal standard processes and procedures or caused by human errors. As a 

rule, the source of operational risks can be found within the company;

•• Societal risks: Risks caused by changes in the legal, political or regulatory 

framework and the overall situation in the society. Risk of damage to the 

company’s reputation and image falls under this category;

•• Major project-related risks: Risks (financial, operational, image-related, 

etc.) caused by the fact that one or more major projects affect the entire 

company and its budget.

Many companies consider all risks related to major projects to be operational 

risks. In this case, no distinction is being made as to the role the company 

plays in the project (supplier or customer; project business is a core business 

or not). Such approach may encounter some difficulties in case of large-scale 

international projects, since the category of «operational risks» as defined 

above does not include the totality of risks related to major projects. This 

applies especially to companies for which projects do not constitute their core 

business and therefore do not belong to the daily operations. For companies 

carrying out large projects occasionally, sometimes as a buyer of turnkey pro-

jects, it is advisable to use a separate risk category, that of major project-re-

lated risks.  In such cases implementing a special major project risk man-

agement process may prove most helpful. Risk management would then be 

organised within the operational divisions involved. The reporting line for 

major project risk management may be suggested as follows:

Figure 41: Risk Reporting Line of a Major Project
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3.	 Project Management Handbook
Project Management Handbook represents another risk management tool.146 

It provides specific instructions with respect to the rules of company’s risk 

management process, the reporting and controlling processes for major pro-

jects in accordance with Risk Management Guidelines and Reporting Guide-

lines for Major Projects (if any).

Depending on the size and business model of the company, different 

management structures may be responsible for issuing Project Management 

Handbook. If the company’s core business is project management, the Man-

agement Board and/or the Board of Directors are in charge.

4.	 Project Credit Demand Report to the Board of Directors
There are various ways how decision-making for large or major projects is 

organised at the Board of Directors’ level in modern companies and insti-

tutions. An attempt to describe all of them would definitely overstretch the 

scope of this section. The process leading to a well-founded decision on 

whether to embark upon a large or major project constitutes one of the most 

important phases of project risk management. Once the decision is taken and 

the project is initiated, the company becomes exposed to all project-related 

risks, both the obvious and undetected ones.

Decision-making is basically about weighting opportunities against risks. 

The participants in this process are driven by different factors. So, those 

responsible for operational management  – and willing to get started with 

the project – tend to underestimate its risks or to overestimate its advantages 

when presenting it to the Board. It is at this critical phase that only limited or 

vague information on risks is often being provided in the project documen-

tation. Even if a special chapter on risks is included into the credit demand 

documentation, it is often being reduced to some «standard risks» lists not 

adapted to the specific situation of the project.

First-hand experience obtained from a number of major projects in power 

industry shows that risks associated with specific projects (and faced by the 

companies during the project cycle) tend to be underestimated and some-

146	 DANS (Data Archiving and Networked Services) (2006)
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times not even mentioned in the credit demand documentation. Although 

it is impossible to foresee and exactly evaluate all the risks of a major project 

from the very beginning, critical assessment of project-related risks is part 

and parcel of project business and needs to be performed at every level of 

company management. Blind reliance on third-party judgements is not an 

option.

The reporting line on major project credit demands may be organised as 

follows:

Figure 42: Reporting Line of a Credit Demand Report for a Major Project

At all stages of this process main company functions (e.g. Risk Management, 

financial management, legal management) need to be represented.

For the purposes of decision-making, the Board of Directors should use 

inputs of all relevant bodies such as the financial council, legal council, risk 

council, technical council or other whenever required, in order for the deci-

sions to be participative and balanced.

Some companies use the so-called «gate review process» for larger invest-

ments and major projects. Gate review process, usually consisting of three to 

six “gates”, requires that the investment credit demand report undergos dif-

ferent stages of reporting at operational management level before eventually 

being presented to the Board of Directors (if needed). The stages correspond 

to different degrees of detail presented in the project credit demand. Such 

approach is particularly instrumental if substantial investments are involved 

during the preparation phase or extensive negotiations with partners or cus-

tomers are necessary.

Gate review process offers the advantage of tight control and constant 

information, whereby the management board follows all the development of 

the credit demand report.
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It also gives a possibility to stop the project at any stage of the process with 

minor or moderate losses if some of the conditions are not fulfilled.

The major disadvantage of this method, especially for large and complex 

companies, is that it might be very time-consuming. Gate review process, for 

instance, is not suitable for assessing short-term opportunities on the emerg-

ing markets when a quick reaction time is required. Therefore, the manage-

ment and Board of Directors should carefully evaluate arguments in favour 

or against using a specific process, as well as the areas of its implementation.

Risk-related part of a major project credit demand report147 should 

include the main elements as follows:

•• Major risks;

•• Risk probability;

•• Options for taking mitigation action.  

Major risks  
This part of the credit demand report should reflect the most important risks 

of a major project such as:

•• Project financial risks;

•• Project time schedule risks;

•• Risks related to delivery in terms of scope and quality;

•• Contractual risks. 

as well as general risks, i.e. those concerning not only the project but the 

whole company (see section 2):

•• Market risks;

•• Counterpart-related risks;

•• Operational risks;

•• Societal risks.

147	 Cf. Department of Treasury and Finance (2004); DANS (Data Archiving and Networked Services) 
(2006)
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Risk probability
Experts perform assessment of risk probability, and ideally experts involved in 

such assessment should represent different areas of the company’s activities, 

and not only the project team.

Options for taking action
In order for the decision of the Board of Directors to be informed and bal-

anced it is important that the entirety of company options be analysed during 

the start-up phase. In practice, solutions offered and supported by individual 

departments are often biased by the specificity of those departments and do 

not sufficiently take into account other interests. The best option from the 

technical point of view does not necessarily offer the best business opportu-

nities for the company or company group as a whole. The choice of the Board 

of Directors should therefore be based on the complete picture: all feasible 

options for action should be considered. Whenever analysis and comparisons 

have taken place at an earlier stage, the Board of Directors should be informed 

of the conclusions prior to taking decision on the course of action to follow.

5.	 �Final Major Project Credit Demand Report  
(closing of Internal Credit Line)

After finishing all activities and closing the internal accounts of a major pro-

ject, a final status report should be presented to the Board of Directors. Final 

status report should be issued no later than one year upon the completion 

of the major project activities. The final report should have the same format 

as the initial credit demand report and its contents should be standardised 

to facilitate the assessment of the project by the management board and the 

Board of Directors. The report should present information on the overall suc-

cess of the project and provide details on its individual aspects. At this stage, 

information on lessons learnt becomes most valuable. It should be dissem-

inated to all other project managers of the company group to inform them 

about the specific lessons from the project and to introduce mitigation meas-

ures in other projects, if necessary, or to avoid the same or similar problems 

or mistakes in other projects.
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For practical purposes, the final major project credit demand report 

should include at least the following elements:

•• Name of the project;

•• Registration number and date of the initial major project credit 

demand  report;

•• Summary by the project manager describing the main tasks of the pro-

ject  and their achievement;

•• Detailed results (major goals achieved/not achieved, if latter, why);

•• Time schedule (deviations from the time schedule, where and why);

•• Presentation of the closing account of the project (overflow or not),  includ-

ing exchange rate effects;

•• If the project has a cost overflow, a detailed description should be presented;

•• Lessons learnt.  

With the approval of the final major project credit demand report by the 

Board of Directors, the project is considered closed.

6.	 �Reporting of Major Projects to the Board of Directors 
(Guidelines)

One of the key elements of risk management in major projects is the organ-

isation of the reporting process to the management board and the Board of 

Directors.

The goal of reporting consists in informing the management board and 

the Board of Directors on the status of selected major projects at least every 

three months (quarterly report). It is recommended to use a uniform report-

ing template allowing the Board of Directors to identify changes in the per-

formance of major projects easily and to initiate corrective and mitigation 

actions, if necessary.

a)	 Definition of a Major Project

A project is considered «major» if it has strategic importance for the company. 

The criteria to be fulfilled for a project to fall under this category depend very 

much on the management policy and the nature of the company business. A 
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non-exhaustive list of general criteria is given below:148

•• The project has high financial impact on the company;

•• The project can create a substantial reputation risk to the company;

•• The project is of outmost importance for the development of the com-

pany  or its business and/or its product line and strategy.  

This section does not provide a detailed description of the organisational 

structure of a major project. In any case, smooth interaction with the oper-

ational management and the Board of Directors depends very much on the 

project manager. Appointing the right person to this position is therefore of 

key importance. Whatever organisational structure is selected for the project, 

it should provide for a minimal reporting line.

Figure 43: Example of the Organisational Structure of a Major Project

148	 Cf. Department of Treasury and Finance (2004); PWC (2008); Meredith and Mantel (2011)
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b)	 Standard Major Project Report to the Board of Directors

The company department responsible for overall reporting (either the business 

development department or the group risk manager) initiates quarterly report-

ing on major projects. Operational divisions prepare reports and present 

them to the management board and the Board of Directors. Practical expe-

rience and various publications suggest that quarterly major project reports 

should have a standardised form, for better efficiency.

A one- to two-page report shall contain the following minimum infor-

mation:

•• Overall status of the major project;

•• Time schedule presented as a trend diagram;

•• Project cost development (credit, current cash out and committed 

cash  out, forecast for project costs until completion);

•• Risks and opportunities;

•• Summary  

In general, individual elements of the report should be presented according 

to the following criteria:  

Overall status of the major project:  

The overall status of the project can be presented in a qualitative way, e.g. 

using a «traffic lights» system to assess such aspects as time schedule, project 

costs, fulfilment of project goals, situation in terms of resources (manpower) 

and, last but not least, risks.  

Colour code:

•• green: no significant discrepancies are observed or forecast between 

the  original planning and goals and the current status of the project (it 

is up to the company to define what should be considered a «significant 

deviation»);

•• yellow: some medium-scale deviations from the original planning and 

goals of the project are already observed or expected. The deviations are 

not alarming. However, they need more attention on behalf of the man-

agement (the company gives its definition of medium-scale deviations);
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•• red: greater deviations from the original planning and goals of the project 

can already be perceived or are expected. The project needs special atten-

tion from the management. Without clearly defined mitigation actions 

the goals of the project will be missed (the company should define what 

greater deviations are).

Time schedule trend diagram:

Time schedule trend diagram shows overall current situation of the project 

(delays; delivery ahead of schedule), and presents a forecast.

Development of project cost (in comparison to credit and budget):

Project cost is divided into external and internal costs (credit in comparison 

to already paid and committed cost – deviation of the total cost to the credit). 

The forecast for the final cost of the project should be included.

Risks and opportunities:

Project manager should provide a list of the most important risks within the 

project and relevant to the company as a whole. They should assess the perti-

nence of the identified risks. Furthermore, project manager reports about all 

claims against the company, the respective counterclaims and the develop-

ment of the contingencies. It is equally the project manager’s duty to present 

project-related potential opportunities.

Summary:

In the summary part project manager gives a short description of past and 

future project milestones, providing an outlook. Furthermore, project man-

ager explains the reasons for significant deviations in project fulfillment (yel-

low or red lights in the overall status chart). Finally, project manager presents 

an overall analysis of project status, stating its major achievements and chal-

lenges.

Before the report is handed over to the management board and the Board 

of Directors, the person in charge of company reporting clarifies open points 

and questions with his or her counterparts in the operational divisions. 

Thereupon, the head of the division releases the project report. If the person 
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responsible for the overall company reporting is not the group risk manager, 

the report should first be submitted to her/him for comments, and only after 

that released to the managers of the operational divisions.

The management board studies the project report and presents it to the 

Board of Directors for further examination. All actions identified in the 

course of reporting are communicated according to the previously defined 

modalities to the person responsible for the company group reporting and 

to the operational divisions. The totality of suggested actions is analysed 

with the support of the division managers, and relevant steps are then ini-

tiated.

The reporting on a standard major project may be organised as follows:

Figure 44: Organisation of a Standard Major Project Report (Reporting Line)

If the company is involved in more than ten major projects, it appears use-

ful to prepare a brief overview for the Board of Directors and submit it along 

with the major project report. Based on this overview, the Board can decide 

which of the projects needs more attention at board level, and on which more 
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information should be provided. Every project listed should be represented 

by just one line containing the absolute minimum on information, namely:

•• Name of the project; 

•• Short description of the content;

•• Overall status (again, with a «traffic lights» system: green, yellow, red);

•• Overall credit sum (including additional credits);

•• Number of additional credits;

•• Cash out and committed cash out; 

•• Forecast of total project costs until its completion; 

•• Deviation from the total credit, given as percentage (could be illustrated 

by selecting a corresponding colour for the respective field; «traffic lights» 

system; 

•• Key measures (illustrated with the «traffic lights» system: green, yellow, 

red);

▷▷ Cost

▷▷ Time schedule

▷▷ Goals

▷▷ risks

•• Remarks (here, in particular, a short explanation for yellow and red lights).

7.	 �Aggregated Risks of a Company in Relation  
to Major Projects

It is important to distinguish between the risks related to a major project 

and the aggregated risks of the whole company, resulting from the sum of 

influences the company is exposed to, major projects being only a part. Pro-

ject risks are described in detail in the major project reports provided by the 

project manager to the operational division, the management board and the 

Board of Directors. The aggregated risks need to be presented in an overall 

risk report of the group risk manager to the Board of Directors, issued at least 

once a year, a better option being every six months (see Group Risk Report 

section below). Aggregated risks are handled in a different way than single 

major project risks; they are linked to such parameters as total risk exposure 

and risk appetite of a company.
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a)	 Group Risk Report to the Board of Directors

The group risk report is a document issued by the group risk manager at least 

once a year; a more frequent issuance – for example, every six months – is 

advisable. Its minimum requirements in terms of content should include the 

following:149

•• Summary;

•• Description of the major risks the company faces;

•• Overview of major financial figures and their dynamics based on  differ-

ent scenarios;

•• Development of the risk exposure of the company (risk appetite and 

risk  reserve);

•• Risk chart for all major risks (see also Chapter IV, Figure 21);

•• Major damaging events during the last reporting period;

•• List of all major risks of the company (risk inventory).

b)	 Risk Inventory

Risk inventory is issued under the leadership of the group risk manager, 

jointly by the risk managers at the group level and by the operational divi-

sions, at least once a year. The inventory should include the totality of all 

detected risks in terms of financial exposure, reputation risk, market risks and 

specific project-related risks.

c)	 Risk Inventory for Major Projects

Risk inventories are basically lists of risks adapted to the specific nature of the 

project in question; they are linked to the requirements and expectations of 

the Board of Directors. Although there are no strict recommendations as to 

the number of risks to be assessed or to the exact content of such an inventory, 

every risk listed should be accompanied by the following details:150

•• Name of the company manager responsible for the project;

•• Name of the manager responsible for risks;

•• Short risk description – it is advisable to include information on:

149	 Cf. Sanches (2005); Caltrans (2012); Sadgrove (2005)
150	 Cf. Caltrans (2012); Internal Guideline of Axpo Holding; Sadgrove (2005); Camilleri (2011)
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▷▷ risk of non-delivery by one or more major suppliers;

▷▷ risk of delays and postponing;

▷▷ risks resulting from interaction with other projects, or other rele-

vant  details.

•• Relevant key figures of the company (e.g. EBIT) that are being at risk as 

a  consequence of major project;

•• Risk probability;

•• Total risk exposure (all risk positions of a major project constituting 

a  financial threat);

•• Risk probability and total risk exposure for the last reporting period;

•• Description of the changes which may transform the risks.

To facilitate comparisons, it is advisable to accompany each risk position listed 

in the group risk report with a graph showing the current results against those 

of the previous period as described in Chapter IV, Figure 21.

8.	 Communication in Major Projects
Among other risks related to major projects it is important to highlight the risk 

of damage to the company’s reputation. This category of risks is of particular 

relevance for projects that increase the company’s exposure to the public opin-

ion – either because of the large scale of such projects or when the project is sen-

sitive or entails serious consequences for the public at large. For such projects, it 

is of utmost importance that a proactive approach is adopted, and that a holistic 

information and communication strategy be developed and timely implemented.

The main elements of such strategy are:151 

a) 	 providing information to the public stakeholders immediately involved, 

e.g. by organising information events for the local and municipal author-

ities, on a regular basis;

 b) 	providing information to the media on the important milestones of the 

project (a first press conference or a similar event needs to be organised 

before starting the project); 

c) 	 informing both public and media about possible delays in the project or 

151	 Mazzei and Scuppa (2006)
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any other major deviations, should such delays and/or deviations be of 

relevance for the public.

Crisis communication that is organised according to specific rules is not cov-

ered in this section.

9.	 External Risks for Major Projects
Some of the risks a company might be exposed to often cannot be revealed by 

means of internal risk management processes. Lists of risk categories including 

market risks, counterpart-related risks, operational, societal and major project 

risks (described in section 2.e) often happen to omit another important class 

of risks – that of natural and technical disasters. Being a serious threat to the 

company’s activities, such risks may jeopardise its survival.152 It goes without 

saying that this category of risks represents a significant influence factor for 

major projects both in the company’s home country and abroad.

The latest and the best-known example is the one of Japanese nuclear 

power stations with respect to the risk of flood and tsunamis. The catastrophe 

in Fukushima followed by the bankruptcy of Tepco that used to be the world 

largest power producer were direct consequences of risk underestimation. 

Although Japanese nuclear power plant operators abided by country laws 

and regulations they largely ignored the evidence that according to new risk 

assessment methods, risk exposure of tsunamis may be higher than admitted 

previously (It should be mentioned that this knowledge had already been rec-

ognised by a wide number of nuclear power plants across the world).153

Another example is the probability of disease outbreaks (example: swine 

flu in 2009) or the reliability of power supply in a specific country.

This illustrates clearly the necessity to increase risk preparedness of a com-

pany well in advance, before embarking on large projects and investments.

Risk report of the World Economic Forum 2008154 gives an example of an 

external expert source used for conceiving and implementing such prepared-

ness measures.

152	 Sanches (2005)
153	 www.ensi.ch; ENSI-AN-7614, 7669, 7746, 7800; Fukushima Berichte (The Fukushima Reports); 2011
154	 WEF (2008)
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Figure 45: The Global Risks Landscape 2013155

Source: WEF (2013: 53)

155	 WEF (2013:5)
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10.	 �Decision-making to Minimise or Mitigate Risk  
of major Projects

The more complex the company processes are, the more people are involved 

in decision-taking phases of major projects. In a multidisciplinary project, it 

is often necessary to ensure that all the disciplines involved are represented in 

order to assess the consequences of a potential decision for all the stakehold-

ers and for the project as a whole, as clearly as possible. Such assessment task 

is what the company management and boards are faced with. In fulfilling this 

task, it is crucial that they follow a structured, balanced and careful approach. 

Having a set of standard and exactly defined procedures helps to reduce the 

risk of hasty solutions and avoid dominators.

As a rule, it is not by following some intended trajectory or by imple-

menting the most obvious option alone that sustainable solutions and, con-

sequently, a significant risk reduction can be obtained, but rather by carefully 

weighing and comparing all relevant possibilities.

It is precisely by concentrating on the detection of possible errors and 

sources of errors that HROs (High Reliability Organisations) – such as air-

craft carriers, nuclear power plants or air traffic control systems, to name 

just a few  – achieve an extremely low rate of failures. This means that the 

employees of these organisations have to concentrate on something they are 

rarely faced with. Such approach translates into frequent analysis of incidents, 

accompanied by careful reporting of all failures, however minor these may 

appear, and an almost obsessive focus of the members of staff on the down-

side of success156. This phenomenon is observed at all levels of HROs’ hierar-

chy up to the management and the Board of Directors.

There are different techniques of systematic decision-finding. The one 

presented below stems from the field of HROs and is used fairly frequently: 

FO2RDEC (see Appendix 8).

Yet before the decision-finding process is discussed in detail, it is necessary 

to consider another important cultural element that constitutes a prerequi-

site of any decision-making. Analysis of incidents, errors and potentials for 

improvement can only be possible if such events are duly reported.

156	 Weick/ Sutcliffe (2003)
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Practical experience shows that members of staff need to feel confident 

if they are to report irregularities. If they fear sanctions, they would rather 

ignore or cover up failures, possible errors or technical problems. At the same 

time, actions by company management, its directors and board that motivate 

the employees to ask questions and uncover errors or failures strengthen an 

organisational culture that values failure reporting and strives to avoid errors 

in the future.

Cultural aspects cited above are just as important for minimising risks in 

major projects and organisations as any technical know-how or technology; 

furthermore, they constitute one of the key prerequisites for a functioning 

FO2RDEC157 analysis, the latter being based on confidence.

157	 Cf. Hörmann (1994); Hörmann (1995: 17-23)
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VIII.	Summary and Guidance  
for Practice

1.	 Summary
a)	 Key Messages

The role of the Board of Directors (BoD) to define the strategic direction for 

the enterprise has been well established in Corporate Governance. In Swit-

zerland, it is even stipulated by law. The Board of Directors (BoD) has to 

balance the opportunities and risks that the company faces in formulating 

and developing those strategies with an enterprise-wide perspective. This 

role has gained great importance in recent years, especially in large multi-

national corporations, for the following – not exclusive list of – reasons or 

events: Increased uncertainty and volatility in the global business environ-

ment, financial crisis of 2008, corporate scandals, natural and manmade 

catastrophes, terrorism, shareholder activism, legislations like Sarbanes Oxley 

(US), Too big To Fail regulations (CH – FINMA), clout of large pension funds 

due to high investment volume. The factors mentioned had a lasting effect 

on the perception of risk and the attitude towards risk. The failure to manage 

risks and to achieve envisaged objectives has far-reaching and disastrous con-

sequences for all shareholders and stakeholders.

In this book, the authors have put forward some important messages with 

regard to Risk Management defined and guided by board members, includ-

ing:

•• The tone of Risk Management is set at the Board of Directors (BoD) and 

Executive Board (ExB) level;

•• Surprise is a key element of risk; managing risk is managing surprise. Sur-

prise can be managed only through maintaining strategic reserves;

•• Identifying risks involving large surprises requires creativity, an open and 

transparent culture and an enterprise-wide participation of employees. It 

should not be the domain of the select few;
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•• The Failure Mode and Effect Analysis (FMEA) approach, based on work-

shops and democratic decision-making, can be used for successful ERM;

•• Risk Management is a process that should integrate the key functions of 

an organisation, including the strategic direction and control function, 

Risk Management Compliance Management system (CMS) and internal/ 

external auditing;

•• Uncontrollable risks, fraud and corruption risks and risks of significant 

projects have gained much attention in the recent years, and companies 

are advised to be prepared to manage those with more rigour.

b)	 Organisation at Board Level

The definition of the risk strategy as a part of strategic Risk Management falls 

entirely within the scope of the Board of Directors (BoD). The Board of Directors 

(BoD) should regularly provide Risk Management officers with guidelines for edu-

cation and further training. It is recommended that the implementation of Risk 

Management should be defined and structured with organisational regulations.

If there is a special Risk Management Committee, its task ought to be guided 

by specific regulations. The decision to delegate some responsibilities to the 

Executive Board (as far as the law allows) must be clearly recorded in the min-

utes of a board meeting. It might be necessary to separate the duties of the Risk 

Management Committees from those of the Audit Committee. The latter deals 

amongst others with loan risks, customer creditworthiness or insurance risks. 

(Appendix 11 provides an example of an Insurance checklist for BoD).

Risks in connection with substitution and recruiting planning should be 

assigned to the Nomination Committee. It is worthwhile to define these tasks 

in the organisation regulations to keep them separate of each other.

The Risk Management function should closely cooperate with the internal 

auditing function to receive a feedback of its activities at an early stage. There-

fore, the Board of Directors (BoD) has to make arrangements, if necessary, to 

ensure collaboration between Risk Management and internal audit officers.

c)	 Organisation at the Management Level

On the management level, the first step must be to determine a responsible 

person in charge of Risk Management. This person can be called Risk Man-
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agement Coordinator or Chief Risk Officer (CRO in analogy to CEO and 

CFO). The responsibility of a Risk Management Coordinator or CRO has to 

be clearly specified, so as not to convey the wrong impression that the mem-

bers of the Executive Board are no longer responsible for the risks of the com-

pany. For the CEO and Divisional Directors are, and will remain the Risk 

Owners or ultimate responsible for risk and its consequences. They know 

their business and the risks involved best. Therefore, they have to make every 

effort to prevent or minimise these risks.

d)	 Risk Management in the Company

In a company that is part of a holding, the Board of Directors (BoD) of the 

holding decides whether Risk Management should be coordinated and driven 

on company level or on holding level. Even if the Risk Management Commit-

tee and the CRO are at holding level, the affiliated companies remain respon-

sible for Risk Management, just like the company’s chief manager will remain 

a Risk Owner.

To make co-ordination efficient and meaningful, the following synergies 

can be used:

•• Process standardisation;

•• Form standardisation;

•• Report standardisation;

•• Construction of group-specific Master Risk lists;

•• Premium privilege by group insurance;

•• Exchange of experience among the responsible persons;

•• Concentrated training and continuing education.

e)	 Managing Uncontrollable Risks

Uncertainty and complexity in the context of Risk Management require a 

board to seek new paradigms or frameworks, especially as global shocks and 

unfathomable risk events are increasing. The conceptualisation of uncontrol-

lable risks is one possible framework to address the exogenous and systemic 

nature of risks from such events. After assessing and defining what uncontrol-

lable risks the company faces, the board should take the initiative to evaluate 

jointly with management:
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•• Impact of diversity and of cognitive biases at the board and management 

level, so as to identify accurately the risks and opportunities that emerge 

from a uncertain and complex environment;

•• Methods for the board to grasp and envision unthinkable or extreme risks 

(black swans) in the context of the existing risk landscape and Risk Man-

agement practices such as risk scanning and risk master lists;

•• Influence of «complexity science» as a conceptual framework for the 

board’s evaluation of risk maps – i.e. considering «systems thinking» to 

explore the linkages across risks identified to assess or hypothesize inter-

secting vulnerabilities and possible cascading consequences.

After identification and visualisation of possible risk clusters, the board and 

management should consider possible risk contingencies or scenarios, both 

from a corporate Risk Management and business continuity management 

perspective.

f)	 Managing Fraud and Corruption Risk

Fraud and corruption risks can take many shapes, varying from gifts and enter-

tainment via facilitation payments, bribes, kickbacks and overbilling schemes 

to the use of (rogue) agents and charitable contributions. Fraud and corrup-

tion risks are a business reality and are often underestimated (on purpose or 

not) by European companies. Tighter regulations and stricter enforcement, 

however, will mandate companies to deal with these risks instead of looking 

away. For the board and senior management the challenge will be to set the 

right tone and lead by example. Employees need to understand the rules and 

need to know how to apply them, but they also have to feel comfortable to 

seek guidance or report misconduct without fear of retaliation. This requires 

management to foster a culture that allows or encourages such behaviour. It 

also implies a reappraisal of the target setting, performance measurement and 

incentive systems.

g)	 Risk Management of Major Projects

Since every project involves its specific risks, it is almost an obligation to do 

Risk Management at the project level, though of course depending on the pro-
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ject size. Not surprisingly, it is common practice in companies with well-de-

veloped project management processes. Yet there are cases when a project as 

such puts the entire company at risk, either because of the scale of the invest-

ments involved or due to a significant exposure of the company reputation. 

Such projects must be part of the overall company Risk Management, and the 

Board of Directors should receive reports on them and deal with them on a 

regular basis. Oddly enough such projects are often perceived as not falling 

into the competence of the Board of Directors. It should be added that the 

public sector, i.e. governmental or regional organisations, issue a substantial 

share of large projects, often underestimating the importance of professional 

project management and risk control.

Numerous examples from the history of project management demon-

strate quite clearly how projects can expose the entire company to a major 

risk or even lead to its bankruptcy.

2.	 Risk Management Practice Today
a)	 Integrated ERM

The Risk Management process should be integrated into the internal and 

external audit and strategy process and framework. The objectives are trans-

mitted through the strategy into the Risk Management process; the results of 

the risk considerations in turn do not only influence the priorities of the audit 

plan, but also have an impact on the SWOT analysis in the strategy process158 

(see Figure 46).

158	 Boutellier and Kalia (2006)
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Figure 46: Integrated Risk Management

Source: Boutellier and Kalia (2006)

One of the important ways to reinforce the link between strategy and Risk 

Management is to have a feedback loop from the Risk Management function 

to the strategy function. This is normally not the case, and if so, this occurs 

implicitly through reporting mechanisms. Doing so, however, reveals the sta-

tus of risks and how Risk Management has performed in terms of achieving 

strategic objectives. Such a process would, for example, facilitate integrating 

information from the subsidiaries and divisions into the next strategy and 

Risk Management cycle. A brief proposal from the Risk Management func-

tion to the strategy implementation function could serve as a starting point 

for the next strategy implementation cycle. Such risk feedback from the sub-

sidiaries may have major implications for the strategy process.

The concept of risk assessment and feedback over different levels of man-

agement is also embodied in the concept «3 Lines of Defence» which is very 

common in the financial sector.
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•• 1st Line of Defence: Management with its day to day management of risks;

•• 2nd Line of Defence: Independent control functions (reporting lines to 

senior management) that monitor if risks are managed adequately and in 

line with policies and frameworks by the 1st line of defence;

•• 3rd Line of Defence: Internal and external audit function reviewing the 

quality of Risk Management by the 1st and 2nd line of defence; reporting 

directly to the BoD (with complete independence from management).

b)	 Decision-Making Under Time Pressure

Risk Management is never complete, as new and unidentified risks keep 

emerging. Once the risk indicator or risk event occur, the critical success 

factor is optimising decision-making under time pressure. This area of Risk 

Management is being embraced by the term Business Continuity Manage-

ment (BCM).159 Statistics seem to indicate that 70 % of businesses go bank-

rupt when facing disasters such as fire. Thus the success of Risk Management 

is not warranted by managing a few selected strategic risks, but also unex-

pected risks and crises. Goldman Sachs is a well-known case for illustration. 

When the September 11, 2001 terror attacks in New York occurred, the com-

pany’s offices were just two blocks away from the high impact zone. Due to 

a good concept for such an event, its operations went on without any dis-

ruption, with the employees working from hotel rooms and/or with personal 

notebooks.160 BCM is a crucial step to mature Risk Management in a company, 

but at an advanced stage Risk Management is embedded in Business Continu-

ity Management. Optimal decision-making in crisis situations demands the 

following prerequisites:

•• Experience;

•• Regular training;

•• Projects;

•• Processes;

•• Transparency.

159	 See Section (I.4.a)
160	 Economist (May 2006)

168



c)	 Whistleblowing

As explained by Kimmich,161 a «whistleblower» is a person who figuratively 

stands up amidst an event and, figuratively, blows the whistle, thereby attract-

ing everyone’s attention with the intention of stopping what is going on. The 

whistleblower reports alleged corporate misconduct and the process is termed 

«whistleblowing». The US have enacted several laws to encourage whistle-

blowing so that impending threats or failures can be identified earlier and 

damage can be minimised in good time.162 The laws introduced aim to safe-

guard whistleblowers against discrimination and harassment by perpetrators 

or persons in power positions.

The impact of US legislations has had global impact. In Switzerland, too, 

some companies have accepted the benefit of whistleblowing and have started 

to integrate it. It is advisable that Swiss companies pay close attention to this 

subject and initiate formal whistleblowing policies, especially in large pub-

licly listed companies. Appendix 6 shows the whistleblowing policy document 

adapted from a leading Swiss company.

d)	 Checklists

Checklists are a very effective tool to monitor Risk Management. Board 

members may benefit considerably if they get periodically updated checklists 

related to the key risks. Checklists, for example, could be related IT-risks, con-

tract risks, succession planning and key personnel risks as well as hazard risks. 

Such lists, however, have to be based on real groundwork undertaken by man-

agers; otherwise there is a danger that they might just become a tick-box exer-

cise and provide false assurance to the Board of Directors (BoD) and share-

holders that everything in the company is under control. The board members 

should make random spot checks and conduct independent investigations to 

verify the accuracy of these checklists.

An anonymised example of an IT-risks questionnaire of a leading high-

tech company in Switzerland is provided in Appendix 5.

161	 Kimmich (2006: 52)
162	 Sarbanes Oxley Act of 2002, Pub. L. No. 107-204, 116 Stat. 745

Summary and Guidance for Practice   169



e)	 Small and Medium Companies

Large enterprises today have resources, intent and pressure to implement and 

document Risk Management as discussed above. However, it is not the same 

for small and medium companies. Therefore, the level of requirements for 

such companies should be facilitated adequately, e.g. by collecting informa-

tion about the company’s risks from interviews, from management or board 

meetings. This may become critical in the case of small and medium compa-

nies. A certain level of highly recommended/ mandatory (u) and optional 

components (¡) as demonstrated in the following Table 8 should be expected 

in today’s future-oriented companies.

Table 8: Essentials of Enterprise Risk Management for Different Scale Companies

Key Components/ Enablers Large Firms SME Small Firms

Objectives
Policy
Guidelines/ Directives
handbook

u

u

u

u

u

¡

u

¡

Structures
Formal Organisation
Informal Organisation

u ¡

u ¡

Roles
Dedicated RM Roles
Additional RM Roles

u

u ¡

Process
Formal
Informal

u u

¡

Reporting
Formal
Informal

u u

u

Communication
Formal
Informal

u

u

u

u

¡

u
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Key Components/ Enablers Large Firms SME Small Firms

Culture
Training, Educational Seminars
Awareness

u

u

¡

u

¡

u

Tools
MIS Tools
Quantification and Statistical Tools

u

¡

¡

¡ ¡

This issue can be further illustrated by an example of a medium-sized com-

pany in the food industry in Germany. Under the KontraG requirements, the 

company had to implement a formal Risk Management to which the board 

members took a very pragmatic approach.

First of all, instead of a standard classification, the company made a very 

simple classification, which is easy to understand in the company-specific sit-

uation. The key risks were classified into four main categories:

•• Safety regarding food (strategic risks);

•• Safety regarding production facilities (Health, safety, security);

•• Crisis Management (Business Continuity Management);

•• Operational Risks (Finance, HR, Machinery).

Moreover, a personal approach was adopted to collecting risks rather than 

running workshops or circulating questionnaires. This company provides a 

good example of how Risk Management can be suitable for all companies at 

all levels – without becoming a complex and resource-consuming exercise.

f)	 Managing Impediments

The decision to establish Enterprise Risk Management is a big decision and 

needs the complete and unwavering support of the board and Executive 

Board (ExB). This is important as there are several impediments to estab-

lishing ERM which the boards and Executive Board (ExB) should be aware 

of before the process is started. They should be well prepared for managing 

these impediments as they pose a risk to establishing Risk Management in the 

organisation. Some of the common impediments are:
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Short sightedness: Risk Management has a future orientation. There will be 

some board-members or members of management who could be short-

sighted and therefore focused on immediate concerns or have no inclination 

to focus on a long-term initiative with no tangible benefits in sight.

Different priorities: Risk Management might not be at the same priority level 

for all the key decision-makers.

Misconception about the role: Some Board members believe that Risk Manage-

ment is either the role of the internal auditing or finance department. This 

could be true in some particular situations. However, auditing has a past 

orientation and Risk Management has a future orientation. This difference 

has to be clear irrespective of who is responsible for managing risk. Secondly, 

enterprise Risk Management goes beyond financial Risk Management. Today, 

finance is just one part of Risk Management.

Lack of awareness and management buy-in: Owing to the reasons cited above, 

the major challenge for organisations today is that of management buy-in. If 

that occurs on a large scale, Risk Management just becomes a formality.

Change process: Change is always resisted. For Risk Management to be «lived», 

it needs at times unpopular or courageous ideas, such as increased transpar-

ency, future orientation, creative and unconventional solutions or democratic 

decision-making. This demands tough decision-making as well as dealing 

with complexity arising from change. Serious commitment, focus and time 

are expected to initiate changes – which is not always easy.

Overlaps and power struggles: There are many overlaps that can occur as it is 

difficult to separate the responsibilities of boards, Executive Board (ExB) or 

other participants. Risk Management requires some high-profile decisions; 

consequently, a lot of power is vested in the persons initiating these decisions. 

This may lead to conflicts, to the detriment of Risk Management. Conflicts 

can also result from differing objectives and agendas for Risk Management by 

various key participants.
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Competence of team members: Competent people are rare, which is also true 

for Risk Management, especially because the field is relatively new and very 

dynamic, there is still no clear acceptance of how Risk Management should 

work in an organisation. Companies need to make careful choices in this 

respect, selecting people who know the business, who know Risk Manage-

ment and can influence others effectively with regard to Risk Management.

g)	 Self-Appraisal

Risk Management is a process and effective Risk Management calls for con-

stant improvement. To this end, companies are advised to carry out a self-ap-

praisal exercise at least once a year; 360º feedback is recommended for all 

hierarchy levels, functions, divisions and geographical locations. This pro-

vides information about the Risk Management perception of all stakehold-

ers and all the critical elements of Risk Management, including the soft (but 

important) elements like culture. For a sample self-appraisal questionnaire, 

see Appendix 7.

h)	 Keep it Simple

A perceived increase in bureaucracy (or increased redundancy) is common 

and a very important concern for board members today. For many, Risk Man-

agement and assurance initiatives are bureaucratic additions to the organisa-

tion. The assertion is not unsubstantiated – a poorly planned implementation 

early in the process, or the failure to elicit management buy-in could result 

in a bureaucratic structure that yields little additional value for the organisa-

tion. Similarly, over-management should be avoided as it could lead to Per-

row’s dilemma – the higher the complexity of the system, the higher the risks 

it runs (see Figure 47). Figure 47 demonstrates how the back-up systems in 

management are making the Risk Management systems in enterprises more 

and more complex. These functions, moreover, have numerous interactions, 

making the system more complex and hence prone to higher risks.
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Figure 47: Perrow’s Dilemma in Management

Source: Boutellier and Kalia (2005)163

The statement «Risk Management is an art not a science» seems true in this 

context.164 It is likely that board members and the Executive Board (ExB) have 

to make conscious and determined efforts if they are to avoid the perception 

of Risk Management being no more than an additional bureaucratic burden. 

They are most likely to succeed if their actions reduce complexity and pro-

mote simple solutions.

163	 Boutellier and Kalia (2005)
164	 Statement by a Risk Manager at the FERMA Conference, Brussels, Belgium (October, 2004) 
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Epilogue

A medium-sized Swiss company situated near a lake and a small creek has 

established exemplary Risk Management in the last few years. One of the two 

identified risks were the flooding of the production unit because of the high-

tide of the lake and the overflowing of the creek. After careful assessment the 

high-tide was considered a high-level risk and the overflowing of the creek an 

insignificant risk. However, the opposite happened. In 2005, floods brought 

a lot of water to the premises, along with logs from the uprooted trees, and 

stopped production. In reality, the lake never created problems. Risk assess-

ment was obviously mistaken, but the crisis management in place and the 

actions planned to safeguard the production unit in case of a high tide, 

reduced the unrecoverable losses to a minimum. The company even resumed 

production in the subsequent week.

Risk Management, as described in this book, provides much advice and 

many insights for better and sustainable operations; it also increases stake-

holder value. But it must always be remembered that Risk Management is 

not a remedy for everything that can go wrong in a company. Things might 

go wrong despite the best possible Risk Management; however, Risk Manage-

ment allows companies to survive even a great storm rather than being devas-

tated and becoming insolvent.
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Appendix 1: Checklist for Implementing Enterprise  
Risk Management

Phase 0: Evaluation Phase (6 months – 1 year) o

Evaluation of existing o

Business planning tools (e.g. BSC, EFQM) o

Risk Management structure o

Internal control policies and procedures o

Quality control policies and procedures (e.g. ISO, TQM) o

Risk Management tools (e.g. FMEA, HAZOP, Six Sigma) o

Planning cycles (e.g. Strategy plans, Audit plans) o

Reporting cycles o

IT infrastructure (e.g. database, intranet) o

Cultural environment o

o

Phase I: Initiation Phase (6 months – 1 year) o

Note: This phase is based on the findings from the evaluation phase o

Setting of ERM objectives and goals o

Definition of process o

Definition of organisation o

Development and communication of policies/ guidelines/ handbook o

Nomination of person responsible for risks o

Launch of pilot phase with risk identification at corporate level o

Aggregation of all risks into master risk list (Risk Catalogue) o

Assessment and prioritisation of risks through FMEA workshops o

Information management through existing databases and tools o

o

Phase II: Mitigation Phase (6 months – 1 year) o

In-depth analysis of top risks (in CHF terms) o

Mitigation measures based on risk-driver (root-cause) analysis o

Implementation of mitigation measures o

Planning for Business Continuity Management o

o

Phase III: Controlling and Optimisation Phase (1 year) o

Quarterly reporting and feedback o

Feedback from internal/ external audit o
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Feedback from strategy control function o

In-depth quantification and modelling of key long term risks o

Extension of ERM process to divisions, SBUs and projects o

External feedback and expertise o

Train the trainers o

Time-series analysis for existing top risks o

Launch of web based Risk Management tool (for big companies) o

Roll-out of Business Continuity Management project o

Self-appraisal (annually) o
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Appendix 2: Example of a Risk Management Policy

VSOP LTD.

RISK POLICY

TABLE OF CONTENTS

1.	 PRINCIPLES OF RISK MANAGEMENT
1.1	 Concept of the Risk Management

1.2	 Purpose of the Risk Management

1.3	 Strategy of the Risk Management

1.4	 Annual Briefings

1.5	 Risk Management Organisation

1.6	 Roles and Responsibilities

2.	 RISK MANAGEMENT PROCESS
2.1	 Process Phases

2.2	 Overview of the Process

3.	 RISK MANAGEMENT GUIDELINES
3.1	 Phase 0: Preparation

3.2	 Phase 1: Risk Identification

3.3	 Phase 2: Risk Assessment

3.4	 Phase 3: Risk Measures

3.5	 Phase 4: Risk Re-Mapping

3.6	 Phase 5: Reporting

4.	 FINAL PROVISIONS
4.1	 Entry into Force

4.2	 Changes and Amendments
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1.	 PRINCIPLES OF RISK MANAGEMENT

1.1	 Concept of the Risk Management

The Risk Management (RM) of VSOP Ltd. is a task of the executive manage-

ment and is monitored by the Board of Directors, defining an enterprise-wide 

strategic framework. It is designed to identify potential events that could have 

a substantial negative impact on the company. Its aim is to control risks and 

to ensure an adequate level of certainty in relation to the achievement of cor-

porate goals. With the early identification of risks associated with the scope of 

the different departments, corporate risk preparedness and secureness should 

be increased. The RM of VSOP Ltd. is embedded in the existing management 

processes of the company and should not be a parallel organisation.

1.2	 Purpose of the Risk Management

The main objective of the Risk Management is to provide the Board of Direc-

tors (BoD) and the executive management (EM) with a complete and contin-

uously updated corporate risk overview. Based on this, the most important 

risks can be systematically processed according to their potential and be mit-

igated as far as possible. The main objectives include:

•• Coordination of strategy, Risk Management and internal controls;

•• Optimisation of decisions in response to risks;

•• Improvement of the reliability of forecasts;

•• Identification and control of enterprise-wide risks;

•• Improvement of risk awareness throughout the company;

•• Standardisation of procedures and the Risk Management language at the 

corporate level;

•• Annual preparation of a top risks list which is respected and acted upon 

across all corresponding departments;

•• Provision of adequate insurance coverage;

•• Ensuring that the internal control system (ICS) is continuously imple-

mented and optimised as far as possible.
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1.3	 Strategy of the Risk Management

Risk factors that may impact the ability of the company to reach its strategic 

objectives are detected and analysed. The Board and executive management 

of VSOP Ltd. are convinced that risks are always associated with opportuni-

ties. Calculated risk-taking is essential for the growth of our company. Each 

employee should be aware of the strategic direction of VSOP Ltd. and work 

to achieve these goals by taking reasonable steps, outlined below, to effectively 

manage risks and opportunities.

The strategy of VSOP Ltd. is based on the following vision:

1.	 Take advantage of the growth opportunities in Switzerland through 

well-chosen market segments and service solutions;

2.	 Market leadership in Switzerland’s aviation sector with the label Swiss 

Made;

3.	 Expansion of transportation services by offering state of the art transpor-

tation services in a global network.

1.4	 Annual Briefings

The Board of Directors has to discuss the risk environment and the related 

risk exposure of VSOP Ltd. with the executive management at least once 

per annum. The findings are included in the risks and measures list. Ways to 

address and mitigate them are presented.

1.5	 Risk Management Organisation

At VSOP Ltd., the Board of Directors has the overall responsibility for Risk 

Management. The board may seek advice from an advisory board, if such is 

established and needed. In line with the law, and based on company regula-

tions, the Board delegates the implementation of Risk Management to the 

executive management (EM). The EM is assisted by the Risk Manager. He/ she 

acts on behalf of the EM and reports to them. In the case of urgent risks or 

if there is a concern that risks are not adequately perceived and / or handled, 

the Risk Manager can communicate directly with the Chairman of the Board.

186



1.6	 Roles and Responsibilities

Board of Directors (BoD)

•• Definition of the Risk Management organisation;

•• Defining the Risk Management processes;

•• Defining the Risk Management policy and the adoption of the policy;

•• Ensuring the effective implementation of the Risk Management organisa-

tion, Risk Management policy and Risk Management processes;

•• Taking overall responsibility for Risk Management

Executive Management (EM)

•• Management of all risk factors within the strategic, operational and finan-

cial framework to mitigate and to reduce risks;

•• Provide timely and accurate information about the risks that the company 

faces, as well as steps taken to ensure their effectiveness;

•• Person in charge of implementation and coordination of the Risk Man-

agement;

•• Coordination of information flow and documentation relating to the Risk 

Management;

Board of Directors  

Executive Management  

Strategic  
risks 

Operational  
risks 

Financial  
risks 

Risk Manager 
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•• Conduct sampling to improve risk identification and evaluation and, if 

necessary, carry out a risk assessment and define appropriate risk-miti-

gating measures.

Risk Manager

•• Preparation of annual risk analysis (as part of the annual SWOT analysis) 

for submission to EM and BoD;

•• Preparation of the definition of risk-mitigating measures for submis-

sion to EM and BoD, as well as monitoring the implementation of the 

risk-mitigating measures;

•• Quarterly reporting to the EM on the development of key risks and the level 

of risk-mitigating measures (risk radar as part of the quarterly reporting);

•• Annual report on Risk Management to the BoD;

•• Coordination of the Risk Management function with measures of the ICS;

•• Ongoing identification, definition of proposed measures and reporting of 

significant changes in the risk environment;

•• Preparation of the annual insurance overview;

•• Ensuring that all employees are also questioned about new or worsened 

risks in connection with the annual staff performance review.

Risk Management is the responsibility of everyone in the company, includ-

ing management and employees, and is therefore explicitly or implicitly part 

of the job description of every member of the company. In order to allow a 

proper application of that responsibility by all employees, the relevant Risk 

Management information will be published with access for all employees 

through the intranet.

2.	 RISK MANAGEMENT PROCESS

2.1	 Process Phases

The overall process of risk identification, risk assessment, risk measures, risk 

re-allocation and reporting in the strategic environment should be carried 

out annually. In case of unforeseen and extraordinary events, these processes 

can occur more frequently.
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Phases in Risk 
Management 

PLAN  ACT  

CHECK  
DO  

Phase 0 
Preparation 

Phase 1 
Risk Identification 

Phase 2 
Risk Assessment 

Phase 3 
Risk Measures 

Phase 4 
Risk Re-allocation  

Phase 5 
Reporting  

Six Phases of the Risk Management Process:

•• Phase 0: Preparation;

•• Phase 1: Risk Identification;

•• Phase 2: Risk Assessment;

•• Phase 3: Risk Measures;

•• Phase 4: Risk Re-allocation;

•• Phase 5: Reporting.

2.2	 Overview of the Process

The RM process is standardised across the whole company. The executive 

management undertakes all necessary efforts to raise the awareness of Risk 

Management amongst employees on every level.
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3.	 RISK MANAGEMENT GUIDELINES

3.1	 Phase 0: Preparation

The preparation phase is a long-term process and is not performed on an 

annual basis. It spans over a longer period and is modified and amended with 

changes in strategy, through extraordinary events or when new information 

becomes available. This phase includes the following tasks:

•• Set up of the Risk Management organisation;

•• Establishment of Risk Management processes;

•• Issuance of the Risk Management policy;

•• Definition of Risk Management guidelines.

Milestone 0: The definition, approval and implementation of the above tasks. 

Thereupon, the Risk Policy is adopted or revised by the Board of Directors.

3.2	 Phase 1: Risk Identification

In this phase, all risks that confront VSOP Ltd. are identified. A risk can be 

described as an incident or event, triggered by an internal or external source, 

that may impact the implementation of a strategy or the achievement of objec-

tives of VSOP Ltd. Risks can have either positive or negative effects; however, the 

focus of Risk Management activities at VSOP Ltd. is on negative events. At this 

stage, the executive management identifies and monitors all potential events, 

however low the probability of their occurrence may be. This is especially rele-

vant if the potential impact on the achievement of important objectives is high.

In order to grasp all relevant risks, not just the BoD and EM members are 

interviewed by the Risk Manager. All employees of VSOP Ltd. have to be con-

Risk Management
Organization

Risk Management
Process

Risk Management
Policy

Risk Management  
Guideline
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sulted about possible risks, using a standardised questionnaire. Subsequently, 

this survey can be conducted in conjunction with the annual employee per-

formance review.

Milestone 1: After the implementation of the Risk Management process all 

employees, as part of their annual employee performance review, are inter-

viewed about possible new or worsened risks.

3.3	 Phase 2: Risk Assessment

Step 1: Risk Consolidation and Classification
All identified risks are first consolidated by an interdisciplinary team com-

posed of EM members and under the direction of the Risk Manager. Similar 

risks will be clustered and risks without a relevant damage potential will be 

removed from the classification. The risks are classified along the following 

three categories: strategic risks, operational risks and financial risks.

Strategic risks: This category covers risks that endanger the existence or con-

tinuation of the company, or which may cause the company to go into liqui-

dation/insolvency. In general, these risks relate to the long-term success and 

viability of the company and include:

•• Risks which arise from disasters or force majeure situations (e.g. service 

disruptions, uncertainties, service liabilities);

•• Environmental risks: Strong competitors negatively affecting the business. 

Incorrect, untimely or unavailable information about competitors/rivals 

and their products could have an adverse effect on the business;

•• Management risks: In addition to having an appropriate organisation, man-

agement style is one of the crucial preconditions for the success or failure 

of a company. Lack of leadership (unclear instructions, unclear responsi-

bilities) may represent risks such as overdependence on leading executives;

•• Risks related to stakeholders: Ensure that the company is focused on the 

needs and aspirations of all stakeholders, including shareholders and busi-

ness partners, authorities, suppliers and society in general.
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Operational risks: Operational risks are those risks that threaten strategic 

goals due to inappropriateness or lack of internal processes, people or sys-

tems. In general, these risks are short or medium-term risks and include the 

following:

•• Process risks: Risks that relate to the process of customer value proposi-

tion in the company;

•• Operational risks: Risks that arise in the daily operation such as insuf-

ficient resources, quality problems, illness, accidents, miscalculations, 

maintenance deficiencies;

•• Infrastructure risks: Risks associated with the failure of important equip-

ment for operations such as failure of the necessary IT infrastructure, etc.;

•• People and cultural risks: Risks that arise as a result of years of corporate 

culture development and the people that live and work in this culture. 

There are several categories of such risks, and they may take the form of 

resources, know-how and skills, motivation, integrity, compensation, per-

formance, relationship with trade unions and legal problems;

•• Legal risks: Potential for losses arising from the uncertainty of future reg-

ulations or legal processes, such as outcomes of litigation, bankruptcy, etc.

Financial risks: Risks that have purely financial implications for the company 

(short or long term) fall in this category, for example:

•• Market risks: The possibility of losses as a result of adverse changes in 

market prices and rates, including commodity prices, interest rates and 

exchange rates;

•• Liquidity and credit risks: Liquidity risk describes a situation in which 

one party is not able to meet liabilities and debt obligations at a certain 

point in time. This may affect the management of liquid assets, hedging 

and financing;

•• Taxes, regulations and accounting: Accounts are monitored closely; the 

may be affected substantially by the consequences from risks, e.g. fines or 

indemnifications due to lawsuits and legal measures;

•• Capital structure: The company does not have sufficient/optimal capital, 

resulting in higher capital costs, lower profitability and a reduction in cash 

flow and liquidity.
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Step 2: Risk Prioritisation
A workshop should be organised in order to prioritise risks in the master risks 

list. Members of executive management from selected departments and an 

external advisor all take part in this workshop. The idea is to encourage an 

open dialogue about risks.

All identified risks are analysed based on a risk priority number (RPN) 

which is based on two criteria and a weighting on a scale of 1-5. The criteria 

are defined as:

•• The impact or severity of the event (effect of risk in financial terms);

•• Probability of occurrence (frequency with which these risks occur).

The risk priority number (RPN) is obtained with the multiplication of the 

two risk factors. The lowest RPN is therefore 1 and the highest 25. Part of the 

risk assessment is also to determine whether a risk has a relevant lead time. 

This is considered as a surprise factor which is accounted for with the risk 

factor of -1. The prioritisation is made in the master risk list based on the 

determined RPN.

The master risk list should be treated as confidential by all employees. 

However, it may be required to present it to insurance brokers and insur-

ance experts in connection with the annual insurance verification. A matrix 

to determine the RPN is shown below.

Disaster >50M CHF 5 10 15 20 25

Critical >5 <50M CHF 4 8 12 16 20

Moderate >0,5 <5M CHF 3 6 9 12 15

Low >0,05 <0,5M CHF 2 4 6 8 10

Insignifi-
cant

<0,05M CHF 1 2 3 4 5

Severity

Criteria <1 per 100 years >1 per 100 years
<1 per 10 years

>1 per 10 years
<1 per 1 year

>1 per year
<1 per month

>1 per month

Probability
Practically  
impossible

Unlikely Possible Occasional Often

Zone 1 Risk is not acceptable, immediate measures for  
risk mitigation required

Zone 2 Tolerable risk, evaluate measures for risk mitigation

Zone 3 Acceptable risk, no measures required
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Potential risks of more than 10 RPN, according to the risk assessment are the 

main risks (Top Risks) of VSOP Ltd. These risks have top priority for the fol-

lowing reasons:

•• To direct the attention to the selected issues;

•• To allocate the available resources (human capital or funds) efficiently;

•• To assign risk owner(s) to each top risk.

Milestone 2: Identification, development and mapping of Top Risks.

3.4	 Phase 3: Risk Measures

The measures for each of the key risks (Top Risks) are defined in an individual 

risk assessment including the following:

•• The complete scenario of the risk occurrence;

•• Drivers of the risk;

•• The connection of this risk to other risks;

•• Quantification of risk (intelligent estimate);

•• Identification of the «need for action» and definition of the necessary 

risk-mitigating measures.

The detailed analysis must then be discussed with the executive management. 

Each risk is monitored by the Risk Manager along the following points:

•• Clear and achievable goals and benchmarks;

•• Detailed planning process, including clear deadlines, important mile-

stones and cost-benefit analysis;

Definition of Key Performance Indicators (KPIs) or Standards;

•• A clearly defined methodology;

•• Clear allocation of resources.

Milestone 3: The measures for handling risks are defined, the action plan is 

prepared and persons responsible for each of the most important risks are 

appointed.
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3.5	 Phase 4: Risk Re-Mapping

The action plan for responding to a particular risk is set in a special project. 

The risk mapping should be updated in the second quarter of each year, along 

with trends in the risks in the top risks list and the effectiveness of responses 

to these risks. The re-mapping is important for the following reasons:

•• To keep the development of risk scenarios in mind;

•• The review of the effectiveness of measures for handling risks;

•• To control the Risk Management process.

To ensure an accurate and complete understanding of all the potential risks, 

periodic surveys of all employees are conducted to obtain their risk assess-

ment. Where possible, the risk re-mapping should be made by a multidisci-

plinary team.

Milestone 4: The individual risk assessments are continually processed by the 

respective risk owners in coordination with the Risk Manager.

3.6	 Phase 5: Reporting

The reporting is prepared by the Risk Manager and the monitoring of the Risk 

Management process is documented as follows:

•• Quarterly reporting to the EM concerning the major risks;

•• Annual reporting of all risks according to the master risk list and the activ-

ities of the Risk Manager to the BoD;

•• Annual update of all documents relating to the Risk Management.

In order to be able to update the Risk Management and reporting to the latest 

development standards, the Risk Manager should attend relevant training in 

consultation with the EM.

Milestone 5: Regular updates and reports on the follow-up process, the effec-

tiveness of risk responses and proposals for the next cycle.
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4.	 FINAL PROVISIONS

4.1	 Entry into Force

With the resolution of the Board, this risk policy will be active with imme-

diate effect and replace all previous provisions for Risk Management within 

VSOP Ltd..

4.2	 Changes and Amendments

This risk policy has to be reviewed at least every four years and has to be 

amended if necessary.

*********

Zürich, 1st of April 2015

Chairman of the Board of Directors:	 Board secretary:

______________________________	 __________________________
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Appendix 3: Example of Internal Regulations for Risk Committee

VSOP Holding

Purpose

VSOP Holding has with immediate effect constituted a Risk Management 

Committee at the board level for the whole group of companies. The purpose 

that this committee will solve is as follows:

•• Determine and assess all the strategic risks being faced by the group;

•• To supervise the Risk Management process and have a complete overview;

•• To confirm mitigating actions including insurances to keep the company’s 

risk profile at an acceptable level;

•• To report quarterly to the Board of Directors (BoD) and to make recom-

mendations for further improvement of the company’s Risk Management.

The committee will make spot-checks to manage the quality of Risk Manage-

ment. It should be noted, however, that the creation of this committee does 

not relieve others from their Risk Management responsibilities. The ultimate 

responsibility for the success of the company and appropriate management 

of the risks, remains with the group CEO and the CEOs of various divisions.

Constitution

The committee shall be comprised of 3-5 members and deemed independent 

and objective. A minimum of three members (including the chairman) should 

be independent directors. The CEO and CFO are the ex-officio members of 

the committee. The members of the committee will be nominated by the 

Board of Directors (BoD) for a 1-year term with the possibility of extensions.

To guide the Risk Management process effectively, the committee shall be 

assisted by the Head of Risk Management. The position could be full-time, 

or present an additional responsibility, as deemed desirable by the Board of 

Directors (BoD).
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Meetings

The Committee shall meet and report quarterly to the Board of Directors 

(BoD). In general, no quorum is required for meetings, but at least two-thirds 

of the committee must be present for decision-making. Proposals to the 

Board of Directors (BoD) and decisions must be taken by majority vote, with 

the casting vote of the chairman if necessary.

Meetings may be held by physical attendance or by telephone. Resolutions 

may be taken by letter, fax or email.

Minutes are to be taken at each committee meeting. These shall be taken 

by a secretary, who is not required to be a committee member. The minutes 

shall be signed by the committee’s chairman and the secretary. The minutes 

shall be mailed to the members of the committee and the Board of Directors 

(BoD) within 14 days of the meeting.

Responsibilities

The Risk Management Committee shall have the following specific responsi-

bilities:

•• To create, manage and update a «Master Risk List» comprising the major 

risks and the corresponding mitigation actions to keep those risks at 

acceptable levels;

•• To review proper management of the identified business and safety risks. 

This includes the necessary Risk Management process;

•• To assist in the evaluation, instruction and supervision of the Head of Risk 

Management;

•• To guarantee protection of data privacy;

•• To supervise the conformity of all processes with legal requirements;

•• To report quarterly to the Board of Directors (BoD) and to recommend 

measures for risk awareness, growth of positive Risk Management culture 

and information management.

The Audit Committee shall have the following responsibilities in relation to 

the Risk Management process:

•• To survey the Risk Management process and provide an independent view 

to the Board of Directors (BoD);
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•• To review existing insurances and overview the correct payment of rates;

•• To survey the mitigation of major risks, especially financial risks and IT 

risks;

•• To survey the whistleblowing function.

Within the Risk Management process, the Nominations and Remunerations 

Committee shall assume the following responsibilities:

•• Oversee recruiting and succession planning.

Authorised by the Board of Directors:	 Fantasyland, 01.02.2001

Chairman of the Board of 	Chairman of the Committee:

Directors:

Michael Mann	 Rick Montreux
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Appendix 4: Example of a Risk Identification Form

Dear employees

Each Swiss publicly listed company is required by law to comment in the 

notes to financial statements on the implementation of management systems 

and, to that effect, to conduct regular risk assessments.

The term «Risk Management» means the permanent, systematic recording 

and analysis of all potential hazards and minimising all significant threats to 

the existence, operation and development of the company.

In order to avoid / mitigate risks in our company, the first step is to iden-

tify those. To do this we need your support. Surely you have seen during your 

daily work risks that could possibly bring our operations into serious trouble. 

Possible examples would be:

•• Power outage during a long time;

•• Loss of key customers;

•• Failure of a critical machine;

•• Foreign exchange risk for procurement.

Please reflect on what could constitute a risk for our firm in your view and 

indicate on the enclosed form by 30.06.2015 at least three of the biggest risks 

in your view

This survey serves as an important basis for management and administra-

tive advice to better assess risk and to take appropriate and timely measures to 

minimise those. Thank you, therefore, already for your support and insights.

St. Gallen, April 1, 2015

For the Executive Board

_____________________

Catherine Schmidt, CEO
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Employee survey on Risk Management

I see the following key risks from the view point of my department / function

Risk Description
(Please provide detailed description to facilitate meaningful review)

Evaluation
(By BoD / Executive Board)

1 ………………………………………………………………………… 
………………………………………………………………………… 
………………………………………………………………………… 

2 ………………………………………………………………………… 
………………………………………………………………………… 
………………………………………………………………………… 

3 ………………………………………………………………………… 
………………………………………………………………………… 
………………………………………………………………………… 

4 ………………………………………………………………………… 
………………………………………………………………………… 
………………………………………………………………………… 

5 ………………………………………………………………………… 
………………………………………………………………………… 
………………………………………………………………………… 

Name: ……………………….. Family Name: ………………………………

Department: …………………… Function: …………………………………
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Appendix 5: Questionnaire for IT Risks

Identification and assessment of risks in the IT sector: Example Production Ltd.

Key Questions

Renewal Needs
•• How long will the consisting hard- and software fulfil the company’s requirements,  

on the one hand, and the customer’s requirements, on the other hand?
•• What financial consequences are generated for replacements?

Licence Monitoring
•• Is only legally licensed, original software employed?
•• Do enough licences for all users exist?

Support Monitoring
•• Is future support warranted?
•• Is it possible to provide alternatives quickly enough in case of the developing-  

and support-companies dropping out?

Data Recording
•• What risks result from incorrect data entry?
•• Are all actions taken to avoid incorrect data entry?

Data Filing
•• Are the filed data stored long enough?
•• Can filed data be utilised (read) in the far future?

Backup
•• Are all relevant data saved?
•• Are backups being made often enough?
•• Are the filed data stored securely enough?
•• Are checks of the filed data made periodically?

Data Security
•• Are the data protected enough against external access?
•• Are password checks reliable?
•• Are passwords changed periodically?
•• Is sufficient protection for data transfer to third parties ensured?
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Apparatus Breakdown
•• Are there alternatives in case of electrical power outage?
•• Is the outage of single hardware components offset automatically by other hardware?
•• Is the outage of the air-conditioning detected fast enough and eliminated through 

alternative actions?

IT-Knowhow
•• Is all relevant information coherent with standard IT terms, especially hard- and soft-

ware components, data filing and data security?
•• Is complete adherence with written standards ensured?
•• What know-how loss results from the outfall of an employee in the IT-division?

IT-Employee
•• What damage can employees from the IT-division do if they transfer know-how to third 

parties?
•• Is it ensured that an employee from the IT-division will not return to his workplace in 

case of redundancy?

IT-Contract Management
•• Is a responsible person for IT-contract management nominated?
•• 	Are contracts signed only with a clear limitation of costs?
•• Is a control process for time limit and budget implemented?

IT-Project Management
•• Is there an overview of IT-projects making explicit concrete priorities?
•• Does every IT-project have defined responsibilities?
•• Have the necessary financial and staff resources been identified for each IT-project 

and are they covered?
•• Is adequate IT-project reporting established?
•• Is there a system that assures that new IT-projects can be started only with the per-

mission of the top IT responsible?

IT-Structure
•• Is IT-structure sufficient for the far future and is there enough potential for further 

development?
•• 	Are the databases used expandable and can they be migrated?
•• What restrictions are given by the IT-structure regarding data flow and data utilisation?
•• Are standard programs used or have individually programmed software solutions 

been implemented, making updates more difficult?
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Appendix 6: Example of a Whistleblowing Policy Document

Policy Document: Whistleblowing at Example Production Ltd.

In keeping with the company policy of implementing the best practices in 

Corporate Governance, the Board of Directors (BoD) of Example Production 

Ltd. has initiated with immediate effect the following policy with regard to 

Whistleblowing. Whistleblowing in our organisation means the «disclosure of 

mismanagement, corruption, illegality, or some other wrongdoing, by a per-

son or an employee in the organisation to those in authority».

Purpose

The purpose of this policy is to prevent fraud in accounting and auditing mat-

ters, and issues that could be detrimental to the reputation and sustainability 

of the company carried out with the malicious intent of either an employed 

individual or group. Furthermore, this document aims to enhance the confi-

dence of employees to come forward and provide early warning in such sit-

uations.

Scope

Any event with a malicious intent to endanger the interest of the company 

and its stakeholders or for personal profiteering is worthy of being reported. 

Such events are listed below (Please note that this list is not exhaustive and 

Whistleblowers can categorise events as malicious subject to their own dis-

cretion. No action will be taken if the reported event does not fall under the 

defined category):

•• Fraudulent and deceitful preparation of auditing, accounting and finan-

cial reports;

•• Tampering with and/or destruction of company’s auditing, accounting 

and financial records;

•• Any observation with regard to conflicts of interest between company 

individuals and the company;

•• Wrong and deceitful information to governmental and regulatory author-

ities;
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•• Intentional non-compliance with the internal controls and internal 

accounting of the company;

•• Providing false information to investors, senior management, internal and 

external auditors;

•• Non-compliance with the procedures laid out by the management that 

could result in major accidents, security breaches, product failures and 

loss of reputation;

•• Organised stealing and theft from the production premises;

•• Industrial sabotage;

•• Leaking of sensitive and confidential information to competitors;

•• Systematic racial and/or sexual harassment.

Whistleblowing Channels

The whistleblower has the following options to provide information:

•• Personal meeting with the Chairman of the Ethics Committee/ Chairman 

of the Board/ Head of Risk Management. However, whistleblowers must 

also provide such information in writing for the records;

•• Letter to the Chairman of the Ethics Committee/ Chairman of the Board/ 

Head of Risk Management;

•• Email to the Chairman of the Ethics Committee/ Chairman of the Board/ 

Head of Risk Management; or

•• By telephone to the following Hotline Number (007). All the calls on this 

number are automatically recorded and there is a provision to leave a mes-

sage even during non-office hours. Recordings must be maintained and 

not deleted up to 5 years from the day they were registered.

The information generated from all these sources has to be shared with the 

General Counsel of the company immediately.

Company Doctrine

Example Production Ltd. is committed to provide the following with regards 

to its Whistleblowing policy:

•• Whistleblowers can expect full protection (as provided under the law) 

with regard to their employment at the company and guarantee that they 
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are not subjected to any retaliation for their actions. On the other hand, 

misuse of the system for unethical and selfish purposes will also be dealt 

with appropriately in accordance with company laws and regulation;

•• The identity of the whistleblower will be kept confidential to the maxi-

mum extent possible;

•• The Ethics Committee will supervise the process including the review of 

complaints and necessary investigations. The committee could draw on 

internal and external expertise for appropriate management of the pro-

cess according to their discretion and need. The external involvement is a 

must in the case of high level involvement and manipulation of financial 

reports and accounting and auditing statements. This assures independ-

ent and objective investigation. The external parties also are required to 

abide by the company laws and regulations following the highest level of 

integrity and confidentiality;

•• The company will maintain and preserve all records generated for any 

future needs or reference;

•• The company will share the information selectively with the various stake-

holders keeping the strategic interests of the company and confidentiality 

requirements in focus.

Process

The Whistleblowing process at Example Production Ltd. Includes the follow-

ing key steps:

•• Receiving of complaint/ information;

•• Notification to the Chairman of the Board of Directors (BoD) and Chair-

man of the Ethics Committee and General Counsel;

•• Review by the Head of Risk Management and General Counsel;

•• Feedback to the Chairman of the Ethics Committee regarding seriousness, 

extent, impacts, investigation requirements and investigation plans;

•• Approval of the investigation plans by the board;

•• Impartial and independent investigation;

•• Findings of the investigations presented to Board Members, General 

Counsel and Head of Risk Management;

•• Appropriate measures undertaken according to the results of the investi-
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gation to be decided collectively by the Board of Directors (BoD);

•• Bi-annual reporting by the Head of Risk Management to the Board Mem-

bers and General Counsel on new complaints, those still under investiga-

tion, and those concluded in the last period.

Since the information involved could be of a highly sensitive and confidential 

nature only the following persons will have access to the reports and archived 

information.

•• Board Members;

•• General Counsel;

•• Members of the investigative team;

•• Head of Risk Management.

It is important that the confidentiality and anonymity of the complainant 

shall be safeguarded at all times during the entire process and after.

Mr. F. Müller	 Mr. Christoph Kaufmann

�Chairman of the Board of 	� Chairman of the Ethics 

Directors (BoD)	 Committee

Appendices  207



Appendix 7: ERM Self-Appraisal Questionnaire

Please provide an appropriate response to the best of your knowledge using the scale below. 
1 stands for’ strongly disagree’ and 5 for ‹strongly agree›

Strongly Agree Strongly disagree

Objectives 1      2      3      4      5

The Risk Management objectives of our 
organisation are clearly defined

o     o     o     o     o 

The objectives are communicated to employ-
ees to provide effective direction to employ-
ees on risk assessment

 o     o     o     o     o

There is a clear understanding by manage-
ment and others within the company of 
acceptable limits of risks set by the Board

 o     o     o     o     o

The board has a clear strategy for dealing 
with the significant risks

o     o     o     o     o 

There are comprehensive policies and guide-
lines for Risk Management in our company

 o     o     o     o     o

There is a comprehensive whistle blowing 
policy

o     o     o     o     o 

Structures

I know the Risk Management organisation/ 
structure of my company

o     o     o     o     o 

The Risk Management organisation/ struc-
ture of my company is efficient

o     o     o     o     o 

Roles

The roles of all the Risk Management partici-
pants are clearly defined

o     o     o     o     o 
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The Risk Management workforce is highly 
competent

o     o     o     o     o

The Board and senior management displays 
its commitment to Risk Management through 
its actions

o     o     o     o     o

A large number of employees are involved for 
the efficient execution of Risk Management 
process

o     o     o     o     o

Process 1      2      3      4      5

Risks are linked to the strategic objectives of 
the company

o     o     o     o     o

Strategic control function, internal auditing 
function and Risk Management function are 
integrated in our company

o     o     o     o     o

Risk management process is linked closely 
to our existing management processes

o     o     o     o     o

The Risk Management process at our com-
pany is systematic and standardised

o     o     o     o     o

All significant risks are identified and 
assessed on an ongoing basis

o     o     o     o     o

The present analysis (qualitative or quantita-
tive) methodology is reliable

o     o     o     o     o

There are proper follow-up procedures for 
the risks identified

o     o     o     o     o

There is clear allocation of resources for 
managing top risks

o     o     o     o     o

Reporting 1      2      3      4      5

The Board and top management receive reg-
ularly the standardised and systematic risk 
reports

o     o     o     o     o
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The information included in the risk report is 
reliable

o     o     o     o     o

The company has access to historical infor-
mation about risks

o     o     o     o     o

Communication 1      2      3      4      5

Shareholders have an accurate picture of 
company’s risk profile

o     o     o     o     o

I know top risks of my company o     o     o     o     o

I am aware of the major risk mitigation 
actions undertaken

o     o     o     o     o

I am clearly informed as to what is required 
of me with regard to Risk Management within 
the organisation

o     o     o     o     o

I know the strategic objectives of the com-
pany

o     o     o     o     o

I know how the strategic objectives of our 
company are linked to the top risks

o     o     o     o     o

Culture 1      2      3      4      5

Company has a reward structure for sup-
porting and achieving Risk Management 
objectives

o     o     o     o     o 

Risk management training is available o     o     o     o     o 

My opinion is respected and given due 
importance in Risk Management decisions

o     o     o     o     o 

I can pass the risk information to the top 
management and Board without following 
hierarchical structures

o     o     o     o     o 

I have no fear or reservations in freely 
passing the risk related information to the 
Board and top management

o     o     o     o     o 
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I clearly observe the benefit and impor-
tance of Risk Management in our company

o     o     o     o     o 

I know of instances when Risk Management 
has saved/ added value for the company

o     o     o     o     o 

Risk management support staff is easily 
accessible

o     o     o     o     o 

Tools 1      2      3      4      5

We have Risk Management tools o     o     o     o     o 

We have an IT Tool for supporting the Risk 
Management process at the company

 o     o     o     o     o

The present IT Tool adequately supports 
the Risk Management process

 o     o     o     o     o

Business Continuity Management 1      2      3      4      5

I am aware of risks/ catastrophes which 
can threaten the existence of the company

o     o     o     o     o 

We have a business continuity plan in place o     o     o     o     o 

All the employees know their roles in case 
of a catastrophe

 o     o     o     o     o

We have back up servers to protect data  o     o     o     o     o

We have regular crisis management drills o     o     o     o     o 

We have diversified our assets geographi-
cally so that catastrophes do not threaten 
our existence

o     o     o     o     o 

Remarks
•• This questionnaire should be circulated throughout the organisation once every year
•• The company should endeavour to get as many respondents as practically possible from 

different hierarchical levels and functions
•• An average score of less than 3 signifies insufficient Risk Management in the company. 

The sections with low scores signify the area of weakness that must be investigated and 
improved
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Appendix 8: Guidance for FO2RDEC Analysis

If time constraints leave enough space for it, the FO2RDEC analysis consti-

tutes a structured model process of finding sustainable solutions to be applied 

for important decisions. This model is not suitable though for taking imme-

diate decisions e.g. in the operations room of a nuclear plant, in a cockpit or 

on the navigation bridge of an aircraft carrier, as the model requires different 

processes and preparations to be applied. The FO2RDEC analysis concerns 

both strategic and important operative or technical decisions with a potential 

impact on the specific project, a plant or a company as a whole.

The acronym FO2RDEC stands for the following structure elements in the 

process of decision-finding:165

•• Facts	 analysing the initial situation, project, plant condition

•• Objectives	 intended condition / target

•• Options	 suggestions and options

•• Risks	 advantages and downsides of potential solutions

•• Decision	 selecting the best, i.e. optimal solution

•• Execution	 translating the decision into practice

•• Check	 effectiveness control / lessons learnt

Functions

As a rule, the following functions need to be represented when performing a 

FO2RDEC analysis:

Team leader: A person with a decision-making authority within the project 

and/or organisation.

Moderator: The team leader decides whether to appoint a moderator (this 

can be advisable whenever the team leader is to become an active participant 

in the decision-finding discussion). If no moderator is appointed, the func-

tion is held by the team leader.

165	 Cf. Hörmann (1994); Hörmann, H.-J. (1995: 17-23)
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Secretary: Is responsible for minute-taking and appropriate documentation of 

relevant facts during the decision-finding process and in the final proceedings.

Team members: The team should possess all the decision-relevant profes-

sional expertise. For this purpose, it may become necessary to adapt the team 

composition during the decision-finding process.

Although situations of this kind occur quite frequently at different commit-

tees of a board, and the board itself often finds itself in similar circumstances, 

only rarely do decision-making bodies make use of structured decision-mak-

ing models.

Progression of the FO2RDEC analysis

At the beginning of the process the team leader explains the goals of the com-

mittee, organises an appropriate basis for work (e.g. appointment of a moder-

ator, providing necessary information, documents and/or contacts to external 

experts) and sets the timeline.

F:	 At this first stage all known facts supported by findings are gathered. At 

this point, it is important to avoid any speculation. The moderator asks 

every team member to present the facts and their personal assessment of 

the task at hand.

O:	 The intended status, goal or outcome are defined at this stage and adopted 

by all team members. The moderator highlights the points in common 

and the differences in the assessment and ensures that every team member 

has presented his or her input. The moderator then summarises the prob-

lem and facilitates an appropriate presentation of the goals and priorities.

O:	 Options and possible actions (not only the obvious ones) are gathered 

at this stage, whereby any evaluation should be avoided. The moderator 

asks all team members to present their solutions, makes a summary and 

ensures that every team member was given a possibility to provide his or 

her feedback.
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R:	 Risks, advantages and disadvantages of individual options are analysed in 

a systematic way based on a set of criteria, if possible. The criteria used for 

this purpose should make it possible to assess the measure of the achieve-

ment.

D:	 The team leader takes a decision, justifies it and asks the team members to 

present their doubts if any.

E:	 The team leader determines the functions, timeline and possible break-

points for the implementation.

C:	 The time of review of the intended outcome is defined at this stage. Dur-

ing the review, the measure of achievement is assessed according to the 

criteria (as per «R»). As a result, lessons learnt are formulated and com-

municated to the relevant decision-makers within the organisation.

In the case of non-achievement it is necessary to carry out a further FO2R-

DEC analysis.

Decision-making on the basis of FO2RDEC model is, clearly, no silver bul-

let against possible errors yet it allows to considerably reduce the risk of errors 

whilst providing an inclusive platform for all relevant experts – thus prevent-

ing the appearance of a culture of autonomous decisions and non-consulting.
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Appendix 9: Job Description for Head of Risk Management/CRO

General Information

Job Title Head of Risk Management/ Chief Risk Officer (CRO)

Sponsored by Executive Board

Supervisor CEO

Start date 1. April 2015

Job percent 30 Percent

Deputy CFO

Additional functional responsibility Head of Quality

Signing Authority None

Authorisations Right to inspect all business documents, right to 
obtain information about all employees, report 
directly to the Board President 

Responsibilities

•• Monitoring and optimisation of the Risk Management process;

•• Ongoing mitigation of the main risks of sample production AG;

•• Ensure adequate insurance protection.

Job requirements

•• Social and inter-personal skills;

▷▷ Independent, accurate and structured way of working;

▷▷ Flexible and durable, to solve problems;

▷▷ Creative and open to new ideas and changes;

▷▷ Loyal and discreet;

▷▷ Planning and organisational skills.

•• Expertise;

▷▷ Basic Training in Risk Management (preferably supported by a univer-

sity degree or equivalent and minimum 5 years of experience);

▷▷ Interdisciplinary understanding;

▷▷ Lateral thinker;

▷▷ Organisational and project management skills;
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▷▷ Willing to undergo continuous training in Risk Management.

Core activities

•• Risk Analysis;

▷▷ Preparation of annual risk analysis (as part of the annual SWOT anal-

ysis) for submission to Executive Board and BoD;

▷▷ Ongoing identification of risks and preparing proposal for mitigating 

measures and reporting of significant changes in the risk environment;

▷▷ Ensure that all employees are also evaluated on their Risk Management 

performance in their annual performance analyses, including identi-

fying, monitoring and management of risks related to their area or 

responsibility;

•• Establish appropriate reports for Executive Board and BoD;

▷▷ Quarterly reporting to the Executive Board on the development of key 

risks and the status of risk-mitigating measures (including establish-

ing risk radar as part of quarterly reporting);

▷▷ Annual report on Risk Management to the Board.

•• Coordination of the Risk Management function aligned with its measures;

•• Preparation of annual insurance overview;

•• Advising the Executive Board in Risk Management related issues.

Special Tasks

On advice of CEO, person in charge for RM can be assigned additional func-

tions, particularly in relation to specific projects.
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Appendix 10: Example of an Individual Risk Assessment

RISK MANAGEMENT SAMPLE COMPANY

Individual Risk Assessment

Risk No. 9 Exchange Rate Development

Introduction

As part of the Risk Management of the sample company, all potential sources 

of risk in relation to existence, operation and development of the company 

are systematically recorded and analysed. The recognised and relevant risks 

are assessed according to standard criteria regarding financial scope, fre-

quency of occurrence and severity. The resulting risks are then entered into a 

Master Risk List according to their priority and risk factor. This is the basis for 

the individual risk assessment in which the significant risks are presented and 

mitigation measures are proposed to reduce the level of risk.

Starting point: No. 9 Exchange rate risk developments

•• Changes in exchange rates might not only affect income and costs, but 

also the assets and liabilities of the sample company extremely unfavoura-

bly. The sample company invoices in the following currencies: CHF, EUR, 

USD and YEN. As an exporter, the strength of CHF in recent years is, in 

the view of the sample company, no advantage.

•• For several years, the sample company has assured the currencies CHF, 

EUR and USD, but not YEN, with financial instruments against down-

ward trends, with the aim of planning security. The corresponding oper-

ating margin is described in the mandatory foreign currency directive of 

October 3rd in 2013.

•• For a natural hedging, the possibilities for the sample company are low, 

e.g. no production facility in the USD or YEN-area, limited ability to pay 

suppliers and employees in EUR.

Appendices  217



Risk No. 9 Exchange rate development

Risk owner CFO Karl Muster

Probability Development (gradual) ¨ ¨ þ ¨ Event (unexpected)

Risk area Finance

Hazard Market prices (Master Risk List item 6.2)

Cause of the risk Negative exchange rate development
Declining sales prices for deliveries abroad (export)
Decline in international business because foreign competitors 
can offer more price-favourable products (arbitrage)
Lack of currency risk hedging
Rising inflation

Goals Procedure/ Action item

¨ Avoid risk
þ Mitigate risk
¨ Accept risk

Early warning indicators
Exchange rates of banks, etc.

Reduction of frequency Implementation of the foreign currency directive

Reduction of severity Ongoing completion of foreign currency exchange contracts in 
accordance with foreign currency guidelines
Limit holdings of unhedged currencies
Prevent opportunities for speculation with currencies, financial 
instruments, etc.
No additional building-up of exchange rate risks with medium 
and long-term investment in securities

Measure Responsible Deadline Status

Completed measures

Creating a foreign currency policy John Doe 30.06.2010 Completed

Check if the YEN currency should be 
hedged

John Doe 30.09.2011 Completed
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Measure Responsible Deadline Status

Pending actions

Use of hedging instruments at UBS in 
Zurich

John Doe 31.12.2014 In progress

Regular assessment of the currency posi-
tions relative to price limits and stocks 
(a currency may not exceed a certain 
amount)

John Doe 31.12.2014 In progress

Waiver of financial instruments and sys-
tems that include additional currency risks

John Doe 30.06.2014 In Progress

Annual review of pricing arrangements 
with our subsidiaries regarding currency 
surcharge or markdown

John Doe 31.12.2014 In Progress

Check if a group-wide cash pooling could 
be useful and practical

John Doe 31.03.2014 In Progress
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Appendix 11: Insurance Check List for BoD

1.	 Does the range of insurance policies of the company cover all non-life 
and all personal insurances?
à List details for each insurance in a table

Insurance Policy Insurer Sum Assured Insurance Term Comments

A

B

NON-LIFE

Property Insurance
•• Damage by Fire / Water / 

Theft / Damage of Glass
•• Business Interruption – 

Premises / Contents
•• General Damages
•• Insurance against Terror

Technical Insurance
•• IT Equipment / Infrastruc-

ture
•• Record Carrier Repair / 

Data Recovery
•• Machinery and Equipment
•• Business Interruption of 

Machinery
•• Construction Insurance
•• Installation / Commission-

ing

Transportation Insurance
•• Goods-in-Transit Insurance
•• Exhibitions / Fairs
•• Business Interruption – 

Transportation
•• Freight / Carrier Liability
•• Warehousing
•• Hull / Collision Insurance
•• Valuables Insurance
•• Luggage Insurance

Motor Insurance
•• Liability Insurance
•• Hull / Hull Partial Damage
•• Accident Insurance
•• Bonus Protection
•• Gross Negligence
•• Passenger Insurance
•• Water Vehicles

Insurance of Assets
•• Interruption of Business
•• Merchandising / Packaging
•• Product Recall
•• Loading and Unloading
•• Defence and Recovery
•• Environmental Pollution 

Policy
•• Directors’ and Officers’  

Liability Insurance
•• Building Liabilities Insur-

ance

Other Insurances
•• Protection of Industrial 

Property
•• Defence and Recovery for 

Motor Vehicles
•• Defence and Recovery for 

Contracts
•• Sureties Insurance
•• Credits / Encashment
•• Guarantees Insurance
•• Cancellation Charges

PERSONAL

Occupational Pension 
Funds
•• Pension Fund basic
•• Pension Fund supplement
•• Pension Fund Counter  

Guarantees

Accident Insurance
•• Accident at Work
•• Medical Treatment
•• Disability Pensions
•• Special Risks
•• Customer and Visitors 

Accident
•• Collective Accident
•• Single Accident

Sickness
•• Daily Benefits Payments
•• Loss of Earnings Insurance 

for Maternity
•• Survivor’s Pensions

Special Risks
•• Life Insurance
•• Guests/ Interns
•• Travel Insurance
•• Deficiency of Key  

Personnel
•• Kidnapping and Extortion
•• Discrimination
•• Product Protection
•• Data Abuse
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2.	 Are the Risks on the Master Risk List covered by appropriate insurances 
as far as possible?
à YES/NO (define measures)

3.	 Do the respective insurances offer enough protection against the risks 
or recovery for the event that they would materialise?
à YES/NO (define measures)

4.	 Are the terms of the policies long enough compared to the risks 
involved?
à YES/NO (define measures)

5.	 Is the company double-insured with regard to any risk topics?
à YES/NO (define measures)

6.	 If risks/risk measures are defined legally, do the corresponding insur-
ances live up to the standards the law stipulates?
à YES/NO (define measures)

7.	 Does the company have an insurance assessment from and insurance 
broker?
à YES/NO (define measures)

8.	 Is there a confirmation by the insurance broker, especially with respect 
to the General Terms and Conditions (GTC)?
à YES/NO (define measures)

9.	 Are the retrocessions and commissions related to the insurance con-
tracts – especially the recent ones) transparent (e.g. amounts, recipients, 
extension conditions)?
à YES/NO (define measures)
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Appendix 12: Generic Collection of Master Risks

Fantasy Engineering AG

Markets
1.	 �Change of macroeconomic situation (of main 

markets)
2.	 Market volume development
3.	 Competitors
4.	 Political environment

Clients
5.	 Customer portfolio
6.	 Customer losses
7.	 Satisfaction level of customers

Products / Services
8.	 Product / service portfolio
9.	 Product / service life cycle
10.	 Product / service quality

Safety and Security
11.	 Technical Safety
12.	 Health, hygiene and safety
13.	 Security

Core processes
14.	 �Product innovation and development (R&D)
15.	 Supply and logistics
16.	 Production (incl. service processes)
17.	 Sales, price and distribution
18.	 After sales service
19.	 Trade mark and reputation

Corporate Governance
20.	 Planning
21.	 Organisational structure
22.	 Communication
23.	 Reporting
24.	 Projects
25.	 Investments incl. acquisition
26.	 Alliances and co-operations
27.	 Risk Management

Human Resources
28.	 Resources, know-how and skills
29.	 Integrity and reliability of personnel
30.	 Motivation
31.	 Performance compensation
32.	Trade union relations

Commitments
33.	 Contract liabilities
34.	 Claims and collaterals
35.	 Product liabilities
36.	 Ethical liabilities
37.	 Moral obligations

Finance
38.	 Cash flow
39.	 Access to funding / interest rate
40.	 Payment system
41.	 Foreign exchange risk
42.	 Accounting reliability

Assets
43.	 Failures due to natural disasters
44.	 Fixed Assets (including valuation)
45.	 Inventory (including valuation)

Information Technology
46.	 Integrity
47.	 Availability

Laws/Regulations
48.	 Compliance with laws
49.	 Compliance with regulations
50.	Tax laws (including optimisation)
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Appendix 13: Scenarios of the RESIST Methodology

1 In a bidding round, the terms of reference (including technical specifications) are 
biased to favour one supplier or to exclude potential competitors

2 Intermediary offers company to win bidding upon payment of loser’s fee during 
pre-bidding or bidding stage

3 Bribe solicitation for confidential information during pre-bidding or bidding stage

4 «Kickback» scenario: Your sales representative is offered hidden compensation 
by the customer or by an intermediary

5 A host country may impose or imposes a partnership with a designated local 
company that may present high corruption risks

6 Client demands a last-minute «closure fee» to close a deal that is now too late 
to lose

7 A company complaining about an unfair procurement process is threatened with 
a spurious criminal prosecution that will lead to a heavy fine

8 A local government agency demands a fee for technical approval of equipment

9 Newly-hired employees cannot obtain work permits unless an employment sur-
charge is paid

10 A local police officer requests a payment to allow an expatriate worker to cross 
an internal border within a country

11 An employee of the state electricity company demands cash for connection to 
the grid

12 Long-awaited essential equipment is stuck in customs for clearance and only the 
payment of a «special» fee can secure its prompt release

13 Perishable goods are held up in customs and will only be released if a cash pay-
ment is made

14 A tax inspector asks for a «kickback» in exchange for granting a discharge or 
accepting a settlement in a tax dispute

15 A union leader demands payment to an employee welfare fund before allowing 
his/her members to unload a ship

16 A client asks your company to arrange and pay for a check-up at a prestigious 
hospital while on a visit to your home office
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17 A government official requests free product samples for private use

18 A government representative requests sponsorship for an activity linked to the 
private interests of high-level government officials

19 A financial services intermediary demands incentives over and above the regu-
lated commissions and fees for referral of clients to financial product providers

20 A supplier offers a bribe to a contract manager to overlook «out of spec» or infe-
rior goods or services

21 A customer representative demands a fee that was not previously agreed as a 
condition to a contract change

22 For a fee, a «businessperson» offers to help reinstate client progress payments 
that were stopped for no apparent reason

(Source: http://www.iccwbo.org/products-and-services/fighting-commercial-crime/resist/)
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Appendix 14: Examples of Anti-Corruption Controls166

Typical general entity-level anti-corruption controls

•• A formal anti-corruption compliance programme;

•• An Anti-Corruption or Compliance Committee mandated to review or 

receive updates on all high-risk transactions;

•• Written standards (i.e., the code of conduct and anti-corruption and other 

related policies);

•• Anti-corruption training and communication for employees;

•• Tone from the top and the middle;

•• Employee background checks;

•• Whistleblower system;

•• Gift, entertainment, and hospitality request approval and tracking;

•• Conflict of interest certification/disclosure process;

•• Third-party contract provision on compliance;

•• A competitive bidding/selection process including RFP dissemination to 

prospective vendors and proposal review;

•• Risk tier classification system for third parties;

•• Third party due diligence (in line with the designated risk tier);

•• Multiple levels of vendor contract approval or internal sign-off (e.g., 

requiring approval from procurement, the legal and compliance functions, 

and local management);

•• Accounting controls on vendor invoice review, approval, and payment;

•• A process for travel and expense report review, approval, and reimburse-

ment;

•• An employee culture of ethics and knowledge assessment;

•• Exit interviews;

•• Mandatory anti-corruption audits on regularly recurring basis;

•• Mandatory rotation of key management level personnel in high risk loca-

tions.

166	 From: A Guide for Anti-Corruption Risk Assessment (https://www.unglobalcompact.org/
resources/411)

Appendices  225



Scheme-specific controls

(Including some that may be a scheme-specific version of an entity-level control)

A scheme using consultants/fixers as bribery conduits may include the follow-

ing mitigating controls and processes:

•• A process for documenting a business need for hiring a consultant;

•• Consultant due diligence/screening with specific aspects such as back-

ground check, screening against politically exposed persons («PEP») lists, 

a references and credentials check, prior engagements, reputation and a 

sample work product review (depending on the risk tier);

•• Consultant certification of compliance (initial and at periodic intervals, 

e.g., annually) such as an anti-corruption policy acknowledgement and 

certification, a vendor code of conduct;

•• Anti-corruption training and communication activities targeted to the 

procurement personnel involved as well as to the consultant’s hiring/

ongoing management and to the consultant him/herself;

•• Periodic consultant performance evaluations, actual work product review;

•• Consultant fee/invoice analyses (does the invoice have an adequate level 

of detail, is the fee reasonable, how does it compare with other similar 

vendors, is it commensurate with the work product, is there a correla-

tion between a consultant invoice and a particular government action that 

benefited the enterprise).

A scheme involving commercial enterprise sales reps providing potentially 

inappropriate gifts, hospitality, and entertainment to prospects or customers 

may include the following:

•• Periodic gift and entertainment training and communication targeted to 

sales personnel and their managers;

•• Communication to customers about the enterprise’s gift, hospitality and 

entertainment policy;

•• Tone from the middle: communication to sales personnel from supervi-

sors or market leadership;

•• Periodic (e.g. annual) anti-corruption policy acknowledgement or certifi-

cation among sales personnel and supervisors;

•• Mandatory use of the enterprise’s credit cards for any third party meals or 
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other entertainment by sales personnel;

•• Sales representative rotation;

•• Customer survey/interviews;

•• Hotline availability for customer personnel.

Preventative anti-corruption controls

•• Having a formal anti-corruption programme in place with a defined 

structure, ownership, reporting lines and planned activities and periodic 

measurement for effectiveness;

•• Written standards (code, anti-corruption policies);

•• Anti-corruption training and communication, including a resource 

library;

•• Tone from the top and the middle: visible senior and mid-level manage-

ments setting the expectations;

•• A risk classification system for third parties, corporate locations and busi-

ness activities (i.e. a tiered system whereby higher risk parties would be 

subjected to a more robust due diligence and oversight than lower risk 

parties);

•• Due care and due diligence, including personnel background checks, third 

party initial due diligence, policy certification/acknowledgement;

•• Gift, hospitality, and entertainment advance approval;

•• Segregation of duties;

•• Contract provisions on compliance with the law in general and anti-brib-

ery specifically;

•• Incentives for proper conduct, ethics awards and (to some extent) perfor-

mance evaluations with specific ethics and compliance provisions.

For many schemes, preventative controls could be augmented by detective 

controls, for the purpose of early detection of misconduct (both intentional 

and unintentional).

Detective anti-corruption controls

•• Gift, hospitality and entertainment tracking (after the fact);

•• Expense report audit;
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•• Periodic third party monitoring (e.g., performance assessment, re-certi-

fication);

•• Whistleblower system, investigation process and case management;

•• Exit interviews;

•• Corporate audit, transaction audit, third party audit;

•• Employee culture of ethics and compliance assessment, particularly if it 

includes questions

•• about pressure to commit misconduct, actual policy violation;

•• Customer, vendor, or third party survey or interview.
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Appendix 15: Practical Guidance for the BoD on Uncontrollable 
Risks

If a Board of Directors (BoD) accepts that underlying relationship between 

connectivity, complexity and uncertainty in the context of uncontrollable 

risks, then what steps should it take given its supervisory responsibilities?

A Board of Directors should consider three «lines of defence» in response 

to the challenge of uncontrollable risks:

1st line of defence is Board Diversity

The first inquiry the BoD should make is whether there is a «diversity of 

thinking» within its own membership to mitigate against judgment biases. 

Perceptions of risk and control can vary not only based on academic training 

or professional experience but also on gender, geographic and generational 

differences (see figure below).

Mitigating Biases in Judgment

Source: Adapted from COSO, Exihibit 3 (2012: 16).

• Make the opposing case 
• Consider alternative explanations 
• Seek disconfirming or conflicting 

information  

• Make an independent judgment or 
estimate 

• Consider relevant alternative 
anchors 

• Solicit input form others  

• Challenge expert or advisor estimates  of potential 
causes or estimates of unexpected outcomes 

• Challenge high or low estimates 
• Challenge underlying assumptions 

• Consider why something comes to 
• Make the opposing case 
• Consult with others 
• Obtain and consider objective data  

Be Aware of a 
Confirmation 
Tendency 

Be Aware of an 
Anchoring 
Tendendy  

Be Aware of an 
Availability 
Tendency  

Be Aware of an 
Overconfidence 

Tendency  
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2nd line of defence is Risk Mapping

The first action the BoD should consider is to review the company’s master 

risk list and their distribution across the company’s risk map (typically the 

x-axis measures the probability of occurrence and the y-axis measure impact). 

The BoD should then consider the following four lines of inquiry (checklist) 

during the board’s review:

•• Q1: How are these risks possibly related to each other and are there inter-

secting vulnerabilities?

•• Q2: If there are such connections, are there cascading consequences to 

consider?

•• Q3: What is missing from the risk map? And why?

•• Q4: Are they not listed because they are not plausible – i.e. unimaginable 

in the current context?

•• Q5. Are they not listed because they are exogenous or systemic and beyond 

the company’s control?

If clear examples are provided in response to Q4 and Q5, the BoD should con-

sider the framework below to identify the appropriate means to address that 

particular example.

Uncontrollable Risks: A Response Framework for Boards

Source: Author
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3rd line of defence is Organisational Resilience

In addition to supervision of the company’s Risk Management, the BoD 

should on an annual basis review their company’s organisational resilience 

if a Black Swan Event were to occur. The first step of the review should be to 

identify those risks where the ability to predict it is very low and the amount 

of knowledge about the risk (including mitigation measures) is also very low – 

for those identified the company should consider measures to strengthen 

organisational resilience rather than attempting to predict or prevent the 

occurrence of the risk event (see figure below).

Board Framework on Resilience

Source: Adapted from WEF, Figure 21 (2013: 37).

In attempting to assess the company’s organisational resilience, the BoD 

should determine if the company is a hierarchical or networked organisation 

by evaluating the following criteria (see table below):
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Assessing Organisational Resilience

Attributes of the Organi-
sation

Hierarchical Attributes Networked Attributes

Leadership Style Centralised Distributed

Interdependence of Busi-
ness Units

Tightly Coupled Loosely Coupled

Workforce Location Concentrated Dispersed

Talent Recruitment Specialists Cross-trained Generalists

Control & Direction Policy and procedure driven Guided by simple yet flexi-
ble rules

Sources: Adapted from WEF, Figure 25 (2012: 33).

Based on their observation, the BoD should determine if the company is more 

hierarchical or networked. A networked organisation is presumed to be more 

resilient (i.e. more resistant to the impacts of a sustained crisis).
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Appendix 16: Elements of a Code of Conduct
Codes of business conduct come in many shapes and forms. Where US 

companies often rely on longer, rule-based codes with detailed descriptions 

and examples, European companies usually prefer shorter, principle-based 

codes of conduct offering guidance on a high-level only. There is a clear 

trend towards uniformity in codes of conduct. Although there are variations 

between industries (e.g. Pharma and Finance), most codes nowadays cover 

the following topics:

1.	 Introduction

▷▷ CEO / Chairman message

▷▷ Values / Principles

▷▷ Scope of code (stakeholders)

2.	 Compliance with conven-

tions, laws and regulations, for 

instance:

▷▷ Anti-trust / Anti-competition

▷▷ Anti-bribery / Corruption

▷▷ Anti-money Laundering / 

Terrorist financing

3.	 Protection of company assets

4.	 Improper payments, Gifts and 

Entertainment

▷▷ Bribes and Facilitation pay-

ments

▷▷ Giving / accepting Gifts and 

Entertainment

▷▷ Political / Charitable contri-

butions and sponsoring

5.	 Conflicts of interest, e.g.

▷▷ Insider dealing

▷▷ Board positions

▷▷ Political activities

▷▷ Family relationships

6.	 Workplace ethics, for instance

▷▷ Discrimination

▷▷ Harassment

▷▷ Health, Safety, Environment

7.	 Accurate reporting

8.	 Confidential information

▷▷ Client, Market information

▷▷ Employee data

▷▷ Intellectual property

9.	 Reporting misconduct

▷▷ Hotline / Ombudsfunction

▷▷ Anonymous reporting / 

Retaliation

▷▷ Follow-up on reports

10.	Glossary / References

▷▷ Definitions

▷▷ Policy documents

▷▷ External sources

11.	Contact details
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