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Abstract. Process monitoring and conformance checking analyze pro-
cess events describing process executions. However, such events are not
always available or in a form suitable for these analysis tasks, for ex-
ample for manual processes and (semi-)automated processes whose ex-
ecutions are not controlled by a Process-Aware Information System. To
bridge this gap, we propose to leverage Internet of Things (IoT) tech-
nologies for sensing low-level events and abstracting them into high-level
process events to enable process monitoring and conformance checking.
We propose an event-centric metamodel for monitoring and conformance
checking systems that is agnostic with respect to process characteristics
such as level of automation, system support, and modeling paradigm.
We demonstrate the applicability of the metamodel by instantiating it
for processes represented by different modeling paradigms.
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1 Introduction

Process monitoring and conformance checking are important tasks of Business
Process Management that analyze the execution of a process in terms of events.
Typically, process monitoring is concerned with the run-time analysis of events
describing the execution of a process, emitted by a Process-Aware Information
System (PAIS) that coordinates the process execution [6]. In turn, conformance
checking analyzes the relation between a normative specification of a process
behavior, e.g., a process model, and the actual process behavior recorded in the
form of a collection of events, e.g., an event log, describing its execution [4].
The ability to monitor and check the conformance of processes is frequently
challenged by the nature of the processes at hand and their domains. These
present a spectrum of heterogeneity, differing in dimensions such as process
structuredness, modeling paradigm, automation level, or process-awareness, with
consequences for the availability and quality of the respective events describing
the process executions. At one end of the spectrum are greenfield domains in
which full automation is possible, activity execution is process-driven with the
support of a PAIS, and all relevant events signifying a relevant state change in
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a process are generated automatically at the right level of abstraction for analy-
sis: here, monitoring and conformance checking can be realized seamlessly [22].
At the other end of the spectrum are domains characterized by high flexibility,
little to no automation, no PAIS support, and no process awareness: here, no
process-relevant events are available out of the box and ad-hoc solutions must
be deployed to detect events and enable monitoring and conformance check-
ing [27]. Between these extremes of the spectrum are legacy domains, e.g., those
of smart factories combining modern and legacy machines. Here, some degree of
automation is possible, but the execution is not (fully) controlled by a (single)
PAIS, and events are available at varying levels of abstraction [2], ranging from
low-level events with no process-awareness to high-level events associated with
relevant process state changes: thus, for monitoring and conformance checking,
event data collection and processing are required [25].

As indicated in the BPM-meets-IoT manifesto [11], Internet of Things (IoT)
technologies can provide a lightweight, transparent, and relatively inexpensive
solution to automatically capture relevant execution aspects of processes with
limited or no support from a PAIS. Integrating the IoT with processes al-
lows sensing low-level events with no process-awareness; processing these events,
e.g., by aggregation and abstraction, allows detecting high-level events that cor-
respond to relevant process state changes, thus enabling monitoring and con-
formance checking. This may be realized, at design-time, by enriching process
specifications with monitoring points [9], annotations to the control flow elements
associating them with low-level events generated at run-time by the IoT stack.
At run-time, the monitoring points capture these low-level events and abstract
them into high-level process events describing the process execution [26].

The goal of this work is to define a general IoT-driven process monitoring and
conformance checking framework that is agnostic with respect to characteristics
such as process structuredness, modeling paradigm, automation level, and PAIS
support. To this end, we define an event-centric conceptual metamodel, which
only assumes observability of low-level events from IoT for event detection, and
availability of a process specification for conformance checking. We validate the
metamodel by instantiation in the healthcare and smart manufacturing domains.

This paper is structured as follows: in Section 2, we motivate our work with
scenarios from the healthcare and manufacturing domains; in Sect. 3, we propose
an JoT-based conceptual metamodel for process monitoring and conformance
checking; in Sect. 4, we validate the metamodel; in Sect. 5, we discuss related
work; in Sect. 6, we draw conclusions and indicate future research directions.

2 Motivation

Process monitoring and checking the conformance against a normative specifica-
tion are important aspects of BPM, irrespective of the operational support from
a PAIS orchestrating the execution. However, these are challenging tasks for
manual processes with high human involvement, e.g., in healthcare, but also for
processes with high level of automation, e.g., in smart manufacturing, in which
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Fig. 1. Example blood donation process represented in DCR graphs notation

data with varying levels of abstraction and little or no process-awareness make
it difficult to abstract low-level events to high-level process events [25].

An example from the healthcare domain is the phlebotomy process for blood
donation, as defined in the guidelines in [20]. A simplified version of the process
composed of five steps, with four additional steps for performing hand hygiene
following the indications in [23] is shown in Figure 1 in DCR graphs notation [10]
(cf. Sect. 4.1). The process consists of the following sequence of steps: Perform
hand hygiene (before touching donor), Perform preliminary operations, Perform
hand hygiene (before aseptic procedure), Perform venipuncture, Monitor donor
and injection site, Remove needle, Perform hand hygiene (after risk of exposure
to body fluids), Perform final operations, Perform hand hygiene (after touching
donor). The process is fully manual and cannot be automated with current tech-
nologies. Moreover, since typically healthcare settings are highly unpredictable,
additional, unforeseen hand hygiene steps may be required, for example, due
to nurses having to deal with emergencies that might contaminate their hands
during the course of the process (cf. activity Contaminate hands in Fig. 1). Due
to their high flexibility, such processes are often specified through guidelines in
natural language or declarative models [17]. Frequently, traces of events of these
processes are produced offline by the healthcare workers by manually document-
ing the operations in some Information System at the end of the work shift.
However, this approach is prone to tampering, errors, or imprecision; it is also
a cause for increased workload for the healthcare workers, with negative effects
on their well-being and operations [8]. Thus, monitoring and checking the con-
formance of such processes is challenging, yet important, e.g., to ensure that
whenever a hand hygiene indication is triggered, nurses disinfect their hands
before proceeding with other process steps to reduce the risk of infections [23].

An example from the smart manufacturing domain is the storage process
in [25]. It consists of the sequence of steps Get workpiece from pickup, Read color,
Mowe to High-bay Warehouse, Hold at High-bay Warehouse + Store workpiece
(in parallel), Calibrate. Unlike the phlebotomy, this process is fully automated
and highly structured and predictable, which makes it suitable for modeling
with imperative languages such as BPMN [25]. For such processes, sensor events
generated by machines at run-time might be available; however, frequently these
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events are low-level or at different abstraction levels and lack process-awareness.
Thus, at least some event aggregation, abstraction, and correlation steps are
required to enable monitoring and conformance checking [25].

Prior work points to the IoT as a possible technology to integrate with pro-
cesses like the above to enable automated process monitoring and conformance
checking [11,25]. In the following, we propose a metamodel for such an ToT-driven
monitoring and conformance checking framework.

3 Conceptual Metamodel

3.1 Methodology and Requirements

This work is grounded in the Design Science Research principles and inspired by
the metamodel development method proposed in [16]. In line with [16], we held
a workshop at the Cantonal Hospital of St. Gallen to identify concerns relevant
to stakeholders from the healthcare domain. The outcomes of the workshop
are the healthcare scenario presented in Section 2 and the requirements for an
IoT-driven monitoring and conformance checking framework. The scenario and
requirements were developed independently by the authors and validated by
the healthcare stakeholders in a second workshop. The healthcare scenario was
used by the authors to develop the metamodel presented here as the basis for a
monitoring and conformance checking framework that is agnostic with respect
to the characteristics discussed in Sect. 2. Both the healthcare scenario and the
smart manufacturing scenario from [25] were used as representatives of the fully
manual and legacy domain to validate the metamodel and its agnostic nature.

The workshops identified the suitability of the phlebotomy process described
in Sect. 2. In the process, it is important to identify when healthcare workers
are required to perform a hand hygiene as a pre- or post-condition for certain
phlebotomy steps, as well as when hand hygiene is performed. The identification
should be realized using IoT sensors capable of sensing low-level events in the
physical world (e.g., the dispensing of hand sanitizer). These low-levels events
should be processed (e.g., aggregated or translated using complex event pro-
cessing) into high-level process events associated with the respective activities
(e.g., phlebotomy and hand hygiene activities), to produce event logs suitable
for process monitoring and conformance checking [26].

3.2 CAIRO Events

Events at the process level are at the core of the proposed metamodel. They are
the manifestation of the progress of a process instance and refer to the execution
of activities (e.g., the completion of a blood drawing activity) or the occurrence
of some happening (e.g., the reception of a message), hence they must be at the
basis of process monitoring and conformance checking. A widely accepted defini-
tion states that an event is an actual happening that is significant, atomic, and
instantaneous [28]. Here, we put forward the idea that, in addition, to enable ToT-
driven monitoring and conformance checking in processes like the phlebotomy
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process in Sect. 2, an event has to be detectable (observable) and it should carry
context information. Indeed, events that cannot be detected do not contribute
to monitoring or conformance checking, while neglecting context information
might lead to ambiguities in interpreting a trace (cf. [15]): for instance, estab-
lishing the right event-activity-case associations might not be obvious without
context information. Accordingly, we propose to extend the definition of [28]:

Definition 1 (CAIRO Event). A CAIRO event is an actual (real world) oc-
currence that is:

— Contextualized: it happens within a context, which characterizes it;

— Atomic: it either occurs or not, i.e., it has all-or-nothing semantics;

— Instantaneous: it happens at a specific point in time;

Relevant: it refers to a relevant process state change (“significant” in [28]);
Observable: its occurrences can be detected.

Each of the five CAIRO properties is necessary to support comprehensive
and unambiguous monitoring and conformance checking of processes, since:

— “ATRO” non-contextualized events might admit uncertainty about their prop-
erties and the process instance they belong to, leading to ambiguous trace
interpretations. For example, assume a hospital ward with concurrent pro-
cesses instances involving several healthcare workers, in which a hand hy-
giene execution event is detected, but the healthcare worker performing it is
unknown. In this case, it might be impossible to associate the hand hygiene
event with the right resource and process instance with certainty, and to
reliably detect hand hygiene indications relevant for conformance checking.

— “CIRO” events lacking the Atomicity property do not conform to the all-
or-nothing semantics. These are incompatible with process monitoring and
conformance checking, which require clearly identifiable events correspond-
ing to state changes at the process level to match with a process specification.

— “CARO” events are not Instantaneous, i.e., they are not associated with a
single timestamp, but to a time interval, leading to uncertainty about their
specific time of occurrence (cf. [21]). Consider the phlebotomy process: if the
completion of preliminary operations and performance of hand hygiene were
not timestamped but had overlapping intervals associated, it would not be
possible to identify with certainty in which order these steps were performed.

— “CAIO” events are not Relevant, i.e., they do not reflect process-level state
changes. Irrelevant events in a trace might result in ambiguities in the inter-
pretation of the process execution. This is the case, for example, of low-level
events: assume, for instance, that a low-level event “Nurse_ proximity < 0.5”
were part of a trace for the phlebotomy process. The interpretation of this
event is ambiguous, since it is unclear to which process state change it refers.

— “CAIR” events are not Observable, thus they are not detected, resulting in
their absence from the process traces. Incomplete traces missing (unobserv-
able) events might jeopardize monitoring and conformance checking results.

We now propose a conceptual metamodel with CAIRO events at its core.
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Fig. 2. UML class diagram for the proposed metamodel

3.3 Monitoring and Conformance Checking Metamodel

Figure 2 illustrates the proposed metamodel developed following the principles
in [16] and centered around the concept of CAIRO event. A CAIRO FEvent (cf.
Sect. 3.2) is a timestamped event at process level of abstraction corresponding
to a relevant state change detected by a Monitoring Point.

A Monitoring Point is an executable object (e.g., an application or a ser-
vice, cf. [24]) responsible for the abstraction of low-level sensor events with no
process-awareness by emitting a CAIRO Fvent at the process level, and the
contextualization and correlation of this CAIRO Event with a process instance.
In line with [1], a Monitoring Point evaluates one FEzpression (e.g., a Com-
plex Event Processing query [26]), whose variables are taken from the values
of one or more Sensors sensing relevant features of the process environment.
An FEzpression might Reference zero or more prior CAIRO FEvents (and indi-
rectly their event attributes) to identify events unambiguously. This might be
useful when knowing prior occurred events allows discriminating between new
process-level events. For example, phlebotomy steps Perform preliminary oper-
ations and Monitor donor and injection site might be identified by the same
low-level sensor events, but knowing that Perform venipuncture occurred before
allows identifying the current step as Monitor donor and injection site. The Ez-
pression associated with a Monitoring Point is evaluated at run-time based on
Sensor readings, and a CAIRO Fwvent is emitted if it evaluates to true.

A Process Fvent represents any control flow element in a Process Specification
reflecting a relevant state change at process level, e.g., the start of an activity. At
design-time, a Process Event is Annotated With a Monitoring Point; one Moni-
toring Point annotates exactly one Process Fvent. At run-time, a Process Fvent
may MaterializeAs zero or more Event Occurrences. For example, Process Event
“Perform hand hygiene” materializes multiple times during one execution of the
process in Fig. 1, resulting in multiple instances of Fvent Occurrence. Each such
occurrence is detected (by evaluating its Expression) by the Monitoring Point
that annotates the respective Process Event; the Monitoring Point emits a new
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CAIRO FEvent timestamped with the time of materialization of the Process Event
as Bvent Occurrence. As CAIRO FEvent is an association class, each of its in-
stances can be reconducted to the Monitoring Point that emitted it, and, via
MaterializesAs, to the Process Fvent whose Fvent Occurrence was detected.

A Process Specification is the description of a process defining at least the
control flow perspective, e.g., activities and events. To enable monitoring and
conformance checking of a broad range of processes (cf. Sect. 2), the metamodel
supports processes of different representation paradigms. Hence, the metamodel
admits both process specifications in the form of informal specifications in nat-
ural language in which Process Events can be explicitly and unambiguously
identified, such as the activities specified in the guidelines in [20], and formal
specifications, e.g., in BPMN. Thus, a Process Specification may be either a
Formal Model, e.g., in BPMN, or an Informal Specification in natural language.

A CAIRO FEvent might be associated with Event Attributes, whose values are
assigned by the respective Monitoring Point based on Sensor readings. Fvent
Attributes are useful for establishing event-instance correlations by storing the
process instance context, e.g., as a Caseld attribute or trough several attributes
forming a candidate key identifying the process instance. A CAIRO Event is
RecordedAs a Log Event, part of a (potentially partial) Trace describing the
(potentially partial) execution of an instance of the Process Specification. This
trace, along with the process specification, makes conformance checking possible.

3.4 CAIRO Events in the Metamodel

In the metamodel, a CAIRO FEvent is contextualized through the composition
association with one or more Event Attributes, each describing a contextual
characteristic. For example, a CATRO event for a hand hygiene activity may be
associated with attributes: Resource, indicating the nurse, Room indicating the
activity location, and Dispenser indicating the specific dispenser used.

Atomicity is enforced in the metamodel by the cardinality constraints asso-
ciating each occurrence of a CAIRO FEvent with exactly one Process Event.

A CAIRO Ewvent is instantaneous, since each instance of it has a timestamp
denoting the point in time when the respective Process FEvent occurred. For
example, a CAIRO FEvent instance with UNIX epoch time 1679309356 places
the occurrence of the event on March 20, 2023 at 10:49:16.

Relevance is reflected by the fact that a CAIRO Fvent is associated with a
Monitoring Point for the detection of the Fvent Occurrences of the correspond-
ing Process Event, and recorded as a Log Fvent in a Trace.

The requirement of being observable is expressed by the chain of associations
relating each CAIRO FEvent with at least one Sensor deployed in the process
environment (via Monitoring Point that Evaluates an Expression). For example,
to detect a hand hygiene event, one could deploy a proximity sensor to detect the
presence of a healthcare worker near a sanitizer dispenser, and a press sensor to
detect the dispensing of the sanitizer. An expression evaluates the changes in the
values of these sensor readings, resulting in the emission of a CAIRO Event if
the values satisfy some condition (e.g., proximity<0.5 && press_force>0.3).
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4 Metamodel Validation

The proposed metamodel is applicable to the spectrum of domains discussed in
Section 2, irrespective of process structuredness, modeling paradigm, automation
level, and PAIS support. To demonstrate such general applicability, we instanti-
ated it for the cases of healthcare and smart manufacturing as two representatives
of the fully manual domain and legacy domain, respectively [7].

4.1 Healthcare Domain

For the healthcare domain instantiation, we consider the phlebotomy process
described in Section 2. The process, like several in this domain, is specified
through guidelines in natural language (Informal Specification in the proposed
metamodel). One could annotate the guidelines by marking all the relevant Pro-
cess Fvents and annotating them with Monitoring Points, based on annotator
tools such as the one in [19]. At run-time, these Monitoring Points would emit
corresponding CAIRO FEvents matching with the annotations in the Informal
Specification. Here, indeed starting from the guidelines and annotating them
with the tool proposed in [19], we derived a formal model in DCR graphs no-
tation [10]: we discuss a metamodel instantiation based on this notation. DCR
graphs are a declarative event-based process modeling language, which is par-
ticularly suitable for representing healthcare processes requiring a high degree
of operational flexibility, e.g., to support the repeated execution of activities.
As DCR graph notation is a formal modeling language with defined semantics,
the representation of a process in this language is a formal model. Thus, the
Formal Model concept in the metamodel in Figure 2 corresponds to the Process
concept in the DCR graph metamodel (cf. [18]). The Process Event concept in
our metamodel corresponds to the Fvent concept of the DCR graph metamodel.

Fig. 3 shows an excerpt of an instantiation of the metamodel for the case
of the phlebotomy process modeled as a DCR graph like in Fig. 1, limited to
the Perform hand hygiene event. Fig. 3a) shows that at design-time the event is
annotated with a Monitoring Point Hand hygiene detection service, which has
an Ezxpression that evaluates the values for the healthcare worker’s proximity to
the patient (prozimity < 0.5) and the force exerted on the sanitizer dispenser
by pressing on it (press_force > 0.3). These values are provided by a proximity
sensor and a load cell, respectively. At run-time (cf. Fig. 3b)), once the expres-
sion evaluates to true, a CAIRO Event Perform hand hygiene completed, with

a) Design-time View ‘ b) Run-time View
Healthcare worker ' CAIRO Event: recorded |
Process Event: Perform hand hygiene | Perform hand hygiene completed
& =% Monitoring Point: Hand hygiene detection service | 8 -.Emit,! timestamp: 1679309356
Expression: proximity < 0.5 && press_force > 0.3 | //3’7 XES
Perform hand Sensors: Proximity sensor, Load cell |
hygiene | A
' Event Attribute: Event Attribute: | | Event Attribute:
Dispenser: 242 Room: 562 Resource: 789

Fig. 3. Metamodel instantiation for an excerpt of a process in DCR graphs notation
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associated attributes indicating the dispenser (242), the room (562), and times-
tamp (1679309356) is emitted. The CAIRO event is recorded as a log event in a
trace in a XES log to enable conformance checking against the model in Fig. 1.

4.2 Smart Manufacturing Domain

For the smart manufacturing scenario, we considered the production process
from [26]. In a metamodel instantiation with processes encoded in BPMN 2.0
(here the modeling language is chosen according to the discussion in Sect. 2),
the Process Fvent concept in our metamodel corresponds to the Flow node con-
cept of the BPMN metamodel, which entails BPMN process events, gateways,
and activities. The Formal Model concept in our metamodel corresponds to the
Process concept in the BPMN metamodel. The Monitoring Point concept in our
metamodel corresponds to the Monitoring concept in the BPMN metamodel.

While the BPMN 2.0 standard states that process events may be also activ-
ity events (e.g., the event associated with the start of an activity), it does not
define in its metamodel any such event. Here, for simplicity and correspondence
to the metamodel, we consider the execution of a BPMN activity to be associ-
ated with—and detected at—the completion of the activity: the activity completion
detected by a Monitoring Point marks the occurrence of a CAIRO Event (times-
tamped with the activity completion time to ensure the “I” property). This is
compatible with many event logs found in the literature, which associate activity
executions with their completion time only (cf. [4] for examples). Nevertheless,
if fine-grained activity event detection, e.g., differentiating between start and
end, is a requirement, the BPMN metamodel could be extended in line with the
extension proposed in [1].

Fig. 4 shows the instantiation of the metamodel for the simplified production
process in BPMN 2.0 [26]. Fig. 4a) depicts the design-time view regarding the
extension of a standard BPMN model with a Monitoring Point to detect the end
of the Burn Workpiece activity. The Ezpression associated with the Monitoring
Point refers to the oven temperature sensor and the status of its door. Fig. 4b)
presents the run-time view of executing one instance of the Burn Workpiece
activity. Here, the Monitoring Point detects the end of the activity based on the
modeled expression and emits a CAIRO Event Burn Workpiece ended with the
corresponding timestamp.

a) Design-time View Process Event: Burn Workpiece ended i b) Run-time View
@} Retrieve @} @} CAIRO Event:
Workpiece Burn Workpiece Deliver Product ! @ - Emit --» Burn Workpiece ended
P : timestamp: 167930935
Order N4 Product

received delivered |

Monitoring Point: H edaod & y n
- . ' Event Attribute:
Burn Workpiece end detection service ' Instance: 3
Expression: :

((e2) TempSensor < 200°C && OvenDoor == 1 ((t1))
Sensors: Temperature, Door status

Fig. 4. Instantiation of the metamodel for a BPMN 2.0-based process
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5 Related Work

A pivotal work calling for the integration of Internet of Things (IoT) technolo-
gies with Business Process Management (BPM) is the IoT-meets-BPM mani-
festo [11]. Our work relates to several of the challenges indicated in the manifesto,
such as Placing Sensors in a Process-Aware Way, Support for Managing Manu-
ally Executed Physical Processes, and Improving Online Conformance Checking.

In [5] a systematic literature review can be found, which surveys existing
modeling notations for IoT-aware business processes and potential application
domains for the integration of IoT technologies with BPM. These could be used
as a basis for choosing the most adequate language for modeling a process to
be augmented with monitoring points based on IoT technologies. Another work
towards the BPM-IoT integration is [13], which proposes an extension of BPMN
2.0 to model, enact, and monitor IoT-aware processes with an addition for IoT-
driven events presented in [14]. The work builds on the assumption that a PAIS is
available for the orchestration of processes. While the metamodel for monitoring
and conformance checking proposed here was motivated by domains in which a
PAIS is not available, the methods proposed in [13] could still be applied to a
system built following our metamodel. The metamodel proposed in [3] is aimed at
bridging process mining with IoT, and focuses on how low-level data is captured
by IoT devices and how these data are used to generate an event log suitable for
offline process mining tasks. Here, we do not assume monitoring points and the
transformation of low-level IoT data into events relevant in the process execution
to preclude online monitoring and online conformance checking.

Our proposed metamodel leverages the concept of monitoring point for the
detection of occurrences of process events. Monitoring points have been first in-
troduced by Herzberg [9], and subsequently applied to BPMN for process mon-
itoring in [1]. Authors in [1] extend the BPMN metamodel to enable a low-level
detection of activity lifecycle events, thus their monitoring metamodel in [1]
could be integrated with ours to achieve a fine level of granularity for process
event detection. Monitoring points have been adopted also in [12] for confor-
mance checking of processes in a hospital environment, showing the importance
of engaging with domain experts for the definition of the monitoring points in a
process model. Nevertheless, the work does not consider IoT technologies for the
implementation of monitoring points, but manual methods. In contrast, the work
in [24] proposes a method to automatically generate services for an IoT-based
activity detection; thus, the method is a possible candidate for the generation of
instances of the Monitoring Point concept in our metamodel.

In Sect. 3.2, we argued the importance of the contextualized property of
CAIRO events. In line with our position is the work in [15], which proposes a
framework for the contextualization of event-activity mappings—a task that is of
high relevance when process activities are observed through the occurrence of
low-level events detected by IoT sensors, as the proposed metamodel assumes.
The proposed framework could be used as a basis for the identification of event
attributes that must be detected to contextualize CAIRO events in systems
designed following the proposed metamodel.
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6 Conclusion and Future Work

Process monitoring and conformance checking are often challenged by process do-
main characteristics such as level of system support and process structuredness.
We presented a general event-centric metamodel to support process monitoring
and conformance checking driven by the Internet of Things for the detection
of process events, overcoming challenges posed by these characteristics. At the
core of the metamodel, we introduced the notion of CAIRO event, emphasizing
the significance of the CAIRO event properties. We validated the metamodel
by instantiating it for two significantly different scenarios, demonstrating the
agnostic nature of the metamodel with respect to domain characteristics.

In future work, we plan to implement a monitoring and conformance checking
approach for the phlebotomy scenario in a laboratory simulation environment,
and to check process conformance based on informal process specifications. Ad-
ditionally, we will further investigate the role of the Contextualized property of
CAIRO events, in particular for the disambiguation of detected events.
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