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Abstract

This paper presents a novel capability-based framework for assessing organizational
readiness in deploying large language models (LLMs) in the banking sector. While LLMs offer
significant potential across domains such as customer service, compliance, and risk
assessment, banks face unique deployment challenges due to regulatory constraints, legacy
systems, and data sensitivity. Building on the dynamic capability view and adapting maturity
levels from the Capability Maturity Model Integration (CMMI), the framework identifies and
structures the organizational, contextual, and technical capabilities necessary for effective
LLM deployment. It introduces a maturity-scaled self-assessment tool that enables banks to
evaluate their current LLM readiness, diagnose capability gaps, and guide strategic
investment decisions. Although developed for banking, the framework offers conceptual

relevance to other high-stakes, highly regulated sectors.
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1. Introduction

The banking sector is undergoing a significant transformation driven by the rapid
advancement of large language models (LLMs). Recent estimates suggest that LLMs could
generate between $200 billion and $340 billion in annual value (equivalent to 9 to 15% of the
industry’s operating profits), primarily through gains in productivity (Kamalnath et al. 2023). In
addition to productivity gains, LLMs offer substantial potential for generating new revenue
streams through innovative products and services (Carpenter 2020, Birch and Rutter 2023,
Fares et al. 2023, Zhu et al. 2024, Ho and Chow 2024). As customer expectations for
consistent, convenient, and personalized experiences continue to rise, the ability to deliver
tailored interactions becomes a key differentiator (Chung et al. 2020, Carpenter 2020).
Customers who report the best experiences spend up to 140% more in general (Kriss 2014),
and banks with the highest level of customer satisfaction have achieved deposit growth rates
84% faster than their peers (Chung et al. 2020). To capture this potential, banks must develop
new value streams through intelligent, personalized offerings, innovative services, and
streamlined omnichannel journeys (Thomas 2021). LLMs can serve as critical enablers of
these capabilities (Demyttenaere et al. 2024, Ramamurthy et al. 2024, O’Brien and Downie
2024). This potential becomes even more vital in the competitive banking environment where
roughly 58% of banks globally earn returns on equity that do not cover their cost of equity and
where competitive threats from neobanks and nonbank challengers (e.g., big tech) continue
to intensify (Bhattacharyya et al. 2023). In this context, the adoption of LLMs and the
associated gains in productivity and innovative revenue streams offer a strategic opportunity
to improve performance and stay ahead of the competition. Reflecting this, 86% of banks are
either already in production or preparing to launch LLM-based use cases (Ramamurthy et al.
2024), and the banking industry was projected to be among the top two sectors in Al spending
by the end of 2024 (Mettrick 2024). However, only 8% of banks are pursuing a systematic,
enterprise-wide approach to LLM adoption, while the majority (72%) follow a tactical and

fragmented approach (Ramamurthy et al. 2024). This fragmented approach poses a



challenge, as without strategic integration, LLM investments risk failing to deliver their full
value. Effective deployment requires aligning LLM capabilities with core organizational
processes and treating it as a core competence (Borges et al. 2021, Mikalef et al. 2023).
Historically, incumbent banks have struggled to drive such strategic innovations, resulting in
approximately 40% less productivity than digital-native neobanks (Babbar et al. 2023). These
high failure rates stem from the sector’s distinctive reliance on legacy systems, institutional
risk aversion, silo-thinking, high regulatory requirements, and a limited ability to attract critical
technological talent.

Thus, while LLMs offer significant upside potential for banks, both in terms of productivity
gains and new revenue streams, the successful realization of this potential remains uncertain.
Digital transformation efforts in banking have historically faced high failure rates or have been
less effective than those of digital-native competitors (Babbar et al. 2023), and the deployment
of LLMs is unlikely to be an exception. Although existing research has addressed specific
challenges related to LLMs (e.g., privacy issues) or broader digital transformation (e.g.,
algorithm aversion) and has shown that technical resources need to be transformed to
capabilities (Gupta et al. 2020, An et al. 2024), an integrated perspective on the capabilities
required for successful LLM deployment in banking is lacking. A structured capability
perspective specific to LLMs would enable banks to benchmark their current LLM readiness,
guide the systematic development of critical capabilities, and ultimately reduce the risk of
failure associated with digital transformation efforts in banking.

This paper addresses this gap by proposing a Banking LLM Capability Readiness
Framework. Drawing on and synthesizing research streams from strategic management and
information systems, the framework aims to provide a structured understanding of the
organizational, contextual, and technical capabilities required to implement LLMs effectively
in the banking sector. By combining the dynamic capability view (Teece et al. 1997, Eisenhardt
and Martin 2000) with maturity levels adapted from the Capability Maturity Model Integration

(CMMI) (CMMI Institute 2025), the framework not only identifies which capabilities are relevant



but also how they evolve (from fragmented experimentation to embedded, auditable, and
continuously improving practices). Furthermore, the framework presents a set of questions for
each capability, which are rated according to their maturity level, allowing banks to self-assess
their LLM readiness. These questions serve as diagnostic and strategic orientation tool. In
doing so, the framework provides a basis for theory-informed LLM capability building and
offers a practical framework for evaluating, benchmarking, and prioritizing LLM deployment
efforts across banks.

The remainder of the paper proceeds as follows. The next section presents the Banking
LLM Capability Readiness Framework in detail. It introduces the capability categories, defines
each capability, and outlines the associated assessment questions that operationalize the
framework for practical use. The section also explains the underlying maturity levels for
capability evaluation. The paper concludes with a discussion of the implications for research

and practice, as well as suggestions for future work.

2. Banking LLM Capability Readiness Framework

The Banking LLM Capability Readiness Framework builds on the dynamic capability view,
which conceptualizes dynamic capabilities as the firm’'s capacity to “integrate, build, and
reconfigure internal and external competencies to address rapidly changing environments”
(Teece et al. 1997, p. 516). In line with this view, successful LLM deployment in banking
requires more than access to technical resources. It depends on a bank’s ability to develop
dynamic capabilities across multiple domains, such as governance and leadership support.
To capture this multi-dimensionality, the Banking LLM Capability Readiness Framework
distinguishes between organizational, contextual, and technical capabilities. This subdivision
reflects the underlying foundations of dynamic capabilities, which encompass not only
technology-related competencies but also managerial processes, human capital, governance
routines, and strategic alignment (Teece et al. 1997, Teece 2007, Gupta et al. 2020).
Accordingly, (1) organizational capabilities in the framework relate to leadership, talent,
change management, and governance, while (2) contextual capabilities reflect regulatory fit,
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trust, and the competitive environment, and (3) technical capabilities include the data,
architectures, and model operations enabling LLM use. These capabilities form the basis for
long-term competitive advantage, particularly in fast-evolving, knowledge-intensive
environments such as banking, by allowing banks to sense opportunities, seize them
effectively, and continuously reconfigure their underlying resources in response to technology
and competitive environment shifts (Teece et al. 1997, Eisenhardt and Martin 2000, Teece
2007, Schilke 2014). To account for variation in capability readiness, the framework also
incorporates five maturity levels: Ad-hoc, emerging, developing, integrated, and optimized.
These levels are adapted from the CMMI maturity model (CMMI Institute, 2025) and capture
the evolutionary path from siloed experimentation (ad hoc capabilities) to fully institutionalized
and auditable LLM usage (optimized capabilities). The framework thereby serves not only as
an analytical tool for assessing a bank’s current LLM readiness but also as a strategic
orientation tool that supports the development of LLM capabilities over time.

To support the practical application, the framework includes a structural self-assessment
tool comprising three diagnostic questions per capability (to ensure equal weighting of
questions within a capability), each rated on the maturity levels. The tool enables banks’ top
management and digital transformation project leaders to efficiently evaluate their LLM
readiness comparably, identify capability gaps, and prioritize investment areas. The tool is

accessible at https://ibtphilipp.github.io/banking-llm-framework/. While the tool facilitates

structured benchmarking and capability gap identification, it does not offer a prioritized

implementation roadmap. It relies on self-reported assessments of broader, relevant

capabilities, which may limit its ability to objectively evaluate a firm’s actual LLM readiness.
Fig. 1 provides an overview of the Banking LLM Capability Readiness Framework. In the

subsequent sections, all capabilities and maturity levels are introduced and explained in detail.
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Fig 1. Overview of the Banking LLM Capability Readiness Framework.
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2.1.0rganizational Capabilities

Within the Banking LLM Capability Readiness Framework, organizational capabilities
constitute a core element. While technical and contextual capabilities matter, the ability to
successfully initiate, scale, and institutionalize LLM use depends primarily on how well an
organization can lead, staff, initiate, and govern these efforts. This is reflected in the dynamic
capability view, which emphasizes that competitive advantage in dynamic environments is not
solely a consequence of resource ownership but stems from the ability to reconfigure and
consciously align these resources (Teece et al. 1997, Eisenhardt and Martin 2000, Teece
2007).

First, Strategic Leadership & Vision are required to move beyond LLM experimentation.
LLM initiatives need to be embedded in the business strategy. This includes a clear
understanding of the expected returns (which have historically posed a particular problem for
the banking sector; Babbar et al. 2023) and the capacity to allocate (financial and human)
resources effectively. Second, Talent & Skills are essential for reducing organizational
uncertainty around technology. Banks must ensure that key decision-makers and the affected
workforce gain a thorough understanding of LLMs. This may involve building internal expertise
through lighthouse projects, targeted upskilling, and selective hiring. As shown by prior
research, the adoption of technology does not lead to performance improvements unless
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supported by human capital and interpretative capacity (Hitt et al. 2001, Gupta et al. 2020). In
the past, the banking sector struggled to attract relevant technological talent (Babbar et al.
2023). Third, Culture & Change Management further enables the adoption and
institutionalization of LLMs. Executive-level support, cross-functional collaboration, and active
employee engagement are necessary to move from isolated experimentation to sustained
use. In the risk-averse banking context, this capability poses a significant hurdle. Finally,
Governance & Risk Management ensures that the deployment of LLMs aligns with internal
and external accountability requirements.

Taken together, these organizational capabilities determine whether LLM efforts remain
isolated or evolve into scalable and reliable components of the bank’s operating model. Their
absence not only limits the effectiveness of technical investments but also increases the
likelihood of LLM implementation failure, potentially resulting in a strategic disadvantage in an

increasingly competitive banking environment (see Introduction).

2.1.1.Strategic Leadership & Vision

Strategic leadership and vision represent a foundational organizational capability for
successful LLM deployment. Prior research on digital transformation and strategic alignment
highlights that top-management involvement is critical to ensure that LLM investments are not
only initiated but also embedded into a firm’s strategy (Baker et al. 2011, Sabherwal et al.
2019, Tona et al. 2025). In banking, this includes defining the strategic role of LLMs, approving
and sequencing projects, allocating resources, and ensuring coherence with corporate
objectives across both retail and corporate business lines (Demyttenaere et al. 2024). Without
a guiding vision and top-management support, LLM initiatives remain fragmented and fail to
scale (Sabherwal et al. 2019).

Strategic alignment research further emphasizes that strategic alignment is not only the fit
between strategy and technology but a dynamic capability that must be built, maintained, and
adapted through executive leadership, shared planning processes, and iterative learning

(Schwarz et al. 2010, Baker et al. 2011). Especially in a competitive environment characterized
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by regulatory uncertainty and rapid technological change, sustained strategic alignment
enables firms to adapt LLM investments in a structured and responsive manner (Sabherwal
et al. 2019). This underscores the need for banks to move from isolated pilot LLM projects to
strategy-driven LLM initiatives with tangible business value. Such a structured approach
involves prioritizing LLM use cases based on value, effort, and risk and developing strategic
roadmaps (Baecker et al. 2024, O’Brien and Downie 2024).

From a dynamic capability view, strategic leadership is also crucial to the orchestration of
financial, human, and technological resources over time (Teece et al. 1997, Eisenhardt and
Martin 2000, Teece 2007). In the context of LLMs, this includes identifying opportunities,
directing investments, and transforming organizational routines to facilitate the use of LLMs.
Thus, this orchestration requires continuous top-management engagement in capability
building, learning, and cross-functional alignment (Barney 1991).

For practice, this implies that LLM readiness depends not only on whether banks have a
vision but also on whether that vision is translated into a strategic LLM roadmap and respective
resource allocations. Thereby, banks must avoid focusing exclusively on near-term
automation benefits and instead define the role of LLMs in shaping products, services, and
operating models (Nerijus et al. 2023). Strategic leadership and a vision provide the direction

and coherence required to drive scalable, value-generating LLM use.

Table 1. Strategic Leadership & Vision Assessment Questions

Question

To what extent is LLM adoption guided by a clearly articulated strategic vision from senior
leadership?

How consistently are LLM initiatives aligned with broader digital transformation objectives?

Is there an established process for sensing, evaluating, and responding to emerging LLM
opportunities?




2.1.2.Talent & Skills

Developing relevant talent and skills is essential for transforming LLM deployment in
banking from experimentation into a sustainable competitive advantage. Prior research
highlights that banks must invest in workforce development to complement their technological
investments (Chowdhury et al. 2024, Tona et al. 2025). Banks can only realize the potential
of LLMs if they possess the ability to continuously build, adapt, and reconfigure human capital
to meet the evolving technological demands (Barney 1991, Teece 2007). In the case of LLMs,
this includes technical expertise, such as data engineering or prompt design, as well as
managerial skills that enable employees to manage risk, interpret LLM outputs, and align
implementation with the business strategy (An et al. 2024). The combination of technical and
managerial LLM skills enables banks to move beyond experimentation and build scalable,
strategy-aligned LLM applications. Literature on human-Al collaboration further highlights that
these skills must be dynamic, as the continuous evolution of LLMs requires the continuous
adaption of workforce skills (Chowdhury et al. 2024).

This dynamic nature requires banks to build talent and skills through two approaches. First,
they need to invest in targeted upskilling initiatives for IT and business employees. Prior
research shows that talent and skill development through continuous learning, peer training,
and internal knowledge-sharing mechanisms (e.g., cross-functional learning communities) is
more effective than relying solely on external hiring (Kane 2019, Neeley and Leonardi 2022,
Braojos et al. 2024). Second, banks need to hire suitable talent and foster an environment in
which LLM-related skills can be integrated into everyday decisions (e.g., enabling risk teams
to evaluate LLM outputs). These approaches help build bank-specific human capital that is
difficult to imitate and thus a strategically valuable organizational capability (Barney 1991,
Pedraza-Rodriguez et al. 2023, An et al. 2024).

Therefore, talent and skills are not only a support function but a dynamic capability that

allows banks to deploy LLMs in a context-sensitive and suitable manner.



Table 2. Talent & Skills Assessment Questions

Question

Does the bank have in-house expertise in LLM development, integration, and risk management?

Are training and reskilling programs in place to prepare staff for LLM-enabled workflows?

To what extent are cross functional teams empowered to innovate, validate, and scale LLM
solutions?

2.1.3.Culture & Change Management

A growing research stream shows that digital transformation efforts often fail due to cultural
inertia, which is particularly the case in incumbent organizations like banks, where legacy
systems, risk aversion, and hierarchical structures dominate (Martinez-Caro et al. 2020,
Grover et al. 2022, An et al. 2024, Braojos et al. 2024). An organizational culture that promotes
openness, experimentation, and cross-functional collaboration is essential for successfully
deploying technological innovations (Grover et al. 2022, An et al. 2024). Organizations with a
strong continuous learning orientation and high digital adaptability are more likely to integrate
LLMs into business operations and realize innovation advantages (Chowdhury et al. 2024).
Without an organizational culture that promotes innovation, LLM initiatives remain
disconnected from the organizational routines, which limits their effectiveness.

Successful change also depends on formal and informal processes that help employees
understand, accept, and co-create the transformation (Robertson et al. 2025). Resistance to
change in an organization can stem from uncertainty, anxiety, or a perceived loss of control
(Tona et al. 2025, Robertson et al. 2025). Addressing these concerns requires more than
training and visible leadership support (Kotter 1995). It involves creating a culture of
psychological safety, inclusion, and shared purpose, where LLMs are understood as
augmenting rather than replacing (Chowdhury et al. 2024, Sarala et al. 2025, Robertson et al.
2025).

Culture and change management define whether LLM deployment is treated as a narrow

technical tool or as an opportunity to transform how the bank generates and captures value.
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Table 3. Culture & Change Management Assessment Questions

Question

How receptive is the organizational culture to adopting LLM-based systems?

Are structured management processes in place to support LLM integration across business units?

To what extent are employees actively engaged in LLM-related initiatives and transformation?

2.1.4.Governance & Risk Management

Governance and risk management are a critical capability for responsible and sustainable
LLM deployment in banking. LLMs introduce new risks, including discrimination (e.g.,
reinforcing social stereotypes), information hazards (e.g., private data leakage),
misinformation harms (e.g., hallucinations), malicious use (e.g., new cybersecurity threats),
human-computer interaction harms (e.g., amplified nudging in human-like conversations), and
environmental and socioeconomic harms (e.g., environmental harms from operating LLMs),
that cannot be managed through technical controls alone (Mittelstadt 2019, Weidinger et al.
2021, Mokander et al. 2024). In banking, where decisions are high-stakes, opaque, and highly
regulated, these risks demand a structured and proactive governance approach.

Therefore, principles such as explainability, accountability, fairness, and transparency are
insufficient if not operationalized through designated roles, documented processes,
independent oversight, and clear documentation (Mitchell et al. 2019, Mittelstadt 2019,
Weidinger et al. 2021, Mokander et al. 2024). Given their systemic importance and regulatory
exposure, banks must adopt governance frameworks that extend beyond mere compliance
and embed fiduciary responsibility and accountability (Cumming et al. 2021). The governance
approach and auditing needs to span from pre-deployment testing to post-deployment
monitoring on model, provider, and application levels (Mokander et al. 2024). Critically, the
governance approach must be dynamic and capable of adapting to new risks that emerge

from LLM technology innovations (Raji et al. 2020).
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While internal governance provides the foundation, alignment with external regulatory
requirements remains critical. Banks must ensure that their governance approaches are
compatible with regulatory standards (see contextual capability Regulatory Alignment).

Ultimately, governance needs to be embedded within the core organizational processes
rather than treated as a compliance afterthought. Effective governance enables banks to scale
LLMs responsibly while protecting the bank, its customers, stakeholders, and the integrity of

the financial system.

Table 4. Governance & Risk Management Assessment Questions

Question

Are there defined roles and responsibilities for governing LLM use within the bank?

To what extent are model risks (e.g., biases) systematically assessed and mitigated?

How comprehensively are LLM activities documented, audited, and aligned with risk policies?

2.2.Contextual Capabilities

Contextual capabilities describe a bank’s ability to align LLM initiatives with external
conditions and expectations. While organizational and technical capabilities constrain what a
bank can build and operate internally, contextual capabilities shape whether these efforts are
appropriate, timely, and strategically positioned within the banking environment. They
determine the extent to which LLM use is aligned with regulatory requirements, trusted by
internal and external stakeholders, and responsive to shifts in the technological and
competitive landscape. Following the dynamic capability view, sustaining a competitive
advantage in volatile environments requires not only internal resource orchestration but also
continuous engagement and adaptation to external change (Teece et al. 1997).

Regulatory Alignment is an increasingly critical capability since the deployment of LLMs in
banking is subject to evolving legal and compliance standards, including data protection laws,
LLM-specific regulations (e.g., EU Al Act), and sector-specific regulations. Banks must,

therefore, not only be aware of relevant regulatory developments but also possess the internal
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capability to interpret, translate, and operationalize them in the context of LLM use. Failure to
do so can lead to legal risk, reputational damage, or delays in LLM deployment. Trust &
Communication shape whether stakeholders, ranging from employees to customers, accept
and adopt LLMs. Prior research highlights that trust in LLMs is not inherent and needs to be
actively cultivated (Dietvorst et al. 2015, Rai 2020). This includes both internal communication
strategies to create transparency around the purpose and boundaries of LLMs, as well as
external communication to ensure that customers and regulators remain confident in the
bank’s ability to use LLMs responsibly. Furthermore, Responsiveness to Technological &
Competitive Environments is required to translate LLM technology innovations into a strategic
advantage, leveraging higher productivity and new revenue streams (for details, see the
Introduction). This encompasses the ability to sense relevant technological innovations,
evaluate their strategic fit, and respond to shifts in customer expectations or competitor
behavior. Such adaptive responsiveness characterizes dynamic capabilities (Teece et al.
1997) and distinguishes banks that adapt and thrive from those that remain path-dependent.

Contextual capabilities ensure that LLM adoption is not only feasible but also externally
legitimate, strategically situated, and adaptive. Without them, even well-designed technical
solutions risk misalignment with the law, a lack of stakeholder support, or irrelevance in a

rapidly evolving competitive sector.

2.2.1.Regulatory Alignment

Since LLMs might be deployed in banking in sensitive domains such as credit scoring, fraud
detection, and customer interaction, regulatory alignment becomes a critical contextual
capability. Regulatory alignment addresses how banks interpret, operationalize, and adapt to
external regulations governing LLM systems. Effective LLM adoption requires not only
technical capabilities but also deep integration of evolving legal expectations into the
governance approach (Cumming et al. 2021, Feretzakis et al. 2025). Banks must navigate a

fragmented and multi-layered regulatory landscape, spanning general data protection (e.g.,
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GDPR), financial regulation (e.g., MiFID, CFPB), and emerging Al-specific regulations (e.g.,
EU Al Act).

At the core of this capability is the establishment of ongoing legal oversight throughout the
LLM lifecycle. Global banks must align with jurisdiction-specific regulations, including binding
legislation in the EU (European Parliament 2024) and China (Cyberspace Administration of
China et al. 2023), and more open (principle-based) approaches in the US (The White House
2025) and UK (Secretary of State for Science, Innovation and Technology 2023). While these
vary in scope and legal force, they increasingly converge around risk-based and human-
centric LLM principles. For example, the EU Al Act classifies multiple LLM applications in
banking, including credit scoring, customer due diligence, and fraud detection, as “high-risk
systems” (European Parliament 2024). This classification entails strict requirements regarding
transparency, human oversight, risk management, and technical documentation.

Regulatory alignment complements the internal routines and protections included in the
organizational capability of Governance & Risk Management. Without robust external
regulatory alignment, even well-governed systems may fail to meet legal expectations,

exposing banks to fines, operational restrictions, or loss of public trust.

Table 5. Regulatory Alignment Assessment Questions

Question

Is the bank systematically assessing LLM use cases against applicable regulatory requirements
(e.g., GDPR)?

Are regulatory safeguards such as explainability and human oversight embedded in LLM
systems?

How actively does the bank engage with regulators or industry bodies on LLM governance issues?

2.2.2.Trust & Communication
Trust and communication extend the organizational capability of Culture & Change
Management by addressing how trust in LLMs is built and sustained internally among

employees and externally among customers, regulators, other stakeholders, and the public.
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Especially in banking, where decisions are high-stakes, perceptions of transparency,
reliability, and control are critical for adoption and the protection of the bank’s legitimacy.

Prior research shows that users often resist LLM-generated outputs, particularly in tasks
involving affective trust (Hildebrand and Bergner 2021). However, this so-called algorithm
aversion can be mitigated through careful system framing, visible human oversight, and
decision-support positioning rather than full automation (Dietvorst et al. 2015, Zehnle et al.
2025). Trust increases when LLMs explain how inputs shape outputs (i.e., explainable Al and
transparency), allow user interaction, and offer rationales in accessible language (Sakai and
Nagai 2022, Bertrand et al. 2023, Zhu et al. 2024, Wang et al. 2024).

Trust in LLMs varies across user groups. Younger, digital-native users are generally more
accepting of LLM-driven applications, whereas older or risk-averse users demand clearer
safeguards and explanations (Lourengo et al. 2020, Figa-Talamanca et al. 2022, Zhu et al.
2024). Internal resistance is especially pronounced among senior staff in compliance or risk
functions, who are more sensitive to model opacity and its implications for accountability
(Wang et al. 2024).

Anthropomorphic design (i.e., human-like features, such as avatars) can support early
adoption by increasing social presence but may reduce perceived credibility in complex tasks
(Hildebrand and Bergner 2021, Zhu et al. 2024). Thus, banks should calibrate design choices
to task complexity and user expectations, avoiding over-personification in sensitive contexts.

Ultimately, trust in LLMs is not solely driven by the accuracy of LLMs (Wang et al. 2024). It
requires a combination of explainability, perceived control, and consistent communication.
Internally, training and transparency about system limitations support user confidence and

responsible use. Externally, clear messaging reinforces trust.
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Table 6. Trust & Communication Assessment Questions

Question

How effectively does the bank communicate the purpose, limitations, and safeguards of LLM
usage to internal and external stakeholders?

Are mechanisms such as explainability, transparency, and user control consistently implemented?

To what extent are trust-related concerns (e.g., algorithm aversion, perceived autonomy) actively
managed?

2.2.3.Technological & Competitive Environment Responsiveness
Technological and competitive environment responsiveness is a contextual capability that
enables banks to sense and adapt to shifts in LLM technology, customer expectations, and
market dynamics. In an environment shaped by rapid LLM advances, rising customer
expectations, and increasing competition from fintechs and big tech, banks must align LLM
use with evolving business models and customer needs (Chung et al. 2020, Carpenter 2020,
Birch and Rutter 2023, Grimwade 2023). This includes tailoring LLM applications to market
segments (e.g., retail vs. corporate) and balancing short-term efficiency gains with long-term
innovation, which is often deprioritized under competitive pressure (Cao et al. 2024).
Responsiveness to the technological and competitive environment shapes which
opportunities are pursued and how LLM strategy remains relevant in a dynamic environment
(Rai et al. 2019). Additionally, it informs and enables the organizational capability of Strategic

Leadership & Vision.

Table 7. Technological & Competitive Environment Responsiveness Assessment

Questions

Question

How rapidly can the bank scale or adapt LLM systems in response to competitive or technological
shifts?

Are LLM investments and architectures aligned with evolving platform ecosystems and open
banking trends?

To what extent are decisions about LLM exploration and exploitation guided by strategic foresight
and market monitoring?
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2.3.Technical Capabilities

Technical capabilities provide the operational foundations required to deploy and manage
LLMs at scale. While organizational and contextual capabilities define the strategic,
technology, and competitive fit, technical capabilities determine whether LLM initiatives can
be implemented reliably and securely. In line with the dynamic capability view (Teece et al.
1997, Eisenhardt and Martin 2000, Teece 2007), these capabilities enable the reconfiguration
of technological assets to support sustained innovation and operational resilience.

First, Data Governance & Management ensures that LLMs are trained and operated on
accurate, compliant, and contextually appropriate data. Second, Technology Architecture &
Integration capabilities allow banks to flexibly embed LLMs within their IT architecture,
balancing build-versus-buy decisions and managing interoperability with legacy systems.
Third, LLMOps (LLM Operations) & Monitoring are required to maintain LLM operability and
performance over time through deployment pipelines and logging. Finally, Cybersecurity &
Privacy capabilities are critical in banking, where LLMs introduce novel risks and must operate
within strict regulatory boundaries.

Taken together, technical capabilities define the operational feasibility of LLM initiatives.

2.3.1.Data Governance & Management

Data governance and management is a technical capability that integrates strategic
oversight (governance) with operational execution (management) to ensure that data used
across the LLM lifecycle (training, fine-tuning, prompting, inference) is accurate, secure, and
fits the purpose. This capability directly supports Governance & Risk Management by enabling
traceability, audibility, and regulator alignment.

Classical data quality research emphasizes that data “fitness for use” depends not only on
accuracy but also on relevance, completeness, timeliness, and interpretability (Wang and
Strong 1996). In LLM contexts, this translates to ensuring that data inputs (e.g., customer

records, transaction histories, or laws) are use-case-relevant, well-structured, and trustworthy.
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Furthermore, in high-stakes banking contexts, ensuring data provenance, clear source
attribution, and representational transparency are of particular importance.

Recent work highlights the need for robust data governance practices like deduplication,
cleaning, bias mitigation, and privacy-preserving techniques such as anonymization and
access control (Meade et al. 2022, llyas and Rekatsinas 2022, Abbas et al. 2023, Montagna
et al. 2023, Miao et al. 2024). These are essential in the banking environment, which is subject
to privacy protection regulations (e.g., GDPR) (Feretzakis et al. 2024). At the same time,
scalable data management systems are required to support data ingestion, normalization,
augmentation, and inference (Feng et al. 2021, Miao et al. 2024). Data lifecycle challenges
such as data refreshing and deletion remain unresolved in LLMs, posing significant
compliance and reputational risks for banks (Miao et al. 2024, Feretzakis et al. 2025).

Taken together, data governance defines the standards and safeguards, while data

management ensures they are met across LLM systems.

Table 8. Data Governance & Management Assessment Questions

Question

How consistently are data quality, integrity, and provenance assured across LLM use?

Are there formal processes for data access, anonymization, and data governance for LLM-
relevant datasets?

To what extent are unstructured data assets (e.g., documents, chat logs) effectively leveraged for
LLM use?

2.3.2.Technology Architecture & Integration

This capability supports the organizational capability Strategic Leadership & Vision by
defining the technical infrastructure and integration that determines the speed, flexibility, and
sustainability of LLM adoption.

Modern software architectures favor modularity, microservices, and containerization,
enabling isolated deployment of components such as prompt libraries, policy engines, and
model hubs (Tiwana et al. 2010, Newman 2015, Abd-Elwahab et al. 2023, Langer 2025,

Weber et al. 2025). This modularity also facilitates updates, supports risk containment, and

18



enables horizontal scaling. It also aligns with platform ecosystem principles, where
composable services enhance agility and interoperability (Tiwana et al. 2010, Benlian et al.
2018).

Integration with legacy banking systems remains a key challenge. Banks are increasingly
relying on loosely coupled APIs, middleware, and caching-based workflows to utilize LLMs
without disrupting core banking platforms (Simran and Geetha 2024, Staegemann et al. 2025).
Additionally, hybrid deployment models, which combine cloud-based LLMs with on-premise
data processing, gain traction due to data sovereignty and latency considerations (Blumberg
et al. 2021, O’'Brien and Downie 2024).

Strategic decisions such as build vs. partner or open source (e.g., Llama) vs. proprietary
(e.g., ChatGPT) platforms must be guided by a structured assessment of architectural
compatibility, scalability, and governance requirements (Kamalnath et al. 2023, Mettrick
2024). When pursuing a build strategy, ensuring scalability and performance requires
architectural provisions for batching, GPU acceleration, and model distillation (i.e., transferring
knowledge from a larger to a smaller LLM) (Hsieh et al. 2023, Koilia and Kachris 2024). In this
case, performance monitoring, load balancing, and fault tolerance mechanisms are key for
ensuring enterprise-grade resilience.

Given the sensitive nature of financial data, LLM architecture must embed security and
privacy (see also Cybersecurity & Privacy).

Ultimately, this capability determines whether banks can evolve their IT ecosystem from

static infrastructures into adaptive, LLM-ready platforms.

Table 9. Technology Architecture & Integration Assessment Questions

Question

Is the existing LLM architecture modular, scalable, and compatible with secure LLM integration?

To what extent are LLMs integrated with core systems via standardized APIs and middleware?

Are architectural decisions guided by governance, performance, explainability, and resilience
requirements?
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2.3.3.LLMOps & Monitoring

LLMOps and monitoring is a critical technical capability that enables banks to manage the
full lifecycle of LLMs with the reliability, audibility, and compliance required in the banking
context. It extends traditional MLOps (Machine Learning Operations) by addressing the scale,
prompt sensitivity, and behavior of LLMs (Spirin and Balint 2023, Pahune and Akhtar 2025,
Zarour et al. 2025).

LLMOps and monitoring encompass automated deployment pipelines, prompt and context
versioning, and real-time monitoring of output quality, safety, and performance (Testi et al.
2022, Huang et al. 2024, Pahune and Akhtar 2025, Zarour et al. 2025). Unlike conventional
ML systems, LLMs require tracking prompt changes and contexts as core elements of
LLMOps.

In banking, LLMOps supports Regulatory Alignment by enabling reproducibility, version
control, and rollback mechanisms (Barman et al. 2024, Zarour et al. 2025). It must also enable
the detection of anomalies (e.g., hallucinations), which should trigger human-in-the-loop
reviews. By embedding risk controls into continuous delivery pipelines, LLMOps ensure that
model updates are bias-mitigated, interpretable, and legally compliant before deployment to
production (Pahune and Akhtar 2025). Integrated with governance structures, LLMOps
operationalizes oversight and directly support the organizational capability Governance & Risk

Management.

Table 10. LLMOps & Monitoring Assessment Questions

Question

Are there established continuous integration/continuous deployment pipelines and monitoring
systems tailored for LLM deployment and updates?

How effectively are performance, safety, and compliance issues detected and addressed post-
deployment?

Are prompts, data sources, and LLM behaviors versioned, audited, and continuously evaluated?
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2.3.4.Cybersecurity & Privacy

Deploying LLMs in banking requires the technical capability to protect data confidentiality,
integrity, and compliance. This is particularly relevant for banking contexts, which are subject
to pronounced regulatory constraints and cybersecurity threats. Therefore, banks need to
establish robust cybersecurity and privacy-preserving data practices tailored to the unique
risks of LLMs (Das et al. 2024, Raza et al. 2025).

From a cybersecurity perspective, LLMs introduce novel threats such as adversarial inputs
(malicious prompts designed to bypass LLM security measures), model inversion
(reconstruction of training data from model outputs), and prompt injection (inserting hidden
prompt instructions to hijack LLM behavior) (Koball et al. 2024, Das et al. 2024, Kovacevic et
al. 2024). These attacks can lead to manipulated outputs or the extraction of sensitive data.
Banks must implement layered defenses to reduce LLM exposure and misbehavior. Such
defenses include adversarial training (training LLMs on malicious inputs), input validation, as
well as anomaly detection and red-teaming (simulating attacks to improve model
security)(Ganguli et al. 2022, Perez et al. 2022, Das et al. 2024, Kovacevic et al. 2024). Secure
storage, access control, and encrypted pipelines also mitigate internal misuse and external
exploitation (Feretzakis et al. 2024, Das et al. 2024).

Privacy protection mechanisms are critical since LLMs are vulnerable to memorizing
personally identifiable information, which makes differential privacy (protecting sensitive data
by adding statistical noise), selective forgetting (removing specific data from a model’s
knowledge), and synthetic data generation (protecting sensitive information by creating
artificial data that mimics real data) in the training necessary (Shokri et al. 2017, Weitzenboeck
et al. 2022, Feretzakis et al. 2024). In high-stakes banking applications, compliance with
privacy protection laws (e.g., GDPR, CCPA) demands pseudonymization (replacing personal
identifiers with fictitious placeholders), data minimization, and privacy assessments (Lagioia
and Sartor 2020, Das et al. 2024). However, fully anonymizing unstructured banking data

remains operationally infeasible in many cases, making risk-based pseudonymization and
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contextual access controls more practical (Lagioia and Sartor 2020, Weitzenboeck et al.
2022).

This capability directly reinforces the organizational capability Governance & Risk
Management by operationalizing security-by-design and privacy-by-default principles. It
requires close coordination with LLMOps, model governance, and compliance teams to
ensure that technical safeguards align with regulations and internal controls. Further, it has

direct implications for internal and external trust in LLM-based systems.

Table 11. Cybersecurity & Privacy Assessment Questions

Question

Are LLM systems protected against data leakage, adversarial attacks, and misuse across the
lifecycle?

To what extent are privacy-preserving techniques (e.g., pseudonymization) adopted?

Is there a comprehensive security governance model covering LLM access, audit, and incident
response?

2.4. Maturity Levels

To capture the heterogeneous state of LLM capabilities readiness across a bank, the
framework incorporates five maturity levels: Ad-hoc, Emerging, Developing, Integrated, and
Optimized. The maturity levels are inspired by the CMMI (CMMI Institute 2025), a widely used
maturity model for IT management in the broader sense (Becker et al. 2009), the maturity
levels have been slightly adapted to better reflect increasing degrees of formalization,
institutional support, and strategic alignment and transformed from a six-level to five-level
scale. The maturity levels are designed to be capability-agnostic. Each capability, whether
organizational, contextual, or technical, can be assessed independently along the same five-
level scale. This allows for granular diagnosis and benchmarking. A bank may, for example,
exhibit integrated maturity in Data Governance & Management while remaining in an emerging

state in Culture & Change Management. The maturity levels enable a systematic assessment
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across capabilities, supporting targeted capability building. By identifying maturity gaps, banks

can prioritize LLM development efforts.

Table 12. Maturity Levels.

Maturity Level Capability-Agnostic Definition

Ad-hoc No formal processes, highly reactive.
Activities are informal, inconsistent, and typically limited to individual, isolated
efforts or teams. No shared frameworks or repeatable processes are in place.

Emerging Initial efforts, informal practices.
Isolated initiatives have started. Basic tools, roles, or processes are
introduced. Implementation remains fragmented.

Developing Defined processes, inconsistent execution.

Practices are coordinated and repeatable. Clear responsibilities exist, and
structures or processes support business strategy. Performance is tracked to
some extent.

Integrated Capabilities are coordinated and embedded.

Capability is embedded at the organizational level. Processes are
standardized, outcomes are measured, and cross-functional collaboration is
institutionalized. Risk controls and quality mechanisms are applied.

Optimized Continuous improvement and best practices.

Capability is continuously refined through feedback, monitoring, and
innovation. Capability performance is proactively managed, and the bank can
flexibly respond to regulatory, technological, or competitive shifts.

3. Conclusion

This practice-oriented paper provides a capability-based framework and assessment tool
for evaluating the readiness of banks to deploy LLMs in a strategic, compliant, and scalable
manner. Grounded in the dynamic capability view and extended through maturity levels
adapted from the CMMI, the framework structures the complex requirements of LLM
deployment into organizational, contextual, and technical capabilities. It further operationalizes
these capabilities through maturity-scaled assessment questions that enable both diagnostic
insight and strategic planning.

The framework supports banks in identifying organizational blind spots, aligning
governance and risk structures with evolving LLM operations, and anticipating integration

challenges linked to legacy systems, regulatory constraints, and data sensitivity. The maturity
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levels add a dynamic, longitudinal lens that supports banks in assessing their LLM readiness
and developing an LLM roadmap. The assessment tool offers a structural approach for
prioritizing investments, sequencing capability development, and benchmarking progress over
time.

The framework extends research on dynamic capabilities and technology adoption by
integrating the dynamic capability view with evolutionary maturity levels, thereby offering a
scalable model that can guide LLM capability development beyond the banking sector. While
developed for banking, the framework may be adapted to other sectors that face similar
constraints in terms of legacy systems, regulatory oversight, data sensitivity, and
explainability, such as insurance or legal services. In other sectors, domain-specific
extensions may be required, such as those for cyber-physical system integration in
manufacturing.

Future work may further validate and refine the framework through empirical assessments,
extend its applicability, or integrate it with financial performance indicators to evaluate the
impact of LLM capability development. As LLMs continue to transform the banking sector, this
framework provides a theoretical perspective and a practical tool for navigating the

organizational complexity and strategic uncertainty associated with LLM adoption.
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