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Abstract: Homomorphic authenticators (HAs) enable a client to authenticate a large collection of data elements m,, ..., m, and
outsource them, along with the corresponding authenticators, to an untrusted server. At any later point, the server can generate
a short authenticator o, vouching for the correctness of the output y of a function f computed on the outsourced data, i.e.
y = f(my, ...,m;). The notion of HAs studied so far, however, only supports executions of computations over data authenticated by
a single user. Motivated by realistic scenarios in which large datasets include data provided by multiple users, we study the
concept of multi-key homomorphic authenticators. In a nutshell, multi-key HAs are like HAs with the extra feature of allowing the
holder of public evaluation keys to compute on data authenticated under different secret keys. In this paper, we introduce and
formally define multi-key HAs. Secondly, we propose a construction of a multi-key homomorphic signature based on standard
lattices and supporting the evaluation of circuits of bounded polynomial depth. Thirdly, we provide a construction of multi-key
homomorphic MACs based only on pseudorandom functions and supporting the evaluation of low-degree arithmetic circuits.

1 Introduction

The technological innovations offered by modern IT systems are
changing the way digital data is collected, stored, processed, and
consumed. As an example, think of an application where data is
collected by some organisations (e.g. hospitals), stored and
processed on remote servers (e.g. the Cloud) and finally consumed
by other users (e.g. medical researchers) on other devices. On the
one hand, this computing paradigm is very attractive, particularly
as data can be shared and exchanged by multiple users. On the
other hand, it is evident that in such scenarios, one may be
concerned about security: while the users that collect and consume
the data may trust each other (up to some extent), trusting the
Cloud can be problematic for various reasons. More specifically,
two main security concerns to be addressed are those about the
privacy and authenticity of the data stored and processed in
untrusted environments.

While it is widely known that privacy can be solved in such a
setting using, e.g. homomorphic encryption [1], in this work, we
focus on the orthogonal problem of providing authenticity of data
during computation. Towards this goal, our contribution is on
advancing the study of homomorphic authenticators (HAs), a
cryptographic primitive that has been the subject of recent work
[2-5].

HAs. Using an HA scheme, a user Alice can authenticate a
collection of data items my, ..., m, using her secret key, and send the
authenticated data to an untrusted server. The server can execute a
program & on the authenticated data and use a public evaluation
key to generate a value o, vouching for the correctness of
y=%P(m,,...,m). Finally, a user Bob who is given the tuple
(P,y,09, ) and Alice's verification key can use the authenticator to
verify the authenticity of y as the output of the program 9
executed on data authenticated by Alice. In other words, Bob can
check that the server did not tamper with the computation's result.
Alice's verification key can be either secret or public. In the former
case, we refer to the primitive as homomorphic message
authentication codes (MACs) [3, 6], while in the latter, we refer to
it as homomorphic signatures [2]. One of the attractive features of
HAs is that the authenticator 64 , is succinct, i.e. much shorter than
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P’s input size. This means that the server can execute a program
on a huge amount of data and convince Bob of its correctness by
sending him only a short piece of information. As discussed in
previous work (e.g. [3, 4, 7]), HAs provide a nice solution, with
minimal communication and interaction, to the problem of
delegating computations on outsourced data, and thus can be
preferable to verifiable computation (VC) (more details on this
comparison appear in Section 1.2).

Our contribution: multi-key HAs. Up to now, the notion of HAs
has inherently been single-key, i.e. homomorphic computations are
allowed only on data authenticated using the same secret key. This
characteristic is obviously a limitation and prevents HA schemes
from suiting scenarios where the data is provided (and
authenticated) by multiple users. Consider the previously
mentioned example of healthcare institutions which need to
compute on data collected by several hospitals or even some
remote-monitored patients. Similarly, it is often required to
compute statistics for time-series data collected from multiple
users, e.g. to monitor usage data in smart metering, clinical
research or to monitor the safety of buildings. Another application
scenario is in distributed networks of sensors. Imagine for instance
a network of sensors where each sensor is in charge of collecting
data about air pollution in a certain area of a city, it sends its data to
a Cloud server, and then a central control unit asks the Cloud to
compute on the data collected by the sensors (e.g. to obtain the
average value of air pollution in a large area).

A trivial solution to address the problem of computing on data
authenticated by multiple users is to use HAs in such a way that all
data providers share the same secret authentication key. The
desired functionality is obviously achieved since data would be
authenticated using a single secret key. This approach, however,
has several drawbacks. The first one is that users need to
coordinate to agree on such a key. The second one is that in such a
setting there would be no technical/legal way to differentiate
between users (e.g. to make each user accountable for his/her
duties) as any user can impersonate all the other ones. The third
and more relevant reason is that sharing the same key exposes the
overall system to way higher risks of attacks and makes disaster
recovery more difficult: if a single user is compromised the whole
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system is compromised too, and everything has to be reinitialised
from scratch.

In contrast, this paper provides an innovative solution through
the notion of multi-key HAs. This primitive guarantees that the
corruption of one user affects the data of that user only, but does
not endanger the authenticity of computations among the other (un-
corrupted) users of the system. Moreover, the proposed system is
dynamic, in the sense that compromised users can be assigned new
keys and be easily reintegrated.

1.1 Overview of our results

Our contribution is mainly threefold. First, we elaborate a suitable
definition of multi-key HAs. Second, we propose the first
construction of a multi-key homomorphic signature (i.e. with
public verifiability) which is based on standard lattices and
supports the evaluation of circuits of bounded polynomial depth.
Third, we present a multi-key homomorphic MAC that is based
only on pseudorandom functions and supports the evaluation of
low-degree arithmetic circuits. In spite of being less expressive and
only secretly verifiable, this last construction is way more efficient
than the signature scheme. In what follows, we elaborate more on
our results.

Multi-key HAs: what are they? At a high level, multi-key HAs
are like HAs with the additional property that one can execute a
program & on data authenticated using different secret keys. In
multi-key HAs, Bob verifies using the verification keys of all users
that provided inputs to 9. These features make multi-key HAs a
perfect candidate for applications where multiple users gather and
outsource data. Referring to our previous examples, using multi-
key HAs each sensor can authenticate and outsource to the Cloud
the data it collects; the Cloud can compute statistics on the
authenticated data and provide the central control unit with the
result along with a certificate vouching for its correctness.

An important aspect of our definition is a mechanism that
allows the verifier to keep track of the users that authenticated the
inputs of %, i.e. to know which user contributed to each input wire
of 9. To formalise this mechanism, we build on the model of
labelled data and programs of Gennaro and Wichs [3] (see Section
3 for details). In terms of security, multi-key HAs allowed the
adversary to corrupt users (i.e. to learn their secret keys); yet this
knowledge should not help the adversary in tampering with the
results of programs which involve inputs of honest (i.e.
uncorrupted) users only. Our model allows us to handle
compromised users in a similar way to what occurs with classical
digital signatures: a compromised user could be banned by means
of a certificate revocation, and could easily be re-integrated via a
new key pair (Here we mean that this process does not add more
complications than the ones already existing for classical digital
signatures (e.g. relying on PKI mechanisms)). Thinking of the
sensor network application, if a sensor in the field gets
compromised, the data provided by other sensors remains secure,
and a new sensor can be easily introduced in the system with new
credentials.

Finally, we require multi-key HAs to be succinct in the sense
that the size of authenticators is bounded by some fixed polynomial
in (4, n,logt), where 4 is the security parameter, # is the number of
users contributing to the computation and ¢ is the total number of
inputs of . Although such dependence on »n may look
undesirable, we stress that it is still meaningful in many application
scenarios where 7 is much smaller than ¢. For instance, in the
application scenario of healthcare institutions, a few hospitals can
provide a large amount of data from patients.

A multi-key homomorphic signature for all circuits. After
setting the definition of multi-key HAs, we proceed to construct
multi-key HA schemes. Our first contribution is a multi-key
homomorphic signature that supports the evaluation of Boolean
circuits of depth bounded by a fixed polynomial in the security
parameter. The scheme is proven secure based on the small integer
solution (SIS) problem over standard lattices [8], and tolerates
adversaries that corrupt users non-adaptively (Precisely, our ‘core’
scheme is secure against adversaries that make non-adaptive
signing queries; this is upgraded to adaptive security via general
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transformations). Our technique is inspired by the ones developed
by Gorbunov et al. [4] to construct a (single-key) homomorphic
signature. Our key contribution is on providing a new
representation of the signatures that enables to homomorphically
compute over them even if they were generated using different
keys. Furthermore, our scheme enjoys an additional property, not
fully satisfied by Gorbunov et al. [4]: every user can authenticate
separately every data item m; of a collection m,,...,m,, and the
correctness of computations is guaranteed even when computing
on not-yet-full datasets. Although it is possible to modify the
scheme in [4] for signing data items separately, the security would
only work against adversaries that query the whole dataset. In
contrast, we prove our scheme to be secure under a stronger
security definition where the adversary can adaptively query the
various data items, and it can try to cheat by pretending to possess
signatures on data items that it never queried (the so-called Type 3
forgeries). We highlight that the scheme in [4] is not secure under
the stronger definition (with Type 3 forgeries) used in this paper,
and we had to introduce new techniques to deal with this scenario.
This new property is particularly interesting as it enables users to
authenticate and outsource data items in a streaming fashion,
without ever having to store the whole dataset. This is useful in
applications where the dataset size can be very large or not fixed a
priori.

A multi-key homomorphic MAC for low-degree circuits. Our
second construction is a multi-key homomorphic MAC that
supports the evaluation of arithmetic circuits whose degree d is at
most polynomial in the security parameter, and whose inputs come
from a small number n of users. For results of such computations,

. . . n+d
the corresponding authenticators have at the most size s = ( d )

(Note that s can be bounded by poly(n) for constant d, or by
poly(d) for constant n.). Notably, the authenticator's size is
completely independent of the total number of inputs of the
arithmetic circuit. Compared to our multi-key homomorphic
signature, this construction is only secretly verifiable (i.e. Bob has
to know the secret verification keys of all users involved in the
computation) and supports a class of computations that is less
expressive; also its succinctness is asymptotically worse. In spite of
these drawbacks, our multi-key homomorphic MAC achieves
interesting features. From the theoretical point of view, it is based
on very simple cryptographic tools: a family of pseudorandom
functions. Thus, security relies only on one-way functions. On the
practical side, it is particularly efficient: generating a MAC
requires only one pseudo-random function evaluation and a couple
of field operations; homomorphic computations boil down to
additions and multiplications over a multi-variate polynomial ring
FolXi ..., X,].

1.2 Related work

Homomorphic MACs and signatures. HAs have received a lot of
attention in previous work focusing either on homomorphic
signatures (publicly verifiable) or on homomorphic MACs (private
verification with a secret key). The notion of homomorphic
signatures was originally proposed by Johnson et al. [5]. The first
schemes that appeared in the literature were homomorphic only for
linear functions [9-13] and found important applications in
network coding and proofs of retrievability. Boneh and Freeman
[2] were the first to construct homomorphic signatures that can
evaluate more than linear functions over signed data. Their scheme
could evaluate bounded-degree polynomials, and its security was
based on the hardness of the SIS problem in ideal lattices in the
random oracle model. A few years later, Catalano et al. [14]
proposed an alternative homomorphic signature scheme for
bounded-degree polynomials. Their solution is based on multi-
linear maps and bypasses the need for random oracles. More
interestingly, the work by Catalano et al. [14] contains the first
mechanism to verify signatures faster than the running time of the
verified function. Recently, Gorbunov et al. [4] have proposed the
first (levelled) fully homomorphic signature scheme that can
evaluate arbitrary circuits of bounded polynomial depth over
signed data. Some important advances have been also achieved in
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the area of homomorphic MACs. Gennaro and Wichs [3] have
proposed a fully homomorphic MAC based on fully homomorphic
encryption. However, their scheme is not secure in the presence of
verification queries. More efficient schemes have been proposed
later [6, 7, 15] that are secure in the presence of verification queries
and are more efficient at the price of supporting only restricted
homomorphisms. Finally, we note that Agrawal et al. [16]
considered a notion of multi-key signatures for network coding, and
proposed a solution which works for linear functions only.
Compared to this work, our contribution shows a full-fledged
framework for multi-key HAs, and provides solutions that address
a more expressive class of computations.

Verifiable computation (VC). Achieving correctness of
outsourced computations is also the aim of the verifiable
delegation of computation (VC) [17-22]. In this setting, a client
wants to delegate the computation of a function fon an input x to
an untrusted cloud-server. If the server replies with y, the client's
goal is to verify the correctness of y = f(x) spending less resources
than those needed to execute f. As mentioned in previous work
(e.g. [3, 4]) a crucial difference between VC and HAs is that in VC
the verifier has to know the input of the computation — which can
be huge — whereas in HAs one can verify by only knowing the
function f and the result y. Moreover, although some results of VC
could be re-interpreted to solve scenarios similar to the ones
addressed by HAs, results based on VC would still present several
limitations. For instance, using HAs the server can prove the
correctness of y = f(x) with a single message, without needing any
special encoding of f from the delegator. Second, HAs come
naturally with a composition property, which means that the
outputs of some computations on authenticated data (which is
already authenticated) can be fed as input for follow-up
computations. This feature is of particular interest to parallelise and
or distribute computations (e.g. MapReduce). Emulating this
composition within VC systems is possible using certain non-
interactive proof systems [23] but leads to complex statements and
less natural realisations. The last advantage is that by using HAs,
clients can authenticate various (small) pieces of data
independently and without storing previously outsourced data. In
contrast, most VC systems require clients to encode the whole
input in ‘one-shot’, and often such encoding can be used in a single
computation only.

Multi-client VC. Another line of work, closely related to ours is
that on multi-client VC [24, 25]. This primitive, introduced by Choi
et al. [24], aims to extend VC to the setting where inputs are
provided by multiple users, and one of these users wants to verify
the result's correctness. Choi et al. [24] proposed a definition and a
multi-client VC scheme which generalises that of Gennaro et al.
[20]. The solution in [24], however, does not consider malicious or
colluding clients. This setting was addressed by Gordon et al. [25],
where they provide a scheme with stronger security guarantees
against a malicious server or an arbitrary set of malicious colluding
clients.

It is interesting to notice that in the definition of multi-client
VC, all the clients but the one who verifies can encode inputs
independently of the function to be later executed on them. One
may thus think that the special case in which the verifier provides
no input yields a solution similar to the one achieved by multi-key
HAs. However, a closer look at the definitions and the existing
constructions of multi-client VC reveals three main differences. (i)
In multi-client VC, to prove the correctness of an execution of a
function f, the server has to wait for a message from the verifier
which includes some encoding of /. This is not necessary for multi-
key HAs where the server can directly prove the correctness of f'on
previously authenticated data with a single message and without
any function's encoding. (ii) The communication between the
server and the verifier is at least linear in the total number of inputs
of fi this can be prohibitive in the case of computations on very
large inputs (think of TBytes of data). In contrast, with multi-key
HAs the communication between the server and the verifier is
proportional only to the number of users and depends only
logarithmically on the total number of inputs. (iii) In multi-client
VC, an encoding of one input can be used in a single computation.
Thus, if a user wants to first upload data on the server to later
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execute many functions on it, then the user has to provide as many
encodings as the number of functions to be executed. In contrast,
multi-key HAs allowed one to encode (i.e. authenticate) every
input only once and to use it for proving the correctness of
computations an unbounded number of times.

1.3 Publication note

This paper includes all the results presented in [26] with additional
details and complete proofs. In particular, compared to [26], in this
version we additionally provide: the description of two generic
transformations from weak to adaptive security (Section 4.4), a
more detailed description of polynomial representations that could
be employed in our MKHMac scheme (Section 5.1), and complete
proofs for all the stated results (especially in Section 5).

2 Preliminaries

We collect here the notation and basic definitions used throughout
the paper.

Notation. The Greek letter 4 is reserved for the security
parameter of the schemes. A function e(4) is said to be negligible
in 1 (denoted as €(4) = negl(A)) if e(1) = O(A™) for every constant
¢ > 0. When a function can be expressed as a polynomial, we often
write it as poly(-). For any neN, we refer to [n] as

[n] :={1,...,n}. Moreover, given a set &, the notation s L S
stays for the process of sampling s uniformly at random from &§.

Definition 1(Statistical distance): Let X,Y denote two random
variables with support &', %, respectively; the statistical distance
between X and Y is defined as

SD(X,Y)::% > IPrX=ul- PriY=ull.
ueTVY

If SD(X, Y) = negl(4), we say that X and Y are statistically close

stat
and we write X ~ Y. Below we recall the definition and basic facts

about conditional min-entropy [27].

Definition 2 (Entropy): The min-entropy of a random variable X
is defined as

H (X):= — log( mfx Pr[X = x]).

The (average-) conditional min-entropy of a random variable X
conditioned on a correlated variable Y is defined as

H (X|Y):= —log( E [max Pr[X=x

ye«Y X

Y=y]).

The optimal probability of an unbounded adversary guessing X
when given a correlated value Y is 2 HaXID)

Lemma 1: Let X,Y be arbitrarily random variables where the
support of Ylies in %. Then H(X|Y) > H(X) — Log(|¥)).

3 Multi-key HAs

In this section, we present our new notion of Multi-Key HAs.
Intuitively, multi-key HAs extended the existing notions of
homomorphic signatures [2] and homomorphic MACs [3] in such a
way that one can homomorphically compute a program % over
data authenticated using different secret keys. For the sake of
verification, in multi-key HAs the verifier needs to know the
verification keys of all users that provided inputs to . Our
definitions are meant to be general enough to be easily adapted to
both the case in which verification keys are public and the one
where verification keys are secret. In the former case, we call the
primitive multi-key homomorphic signatures, whereas in the latter
case we call it multi-key homomorphic MACs.
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As already observed in previous work about HAs, it is
important that an authenticator 64 ,, does not authenticate a value y
out of context, but only as of the output of a program & executed
on previously authenticated data. To formalise this notion, we build
on the model of labelled data and programs of Gennaro and Wichs
[3]. The idea of this model is that every data item is authenticated
under a unique label Z. For example, in scenarios where the data is
outsourced, such labels can be thought of as a way to index/
identify the remotely stored data. A labelled program &, on the
other hand, consists of a circuit f where every input wire 7 has a
label ¢;. Going back to the outsourcing example, a labelled
program is a way to specify what portion of the outsourced data,
one should execute a circuit f. More formally, the notion of labelled
programs of [3] is recalled below.

Labelled programs [3]. A labelled program & is a tuple
(f,\, ..., ¢p), such that f: 4" — A is a function of n variables
(e.g. a circuit) and #; € {0,1}" is a label for the ith input of f.
Labelled programs can be composed as follows: given &, ..., %,

and a function g:.#' — ., the composed program %" is the one
obtained by evaluating g on the outputs of &, ..., 2, and it is
denoted as P = g(P,, ..., P,). The labelled inputs of P are all
the distinct labelled inputs of &, ..., P, (all the inputs with the
same label are grouped together and considered as a unique input
of &*). Let fiq: M — M be the identity function and £ € {0, 1}" be
any label. We refer to .7, = (fi4,¢) as the identity program with
the label #. Note that a program £ = (f.?),...,£,) can be
expressed as the composition of n identity programs
P=f( Ty Te)

We are using labelled programs to identify users. In our notion
of multi-key HAs, one wishes to verify the outputs of computations
executed on data authenticated under different keys. A meaningful
definition of multi-key HAs thus, requires that the authenticators
are not out of context also concerning the set of keys that
contributed to the computation. To address this issue, we assume
that every user has an identity id in some identity space ID, and
that the user's keys are associated to id using any suitable
mechanism (e.g. PKI). Next, to distinguish among data of different
users and to identify to which input wires a certain user-
contributed, we assume that the label space contains the set ID.
Namely, in our model, a data item is assigned a label £ := (id, 7),
where id is a user's identity, and 7 is a tag; this essentially
identifies uniquely a data item of user id with index 7. For
compatibility with previous notions of HAs, we assume that data
items can be grouped in datasets, and one can compute only on
data within the same dataset. In our definitions, a dataset is
identified by an arbitrary string A (Although considering the
dataset notion complicates the definition, it also provides some
benefits, as we illustrate later in the constructions. For instance,
when verifying for the same program & over different datasets,
one can perform some pre-computation that makes further
verifications cheap).

Definition 3 (Multi-key HA): A multi-key HA scheme MKHAut
consists of a tuple of PPT algorithms (Setup, KeyGen, Auth,
Eval, Ver) satisfying the following properties: authentication
correctness, evaluation correctness, succinctness, and security. The
five algorithms work as follows:

Setup(l'l). The setup algorithm takes as input the security
parameter A and outputs some public parameters pp. These
parameters include (at least) descriptions of a tag space I, an
identity space ID, the message space ., and a set of admissible
functions &. Given I and ID, the label space of the scheme is
defined as their Cartesian product &£ :=1ID X . For a labelled
program P = (f, ¢, ...,¢;) with labels ¢;:=(id;, 1;) € &, we use
id € & as a compact notation for id € {id,,...,1d,}. The pp are
input to all the following algorithms, even when not specified.

KeyGen (pp.). The key generation algorithm takes as input the
public parameters and outputs a triple of keys (sk, ek, vk), where
sk is a secret authentication key, ek is a public evaluation key and
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vk is a verification key which could be either public or private (As
mentioned earlier, the generated triple (sk,ek,vk) will be
associated with an identity id € ID. When this connection
becomes explicit, we will refer to (sk, ek, vk) as (skiq, €Kig, VKiq))-
Auth(sk, A, Z,m). The authentication algorithm takes as input an
authentication key sk, a dataset identifier A, a label £ = (id, 7) for
the message m, and it outputs an authenticator o.

Eval(f, {(o;, EKS;)}ic ) The evaluation algorithm takes as input a
t-input function f:.#' — 4, and a set {(6;, EKS;)}; < where each
o0; is an authenticator and each EKS; is a set of evaluation keys (The
motivation behind the evaluation-keys set EKS; is that, if o;
authenticates the output of a labelled program 9;, then
EKS; = {€kiq}iae» should be the set of evaluation keys
corresponding to identities involved in the computation of %;).

Ver (P, A, {vKkig}iqe » M, 0). The verification algorithm takes as
input a labelled program & = (f,¢,,...,¢,), a dataset identifier A,
the set of verification keys {vkiq}iqe o corresponding to those
identities id involved in the program 9°, a message m, and an
authenticator o. It outputs 0 (reject) or 1 (accept).

Authentication  correctness.  Intuitively, a  multi-key
homomorphic hauthenticator has authentication correctness if the
output of Auth(sk, A, #,m) verifies correctly for m as the output of
the identity program ¥, over the dataset A. More formally, a
scheme MKHAut satisfies authentication correctness if, for all public
parameters PP <« Setup(lj), any key triple
(sk, ek, vk) « KeyGen(pp), any label Z = (id,7) € &, and any
authenticator o < Auth(sk, A, 7, m), we have Ver(¥,, A, vk, m, o)
outputs 1 with all but a negligible probability.

Evaluation correctness. Intuitively, this property says that
running the evaluation algorithm on signatures (o, ..., 6;) such that
each o; verifies for m; as the output of a labelled program 9; over
the dataset A, it produces a signature ¢ which verifies for
f(m,,...,m) as the output of the composed program f(Z,,..., P,
over the dataset A. More formally, let us fix the public parameters
PP < Setup(l’l), a set of key triples {(skig, €kig VKig)}iqe1p fOr
some ID C ID, a dataset A, a function g:.#' — ./, and any set of
program/message/authentica-tor triples {(;, m;, 6,)}ic s such that

Ver(%;, A, {vkigligeg, mp» o) =1 for all ie€[tf]. Let
m' = g(mg, ..., m), P = g(Py, ..., %), and

o' = Eval(g, {(o;, EKS)}iem), (D
where EKS; = {ekid}iqe o Then,

Ver(9", A, {vkig}igeo* M, 6)=1 holds with all but a
negligible probability.

Succinctness. A multi-key HA is said to be succinct if the size
of every authenticator depends only logarithmically on the size of a
dataset. However, we allow authenticators to depend on the
number of keys involved in the computation. More formally, let

PP < Setup(l’l), P =(f,C,....0) with ¢; = (1d;, 1)),
{(skia, €kiq, Vkiq) < KeyGen(pp)}ide o 2)
And
0; < Auth(skiq, A, ¢ m) 3)
for all i € []. A multi-key HA is said to be succinct if there exists a
fixed polynomial p such that |o| = p(4,n,logt), where
o =EVal(g, {(0;, €kig)}icin) andn = |{id € F}|.
Remark 1: Succinctness is one of the crucial properties that
make multi-key HAs an interesting primitive. Without
succinctness, a trivial multi-key HA construction is the one where

Eval outputs the concatenation of all the signatures (and
messages) given in input, and the verifier simply checks each
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message—signature pair and recomputes the function by himself.
Our definition of succinctness, where signatures can grow linearly
with the number of keys but logarithmically in the total number of
inputs, is also non-trivial, especially when considering settings
where there are many more inputs than keys (in which case, the
above trivial construction would not work). Another property that
can make homomorphic signatures an interesting primitive is
privacy — context-hiding — as considered in prior work. Intuitively,
context-hiding guarantees that signatures do not reveal information
on the original inputs. While we leave the study of context-hiding
for multi-key HAs for future work, we note that a trivial
construction that is context-hiding but not succinct can be easily
obtained with the additional help of non-interactive zero-
knowledge proofs of knowledge: the idea is to extend the trivial
construction above by requiring the evaluator to generate a NIZK
proof of knowledge of valid input messages and signatures that
yield the public output. In this sense, we believe that succinctness
is the most non-trivial property to achieve in homomorphic
signatures, and this is what we focus on in this work.

Security. Intuitively, our security model for multi-key HAs
guarantees that an adversary, without knowledge of the secret keys,
can only produce authenticators that were either received from a
legitimate user or verify correctly on the results of computations
executed on the data authenticated by legitimate users. Moreover,
we also give the adversary the possibility of corrupting users. In
this case, it must not be able to cheat on the outputs of programs
that get inputs from uncorrupted users only. In other words, our
security definition guarantees that the corruption of one user affects
the data of that user only, but does not endanger the integrity of
computations among the other (un-corrupted) users of the system.
We point out that preventing cheating on programs that involve
inputs of corrupted users is inherently impossible in multi-key
HAs, at least if general functions are considered. For instance,
consider an adversary who picks the function (x, + x, mod p),
where x, is supposed to be provided by user Alice. If the adversary
corrupts Alice, it can use her secret key to inject any input
authenticated on her behalf and thus bias the output of the function
at its will.

The formalisation of the intuitions illustrated above is more
involved. For a scheme, MKHAut we define security via the
following experiment between a challenger € and an adversary
& (HomUF — CMAy mrHAW(A)):

Setup. € runs Setup(l’l) to obtain the public parameters pp that
are sent to &/

Authentication queries. &/ can adaptively submit queries of the
form (A, 7, m), where A is a dataset identifier, £ = (id,7) is a
label in ID X  and m € ./ are messages of his choice. € answers
as follows:

o If (A, 7, m) is the first query for the dataset A, & initialises an
empty list Ly = @ and proceeds as follows.

o If (A, 7, m) is the first query with identity id, € generates keys
(skig, €Kig, VKiq) S KeyGen(pp) (that are implicitly assigned
to identity id), gives ek;q to & and proceeds as follows.

o If (A,Z,m) is such that (Z,m)&Ly €

oy & Auth(skig, A, 7, m) (note that € has already generated
keys for the identity id), returns o, to &, and updates the list
LA «— LAU(zf’,m).

o If (A,#,m) is such that (7, -) € Ln (which means that the
adversary had already made a query (A, #,m’) for some message
m’), then & ignores the query.

computes

Verification queries. </ is also given access to a verification oracle.
Namely, the adversary can submit a query (%, A,m,0), and €
replies with the output of Ver(%, A, {vKkig}iqe o m, 0).

Corruption. The adversary has access to a corruption oracle. At
the beginning of the game, the challenger initialises an empty list
L.ow =@ of corrupted identities; during the game, & can
adaptively query identities id € ID. If id & L., then € replies
with the triple (skiq, €kiq4, VKi4) (i.€. generated using KeyGen if not
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done before) and updates the list Legy < Leoe U id. If id € Legyy,
then € replies with the triple (skigq, €kig, Vkigq) assigned to id
before.

Forgery. In the end, & outputs a tuple (%", A",m",6"). The
experiment outputs 1 if the tuple returned by & is a forgery
(defined below), and 0 otherwise.

Definition 4 (Forgery): Consider an execution of the
experiment HomUF — CMA / yxaus(4), where (2, A", m", ") is the
tuple returned by the adversary at the end of the experiment, with
P =(f"¢,....,¢;). This is a forgery if

Ver(9, A, {vkig}ige gm0 = 1, 4

for all id € 9", we have that id & L., (i.e. no identity involved

in & is corrupted), and either one of the following properties is
satisfied:

Type 1: Ly~ has not been initialised during the game (i.e. the dataset
A" was never queried).

Type 2: Foralli € [f], (£}, m)) € La,, butm” # f*(my, ..., m;) (i.e. m”
is not the correct output of »* when executed over previously
authenticated messages).

Type 3: There exists a label £* such that (£°, - ) & La . (i.e. & never
made a query with label £7).

We say that a multi-key HA scheme MKHAut is secure if for
every PPT adversary &, its advantage

Advigiins o (A) = Pr [HomUF — CMAy anas() = 11 (5)
is negligible.

Remark 2 (Comparison with previous security definitions): Our
security notion can be seen as the multi-key version of the one
proposed by Gennaro and Wichs in [3] (in their model our Type 3
forgeries are called ‘Type 1’ as they do not consider multiple
datasets). We point out that even in the special case of a single key,
our security definition is stronger than the ones used in previous
work [2, 4, 13, 14] (with the only exception of [3]). The main
difference lies in our definition of Type 3 forgeries. The intuitive
idea of this kind of forgeries is that an adversary who did not
receive an authenticated input labelled by a certain £ cannot
produce a valid authenticator for the output of a computation which
has #* among its inputs. In [2, 4] these forgeries were not
considered at all, as the adversary is assumed to query the dataset
always in full. Other works [6, 13, 14] consider a weaker Type 3
notion, which deals with the concept of ‘well defined programs’,
where the input wire labelled by the missing label £* is required to
‘contribute’ to the computation (i.e. it must change its outcome).
The issue with such a Type 3 definition is that it may not be
efficient to test if an input contributes to a function, especially if
the admissible functions are general circuits. In contrast, our
definition above is simpler and efficiently testable since it simply
considers a Type 3 forgery one where the labelled program 9*
involves an un-queried input.

Multi-key homomorphic signatures. As previously mentioned,
our definitions are general enough to be easily adapted to either
case in which verification is secret or public. The only difference is
whether the adversary is allowed to see the verification keys in the
security experiment. When the verification is public, we call the
primitive multi-key homomorphic signatures. More formally:

Definition 5 (Multi-key homomorphic signatures): A multi-key
homomorphic signature is a multi-key HA in which verification
keys are also given to the adversary in the security experiment.

Note that making verification keys public also allows to slightly
simplify the security experiment by removing the verification
oracle (the adversary can run the verification by itself). In the
sequel, when referring to multi-key homomorphic signatures, we
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adapt our notation to the typical one of digital signatures. Namely
we denote Auth(sk,A,Z,m) as Sign(sk,A,Z,m), and call its
outputs signatures.

3.1 Non-adaptive corruption queries

In our work, we consider a relaxation of the security definition in
which the adversaries ask for corruptions in a non-adaptive way.
More precisely, we say that an adversary &/ makes non-adaptive
corruption queries if for every identity id asked to the corruption
oracle, id was not queried earlier in the game to the authentication
oracle or the verification oracle. For this class of adversaries, it is
easy to see that corruption queries are essentially of no help as the
adversary can generate keys on its own. More precisely, we can
prove the following proposition.

Proposition 1: MKHAut is secure against adversaries that do not
make corruption queries if and only if MKHAut is secure against
adversaries that make non-adaptive corruption queries.

Proof: The proof is rather simple, and we give here only a proof
sketch. It is obvious to see that if a scheme is secure in the presence
of non-adaptive corruptions, then the same scheme is secure when
there is no corruption at all. For the opposite direction, we can
show that for every adversary &/c.., that breaks the security of
MKHAut by non-adaptive corruptions, there is an adversary 98 that
breaks the security of MKHAut in a game without corruptions. In
particular, the reduction is tight, i.e. the success probability of 9 is
the same as that of ¢y y.

B simply runs the adversary &/, and forwards all the queries
of ooy (eXxcept corruption queries) to its challenger. For every
corruption query id, B generates a tuple

(Skig, €Kig, VKig) S KeyGen(pp) and returns the tuple to of/coyry-
If 9/corr comes up with a valid forgery, by definition this forgery
does not involve any corrupted identity. Hence, the same forgery
will be valid also in the game played by 9. It is not hard to see that
the simulation is perfect since &/¢,., only makes corruption queries
for identities that were never asked to the authentication or
verification oracles earlier in the game. Therefore, if &/, had an
advantage ¢ in breaking the scheme in the game with non-adaptive
corruptions, then 9 has the same advantage to break the scheme
without making corruptions at all. 0

3.2 Weakly-adaptive secure multi-key HAs

In our work, we also consider a weaker notion of security for
multi-key HAs in which the adversary has to declare all the queried
messages at the beginning of the experiment. More precisely, we
consider a notion in which the adversary declares only the
messages and the respective tags that will be queried, for every
dataset and identity, without, however, need to specify the names of
the datasets or of the identities. In a sense, the adversary & is
adaptive on identities and dataset names, but not on tags and
messages. The definition is inspired by the one, for the single-key
setting, of Catalano et al. [14].

To define the notion of weakly-adaptive security for multi-key
HAs, we introduce here a new experiment
Weak — HomUF — CMAy ykaaus, Which is a variation of the
experiment HomUF — CMA ./ yxuaut (Definition 3) as described below.

Definition 6 (Weakly-secure multi-key HAs): In the security
experiment Weak — HomUF — CMA yxuaus, before the setup phase,
the adversary &/ sends to the challenger € a collection of sets of
tags 7, C T for i € [Qi4] and k € [Qa], where Q;4 and Qp are,
respectively, the total number of distinct identities and datasets that
will be queried during the game. Associated to every set 7, &
also sends a set of messages {m.},.g,, . Basically the adversary
declares, before key generation, all the messages and tags that it
will query later on; however, & is not required to specify identity
and dataset names. Next, the adversary receives the public
parameters from € and can start the query-phase. Verification
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queries are handled as in HomUF — CMA yxuaut. For authentication
queries, &/ can adaptively submit pairs (id,A) to €. The
challenger then replies with a set of authenticators {o;};c 7,
where indices i, k are such that id is the ith queried identity, and A
is the kth queried a dataset.

An analogous security definition of weakly-secure multi-key
homomorphic signatures is trivially obtained by removing a
verification oracle.

In Section 4.4, full version of this paper, we present two generic
transformations that turn weakly secure multi-key HA schemes
into adaptive secure ones. Our first transformation holds in the
standard model and works for schemes in which the tag space I
has polynomial size, while the second one avoids this limitation on
the size of 7 but holds in the random oracle model.

4 Our multi-key fully homomorphic signature

In this section, we present our construction of a multi-key
homomorphic signature scheme that supports the evaluation of
arbitrary circuits of bounded polynomial depth. The scheme is
based on the SIS problem on standard lattices, a background of
which is provided in the next section. Precisely, in Section 4.2, we
present a scheme that is weakly-secure and supports a single
dataset. Later, in Section 4.3, we discuss how to extend the scheme
to handle multiple datasets, whereas the support of adaptive
security can be obtained via the applications of our transformations
in Section 4.4.

4.1 Lattices and SIS problem

We recall here notation and some basic results about lattices that
are useful to describe our homomorphic signature construction.
For any positive integer ¢, we denote by Z, the ring of integers

modulo ¢. Elements in Z, are represented as integers in the range

(- %, %]. The absolute value of any x € Z, (denoted with |x]) is
defined by taking the modulus g representative of x in (— % %],

i.e. take y = x mod ¢ and then set |x| = |y‘ e [0, %]. Vectors and

matrices are denoted in bold. For any vector u := (u;, ..., u,) € Z,
its infinity norm is || # ||, := max;cy, |u], and similarly, for a
matrix A := [a; ;] € Z,"" we write || A |l = MaXjepm jem |a -

SIS problem. For integer parameters n,m,q and pf, the
SIS(n,m, q, B) problem [8] provides to an adversary & a uniformly

random A € Z;*", and requires & to find a vector u € Z;*" such
thatu #0, || u || < p,and A - u = 0. More formally:

Definition 7 (SIS): Let 2 € N be the security parameter. For
values n = n(d),m = m(4), g = q(1), p = p(1), defined as functions
of 4, the SIS(n, m,q, ) hardness assumption holds if for any PPT
adversary &/ we have

A u=0Au#0 A |luly, <pB:
Pr < negl(4).
A 7w e gt Ay | g

For standard lattices, the SIS problem is known to be as hard as
solving certain worst-case instances of lattice problems [8, 28-30],
and is also implied by the hardness of learning with error (we refer
any interested reader to the cited papers for the technical details
about the parameters).

In our paper, we assume that for any f = 2P°"Y® there are some
n=poly(d), ¢ = 2P, with g > , such that for all m = poly(l)
the SIS(n,m,q, ) hardness assumption holds. This parameter
choice assures that hardness of worst-case lattice problems holds
with sub-exponential approximation factors.

Trapdoors for lattices. The SIS problem is hard to solve for a
random matrix A. However, there is a way to sample a random A
together with a trapdoor such that SIS becomes easy to solve for
that A, given the trapdoor. Additionally, it has been shown that
there exist ‘special’ (non-random) matrices G for which SIS is easy
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to solve as well. The following lemma from [31-34] summarises
the above-known results (similar to a lemma in [35]):

Lemma 2: There exist efficient algorithms TrapGen, SamPre,
Sam such that the following holds: given integers n>1,q > 2,
there exist some

m' = m*(n, Q= O(nlog D> Bsam = Bsam(n, @) = O(HVIOg Q) (6)
such that for all m > m" and all k (polynomial in n) we have

l. Sam(1™,1*,g) > U samples a matrix U € Z?Xk such that
[l Ulle < Psan (with probability 1).

For (A,td) < TrapGen(1", 1", ¢), Az,

U < San(1", 1%, ), V.= AU, vz,
U’ « SamPre(A,V’,td), we have the following statistical
indistinguishability (negligible in n):

sta

t stat
A~ A and (A,td,UV) ~ (A, U,V

and U’ < SamPre(A, V', td) always satisfies AU’ =V’ and
U oo < Psan-

3. Given n,m,q as above, there is an efficiently and
deterministically computable matrix G e Z;"™ and a
deterministic polynomial-time algorithm G~' that on input
Ve ZZX]‘ (for any integer k) outputs R = G™'(V) such that
Re {0,1}"*and GR = V.

4.2 Our multi-key homomorphic signature for a single dataset

In this section, we present our multi-key homomorphic signature
that supports the evaluation of Boolean circuits of bounded
polynomial depth. Our construction is inspired by the (single-key)
one of Gorbunov et al. [4], with the fundamental difference that in
our case, we enable computations over data signed using different
secret keys. Moreover, our scheme is secure against Type 3
forgeries. We achieve this via a new technique which consists of
adding to every signature a component that specifically protects
against this type of forgeries. We prove the scheme to be weakly-
secure under the SIS hardness assumption.

Parameters. Before describing the scheme, we discuss how to
set the various parameters involved. Let A be the security
parameter, and let d = d(4) = poly(4) be the bound on the depth of
the circuits supported by our scheme. We define the set of
parameters used in our scheme Par = {n,m, q, fs1s; Poaxs Pinic} 1N
terms of A,d and of the parameters required by the trapdoor
algorithm in Lemma 2: m", fi;,,, where m" = m"(n, q¢) := O(nlog )
and P = O(nyflogq). More precisely, we set: f3,, := 2°0#M,
Pors :=2""%"B,.; n=poly(d); q=OQ2"""") > fs;s is a prime
(as small as possible) so that the SIS(n,m’,q, fs1g) assumption
holds for all m" = poly(4);

m = max {m",nlogq + w(log(1))} = poly(d) 7

and, finally, £+ := Bsan = PO1y(D).

Construction. The PPT algorithms
(Setup, KeyGen, Sign, Eval, Ver) which define our construction
of multi-key homomorphic signatures work as follows:

Setup(l’l). The setup algorithm takes as input the security
parameter A and generates the public parameters pp which include:
the bound on the circuit depth d (which defines the class & of
functions supported by the scheme, i.e. Boolean circuits of depth
d)v the set Par = {l’l, m,dq, ﬂSIS’ ﬂmax’ ﬁinit}r the set
U={UeZ{": |Ullow < Pux}> the set 7 ={VezZ,"},
descriptions of the message space # = {0,1}, the tag space
T =[T], and the identity space ID = [C], for integers T,C € N. In
this construction, the tag space is of polynomial size, i.e.
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T = poly(4) while the identity space is essentially unbounded, i.e.
we set C =2 Also, recall that 7 and ID immediately define the
label space Z=1IDXJ. The final output is
pp = {d,Par, %, 7, #,T,1ID}. We assume that these public
parameters pp are an input of all subsequent algorithms, and often
omit them from the input explicitly.

KeyGen(pp). The key generation algorithm takes as input the
public parameters pp and generates a key-triple (sk, ek, vk)
defined as follows. First, it samples T random matrices
V..., Vo <= 9. Second, it runs (A, td) < TrapGen(1",1",¢) to
generate a matrix A € Z;*™ along with its trapdoor td. Then, it
outputs sk = (td,A,V,,...,Vy),ek=A,vk=(A,V,,..., V).

Note that it is possible to associate the key-triple to identity
id € ID, when we need to stress this explicitly we write
(skig, ekiqg, Vkigq). We also observe that the key generation process
can be seen as the combination of two independent sub-algorithms
(This splitting will be used to extend our multi-key homomorphic
signature scheme from supporting a single dataset to support
multiple datasets. This extension holds in the standard model and is
described in Section 4.3.) KeyGen, and KeyGen,, where
{Vi,...,Vr} < KeyGen,(pp) and (A, td) < KeyGen,(pp).

Sign(sk,Z,m). The signing algorithm takes as input a secret
key sk, a label # = (id,r) for the message m and it outputs a
signature ¢ := (m, z, I, U4, Z;4) where I = {id}, U4 is generated
as U;q < SamPre(A, V,—mG, td) (using the algorithm SamPre
from Lemma 2), z=m and Z;4 = U;4. The two latter terms are
responsible for protection against Type 3 forgeries. Although they
are redundant for fresh signatures, their value will become different
from (m, Ui4) during homomorphic operations, as we clarify later
on. More generally, in our construction signatures are of the form
0:=m,2,1,{Uid}iae1 {Zia}iaeD) with IcID and
Uig,Z;g € U Vid € 1.

Eval(f, {(o;EKS)}icn). The evaluation algorithm takes as
input a t-input function f:.#4'— ., and a set of pairs
{(0;, EKS))}i c 11, Where each o; is a signature and each EKS,; is a set
of evaluation keys. In our description below we treat f as an
arithmetic circuit over Z, consisting of addition and multiplication
gates (We point out that considering f as an arithmetic circuit over
Z, is enough to describe any Boolean circuits consisting of NAND
gates as NAND(m;,m)) =1-—m;-m, holds for m,m, € {0,1}.).
Therefore, we only describe how to evaluate homomorphically a
fan-in-2 addition (resp. multiplication) gate as well as a unary
multiplication-by-constant gate.

Let g be a fan-in-2 gate with left input oy := (mr, 21, I1, U, Z1)
and right input oy := (mg, Zg, Iy, Ug, Zg). To generate the signature
o:=(m,z I,U,Z) on the gate's output one proceeds as follows.
First set I = I U Iy. Second, ‘expand’ Uy := {Uﬂd}ideIL as

e [0 ifidgTp

L= , Videl

Ui ifidel;

where 0 denotes an (m X m)-matrix with all zero entries. Basically,
we extend the set to be indexed overall identities in I = Iy U Iy by
inserting zero matrices for identities in I\Ip. The analogous
expansion process is applied to Uy := (U144 1. 2= ¥/ Iy
. . A d
and Zg = {Zi%%14c 1, denoting the expanded sets {U; }ael,
rid rid .

{Zy }iac1and {Zg }iqc1, respectively.

Next, depending on whether g is an addition or multiplication
gate, one proceeds as follows:

Addition gate. 1f g is additive, compute m =m + mg,
Z =2z + Zp,

nid  Aid
U= {Uig}ige1:={Ur +Ug }iqer ®)

And
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fid aid
Z={Z3}iqc1:={Zy +Zy }ige1- ©)
If we refer to f;, and f as
| Uy lleo :=max{ || Ui |, :id € I} (10)
And
| Us lloo :=max{ || U |l :id € Tz}, (11)

respectively, then for any fan-in-2 addition gate, it holds
p:= |l U ||l = P+ Pz The same noise growth applies to Z.

Multiplication gate. If g is multiplicative, compute m = mr - m,
z =z + zp, define Vi = Yi4c 1, A1qUsq + mG, set

rid oadd
U= {Usgliaer={mUr +Us -G '(VD}iqe1

and Z = {Zg}igc1:= {ZAIid'i‘ZAEl{d}ideI-

Letting f; and pfy as defined before, then for any fan-in-2
multiplication gate it holds f:= || U ||, = |mg|f. + mpfy, while
the noise growth of Z is the same as in the addition gate.

Multiplication by the constant gate. Let g be a unary gate
representing a multiplication by a constant a € Z,, and let its
single input signature be oy := (mg,Zg, Iz, Ur,Zz). The output
0:=(mzI,U,Z) is obtained by setting m=a-mz € Z,, z = zz,
I=1I, Z=2Zy and U{U}i4c1, where for all idel,
U =a-Ui® or, alternatively, U™ = Ui°G™'(a - G). In the first

case, the noise parameter becomes f:= || U ||, = |a|p (thus a
needs to be small), whereas in the second case it holds
p:= || U |l = |m|p, which is independent of a’s size.

Ver(P, {vkig}iqge # I, 6). The verification algorithm takes as
input a labelled program % = (f,?¢),....,¢,), the set of the
verification keys {vkiq}iqe o Of users involved in the program &,
a message m and a signature ¢ = (m,z, I,U,Z). It then performs
three main checks and outputs 0 if at least one check fails.
Otherwise it returns 1.

Firstly, it checks if the list of identities declared in o
corresponds to the ones in the labels of &:

I={id:id € P} (12)

Secondly, from the circuit f (again seen as an arithmetic circuit)
and the values {V,...,V,,} contained in the verification keys, it
computes two values V* and V* proceeding gate by gate as follows.
Given as left and right input matrices V7, Vi (resp. V1, Vi), at every
addition gate one computes V* = V[ + Vy (resp. V" = V{ + Vy); at
every multiplication gate one computes V' = ViG™'V; (resp.
V*=V{ + Vg). Every gate representing a multiplication by a
constant a € Z,, on input V3 (resp. V§) outputs V' = a - V3 (resp.
V* = V§). Note that the computation of V* is essentially the
computation of a linear function V*= Y_ 7, - V,,, for some
coefficients y; that depend on the structure of the circuit f.

Thirdly, the verification algorithm parses U = {Uiq}iqc1 and
Z = {Z4}i41 and checks

MUl <o and | Z oo < fra (13)
Z AidUid+m‘G= V* (14)
idel
Z AidZid+z'G=V+ (15)
idel

Finally, it is worth noting that the computation of the matrices V*
and V" can be precomputed (or performed offline), before seeing
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the actual signature o. In the multiple dataset extension of Section
4.3, this precomputation becomes particularly beneficial as the
same V', V" can be re-used every time one wants to verify for the
same labelled program & (i.e. one can verify faster, in an
amortised sense, than that of running f).

In the following paragraphs, we analyse the correctness,
succinctness and the security of the proposed construction.

Noise growth and succinctness. First, we analyse the noise
growth of the components U,Z in the signatures of our MKHSig
construction. In particular, we need to show that when starting
from ‘fresh’ signatures, in which the noise is bounded by S, and
we apply an admissible circuit, then one ends up with signatures in
which the noise is within the allowable amount f,,,,.

An analysis similar to the one of Gorbunov et al. [4] applies
also to our construction whenever the admissible functions are
Boolean circuits of depth d composed only of NAND gates.

Let us first consider the case of the U component of the
signatures. At every NAND gate, if || UL ||, || Ur lle < B, the noise
of the resulting U is at most (m + 1)f. Therefore, if the circuit has
depth d, the noise of the matrix U at the end of the evaluation is
bounded by

U llee < Bunse-m+ 1P <270 <p (1)

For what regards the computation performed over the matrix Z, we
observe that we perform only additions (or identity functions) over
them. This means that at every gate of any f, the noise in the Z
component at most doubles. Given that we consider depth-d

circuits: we have that || Z | < fingg-2¢ <2008 <p

Finally, by inspection, one can see that the size of every signature o
on a computation's output involving » users is at most
a+ 2 4 na+ 2np..), 1.6. O - p(4)) for some fixed polynomial
().

Authentication correctness. Each fresh signature of a message m
labelled by 7:=(id, 1) is of the form
c:=(m,z=mn1={id},U,Z="U). In this case, the labelled
program used by Ver to verify o is the identity program on m with
a label £ = (id, 7). We need to show that for & = .#,, and m the
signature o passes the four verification checks (12)—(15). It is
trivial to check that (12) holds, since I = {id} = {id € JF,}.
Moreover, (13) trivially follows from the fact that f;,;+ < S, For
what concerns (14) we have

Y AU +m-G=AUi+m-G=V, =V’

ides

where the first equality holds because I = {id}, the second holds
by the construction of U, in the Sign algorithm and the last one
holds by the construction of the ver algorithm. Note that, since
here z =m and Uiy = Z, then (15) is trivially satisfied.

Evaluation correctness. We prove the correctness of the Eval
algorithm for a generic fan-in-2 addition and multiplication gate g:
by associativity, this proves the correctness of the algorithm on any
circuit. Let my (resp. my) denote the left (resp. right) input wire of
the considered gate g, let o := (my, 2, I1, Uy, Z1) (resp. og) be a
signature that verifies correctly for m; (resp. mg) and program &,
(resp. Pr). Let 6=(m,z,I =1 ULz, U,Z) be the signature
obtained after a gate evaluation.

It is immediate to see that the set I satisfies check (12).
Moreover, from the noise growth analysis given above, it results
that (13) is satisfied by both U and Z.

g additive gate: According to the definition of the algorithm
Eval, we have (see equation below).

Below we focus on the proof for (14), and notice that the case
of (15) is analogous
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Y Alc+m-G= Y AU+ U+ +mp) - G

idel idel
=l > AidULid+mL~G)
id€ Iy
+ ) AidU§d+mR-G)
ide Iy
=VL+VR=V*

. ~id
where the second equation holds because U; = 0" for any

id € I\ (resp. l}id =0™"" for any id € I\I;), while the last
equation follows from the assumption on the valid verification of
or (resp. op) and from the definition of the Ver algorithm (w.r.t. the
computation over the V).

g multiplicative gate: According to the definition of the
algorithm  Eval, we have (see (17)) , where
Vi = Yider,AiaUia + mG. We focus on proving the case of (14);
as the case of (15) follows from the same analysis of the additive
gate shown above:

Y Alia+n-G= Y AU+ Uy’ -G'(Vy)

idel idel

=(m, -mp) -G

=mg- ( Y AUt +mG

idel

+( Z Aidl}li%d)G_](VL)

idel

= mRVL +

Aid _
Y Aslx )G ‘()

idel

=mGG ™ (V)

+

Y Aidﬁéd)G“(VL)

idel

id
D Auli
ide Iy

=VL+VR=V*

+m|G™'(V1)

In the first two equations, we expand U and rearrange the terms
grouping by G '(Vy) and mg, respectively. The third equation
follows from the definition of V, while in the fourth one, we just
rewrite Vi as GG™'(V): this allows to group by G™'(V,) in the fifth
equation. The last two equations, respectively, follow from the
definition of V; and V",

Security. The following theorem states the security of the
scheme MKHSig.

Theorem 1: If the SIS(n,m - Qiq4,q, fs1s) hardness assumption

Proof: Note that we can deal with the corruptions via our
generic result of Proposition 1. Therefore, it is sufficient to prove
the security against adversaries that make no corruptions.
Moreover, since this scheme works for a single dataset note that
Type 1 forgeries cannot occur.

For the proof, let us recall how the weakly-adaptive security
experiment (Definition 6) works for our multi-key homomorphic
signature scheme MKHSig. This is a game between an adversary &/
and a challenger & that has four main phases:

i. o declares an integer Q representing the number of different
identities that it will ask in the signing queries. Moreover, for
every i € [Q]«/ sends to € aset T, C T :={1,...,77} and a
set of pairs {(m;, 1)}, c 7

ii. @ runs Setup(lﬂ) to obtain the public parameters and sends
them to <.

iii. o adaptively queries identities id,, ..., idy. When % receives
the query id; it generates a key-triple (skidi, ekiq, vkidl) by
running KeyGen(pp), and for all labels £ = (id;, 7) such that
7€ T it runs ol « Sign(skiq,?,m;). Then € sends to &: the
public keys VKig 1= (Aidi, {V¢lees) and ekiq :=(Aiq), and
the signatures {ot}, ¢ 7.

iv. The adversary produces a forgery consisting of a labelled
program P = (f".¢},....¢}) where "€ F,f M — M, a
message m” and a signature ¢".

game if
following

o wins the non-adaptive
Ver(9", {vkiq}igeo*m',06) =1 and one
conditions holds:

TBype 2 forgery: There exist messages mgi,...,mz  S.t

security
of the

m’ # £ (g, ...,myp) (i.e. m is not the correct output of F* when
executed over previously signed messages).

Type 3 forgery: There exists at least one label #* = (id", z") that
was not queried by &.

Consider a variation of the above game obtained modifying
phase (4.2) as follows:

(4.2") € picks an instance A € ZZX’”/ of the SIS(n,m’,q, Ps1s)
problem for m' =m-Q =poly(d), and parse
A= Aid1|"'|AidQ) S ZZX'", as the concatenation of Q different
blocks of n X m matrices.

Next, when € receives the ith query id; from &, it does the
following:

. $
It samples a matrix Usq,, «— % such that || Uiq, ; || Binis-

e For all ¢:=(d,7) with 7€J,% ¥ computes
Vf = AidiUid[,r +m, - G.
e For all #:=(d,7) with 7€ J,%, ¥ computes

V=AU, + b G, where by, <— {0,1}.
* @ sends to & the public keys vkiq :=(Aiq,{Vs}:es) and

holds, MKHSig = (Setup, KeyGen, Sign, Eval, Ver) is a multi-key Vkig, := (Aiq), along with signatures {oi},egi where
homomorphic signature weakly-adaptive secure against adversaries i 1:04d). U . U.
that make signing queries involving at most Q;4 different identities or = (e, 1141}, U e Ui o)-
and that make non-adaptive corruption queries.
Ajid :
o=@=m+mp =T UIRU= (Uihaer= (UL +Ui%iacr.
Aid Aid
zi =21+ 28, Z = {Ziahiae; ={ZL +Z }igeD)-
o= (m=: mL+mR,I= ILUIR,
Adid . _
U={Uig}iqge1 = {mUr + Uﬁd -G 1(VL)}me 1,Z =2 + Zp, 17)

nid aid
Z={Zg}iae1; = {Zy +Zy }iae1)
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Clearly, if A is a uniformly random matrix so is each block
{Aid,}ieIQ1~

Due to point (2) of Lemma 2, since (A;4,Usq, ) is statistically
indistinguishable from a random matrix, all the matrices V,
generated in (4.2') are statistically close to the ones generated in
(4.2). Thus, the two games are statistically indistinguishable. At
this point, we show that for every PPT adversary & which
produces a forgery in the modified game we can construct a PPT
algorithm 9B that solves the SIS(n,m- Q,q,fss) problem. %
receives an SIS instance Ajq = (Aidl|...|AidQ) S ZZ””Q and
simulates the modified game to & by acting exactly as the
challenger € described above. Then, once & outputs its forgery,
according to the forgery's type, 9 proceeds as described below.

TBype 2 forgeries. Let

(P =(f, ... 0) o6 =@,z 1 U, Z") (18)

be a Type 2 forgery produced by & in the modified game.
Moreover, let ¢ =(m,z,I,U,Z) be the signature obtained by
honestly applying Eval to the signatures corresponding to labels
£\, ..., ¢; that were given to &. Parse U := {U,q}iqc; and notice
that by the correctness of the scheme we have that

m= [, ....mg), I ={id:id € &'}, (19)
and

Y AU +n-G=V".

idel

Moreover, by definition of Type 2 forgery recall that
m" # f'(my;, ...,my) and that the tuple satisfies verification. In

particular, the satisfaction of check (12) implies that I = I", while
check (14) means

Z AU +m*-G=V".

ideI*

Combining the two  equations above, we  obtain
ZideIAidﬁid +m-G, where i =m—m" # 0 and, for all id € I,
Uya=Ulq—Usq €U such that || Usy || < P Notice that there
must exist at least one id € I for which U;; # 0.

Moreover, for all id € {id,, ..., idp}~I, define ﬁid = 0 and set

Uiq,
U= t|e ZZ’Q””. Then, we have AU =7 - G.

U idQ

Next % samples r<i{0,1}"’Q

, set s=AreZ, and
computes ' =G (@' -s), so that ' € {0,1}" and @-Gr' =s.
Finally, % outputs u = Ur' —r € Z?Q. We conclude the proof by
claiming that the vector u returned by 28 is a solution to the SIs
problem for the matrix A. To see this observe that

AUr —r)= A0 —Ar=0-G-G'G"'-5)—s=0

and || # lo < @m+ Dfu < Pors-

It remains to show that # # 0. We show that this is the case (i.e.
Ur # r) with overwhelming probability by using an entropy
argument (the same argument used in [4]). In particular, this holds
for any (worst case) choice of A,U,f, and only based on the

. $ e .
random choice of r «— {0, l}QO. The intuition is that, even if

r=G(snh depends on s = Ar, s is too small to reveal much
information about the random r. More precisely, we have that
H(r|r') > H,(r|Ar) because r’ is chosen deterministically based
on s=Ar. Due to Lemma 1, we have that

IET Inf. Secur., 2019, Vol. 13 Iss. 6, pp. 618-638
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H (r|Ar) > H,(r) — log(|$]), where & is the space of all possible
s. Since s € 7, | S| = ¢", and then

log(|S]) = log(¢") = log((2'%)") = nlog((2'°*%)) = nlog ¢ . (20)

Regarding H(r), since H(X):= — log( max, Pr[X = x]), we
have Ho(r) = — 10g(2™%) = mQ > m. Then

H (r|r') > Ho(r) — log($) > m —nlogg = w(logl)

Since we know that for random variables X, Y the optimal
probability of an unbounded adversary guessing X given the

correlated value Yis 277XV then

Pr[r = Ur'] < 2780l < 90002 — ooy (). 20
Type 3 forgery. Let

(P =(f0,...0).nc =W,z 1"U,Z) (22)

be a Type 3 forgery produced by & in the modified game such that
there exists (at least) one label #; = (id’, ") such that id" = id; but
" ¢ T ; (It is easy to see that the case in which id" is new would
imply the generation of a new Ajz+, which would make the
verification equations hold with negligible probability (over the
random choice of A;4+)). Actually, without loss of generality, we
can assume that there is exactly one of such labels; if this is not the
case, one could indeed redefine another adversary that makes more
queries until it misses only this one. Note that for such a tag
T ¢ T, B simulated Vg + = AUsqg,  + b; G for a randomly

chosen bit by .+ <>— {0, 1}, that is perfectly hidden from <.

By definition of Type 3 forgery, the tuple passes verification,
and in particular check (15)

2 AigZig+z -G=V" = 27’;"fo

ideI* i=1

where the right-hand side of the equation holds by the construction
of the verification algorithm.

Moreover, let 6 = (m,z,I,U,Z) be the signature obtained by
honestly applying Eval to the signatures corresponding to labels
£1,....¢;; in particular, for the specific, missing, label #; 9 uses
the values Uiq, .+ b;, used to simulate Vg4 .~ Parsing
Z:={Zi3}iqe1, notice that by
I={id:id € &'} and

correctness it holds

Z AidZid+Z'G=V+

idel

where z = Zf: 1i#j¥im; + 7;b; . Now, the observation is that every
7i < 2 < q, i.e. y; # 0 mod gq. Since b; .+ is random and perfectly
hidden to & we have that with probability 1/2 it holds z # z".

Thus, if z # z", B combines the equalities on V* to come up
with an equation

Z AidZNid =7-G

idel

where z=z-2z"#0mod g and, for all
Zia=Zia~Zs € Usuchthat || Zig [l < P
Finally, using the same technique as in the case of Type 2
forgeries, % can compute a vector u that is a solution of SIS with
overwhelming probability, i.e. Au = 0.
Therefore, we have proven that if an adversary of can break the
MKHSig scheme with non-negligible probability, then € can use

idel,
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such an &/ to break the s1s assumption for A with non-negligible
probability as well. o

Variant with unbounded tag space in the random oracle model.
In this section, we show that the construction of multi-key
homomorphic signatures of Section 4.2 can be easily modified to
have short public keys and to support an unbounded tag space
g ={0,1}". Note that once arbitrary tags are allowed, the scheme
also allows handling multiple datasets for free. In fact, one can
always extend tags to include the dataset name, i.e. simply redefine
each tag 7 as consisting of two substrings 7 = (A, 7’), where A is
the dataset name and 7z’ the actual tag.

The idea of modifying the scheme to support an unbounded tag
space is simple and was also suggested in [4] for their construction.
Instead of sampling matrices {Viq4 1, ..., Viq 1} in KeyGen, one can

just choose a random string riq & {0,1}, and define every
Viar = ﬁ(rid, 7), where H: {0,1}" = 7  is a hash function chosen
in Setup (modelled as a random oracle in the proof). In all the
remaining algorithms, every time one needs V4 ., this is obtained
using H.

For this modified scheme, we also provide an idea of how the
security proof of Theorem 1 has to be modified to account for these
changes. The main change is the simulation of hash queries, which
is done as follows:

Before phase (4.2), where &/ declares its queries, 9 simply
answers every query ﬁ(r, 7) with a randomly chosen V S 7.
Afterwards, once & has declared all its queries, 9% chooses

Fidps -5 Tidg S {0,1}* and programs the random oracle so that,
for all 7€ T, ﬁ(ridi, 7) = Vg, Where Vi4 . is the same matrix
generated in the phase (4.2) of the modified game. On the other
hand, for all TE€ T,

Vig,r = AsaUiq, . + b; ;G for a randomly chosen U4, , & U. All

H(rig,7) = Vig, ¢ where

other queries ﬁ(r, 7) where r # riq, Vi € [Q] are answered with

random V <L 7. With this simulation, it is not hard to see that,
from &f’s forgery 9 can extract a solution for SIS (except for some
negligible probability that &/ guesses one of 74, before seeing it).

4.3 From a single dataset to multiple datasets

In this section, we present a generic transformation to convert a
single-dataset MKHSig scheme into a scheme that supports multiple
datasets. The intuition behind this transformation is similar to the
one employed in [4] and implicitly used in [12, 14], except that
here we have to use additional techniques to deal with the multi-
key setting. We combine a standard signature scheme NH.Sig
(non-homomorphic) with a single dataset multi-key homomorphic
signature scheme MKHSig'. The idea is that for every new dataset
A, every user generates fresh keys of the multi-key homomorphic
scheme MKHSig’ and then uses the standard signature scheme
NH.Sig to sign the dataset identifier A together with the generated
public key. More precisely, in our transformation, we assume to
start with (single-dataset) multi-key homomorphic signature
schemes in which the key generation algorithm can be split into
two independent algorithms: KeyGen, that outputs some public
parameters related to the identity id, and KeyGen, which outputs
the actual keys. Differently than [4], in our scheme, the signer does
not need to sign the whole dataset at once, nor has to fix a bound N
on the dataset size (unless such a bound is already contained in

MKHSig).

In more details, let
NH.Sig = (NH.KeyGen, NH.Sign, NH.Ver) be a standard (non-
homomorphic) signature scheme, and let

MKHSig' = (Setup’, KeyGen’, Sign’, Eval’, Ver’) be a single-
dataset multi-key homomorphic signature scheme. We construct a
multi-dataset  multi-key = homomorphic  signature  scheme
MKHSig = (Setup, KeyGen, Sign, Eval, Ver) as follows:
Setup(l’l). The setup algorithm samples parameters of the
single-dataset multi-key homomorphic  signature scheme,

628

PP’ < Setup’(lj), together with a description of a PRF
F:K x{0,1}" - {0,1}”, and outputs pp = (pp’, F).

KeyGen(pp). The key generation algorithm runs NH.KeyGen to
get (pkii, skiH), a pair of keys for the standard signature scheme.
Also, it runs KeyGen, to generate user-specific public parameters
PPig> and chooses a seed K, 4 for the PRF F. The final output is the
vector (skig, €Kig, VKiq), Where skiq = (skin Kiq), €kiq = (PPiq)
and vksq = (pkig, PP;a)-

Sign(skig, A, Z,m). The signing algorithm proceeds as follows.
First, it samples the keys of the single-dataset multi-key
homomorphic signature scheme by feeding randomness Fx_(A) to
KeyGen,, i.e. it runs KeyGen,(pp; Fx, (A)) to obtain the keys
(skiy, ek, vk (Here we assume that a p-bits string is sufficient,
otherwise, it can always be stretched using a PRG.). The algorithm
then runs ¢’ « Sign’(skfd, ¢,m), and uses the non-homomorphic
scheme to sign the concatenation of the public key vksy and the
dataset identifier A, i.e. o2 <« NH. Sign(sklfg, vkiAd|A). The output
is the tuple o:=(I ={id}, o', pary), where
par, = { (ek3y, vkiy, o2)}. Note that the use of the PRF allows
every signer (having the same K;4) to generate the same keys of the
scheme MKHSig’ on the same dataset A.

Eval(f, {(o; EKS))}ic ). For each i € [], the algorithm parses
every signature as o;:=(1;,0{,pary ;) with
pary ;= {ekfy, vk, 0fa}iacr, and sets EKS} = {ekii}iger,. It
computes the signatures o' <« Eval’(f, {o},EKS/}ic), defines
I=Uj_,I; and par, = Uj_,parp; The final output is
o= (I,0',pary,).

Ver(P, A, {vkig}iqe o M, 0). The verification algorithm begins
by parsing the verification keys as vkiq := (pkio, pp;g) for each
ide I, and also the signature as o= (I,0',par,) with
par, = {(ekDy, vkSy, 68 }iac1. Then, it proceeds with two main
steps. First, for each id € I, it verifies the standard signature c%4
on the public key of the single-dataset multi-key homomorphic
scheme and the given dataset, i.e. it checks whether
NH.Ver(kafg, vkiAd|A,aiAd) =1,Vid e I. If at least one of the
previous equations is not satisfied, the algorithm returns O.
Otherwise it proceeds to the second check and returns the output of
Ver'(P, {PPie VKiu}ia e oM. 0).

Authentication correctness. The correctness of the scheme
substantially follows from the correctness of the regular signature
scheme NH.Sig, the single-dataset multi-hey homomorphic
scheme MKHSig’ and the PRF F. More formally, a fresh signature o

on (skiAd,A,f,m) is of the form (I,0',par,) where

par, = {ekiy, vkiy, of}. By construction
oy < NH. Sign(skiy, vkieA | A), and thus

NH. Ver(pk', vkiAd|A, 62) outputs 1 for the correctness of the
NH.Sig. Similarly, being & the identity program .7, it holds that
Ver'(%, (PPig» vksy),m,¢") = 1 by the correctness of the MKHSig
scheme.

Evaluation correctness. Evaluation correctness follows directly
from the correctness of the evaluation algorithm Eval’ of the
single-dataset MKHSig scheme, the correctness of NH.Sig and of
the PRF.

Security. Intuitively, the security of the scheme follows from
two main observations. Firstly, no adversary can fake the keys of
the single-dataset multi-key homomorphic signature scheme, due
to the security of the standard signature scheme and the property of
pseudo-random functions. Secondly, no adversary can tamper with
the results of Eval for a specific dataset as this would correspond to
breaking the security of the single-dataset multi-key homomorphic
signature scheme.

Theorem 2: If F is a secure pseudo-random function, NH. Sig is
an unforgeable signature scheme and MKHSig’ is a secure single-
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dataset multi-key homomorphic signature scheme, then the MKHSig
scheme for multiple datasets described in Section 4.3 is secure
against adversaries that make static corruptions of keys and
produce forgeries as in Definition 4.

To prove Theorem 2, we define a sequence of hybrid games that
we will use to bound the probability of winning in the original
security game described in Section 3. Let Game 0 be the security
game between the adversary &/ and the challenger € described in
Section 3. Let us define two more hybrid games:

Game 1. This is the same as Game 0 except that every PRF
instance Fx (-) is replaced with a truly random function
Ri4:{0,1}" = {0,1}”. Basically, for every dataset identifier A
used in the game, Game | generates keys (sk2y, eksy, vksy) using
KeyGen, using truly random coins as output by Zi4(A).

Game 2. This is the same as Game 1 except that the challenger
rejects any adversary's forgery (2", A",m",c"), where A" had not
been queried during the authentication query phase (i.e. Lp* was
not initialised). Note that in Game 2 the adversary can no longer

make Type 1 forgeries.

Let G(<f) denote the event that Game i, executed with an
adversary o, outputs 1. The proof of Theorem 2 is obtained by
showing that any PPT adversary has a negligible probability of
distinguishing between Game 0 and Game 1 (Lemma 3), and
between Game 1 and Game 2 (Lemma 4). Finally, we show that &/
has a negligible probability of winning in the final game (Lemma
5).

Lemma 3: For every PPT ¢ there is a PPT distinguisher & such
that | Pr [Go(e/)] — Pr [Gi()]| < Qia- AdVE 5(4), where 7 is the
number of distinct identities queried by & during authentication
queries.

Proof: The proof of Lemma 3 is rather simple and proceeds as
follows. Given that the only difference between Game 0 and Game
1 is in the random coins used in the algorithm KeyGen,, the
probability of o/ winning in Game 1 is the same as in Game 0, a
part from an additive factor that comes from distinguishing the
PRF instance Fy (-) from a truly random function %,4( - ). Since
we assume &/ performs at most Q;q4 distinct PRF instances during
the game, a fairly standard hybrid argument assures that the
difference between the two games is bound by a Qg4 - AdV?Rgg(/l)
factor. O

Lemma 4: For every PPT o there is a PPT forger & such that
| Pr [G,(a)] = Pr [Go()]| < Qsa- Advi 575 #(A),
Advgg_'s?gg(/l) is the advantage of & breaking the existential

unforgeability of the standard (non-homomorphic) signature
scheme and Q;, is the number of distinct identities queried by .

where

Proof: For the proof of Lemma 4, we notice that the outputs of
Game 1 and Game 2 coincide on every forgery (2, A", m",¢")
except when of produces a candidate Type 1 forgery, i.e. when A”
has never been queried during the game. Let Bad denote the event
in which the adversary outputs a valid Type 1 forgery, then
| Pr [G()] — Pr[Gy()]| = Pr[G() ABad]. In what follows
we bound this probability by showing that for every adversary &/
that wins in Game 1 by returning a Type 1 forgery, there is a forger
& that produces an existential forgery against the scheme NH. Sig.

Observe that the forgery (2°, A", m", 6*) passes verification Ver
of the multi-dataset MKHSig and that 9" contains at least one
identity. Fix any identity id € %" and let it be the kth identity that
of queried in the game. The crucial observation is that since A" has
never been queried, the forgery contains a signature 2, which was
not generated by the challenger and yet verifies correctly under the
public key pk. Therefore, for any such adversary </, we can build

a PPT &% which wins in the unforgeability game of NH.Sig with
non-negligible probability. The forger & works as follows. First, #
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samples a random index k" & [Qiq4], which represents its guess
for the index of the identity id on which & will make the forgery
(i.e. k" is a guess for the abovek). Second, F simulates Game 1 to
o by generating the keys of the NH.Sig scheme for all identities
except the k"th one, for which & invokes its own oracles for the
simulation. The forger & also generates all the keys of the multi-
key homomorphic scheme necessary in the simulation.

Then, let (9%, A", m", 6") be the Type 1 forgery returned by &,
where 6" = (I, 0’, par s+) and par - = {(ekly, vk2y, 68D }ige . If

the k'th identity id is in 9 then afg is such that
NH.Ver(pk%, (vk%d|A), aﬁf): 1, i.e. the signature ai% verifies

correctly on the message (vki%

A"). Since no message (- |A") was

queried by & to its oracle, the pair ((vkﬁ| A), ai%) is an existential
forgery for NH.Sig. In case the k'th identity id is not in &", the
forger & aborts the simulation.

In conclusion, if Pr [G,(&/) A Bad] > ¢, then F has an advantage
> €/Q;q4 in breaking the security of NH. Sig, where the factor 1/Q;4
is the probability that & guesses correctly the index k7, i.e.
Pr [k =k"]. Since by assumption NH.Sig is an unforgeable
signature scheme, we derive that

| Pr [G/(/)] = Pr [Gy()]| = Pr[Gi(#/) ABad] < Q14 -
A0, &

which concludes the proof. o

Lemma 5: For every PPT adversary & there is a PPT algorithm
B such that Pr[G.(/)]Qs - AdVighisig 5 (A), where Qy is the
number of distinct datasets queried by <.

Proof: The intuition of the proof of Lemma 5 is the following:
since Game 2 rules out all Type 1 forgeries, the only way in which
& can win Game 2 is to produce a forgery on a single, previously
queried dataset. In this case, we will reduce the security of Game 2
to the standard security game of the single-dataset multi-key
homomorphic signature.

We have already noticed that G,(&/) happens if and only if &
produces a Type 2 or Type 3 forgery against the multi-dataset
multi-client homomorphic signature scheme, where the pseudo-
random function F is replaced by a random function %. The latter
change assures that for every new queried dataset the fresh
generated keys for the MKHSig' scheme (obtained from KeyGen,)
have the same distribution as the keys generated in the standard
security game of MKHSig'.

In what follows we show that every Type 2 or Type 3 forgery
produced by & in Game 2 can be used by an adversary &% to win
the security game for the single dataset scheme MKHSig' with a
forgery of the same type for one of the Q4 instances of the single-
dataset MKHSig’ scheme that were generated during Game 2. Fix a

dataset A" and let it be the kth dataset queried by & in Game 2. The
adversary 98 proceeds as follows. It samples a random index
k & [Oa] (which represents its guess for k), and then simulates
Game 2 to &/ by choosing the keys of the MKHSig’ on its own for
all datasets k # k*, whereas for the k"th dataset & does the
simulation forwarding the queries to its challenger.

Let (2", A",m",6") be a valid Type 2 (resp. Type 3) forgery
returned by &/, where ¢" = (I",6',par,+). If A" is not the k'th
queried dataset, % aborts. Otherwise, A" is the k"th queried dataset,
ie. A" = A*, and the second entry of ¢" = (I, 6’, par;*) satisfies
Ver'(#",A",m",6’)=1. The last
(9", A", ", 6") is a valid Type 2 (resp. Type 3) forgery against the
MKHSig’ scheme.

To conclude, we notice that if Pr [G)(</)] > €, then 9B has at
least €/Q, advantage in breaking the security of MKHSig’, where
the factor 1/Qx = Pr [k = k"] is the probability of 9B guessing

equations imply that
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correctly the index k" of the database A" used in by & in the
forgery.

Combining the results of the three lemmas above, we obtain the
following bound:

Pr [G()] < Qi - AdVEG(D) + Osq - AdVify 510 5(A)
+0, - Advigadt = T2

which proves the statement of Theorem 2, since all the addends are
negligible by assumption. 0

4.4 Generic transformations from weak to adaptive security

In this section, we present two generic transformations that turn
weakly secure multi-key HA schemes into adaptively secure ones.

Our first transformation holds in the standard model and works
for schemes in which the size of the tag space J is at most
polynomial in the security parameter. The second transformation
avoids the limitation on the size of the tag space (i.e. it works for
schemes that can handle tags that are binary strings of virtually
arbitrary length), but holds in the random oracle model. Both
transformations rely on the notion of homomorphic trapdoor
functions (HTDFs) introduced in [4].

In what follows, we first recall the notion of HTDFs and
subsequently describe our transformations. Moreover, it is
straightforward to see that both transformations extend to the case
of multi-key homomorphic signatures.

Homomorphic trapdoor functions [4]. The concept of
homomorphic trapdoor functions was recently introduced by
Gorbunov et al. in [4]. Intuitively, a homomorphic trapdoor
function f'is defined by a public key pk which allows computing
v = fpx«(u) on input u and index x. The homomorphic property
enables anyone with knowledge of triples {u;, x;, v; = fou () }icin
and a t-input function g to generate values u”,v" such that
V' = fp o xp(@"). More formally:

Definition 8 (Homomorphic trapdoor  functions): A
homomorphic trapdoor function (HTDF) is a tuple of five PPT
algorithms
HTDF = (HTDF . KeyGen, f, Inv, HTDF . Eval®™ HTDF .Eval®%)
which are defined as follows:

HTDF . KeyGen(li). The key generation algorithm takes as input
a security parameter A and outputs a key-pair (pk, sk). The public
key implicitly defines the index space &', the input space %, the
output space 7" and some efficiently samplable input distribution
Dy over %. Testing membership in the sets %, 7', 2" and sampling
uniformly at random in 7" are required to be efficiently doable.

S ). This is a deterministic function, indexed by pk and
x € . It takes as input an element u € % and outputs an element
v € 7. Note that the function f'is not required to be injective.

Invg (v). This is a probabilistic algorithm which is indexed by
sk and x € . It takes as input an element v € 7" and outputs an
elementu € %.

HTDF . Evalp(g, (xi, ), ..., (X, u)). The input
algorithm takes as input a function g: 2’ — & along with a
collection of pairs {(x,u)}i., € X x% and outputs a value
uwewu.

HTDF.Eva.lgﬂl(g, Vi, ...,v,). The output evaluation algorithm

evaluation

takes as input a function g: ' — & and elements {v;};_, € 7, and

outputs a value v € 7.

Additionally, an HTDF is required to satisfy the properties of
correctness, the distributional equivalence of inversion and
security, as described below.

The correctness of  evaluation  procedure: Let
(pk, sk) « HTDF.KeyGen(lA), ... €, gL' -2 and
y=g(x,...,x;). For all i € [t], let u; € % and v; € 7" such that

Vi= faen). If ' :=HIDF.Evalli(g, (xi,u), ..., (x,u)) and
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v :=HTDF .Evalpy(g, vy, ...,)), then it must be u'€ % and

fpk.y(u*) =V

Distributional equivalence of inversion: Let

(pk, sk) « HIDF .KeyGen(1), x€ L, u<— Dy, v= fp(t),

$ $ .
V' «— 7 and u’ «— Invg (v'). Then, we require that

stat
(pk, sk, x,u,v) = (pk, sk, x,u’,v")

HTDF security. For security, HTDF's are required to satisfy a property
similar to claw-freeness. Intuitively, it should be difficult for any
adversary to come up with u, u’ € % and x, x’ such that x # x’ and
S @) = fc »("). More formally, for any PPT adversary <, it
holds

fpk.x(u) = f}/)k.x(u’)
uu €U, x,x €, x#x

(pk, sk) < HIDF . KeyGen(1%)

(i, x,x) < (1%, pk)

Our transformation for polynomially-large tag spaces. Before
showing the transformation in details, we provide a general
intuition of the approach. First, we assume to start with a weakly-
secure multi-key HA scheme MKHAut’ and a homomorphic
trapdoor function HTDF. The idea of the transformation is that HTDF
s are essentially homomorphic chameleon hash functions. Hence,
one can follow the standard hash-and-sign approach based on
chameleon hashes, which is known to provide a weak-to-adaptive
security transformation for digital signatures. To authenticate a
message m with the new adaptive secure scheme MKHAut one

Pr

<negl(4).

chooses u S Dq, from the input distribution Dg, of F, computes
V< forn() and finally authenticates v using MKHAut’ thus
obtaining an authenticator . The final authenticator is o = (v, u, ).
To homomorphically evaluate a function g:.#' — 4 over such
authenticators one first computes

u* < HIDF . Evalli(g, (m, ), ..., (W, ;) 24
and
V'« HTDF.Evalpy®(g, vi, ..., ). (25)

Next, the idea is to use MKHAut’ to vouch for the correctness of v*
out

as the output of a function g'(---) = HIDF . Evalyc (g, ...). Namely,
one executes the homomorphic evaluation algorithm of MKHAut’
over {6;};, with function g’. In terms of security, the intuition is
that to break the security of the new scheme one has to either find a
claw in the HTDF, or break the security of MKHAut’ to cheat on a
false v/ # v". It is also worth observing that, due to the property of
HTDFs, MKHAut’ is essentially used to authenticate data — v — that is
random and independent of the real message m.

In terms of efficiency, we note that instantiating our
transformations with our scheme and the HTDF of [4] come with
an overhead. Slightly more in detail, in the HTDF of [4], an output
v = for () for a bit x has size poly(4), and then authenticating v
with our scheme means authenticating every bit of v which results
in poly(4) authenticators, one for each bit. Although concretely
such overhead may be significant, we stress that asymptotically
succinctness is still preserved as our final authenticators are still of
size poly(A).

We describe our transformation more formally below.

Our first transformation. Let

F = (HTDF . KeyGen, f, Inv, HIDF . Eval®™ HTDF. Eval®") (26)

be an HTDF with index space 2, input space % (with distribution
Dq), and output space 7. Let
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MKHAut’ = (Setup’,KeyGen’, Auth’,Eval’, Ver’) 27

be a (weakly-secure) multi-key homomorphic authentication
scheme. Without loss of generality, we will assume the message
space of MKHAut' to be 7. We also assume that the tag space I of
MKHAut’ is of polynomial size, i.e. T:=|J | = poly(4). Using
these tools, we construct an adaptive secure HA

MKHAut = (Setup, KeyGen, Auth, Eval, Ver) (28)

with message space # = . The scheme works as follows:

Setup(lﬂ). pPp’ < Setup/(ll) and the keys
(pky, sk;,) « HIDF . KeyGen(l’l), and output pp = (pp’, pky)-

KeyGen(pp). Generate (sk’,ek’,vk’) « KeyGen'(pp’), and
output sk = sk’, ek = ek’, and vk = vk'.

Auth(sk, A,Z,m). Sample u L Dy, compute v = fox n(u),
and finally 6 « Auth’(sk’,A,#,v) and output
o:=(v,u,m, o).

Eval(g, {6, EKS;};cn). Given the function g:. ' — 4, we
define a corresponding function gV -7 as
g'(v,...,v;) = HIDF. Evalgﬁz(g, Vi, ...,V). For all i€ [f], parse
every authenticator o; = (v, u;m;,6;). Then, the evaluation

Generate

compute

algorithm computes m=g(m,...,m),

v « HTDF . Evalpg (g, Vis ..., V1),

u < HTDF . Evall (g, (@i, u), ..., (@, u,)) and

& « Eval'(g’, {6, EKS;)};_ ). Finally, it outputs 6 = (v, u,m, &).
Ver(@ = (g, I/pl, ey fr), A’ {Vkid}ide 51, O'). Parse

o:=(,ums), and output 1 if both fye n(w)=v and

Ver' (9 :=(g'",0,....00), A, {VKiq}ige v, 0) = 1 hold.

Otherwise, output 0.
It is easy to see that the correctness of MKHAut follows from the
correctness of both the MKHAut’ and the HTDFF.

Theorem 3: If ¥ is a secure HTDF, MKHAut’ is a weakly secure
multi-key HA whose tag space J is such that |7 | = poly(4), then
the scheme MKHAut defined above is an adaptively secure multi-
key HA.

The proof proceeds by contradiction. Namely, assuming the
existence of an adversary o/ which breaks the adaptive security of
MKHAut we show that one can break either the security of the HTDF
or the weak security of MKHAut'. To see this, let &/ be an adversary
that wins in the adaptive security game described in Definition 3,
and let (9" :=(¢".7¢,....¢)), A"\ n",6":=(',u",m",6")) be its
forgery. We observe that ¢* can be of either one of the following
types:

Type 1: As per Definition 3, the list L, has never been
initialised during the game.

Type 2: Vi € [t] we have (£}, m;) € Lp+, but m" # g"(m,, ..., m,). If
we let {6; « Auth(sk, A", £}, m;)}; <y be the authenticators given to
of during the game, and let

6= (‘i, u,m,0) < Eval(g’, {o; EKS[}iElt])’. 29)
m:=g (m,...,m)

There are two sub-cases which can occur: either (a) v* # v, or (b)
vi=w.

Type 3: As per Definition 3, there exists a label £* such that
(&7, +) & L~

We show that for every & producing forgeries of Types 1, 2(a)
or 3 there exists an adversary that breaks the weak security of
MKHAut’, whereas for every </ producing a forgery of Type 2(b) it
is possible to break the security of F. More precisely, we provide a
detailed reduction 9B, which exploits any Type 1 or Type 2(a)
forgery made by & to break the security of the MKHAut’ scheme.
We then notice that a similar reduction %’ holds for Type 3
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forgeries. Theorem 3 is proven by combining the results of
Lemmas 6-8 given below.

In the following, we set Q = poly(4) to be the total number of
queries made by &, similarly Q;4, O, Qa Will be, respectively, the
number of distinct identities, tags and datasets queried by &/ during
the authentication-query phase (note that Q;4, Qg, Oa < Q).

Lemma 6: 1f o/ is an adversary that has a non-negligible
advantage ¢ against the security of MKHAut by producing a Type 1
(respectively Type 2) forgery, then it is possible to build an
adversary 9 that has an advantage ¢ against the weak security of
MKHAut’ by producing a Type 1 (respectively Type 2) forgery.

Proof: We want here to build a reduction &, which uses a Type
1 or 2(a) forgery by &/ to break the security of MKHAut'. Let
T :={z,....,7r}, where T = poly(A).

At the beginning & samples Qi4 - T - Qp elements

i $
')
{Vj.k}ie[Qldl-jEITLkEIQM — 7

and chooses a pair of keys (pky, sk;) for F. Following the weak-
security definition, % sends {(Vi1 7))} b eiQuxTixion O its
challenger € and gets back the public parameters pp’ of MKHAut'.
Next, & sets pp = (pp’, pky), and gives pp to &. Afterwards, o/
starts making authentication queries (A,# :=(id,r),m). For all
such queries, let A,,...,Ap, be all the distinct dataset names
queried, in order, by &. Similarly, let id,, ..., 1dg,, be the distinct
identities queried, in order, by & in the whole game.

To every authentication query (A, :=(id,7),m) such that
A = A; (i.e. A is the kth queried dataset), id = id; (i.e. id is the
ith queried identity) and 7 = 7; € 7, & answers as follows. First, it
queries € with the pair (id,A) and obtains the authenticators
(6 h .., 6%,,(} corresponding to the values {vf.k, VL I (i, A)
were already queried to €, then 98 uses the values obtained earlier.
Second, % uses the inversion property of HIDFs to compute
u’,k - Invskh,m(Vj-_k), and finally sends to &/ the authenticator

o= (v}_ o u} o, &j-. - By the distributional equivalence of
inversion property of HTDF s this simulation is statistically close to
the real game. For what regards verification queries, any of them
from &/ is sent to the challenger and the answer is then sent back to
of itself. When of produces a forgery
(P =g, ....0), A n', 6" :=0,u",m",6") B proceeds as
follows:

Type 1: If this is the case, it is easy to see that
(P =Wg").¢,....00), A"V, 6") is a Type 1 forgery for MKHAut'.

Type 2(a): Since in this case it holds v'#v, the tuple
(P :=(g"). 61, ....0)), A", V', 6") is a Type 2 forgery for MKHAut'.

Therefore, if &/ has a non-negligible probability ¢ of coming up
with a Type 1 or Type 2(a) forgery, then 98 has a probability € of
coming up with a Type 1 or Type 2(a) forgery against MKHAut'. o

Lemma 7: 1f o/ is an adversary that has a non-negligible
advantage e against the security of MKHAut by producing a Type
3 forgery, then it is possible to build an adversary 98’ that has a
non-negligible advantage €/(Qiq - T - Qa) against the weak security
of MKHAut' by producing a Type 3 forgery.

Proof: The reduction B’ works similarly to the one in Lemma
6. The game starts with 9B’ sampling Qiq:T-Qx elements

; $ , .
{Viktiewgjemkeign) «— 7. Next %’ chooses a triple

(i, J.K) = [Q1a] X [T] X [Q4], and generates keys (pky, sk;) for
the HTDF function F.
Next, &%’ sends to its challenger € the values

{0V T Y )b € 1011 % TI X 10a11NG. B -
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Basically, this is the same as in the proof of Lemma 6 except that
B' does not send any value related to the triple (7, j, k). Intuitively,
this can be interpreted as 98’ betting on the dataset A; and the label
¢ = (id;, 7;) over which the adversary & will make the Type 3
forgery.

9B’ answers the queries of &/ exactly as in Lemma 6 except if &f
makes a query (A, :=(id, 7),m) such that A = A, id = id; and
7 = 7;. If this case occurs %’ aborts.

Let (" :=(g", 71, ....¢0), A"\ m", 6" :=(V',u',m",6")) be o —’s
forgery, and following our assumption, let it be of Type 3. Namely,
there exists a label ¢ = (id",7") € {¢],....£;} such that
i €[04l j €[Qg).k €[0n]. If A" # Af, or id™ # id; or 7" # 7
then B’ aborts. Otherwise, it returns
(2 =g, ¢, ....00), A", V', ") as a forgery for MKHAut’.

Let bad be the event that 98" aborts in the simulation. If bad
does not happen %’ has the same advantage as &/ in producing a
Type 3 forgery.

Therefore, what is left to show is an estimation of Pr [-bad].
However, it is not hard to see that, before bad occurs, the random

choice of (i, j, k) S [Qs4] X [T] X [Q4] is perfectly hidden to <.
Hence, we have that Pr [-bad] = (1/Qiq - T - Qa) and thus %’ has
an  advantage (e/Qiq-T-Qp), 1i.e. non-negligible as
(Qiq- T+ Qn) =poly(d). O

Lemma 8: If o/ is an adversary that has a non-negligible
advantage ¢ against the security of MKHAut by producing a Type
2(b), then it is possible to build an adversary 98"’ which breaks the
security of the HTDFF with non-negligible probability e.

Proof: The algorithm 3"’ takes as input a public key pk,, of the
homomorphic trapdoor function F, and then starts simulating the
adaptive security game to &/ by sampling all the secrets on its own
—i.e. B" runs Setup and KeyGen — and giving pp = (pp’, pky) to
. It is easy to see that since 9B’ has all the secret keys, it can
perfectly simulate all queries to <.

Let (" :=(g,7,....00), A\ n",6" :=(V',u",m",6")) be A’s
forgery that, by the assumption in this lemma, is of Type 2(b).
Namely, if we let {o; < Auth(sk,A", ¢, m)}ic;y be the
authenticators given to & in the experiment for dataset A" and
labels £7, ..., ¢;, and parse each o; := (v;, u;, m;, 6;), it is the case that

m #m and Vv =V, where v =« HIDF.Evaljg(g,v;,...,v) and

m= g(m,...,m,). Let i « HIDF. Evalg'kh(g, (my, u,), ..., (m;, u;)) and
note that by the correctness of the HIDFF, we have that
fpr,a() = v, where m = g(m,, ..., m,). Moreover, since the forgery
verifies correctly, we also have fp, o+(u") = v".

One can see that B’ has values i, u” € %, m,m € X such that
m# mand fpe, w(U") = fox, 2(1), i.c. a tuple that breaks the security
of the HTDF.

Therefore, if o has a non-negligible advantage ¢ in producing a
forgery of Type 2(b), then %'’ has a non-negligible probability € of
breaking the security of the HTDF. o

Our transformation for arbitrary tag spaces. Here we present
our second transformation for converting a multi-key
homomorphic signature from weak to adaptive security, now
without limitations on the size of the tag space. We present first the
intuition behind this transformation; the formal detailed description
will follow. The transformation is quite similar to the previous one;
we assume again to start with a weakly-secure multi-key HA
scheme MKHAut’ and a homomorphic trapdoor function HTDF.
Also, however, we also use two hash functions H: {0,1}* — {0,1}"

and H':{0,1}" — {0,1}" that in the proof are modelled as random
oracles. The first hash function is used to hash the dataset

identifiers, i.e. to compute H(A) = A, whereas the second one is

used to obtain tags 7 = H’(A, id, 7). This way the scheme MKHAut’
is required to support dataset identifiers that are n-bits strings and
tags that are n’-bits strings. Intuitively, modelling these hash
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functions as random oracles ‘breaks’ the adaptivity of the
adversary on the choice of these values.

Our transformation. Let
F = (HTDF . KeyGen, f, Inv, HTDF .Eval™ HTDF.Eval®!) be an
HTDF with index space &', input space % (with distribution D)),
and output space 7. Let H: {0,1}" — {0,1}", H:{0,1}" - {0,1}"
be two efficiently computable hash functions. Let
MKHAut’ = (Setup’,KeyGen’, Auth’,Eval’,Ver’) be a weakly-
secure multi-key HA whose message space, without loss of
generality, is 7°. Moreover, MKHAut' has tag space ' = {0, 1}"/
and it supports dataset identifiers represented as binary strings of n
bits. Using these tools we construct an adaptively secure HA
scheme MKHAut = (Setup, KeyGen, Auth, Eval, Ver) with
message space ./ =, and tag space I = {0,1}". The scheme
works as follows:

Setup(l’l). Generate pp’ « Setup'(l'{) and the keys
(pky, sky) « HTDF.KeyGen(l’l), choose two hash functions
H:{0,1}" > {0,1}",  H:{0,1}* > {0,1}"  and  output
pp = (PP’ Pk, H, ).

KeyGen(pp). Generate (sk’,ek’,vk’) « KeyGen’'(pp’), and
output sk = sk’, ek = ek’ and vk = vk'.

Auth(sk, A, Z,m). Evaluate A « H(A) and 7 < H'(A, (id, 7))
and set # = (id, 7). Sample u & Do, compute v < fo, (1) and

finally, compute 6 < Auth’(sk’, A, ¢,v) and output o := (v, u, 6).
Eval(g, {0;, #i}icir). This algorithm is identical to one of the
previous transformation.
Ver(P:=(g, %, ....2), A, {Vkia} c ., 6). Evaluate A = H(A)
and, for all i € [f] compute 7; = H(A, ¢;) and set £; = (id; 7).
Parse o= (v,u,6) and output 1 if both fo »(v)=v and

Ver (P = (g, 1, ... £ A, (vEia) sae & v, 6) = 1. Else output 0.

As for the previous transformation, the correctness of the
scheme immediately follows from the correctness of MKHAut’, F
and the hash functions.

Theorem 4: If F is a secure HTDF, MKHAut' is a weakly secure
multi-key HA and the hash functions H and H' are modelled as
random oracles, then the HA MKHAut defined above is adaptively
secure in the random oracle model.

Proof: The analysis of the different kinds of forgeries is the
same as the one presented at the beginning of the proof of Theorem
3. However, in the case of an arbitrary tag space, the reduction
needs to be adapted since it is not possible to make a query for
every element of the tag space during the authentication-query
phase (given that space now is exponentially large), contrarily to
what we did in the proof of Theorem 3. We bypass this problem
moving to the random oracle model.

As we did for the polynomially bounded case, we show here
that for every & producing forgeries of Types 1, 2(a) or 3 there
exists an adversary that breaks the weak security of MKHAut’,
whereas for every & producing a forgery of Type 2(b) it is possible
to break the security of F. As before, for what regards MKHAut’, we
show how to build a reduction %, which uses any Type 1 or Type
2(a) forgeries made by & to break MKHAut’ and that a similar
reduction %’ can do the same with Type 3 forgeries.

In the following proofs, we again set Q = poly(4) to be the
total number of queries made by & and Qi4, Qs, Op to be,
respectively, the number of distinct identities, tags and datasets
which are queried by &/ during the authentication-query phase. O

Lemma 9: If o is an adversary that has a non-negligible
advantage ¢ against the security of MKHAut by producing a Type 1
(respectively Type 2(a)) forgery, then it is possible to build an
adversary 9 that has an advantage ¢ — Q/2" against the weak
security of I = {id,, ..., 1id,} by producing a Type 1 (respectively
Type 2) forgery.
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Proof: We want to build a reduction 9B, which uses a Type 1 or
Type 2(a) forgery by &/ against MKHAut to break the security of
MKHAut’. We recall that Q;4, Qa, Qg, respectively, are the number
of different identities, dataset, and labels which are queried by &
during the signing-query phase. For any (i,k) € [Qiq] X [Qal, B
chooses random strings {7;}jci0. & {0,1}" and sets
T;v:={7i1:j € [0Os1}; then, B samples Qiq- Qg - Op elements

{1Vikdi b c10ax1071x10a1) S Moreover, the reduction
chooses a pair of keys (pky, sky) for F.

Following the definition of weak-security, the reduction 9
sends {(vj} o ‘LA';'k)}(i, ik e10:ax1051x10,1 tO the challenger € and gets
back the public parameters pp’ of MKHAut. Next, 9B sets
pp = (pp'Pk;, H,H'), sends pp to & and initialises a counter
cnt =0. When & starts making its queries, 98 answers as
described below.

First of all, let Ay, ..., Ap, be all the distinct dataset identifiers
queried, in order, by & in authentication queries; similarly, let
id,, ..., idg,, be the distinct identities queried, in order, by & in
authentication queries too.

For hash queries to H or H', % prepares random strings

A

Ay, ..., AQA S {0, 1}" and answer queries as follows:
H(A): If A=A, ie. A is the kth distinct dataset identifier

queried in authentication, then 9 answers with Ak. Otherwise, %
samples a random A {0, 1}" and replies with A.

H’(A, id,7): If A= Ak (i.e. A is the kth one of the 0O random
strings initially chosen) and id = id; (i.e. id is the ith distinct
identity queried in authentication), then @ increments
cnt «cnt+1 and Otherwise, if
A & {AI, ...,AQA} or id & {id,,...,idg,,}, then & replies with a

replies  with  7coq .

randomly chosen 7 & {0,1}".

We define bad’ be the event for which &/ makes a hash query
H’(A, id,7) such that A= Ak, for some k, but A; was never
returned earlier as the output of H. It is straightforward to see that
Pr [bad’] < 0/2" is negligible.

When o/ makes an authentication query of the form
(A, 7 :=(id,7),m), % answers as follows. First, makes the
corresponding hash queries A= H(A) and 7 = H’(A, (id, 7)), if not
already done. Then, notices that it must be A= Ak for some
k€ [Qnland 7 = %;_k, for some proper , i, j. Then 98 can proceed as
in the proof of Lemma 6 to compute u} « and finally return D'j‘.k. The

remaining part of the simulation proceeds the same as in Lemma 6.
m

Lemma 10: If o is an adversary that has a non-negligible
advantage ¢ against the security of MKHAut by producing a Type 3
forgery, then it is possible to build an adversary 9’ that has a non-
negligible advantage €/(Qiq- Qg - Or) — Q/2" against the weak
security of MKHAut’ by producing a Type 3 forgery.

Proof: The reduction %’ works similarly to the one in Lemma 7
except that B’ also simulates hash queries as in Lemma 9.

The game starts with B’ sampling Qiq- Qg - Qp clements
Vg & 7 and strings r} X L {0, 1}" uniformly at random for all
i€[0i4l,j€10Qs],k €[Qp]l. Next B’ chooses a triple
(i, J,B) < [Qu4] X [Q5] X [Qal, generates keys (pl, sik) for the
homomorphic trapdoor function F, and sends to its challenger &
the values {(v_’,;k, f'j)}(,;j,k)e (014X [051x [0a1NG, . - Basically, this is the
same as in the proof of Lemma 9 except that %’ does not send any
value related to the triple (i, j, k). Intuitively, this can be interpreted
as BB’ betting on the dataset Az and the label £ = (id;, 7;) over
which the adversary o/ will make the Type 3 forgery.
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3B’ answers the queries of & exactly as in Lemma 9 except if &/
makes a query (A,# :=(id,r),m) such that H(A) = Aj, id = id;

and H’(&k, (id,7)) = f'j'-‘,;. If this case occurs &’ aborts.

The remaining part of the simulation is basically the same as
that of Lemma 7. Namely, as long as the guess of %’ is correct
(which is the case with probability 1/(Qi4 - Qs - Oa)) and there is
no other Bad event in the simulation of hash queries (which is the

case with non-negligible probability Q/2" as in Lemma 9), &’ can
use &f’s Type 3 forgery to output a Type 3 forgery for the weakly-
secure scheme. O

Lemma 11: If o/ is an adversary that has a non-negligible
advantage ¢ against the security of MKHAut by producing a Type
2(b) forgery, then it is possible to build an adversary 98"’ which
breaks the security of the HTDF F with non-negligible probability €.

It is not hard to see that this case of the proof is basically
identical to that in Lemma 8, and thus we omit the proof.

5 Our multi-key homomorphic MAC from OWFs

In this section, we describe our construction of a multi-key HA
with private verification keys and supporting the evaluation of low-
degree arithmetic circuits. More precisely, for a computation
represented by an arithmetic circuit of degree d and involving
inputs from n distinct identities, the final authenticator has size

+d
(n d ), that is bounded by poly(n) (for constant d) or by poly(d)

(for constant n). Essentially, the authenticators of our scheme grow
with the degree of the circuit and the number of distinct users
involved in the computation, whereas their size remains
independent of the total number of inputs/users. This property is
particularly desirable in contexts that involve a small set of users
each of which contributes to several inputs.

Although our multi-key homomorphic MAC supports less
expressive computations than our homomorphic signatures of
Section 4, the scheme comes with two main benefits. First, it is
based on a simple, general assumption: it relies on pseudo-random
functions and thus is secure only assuming the existence of one-
way functions (OWF). Second, the scheme is very intuitive and
efficient: fresh MACs essentially consist only of two [F, field
elements (where p is a prime of A bits) and an identity identifier;

. . . n+d .
after evaluation, the authenticators consist of ( d ) elements in

F,, and homomorphic operations are simply additions and
multiplications in the multi-variate polynomial ring F,[ X, ..., X,].
We describe the five algorithms of our scheme MKHMac below.
We note that our solution is presented for a single data set only.
However, since it admits labels that are arbitrarily long strings it is
straight-forward to extend the scheme for handling multiple data
sets: simply redefine each tag 7 as consisting of two substrings
7= (A, 7’), where A is the dataset name and 7’ the actual tag.
Setup(l’l). The setup algorithm generates a A-bit prime p and
let the message space be ./ := [,. The set of identities is ID = [C]
for some integer bound C € N, while the tag space consists of
arbitrary binary strings, i.e. = {0, 1}". The set & of admissible
functions is made up of all arithmetic circuits whose degree d is
bounded by some polynomial in the security parameter. The setup
algorithm outputs the public parameters pp which include the
descriptions of .#,ID,J,% as in Section 3, as well as the
description of a PRF family F: % X {0,1}" — [, with seed space
. The public parameters also define the authenticator space. Each
authenticator ¢ consists of a pair (I,Y) where I C ID and y is in the
C-variate polynomial ring F,[X, ..., Xc]. More precisely, if C is set

up as a very large number (e.g. C = 21) the polynomials y can still
live in some smaller sub-rings of FF,[ X, ..., Xc].

KeyGen(pp). The key generation algorithm picks a random
X o F,, a PRF seed K o F, and outputs (sk, ek, vk), where
sk = ek(x, K) and ek is void.
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Auth(sk;q, 7, m). To authenticate the message m with the label
¢ =(1d,7) € IDx T, the authentication algorithm parses
skigq = (x14, Kiq) and produces an authenticator ¢ = (I,y), where
ICIDandy € F,[Xial CFp[X,,...,Xc]. The set I is simply {id}.
The polynomial y is a degree-1 polynomial in the variable X;4 such
that y(0) = m and y(x;q) = F(Kiq, ©). Note that the coefficients of
Y(Xia) = Yo + yiaXia € Fp[Xiq] can be efficiently computed with
the  knowledge of x;4 by setting y,=m and
Via = (F(Kig,©) —m/x;q). Moreover, Y can be compactly
represented by only giving the coefficients y,, yiq € F,.

Eval(f,{ox}key). Given a r-input arithmetic
f: [F;, — [, and the 7 authenticators {oy := (I, y4) }, the evaluation
algorithm outputs ¢ = (I, y) obtained in the following way. First, it
determines all the identities involved in the computation by setting
I= Ui_,;I;. Then every polynomial y, is ‘expanded’ into a
polynomial ¥, defined on the variables X4 corresponding to all
the identities in I. This is done using the canonical embedding
Fp[Xiq:id € I;] = F,[X;q:id € I]. It is worth noticing that the
terms of y; that depend on variables in I~I; have coefficient 0.
Next, let f:[F,,[Xid:id € II' - F,[Xiq:1d € I] be the arithmetic
circuit corresponding to the given f, i.e. f is the same as f except
that additions (resp. multiplications) in [, are replaced by additions
(resp. multiplications) over the polynomial ring F,[X;q:id € I].

circuit

Finally, y is obtained as y = f(§7,, ....7,).

Ver(P, {vkiglige -, 0). Let P = (f,¢),...,£;) be a labelled
program, where f'is a degree-d arithmetic circuit and every label is
of the form &, = (idy, 7). Let 6 = (I,y) where I = {id,,...,1id,}
with id; # id; for i # j. The verification algorithm outputs 1
(accept) if and only if the authenticator satisfies the following three
checks. Otherwise, it outputs 0 (reject)

{id,,...,id,} = {id:id € P}, (30)
(0, ...,0)=m, G1)
y(x5dps -+ X1a) = f(F(Kiap 1), ..o F(Kia, €1)) (32)

In the following sections remainder of the section, we discuss the
efficiency and succinctness of our MKHMac (Section 5.2) and prove
the correctness of our scheme (Section 5.3). Section 5.4 is devoted
to concluding with the security analysis of the proposed MKHMac
scheme.

5.1 Polynomials representations

In the sequel, we adopt the multi-index notation for multivariate
polynomials. We consider an element f € F,[X|, ..., X,] as a finite

sum of terms of the form ¢ - X* where ¢ € F,~{0} is a non-zero
coefficient, e = (ey, ..., e,) € N" is an exponent vector and X° is a

shorthand for X7, ..., X;".

Here we recall two main methods to represent multivariate
polynomials: the completely dense representation and the sparse
representation. Both representations require an ordering on the set
of unknowns.

In the completely dense representation, a polynomial

S eF,[X]=F,X,..
array with entries in [, such that the entry at index e = (e, ..., ¢,)
is the coefficient of the term X° in f. Setting d > maxdeg(f), the

size of the dense representation is O(d"log p). The completely
dense representation allows constant-time access to any coefficient
of £, and using Kronecker substitution it is possible to easily apply
all “fast’ methods known for dense univariate arithmetic.

The sparse representation (which corresponds to the default
representation of polynomials in most computer algebra systems)
of a multivariate polynomial f € F,[X),...,X,] is a list of ¢

(1, ), s (cre)) € (F X N,

. X,] is stored as a (J];_,d)-dimensional

coefficient-exponent  couples

634

where ¢ denotes the total number of distinct terms (monomials) in f.
Setting d > maxdeg(f), the size of the sparse representation is
O(ntlogd). The sparse representation is the most compact
polynomial representation, however, its small size entails higher
operation costs. We recall the costs relevant to our scheme in
Section 5.

5.2 Efficiency and succinctness

Below we discuss the efficiency and the succinctness of our
MKHMac scheme. We focus first on succinctness and later we
discuss the cost of running Eval on our authenticators (the cost of
the other algorithms can be easily extracted from their description).

Succinctness. Let us consider the case of an authenticator o
which was obtained after running Eval on a circuit of degree d and
taking inputs from » distinct identities. Note that every o consists
of two elements: a set IC[C] and a polynomial
y € Fy[X5q:1d € I].

For the set I, it is easy to see that |I| =n and I can be
represented with nlog C bits. The other part of the authenticator, y,
is instead an n-variate polynomial in F)[X5g,, ..., X1g,] of degree d.
Since the circuit degree is d, the maximum number of coefficients

+d
of y is (n d ) More precisely, the total size of y depends on the

particular representation of the multi-variate polynomial y, which
is chosen for implementation. In Section 5.1, we discuss some
possible representations (further details can also be found in [36]).
For example, when employing the sparse representation of
polynomials, the size of y is bounded by O(ntlog d), where ¢ is the
number of non-zero coefficients in y (note that in the worst case, a
polynomial y € Fp[Xigs,,...,X;3,] of degree 4 has at most

n+d . .
t= ( d ) non-zero coefficients). Thus, setting logC ~ log p =~ 4,
we have that the size in bits of the authenticator o is

o

+d
<n+ A(n J ) Ignoring the security parameter, we have that

|o| = poly(n) when d is constant, or |6| = poly(d) when n is
constant.

Efficiency of Eval. In what follows, we discuss the cost of
computing additions and multiplications over authenticators in our
MKHMac scheme. Let ¥ =(I?y?), to i=1,2 be two
authenticators and consider the operation ¢ = Eval(g,s",c"),
where g is a fan-in-2 addition or multiplication gate. In both cases,
the set I of identities of o = (I,y) is obtained as the union
I=1"UI? that can be computed in time O(n), where n = |I|,
assuming the sets I'”, I are ordered. Regarding the computation
of v from y” and y®, one has to first embed each y; into the ring
IF‘,,[Xid:Td € I], and then evaluate addition (resp. multiplication)
over [F[,[Xﬁlﬁ € I]. Again, the costs of these operations depend
on the adopted representation [36, 37].

Using the sparse representation of polynomials, expanding a y
having ¢ non-zero coefficients into an n-variate polynomial y
requires time at most O(tn). To give an idea, such expansion indeed
consists simply into inserting zeros in the correct positions of the
exponent vectors of every non-zero monomial term of y. On the
other hand, the complexity of operations (additions and
multiplications) on polynomials using the sparse representation is
usually estimated in terms of the number of monomial
comparisons. The cost of such comparisons depends on the specific
monomial ordering chosen, but is usually O(nlog d), where n is the
total number of variables and d is the maximum degree. Given two
polynomials in sparse representation having #, and #, non-zero
terms, respectively, addition costs about O(##,) monomial
comparisons (if the monomial terms are stored in sorted order the
cost of addition drops to O(t, + 1,)), while multiplication requires to
add (merge) ¢, intermediate products of ¢, terms each, and can be
performed with O(#,t,log t,) monomial comparisons [37].
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5.3 Correctness

Regarding the correctness of the proposed MKHMac, by
construction, each fresh authenticator ¢ = (I,y) of a message m
labelled by £Z:=(id,7z) is of the form I={id} and
V(Xiq) = Yo+ ViaXia =n+ (F(Kigq, ©) —m/x;9)X14. Thus the set I
satisfies (16) since {id:id € f#,} ={id}. The two last
verification checks (31) and (32) are automatically granted for the
identity =~ program  .¥,  because y0)=y,=m and
y(xia) = m+ (F(Kig, 0) — m/x39)x19 = F(Kiq, 0).

Evaluation correctness. The correctness of the Eval algorithm
essentially comes from the structure of the multi-variate
polynomial ring. Nevertheless, we will prove the evaluation
correctness property for generic fan-in-2 addition and
multiplication gates (by associativity, this is the inductive step to
prove evaluation correctness for any circuit f).

For i=1,2, let (P,m,06® be a triple such that
Ver(P;, {Vkia)iae #,mp0”) = 1, where P, = (f;,£7,....60). We
need to show that for every fan-in-2 gate g we have
Ver(P, {vkigq}ige » m,0) = 1, where P = g(P,, $,), m = g(m,, m,)
and 6 = Eval(g, 6", 6?).

To see this, let us further expand on the meaning of assuming
that Ver(%;, {vkia}iqe o, Mis 6 =1. For every i=12 Ilet

10 = {ﬁ(li),...,ﬁif:}, where all identities are distinct. Then

verification means that the following equations hold:

{id?,...,id})} = {id:id € ) (33)
790, ...,0) = m; (34)

YA, 1d,) = fF (K, £1)
_ (35)

s eues F(Kidg)y f;?))
{id?,...,id})} = (id:id € &} (36)
79, ...,0) = m (37

ym(ﬁﬁn’ ﬁ;f:) = fiF(K;q0, £
(38)

oo F(Ksqp. £1)

Let I=1I"UI®, it is trivial to check that (16) of the verification
holds for I and & = g(%,, P,) since

I=I"UI?={id:id € P} U {id:id € P} = {id:id
€ P},

where the second equality derives from (36).

Let I = {id,,...,1d,}, denote by 3 the n-variate polynomial
obtained from y? after the expansion process described in Eval.
We need to prove that if (31) and (32) hold true for y they also for
its expansion }Af(i) (concerning the same labelled program &)).

Equation (37) and the fact that the expansion process does not
affect the constant term of the polynomial trivially imply that

$2(0) = m;; whereas

50 (ezghs o 2249 = Y(xzg, 1d € 1) (39)
= fiF K30, ), ... F(Ksq, 1)) (40)

holds because of the polynomial expansion in Eval sets to 0 the
coefficients of all terms that depend on the new variables.

Consider the n-variate polynomial y = g(¥, %), where g is a
generic gate. It is left to show that that y verifies (31) and (32). In

what follows, we prove correctness for a fan-in-2 addition gate; the

IET Inf. Secur., 2019, Vol. 13 Iss. 6, pp. 618-638
© The Institution of Engineering and Technology 2019

case of a fan-in-2 multiplication gate is analogous to this one.
Check (31) is straightforward since

y00,...,0) =570, ...,00 + 70, ...,0) =m +m,=m  (41)

holds because of (37) and the property of addition over the
polynomial ring F,[X;4 : id € I]. For check (32) we have

A (1)
y(xig - X)) =Y (g, ---,xia},‘l’)
+37(esq@,s -0 X532)
m )
= y(”(xia(lw, ...,xia;l]))
@ @
+y(2)(xia<]2>, . xiafxzz))
= [LF (K3, 1), coos F(Kiq(, Zy)
+fo(F(Ksa®, ), -, F(K1a@, £1,))
= f(F(Kidp 1)y F(Kid,a )]

where the first equality follows by the construction of y and by the
property of addition over F,[Xiq:1d € ID]. The second equality is
derived from the definition of polynomial expansion. The third
equality follows immediately from (39), while the last one holds by
the composition property of labelled programs, i.e. 2 = g(£,, %,).

5.4 Security

In what follows, we prove the security of our scheme against
adversaries that make static corruptions, and produce forgeries
according to the following restrictions.

Definition 9 (Weak forgery): Consider an execution of the
experiment described in Section 3, HomUF — CMA  wxuaut(4), Where
(9", A", ", 6") is the tuple returned by the adversary at the end of
the experiment, with " = (f*, ¢}, ...,£;), A" a dataset identifier,
m' € M/ and 6" an authenticator. First, we say that the labelled
program &" is well-defined on a list L if either one of the following
two cases occurs:

1. There exists i € [¢] such that (£}, -) & L (i.e. o never made a
query with label #7), and f*({mj}(ijmj)eL U {ﬁlj}(fﬁ ¢ L) outputs
the same value for all possible choices of m; € /.

2. L contains the tuples (¢},m,),...,(Z;,m,), for some messages
m,...,m,.

Then we say that (%', A",m",¢") is a weak forgery if
Ver(9", A", {vkiq}iqes»m,06) =1 and either one of the
following conditions is satisfied:

Type 1: Ly was not initialised during the game (i.e. A* was
never queried).

Dipe  2: P is  well-defined on L,  but
m" # f*({mj}(f/.ﬂmj)eLA* U {0}z;er,») (Le. m”" is not the correct output
of " when executed over previously authenticated messages).

Type 3: P is not well-defined on Ly~.

Although Definition 9 is weaker than our Definition 4, we stress
that the above definition still protects the verifier from adversaries
that try to cheat on the output of a computation. In more details, the
difference between Definitions 9 and 4 is the following: if f* has
an input wire that has never been authenticated during the game (a
Type 3 forgery in Definition 4), but f* is constant concerning such
input wire, then the above definition does not consider it a forgery.
The intuitive reason why such a relaxed definition still makes sense
is that ‘irrelevant’ inputs would not help in any case the adversary
to cheat on the output of f*. Definition 9 is essentially the multi-
key version of the forgery definition used in previous (single-key)
homomorphic MAC works, e.g. [6]. As discussed in [13] testing
whether a program is well-defined may not be doable in
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polynomial time in the most general case (i.e. every class of
functions). However, in [15] it is shown how this can be done
efficiently via a probabilistic test in the case of arithmetic circuits
of a degree d over a finite field of the order p such that d/p < 1/2.
Finally, we notice that for our MKHMac Type 1 forgery cannot occur
as the scheme described here supports only one dataset (As noted
at the beginning of the section the extension to multiple datasets is
straightforward given that the tags are arbitrary strings. When such
extension is applied, it is easy to see that Type 1 forgeries are Type
3 ones in the underlying scheme.).

Theorem 5: If F is a pseudo-random function, then the multi-
key homomorphic MAC described in Section 5 is secure against
adversaries that make static corruptions of keys and produce
forgeries as in Definition 9.

Note that we can deal with the corruptions via our generic result
of Proposition 1. Therefore, it is sufficient to prove the security
against adversaries that make no corruptions. The proof is done via
a chain of games following this (intuitive) path. First, we rule out
adversaries that make Type 3 forgeries. Intuitively, this can be done
as the adversary has never seen one of the inputs of the
computation, and in particular, an input which can change the
result. Second, we replace every PRF instance with a truly random
function. Note that at this point, the security of the scheme is
information theoretic. Third, we change the way to answer
verification queries that are candidates to be Type 2 forgeries.
Finally, we observe that in this last game, the adversary gains no
information on the secret keys x; and thus has a negligible
probability of making a Type 2 forgery.

More formally, we prove Theorem 5 via a sequence of hybrid
games that we will use to bound the probability of winning in the
original security game described in Section 3. Let Game 0 be the
security game between the adversary & and the challenger €
described in Section 3, where forgeries follow Definition 9 and
there are no corruptions. We define the following chain of hybrid
games:

Game 1: This game proceeds as Game 0 except that the
challenger answers with 0 (reject) all those verification queries
(2, m,y) that constitute a Type 3 forgery, i.e. such that they verify
correctly and & is not well-defined on the list L.

Game 2: This is the same as Game 1 except that every PRF
instance F(Kiq, -) is replaced with a truly random function
Ri4:{0,1}" - F,. Basically, for every label # = (id, 7) used in the
game, while in Game 0 and Game 1 one generates the value r, as
ry=F(Kig,©), in Game 2 the value r, is taken uniformly at
random in [,

Game 3: This is the same as Game 2 except that the challenger
proceeds differently when answering those verification queries
(P, m, ) such that P = (f,7),...,¢,) is well-defined on L. If one
equation between (16) and (31) of the verification algorithm is not
satisfied, the challenger immediately answers with 0 (reject),
without executing the check of (32). Otherwise, if both (16) and
(31) are satisfied, € proceeds as follows. For every j € [f] such
that (£, -)€ L, ¥ generates a ‘dummy’ polynomial
y; € Fy[Xiq:id € 7] (e.g. taking its two coefficients randomly),
whereas for all i€ [f] such that (£;,m;) €L, € fetches the
authenticators y; generated previously during the authentication
queries phase of the game. The challenger then computes
Eval(f,o,...,0;) to obtain the output ¢ = (i,_\}), and answers the
verification query as follows:

* Ify=y(over F[Xmg:ideI= 11), output 1 (accept).

« If y# 79, compute the polynomial z=y -y € F,[X55:1d € I]
and output 1 (accept) if z(x3g,, ..., X5q,) = 0 mod p, and 0 (reject)
otherwise.

Note that the immediate rejection of queries that do not satisfy (16)
or (31) does not change the outcome of the verification queries,
and thus does not affect the distribution of the game. This change is
introduced only to ease the security analysis of the game.
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Intuitively, this kind of queries can be immediately rejected
without using any secret; in other words, the outcome of these
queries reveals zero information about the secret keys. Also, the
second change does not affect the distribution of Game 3 compared
to Game 2. This is slightly trickier to observe and is addressed in
Lemma 14.

Let Gi(<f) denote the event that Game i, executed with an
adversary &, outputs 1. The proof of Theorem 5 is obtained by
showing that any PPT adversary has a negligible probability of
distinguishing between every consecutive pair of games, as well as
it has a negligible probability of winning in Game 3. In what
follows, Qyer (resp. Qiq) represents the number of verification
(resp. new identity) queries to € and is polynomial in the security
parameter, i.e. Qyer, Qig ~ poly(4). Theorem 5 is proven in the
following lemmas:

Lemma 12: For every PPT & there is a PPT 9 such that
| Pr [Go(e/)] = Pr [Gi()]] < Qver( Pr [Gi(SB)] +d/p), where Qyer
is the number of verification queries made by /.

Proof: The only case in which Game 0 and Game 1 differ is
when the adversary o/ makes a verification query that is a valid
Type 3 forgery. Let us call this event Bad, and note that
| Pr [Go(&f)] — Pr [Gi()]| = Pr[Gy(«/) ABad]. In what follows,
we bound this probability by showing that for every adversary &/
that wins in Game 0 by returning a Type 3 forgery there is an
adversary & that, in the same game, produces a Type 2 forgery
with all but a negligible probability. The proof is an adaptation to
the multi-key setting of Proposition 2 in [15].

For every &/, we construct & as follows. First of all, % chooses
randomly an index j* a [Over] as a guess that o/ will make a
Type 3 forgery in the j’th verification query. Next, % runs & and
answers its queries as follows: % forwards to its challenger all the
authentication queries of </, and all verification queries (£, m, o)
such that & is well-defined on the list L. The jth verification query,
where & is not well-defined, is answered with 0 (reject) if j # j.
Otherwise, if j=j" A does the following. Parse
P=(f,?,....t,); for all i €[] such that (£;,m)) € L, &# fetches
the message m; from the list and set m; = m;, and for all i € [¢] such

that (£, -) & L, B chooses random messages m; & F,. Then &
computes m = f(@m,, ...,m,) and tests if m = m. If this is the case, then
% aborts. Otherwise, for all i € [¢], such that (¢}, -) €& L, A
queries (£, m;) to its challenger, and finally returns (2, m, 6) as its
forgery.

To complete the proof, we first observe that Pr [m =m] =d/p
over the random choices of m; B F, by the Schwartz—Zippel
lemma [38, 39], since f'is not well defined and assuming that d is a
bound on f’s degree. Then since p is taken > 2 and d = poly(2) it
holds that d/p is negligible. Finally, if 9% does not abort, & returns
a Type 3 forgery and the guess on j” is correct, it is easy to see that
the forgery returned by % is of Type 2, i.e. B would win in Game
1. Therefore, Pr[G,(%)] > Pr [Gy() A Bad]/Qyer — d/p, which
concludes the proof. o

Lemma 13: For every PPT & there is a PPT & such that
| Pr [Gi(a)] = Pr [Gu()]| < Qi AdVEG(2), where Q4 is the
number of distinct identities queried by & through both
authentication and verification queries.

The proof is rather simple and we only give an intuition on how
it works. Given that the difference between Game 1 and Game 2 is
solely in the generation of the values r,; the probability of &/
winning is the same in the two games, a part from an additive
factor that comes from distinguishing the PRF instance F(K;g4, )
from a truly random function. Since there are at most Q;4 distinct
PRF instances that are used in the game, by a fairly standard hybrid
argument, we have that the difference between the two games is

bound by the Qi - Advig(ﬂ) factor.
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Lemma 14: For every PPT o we have Pr [Gy(#/)] = Pr [Gy()].

Proof: To prove the lemma, we show that the outcome of every
verification query made by & is the same in both Game 2 and
Game 3. Let us consider only those queries for which the change
mentioned in Game 3 applies, i.e. those in which & is well-defined
onlL.

As already pointed out in the description of Game 3, rejecting
immediately queries that do not satisfy (16) or (31) does not
introduce any change to the outcome of the game.

As before, let I={id,...,id,} and I = {id,,...,1ids}.
Consider queries that satisfy (16) and (31). By correctness of the
scheme, the authenticating polynomial y computed by € verifies
correctly for 9. This in particular means that the following
equation holds  y(xig,, ..., x4, = f(F(Kia,, 1) ... F(Kia, &) -
Since checking (32) for y means checking
y(x5qps -+ X5a) = f(F(Kiqp €1)s ..., F(Kiq,, £1)) and by hypothesis y

satisfies (16), i.e. I= I, it is easy to see that z(xig,, ..., x5g) = 0 is
an equivalent check asz =y —y. 0

Lemma 15: For every PPT &/ we have Pr [Gi()] < Qyer - %,

where Qy., is the number of verification queries made by &/ and d
the (maximal) degree of the arithmetic circuits queried by & in
verification.

Proof: To prove Lemma 15, we define a sequence of hybrid
games departing from Game 3, that we call Game (3,0), ..., Game
(3, Oyer), Where Qyor denotes the total number of verification
queries performed by the adversary. For i = 0 to Qy.,, define Game
(3,1) as Game 3 except that the first i verification queries that are a
candidate to be Type 2 forgeries (i.e. they satisfy all Type 2
requirements except that verification accepts) are answered with 0,
whereas the remaining (Qye, — i) queries are answered as stated in
Game 3. Clearly, Game (3, 0) is identical to Game 3, i.e.
Pr [Gs(&/)] = Pr [Gg.0()], while

Pr [Gs. gy ()] = 0 (42)

since in Game (3, Qy.,), the challenger replies 0 to any verification
query.

To proceed with the proof, we analyse the difference between
each consecutive pair of games. For every i € [Qye.], the only case
in which Game (3, i) may differ from Game (3,7 — 1) is in the ith
verification query. Let Bad be the event in which the ith
verification query submitted by & is a valid Type 2 forgery; then
| Pr [Ga.i- ()] — Pr[Gs ()| < Pr[Bad]. In what follows, we
bound the probability that Bad happens.

Notice that Bad occurs in those verification queries (%, m, o)
with 6 = (I,y) that satisfy the Type 2 requirements, pass the
verification (16) and (31), and for which (a) y#y and (b)

2(x5a,, ---» X35,) = Y(Xqd,» - - > X5a,) — Y(X3d, ---» X5@,) = 0 mod p,
where I = I = {id,,...,1id,}. It is easy to see that condition (a) is

immediately implied by the fact that the query is a Type 2
candidate. Indeed, if y = ¥ then the query would be accepted and
could not be a Type 2 forgery. To see this, let
m= f({mj};mper, Y10}z 1) By definition of Type 2 forgery
m#m and by the correctness of the scheme §¥,=m. Hence,
combining the previous two equations with (31) we get
y, = m # m = y, which implies y # y.

Now, we claim that in the execution of Game (3,i),
Pr [Bad] = Pr [z(x3q,, ..., X5q,) = 0] < d/p.

If the values x;4 were randomly selected in [, at the moment of
Bad, the bound follows immediately from the Schwartz—Zippel
lemma [38, 39], using that z is a non-zero polynomial of degree at
most d. It remains to show that the xidj’s can indeed be selected at
the moment of Bad, and to do this we show that before the
happening of an event Bad, the adversary has no information about
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X;4, id € I. First, we observe that every authentication query
(¢ = (id, r),m) does not reveal information about x;4: the only
value of the authenticator ¢ which depends on x;4 is the degree-1
coefficient of the authenticator y given in reply to the query;
however this coefficient is uniformly distributed in F, due to the
randomness of r,.. Second, all the previous i— 1 verification
queries in Game (3,i) are answered without the use of any secret
Xig, 1d € [C]: they are either answered without checking condition
(b), or are directly rejected (without evaluating (b)) as per
definition of Game (3, i). This means that before submitting the ith
Type 2 verification query, the adversary has gained no information
about the x;4, id € [C], and thus about the secret x;4, id € I.

Hence, Pr [Bad] = d/p, which implies that for every i € [Qye.] it
holds that | Pr [G;;_(&/)] — Pr [G; (]| < d/p. By summing up
for all the Qy., hybrids, we get

Pr [G( )] — Pr [Gegp (]| < Orer %

By also considering (42), the above formula gives the bound stated
in Lemma 15.

Combining the results of the lemmas we obtain that for every
PPT &/, it holds that

AdVigineg () < (Qyer + 1) - Q1q - AdVE GH(2)

+ (Q\21er +2- QVer) -d
P

which proves Theorem 5.0

6 Conclusions

In this paper, we introduced the concept of multi-key HAs, a
cryptographic primitive that enables an untrusted third party to
execute a function f on data authenticated using different secret
keys to obtain a value certifying the correctness of f’s result, which
can be checked with knowledge of corresponding verification keys.
In addition to providing suitable definitions, we also propose two
constructions: one which is publicly verifiable and supports general
Boolean circuits, and a second one that is secretly verifiable and
supports low-degree arithmetic circuits.

Although our work does not address directly the problem of
privacy, extensions of our results along this direction are possible,
and we leave the details to future investigation. A first extension is
defining a notion of context-hiding for multi-key HAs. Similarly to
the single key setting, this property should guarantee that
authenticators do not reveal non-trivial information about the
computation's inputs. The second extension has to do with
preventing the Cloud from learning the data over which it
computes. In this case, we note that multi-key HAs can be executed
on top of homomorphic encryption following an approach similar
to that suggested in [40]. Finally, an interesting problem left open
by our work is to find multi-key HA schemes where authenticators
have size independent of the number of users involved in the
computation.
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