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Abstract

Trust violations in sociotechnical systems are becoming increasingly visible as Al systems take on
advisory and decision-making roles in everyday life. When these systems fail, users must interpret what
went wrong and decide whether to continue relying on them. Yet IS research has largely focused on
trust formation, leaving the processes through which trust is broken, and potentially repaired, under-
theorized. Meanwhile, adjacent fields have produced fragmented insights into trust violations and the
mechanisms used to repair them. This paper presents a systematic literature synthesis of 62 studies to
understand how trust violations and repair are conceptualized when technology plays a meaningful
role. We identify four core stages that structure trust breakdown and recovery: the violation incident,
the trustor sensemaking, the violator reaction, and the recalibrated trust outcome. We consolidate these
insights into a process-oriented framework and guiding questions, outlining implications for human-Al
collaboration and future IS research.

Keywords: Trust, Trust Violation, Trust Repair, Human-AI Collaboration, Sociotechnical Systems
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1 Introduction

In August 2025, news emerged about a Spanish influencer who broke down in tears after missing her
flight to Puerto Rico (Chinman, 2025). She relied on ChatGPT for visa advice, which incorrectly assured
her that none was required. However, an ESTA was still required, and she consequently missed her
flight. In response to the incident, she said through tears, “That’s what I get for not getting more
information,” and added, “I don’t trust that one anymore,” referring to her Al assistant.

This is a clear case of misplaced trust and subsequent loss of trust. Yet it also raises broader questions
about how such incidents are interpreted and addressed in sociotechnical systems: How do users make
sense of such a violation incident, and under what conditions is it perceived as a trust violation? How is
responsibility attributed between the user (“I should have checked”) and the Al system (“I don’t trust it
anymore”’)? And what kinds of system responses enable trust to be maintained, recalibrated, or repaired?

We understand sociotechnical system as a system in which social and technical components are
interdependent and jointly shape system outcomes through their interaction (Emery, 2016). Within such
systems, how users interpret a trust violation has immediate consequences for their behavior: they may
abandon a system, restrict their reliance on it, or continue using it with adjusted expectations (Lee &
See, 2004). A violation also recalibrates trust — sometimes in productive ways, when users recognize
system limitations, but sometimes in ways that lead to overreaction and unwarranted distrust (Pak &
Rovira, 2024). This makes trust violation just as central as trust formation, since both processes influence
how people ultimately use and depend on technology.

While trust has been widely studied in information systems research (e.g. Sollner et al., 2018) much of
this work has focused on the formation of initial trust in online environments (e.g. Zahedi & Song,
2008), with comparatively less attention paid to trust violations and their consequences. The few
exceptions have concentrated on domains such as e-commerce transactions or privacy and data breaches
(Bachura et al., 2022; Choi et al., 2016; Deng et al., 2022). Yet these studies primarily address trust
between buyers and sellers or between individuals and organizations, rather than violations that emerge
directly in human-technology interaction.

By contrast, other disciplines have begun to study how trust can be violated in interactions with non-
human agents. For example, research in human-robot interaction (HRI) has examined situations in which
robots violate trust through errors or inappropriate behavior (e.g. Esterwood & Robert, 2023;
Machigashi et al., 2025; Sebo et al., 2020), while work on autonomous vehicles has investigated how
accidents or malfunctions affect drivers’ willingness to rely on automation (Liu et al., 2024).

These cases suggest that trust violations become particularly salient when technology operates with a
degree of agency and when humans must collaborate with non-human agents. With the rapid diffusion
of Al-based information systems, such conditions are now increasingly present in non-embodied
contexts. This creates ambiguity in responsibility and repair, making them important contexts for
studying how trust violations are interpreted, how responsibility is constructed through trustor
sensemaking, and how trust can be potentially restored.

Because research directly addressing trust violations in Al systems is still emerging, and because
foundational insights are scattered across various sociotechnical contexts, there is a need for a systematic
synthesis of what is currently known about trust violations and repair when technology is involved. Such
a synthesis provides a foundational framework for understanding how these processes may operate in
Al systems specifically and helps identify where Al introduces novel challenges.

In consequence, we investigate the following research question (RQ):

RQ: How have trust violations and their repair been conceptualized across sociotechnical
systems, and what insights do these accounts provide into the relationship between trustor
sensemaking and violator reactions?

To address this need, we conduct a literature review following established guidelines (vom Brocke et
al.,2015; Webster & Watson, 2002). We review studies on trust violations and repair mechanisms across
sociotechnical contexts in which technology plays a meaningful role in the violation incident. Based on
a concept matrix, we examine how violations are conceptualized, how users’ sensemaking is described,
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and what forms of responses or repair strategies have been studied. Based on this synthesis, we develop
a framework that clarifies the relationship between victim sensemaking and violator reactions and
outline implications for research on trust violations in Al systems.

2 Theoretical Background

2.1 Trust

In this work, we adopt the definition of trust proposed by Mayer et al. (1995, p. 712): “Trust is the
willingness of a party [the trustor] to be vulnerable to the actions of another party [the trustee] based on
the expectation that the other will perform a particular action important to the trustor, irrespective of the
ability to monitor or control that other party.” In this sense, vulnerability is fundamental to trust,
understood as a willingness to be exposed to the potential negative consequences of another party’s
actions, with actual risk-taking emerging only when this willingness is acted upon (Mayer et al., 1995).

Building on this definition, IS research emphasizes that trust is an evolving process shaped by the
trustor’s propensity, the context, and the trustee’s characteristics (Mayer et al., 1995). In this view, trust
is reflected in the trustor’s trusting beliefs, that is, their perceptions of the trustee’s trustworthiness along
specific dimensions. In IS, trust has traditionally been studied in interpersonal contexts, including
organizations, and in relation to IT artefacts (Sollner et al., 2016; Thiebes et al., 2021). Depending on
the nature of the trustee, different trusting beliefs become salient, including ability, benevolence, and
integrity for individuals (Mayer et al., 1995) and functionality, helpfulness, and reliability for technology
(McKnight et al., 2011; Sollner et al., 2013). For Al systems, additional antecedents of trust have been
identified that vary depending on their form and level of intelligence (Glikson & Woolley, 2020; Lee &
See, 2004), while established antecedents from both interpersonal and technological trust continue to
apply (Thiebes et al., 2021).

Trust is dynamic and must be maintained once it has been established (So6llner & Pavlou, 2016). Building
on this assumption, they developed a trust lifecycle model. After initial trust is formed, repeated
interactions may stabilize it, but breaches can erode this trust, necessitating processes of repair before
stability can be regained. In line with Kim et al. (2009), a trust violation occurs when an incident reduces
trustor’s trusting beliefs about the trustee or the trustor’s trusting intentions (McKnight et al., 1998).
Importantly, this reduction is not a direct consequence of the incident itself but results from how the
trustor interprets and evaluates it. We conceptualize this process as sensemaking through which
individuals interpret and give meaning to ambiguous or complex situations, enabling them to construct
a coherent understanding that guides action (Weick, 1995). In this context, sensemaking involves
forming causal attributions about the incident, which shape both emotional responses and subsequent
trust judgments (Tomlinson & Mayer, 2009; Weiner, 1985).

For example, a trust violation may occur when the trustor concludes that the trustee lacks competence
(“It gave me wrong information”), integrity (“It misled me”), or benevolence (“It did not act in my
interest”). Building on this, research that trust repair depends on how the trustor attributes the incident,
specifically along the dimensions of locus, controllability, and stability, which determine whether the
incident is viewed as a temporary mistake or a signal of deeper untrustworthiness (Tomlinson & Mayer,
2009). Extending this work, Tomlinson et al. (2021) propose a cognitive process model in which trust
repair unfolds through sequential stages of sensemaking, emotional response, and evaluation of the
violator’s subsequent actions. These insights emphasize that trust violations are not defined solely by
the event itself but by how the trustor interprets and evaluates it, making attribution and meaning-making
central mechanisms in determining whether trust can be repaired.

2.2 Trust Violation and Repair in Al and Autonomous Systems

Trust violations in Al and autonomous systems differ from interpersonal settings due to several
structural features of these technologies. First, users often struggle to interpret Al behavior because these
systems operate in complex and partially random environments and rely on multilayered, opaque
decision-making processes. As Glikson and Woolley (2020, p. 628) note, Al behavior is not
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deterministic, and “the logic behind each decision made is often poorly understood,” making it difficult
for users to predict why a violation occurred or whether it will recur. Second, trust repair in autonomous
systems shows mixed and sometimes contradictory effects. Pak and Rovira (2024) argue that no single
strategy reliably restores trust across contexts and emphasize that the effectiveness of repair depends on
an interaction between properties of the repair strategy and the user’s ability, motivation, and
opportunity to process it. Third, users appear to update their trust in Al differently than in human
trustees. Research suggests that initial trust in automation can be unrealistically high because users
ascribe superior analytical capability to automated aids (Parasuraman & Manzey, 2010), yet this trust
can also decrease sharply after a single failure, reflecting heightened sensitivity to perceived violations
(Madhavan & Wiegmann, 2007). These dynamics indicate that trust violations in Al systems emerge
and are repaired within a distinct psychological and technological landscape that shapes how users
interpret failures and respond to repair attempts.

Furthermore, the importance of trust calibration in automated systems is discussed in the literature. Users
sometimes overestimate the analytical capability and authority of automated systems, which can lead to
inflated trust before any violation occurs (Parasuraman & Manzey, 2010). For this reason, trust repair
in autonomous systems is not aimed at maximizing trust but at restoring it to an appropriate, well-
calibrated level. In this view, repair actions are understood as system-initiated responses to violations
that momentarily reduce trust, with the goal of bringing trust back in line with the system’s actual
capabilities. (Pak & Rovira, 2024)

3 Methodology

Given the interdisciplinary nature of our research question, we conducted a systematic literature review
to capture and analyze contributions from IS, HCI, HRI, psychology, and organizational behavior, in
line with recommendations for cross-disciplinary synthesis (Paré et al., 2015). Following established
classifications (Cooper, 1988), we adopt a concept-centric, integrative review approach aimed at
synthesizing and structuring existing conceptualizations of trust violations and their repair. We followed
established guidelines for conducting SLRs (Page et al., 2021; vom Brocke et al., 2015; Webster &
Watson, 2002) to ensure methodological rigor and transparency. A literature review was chosen because
research on trust violations and trust repair is scattered across disciplines and has only recently begun
to emerge within IS (Konopka & Wiesche, 2025), while adjacent fields, such as psychology, sociology,
management, HCI, and HRI offer rich conceptual and empirical accounts of how trust violations are
interpreted and addressed.

Since these insights from adjacent fields might be valuable for IS research, we performed an extensive
search across five major bibliographic databases — ACM Digital Library, AlSeL, EBSCO, IEEE Xplore,
and APA Psyclnfo — and additionally reviewed journals included in the Senior Scholars’ List of Premier
Journals, applying the search string to titles, abstracts, and keywords. To identify relevant studies, we
constructed a search string incorporating multiple terms related to trust violations and repair. Drawing
on terminology from recent publications, our final search string was:

“trust violation” OR “trust breach” OR “loss of trust” OR “broken trust” OR “trust erosion”” OR
“trust failure” OR “trust repair” OR “trust recovery” OR “trust restoration” OR “rebuilding
trust” OR “regaining trust” OR “reestablishing trust”

To determine which studies to include in our review, we applied a set of predefined inclusion and
exclusion criteria. We included papers that examined trust violations, loss of trust, trust erosion, or trust
repair and that involved a sociotechnical configuration in which technology was directly involved in the
trust relationship or violation incident. Specifically, this comprises cases where (1) the technology itself
acted as the trustee, (2) the trust relationship was mediated through a technological system, or (3) the
violation originated from a technological incident. Eligible studies offered either empirical findings or
conceptual or theoretical insights related to trust breakdown or repair. We considered only peer-
reviewed journal articles and full conference papers written in English. This approach served as a quality
assurance mechanism by restricting the sample to peer-reviewed publications in established academic
outlets. We excluded studies that focused solely on interpersonal or organizational trust without

Thirty-Fourth European Conference on Information Systems (ECIS 2026), Milan, Italy 4



Sociotechnical Trust Violations and Repair

technological involvement, that addressed trust without discussing violation or repair, or that
conceptualized trust as a purely technical property (e.g., cryptographic or protocol trust) without user
interaction or a sociotechnical perspective. We further excluded non-peer-reviewed work, literature
reviews, and duplicate records.

Identification of Articles via Databases and Journals

Articles identified from:
« ACM Digital Library (n = 89)
2 « AISeL (n =49)
s o APA PsychlInft =430
% . EBSC(S)y(Cn :nl(:)gri) ) | Duplicate records removed (n =40)
§ « IEEE Xplore (n = 128)
o AIS Senior Scholars’ List of
Premier Journals (n = 74)
Articl | ft i
Articles screened (n = 1781) > rticles exc u.ded after screening
abstract and title (n = 1677)

)
=
=
3
5 \ 2
@

Full-text articles assessed for | Articles excluded after full-text

eligibility (n = 104) “] screening (n = 42)

\ 4
=
S
= Articles included in review (n = 62)
E
Figure 1. Literature Search Process

Our search across AlSeL, APA PsycInfo, EBSCO, ACM Digital Library, IEEE Xplore, and the AIS
Senior Scholars’ List of Premier Journals yielded a total of 1,821 records, from which 40 duplicate
records were removed. We first screened titles and abstracts of the remaining 1781 articles using the
predefined inclusion and exclusion criteria, which reduced the set to 104 potentially relevant articles.
Afterwards, we evaluated these articles based on their full text and excluded 42 papers based on our
predefined inclusion and exclusion criteria. Our final sample included 62 articles (Figure 1).

To systematically analyze the final sample, we developed a concept matrix following the approach
proposed by vom Brocke et al. (2015). We began by extracting all concepts related to trust violations
and repair from each article and iteratively organizing them into thematic clusters. Through this iterative
coding process, four overarching process stages emerged inductively from the literature: For each
article, we coded all relevant details within these emerging categories, including the nature and context
of the violation, the factors shaping its interpretation, the actions taken in response, and the resulting
trust outcomes. As new concepts appeared, the matrix was continuously refined to ensure
comprehensive coverage and conceptual consistency. This structured yet inductive approach enabled a
transparent comparison across studies and provided the foundation for the process-oriented framework
developed in the results.
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4 Results

Our analysis of 62 articles shows that, despite fragmentation across domains, research on trust violations
converges around a shared process. We synthesize this process into four stages: violation incident,
trustor sensemaking, repair attempt, and recalibrated trust. The following subsections synthesize the
concepts for each stage and identify key patterns, forming the empirical foundation for the
Sociotechnical Trust Violation and Repair Process Framework.

4.1 Violation Incident

The violation incident captures what objectively happened before any sensemaking by the trustor.
Across the reviewed studies, these events vary widely in form but converge around three underlying
dimensions: (1) the type of incident that occurred, (2) the relationship between trustor and trustee, and
(3) the context in which the incident took place. Across studies, violation incidents consistently fell into
four recurring categories that we outline below.

Performance failures were the most common type of violation incidents and refer to situations in which
a system produces incorrect outputs, behaves unreliably, or malfunctions (e.g. Hald et al., 2021; Han &
Ko, 2025; Martell et al., 2025; Tan & Hao, 2023).

Privacy and security breaches involve the unauthorized exposure, misuse, or compromise of personal
or sensitive information, predominantly in platform-based environments such as social networks (e.g.
Mamonov & Koufaris, 2014) and eCommerce (e.g. Muzatko & Bansal, 2024).

Expectation or contractual violations occur when systems fail to meet previously established goals, a
pattern frequently observed in HRI (e.g. Li & Lee, 2025; Lyons et al., 2023) and organizational IS
settings (e.g. Ngo-Ye et al., 2017).

Moral or ethical violations refer to incidents involving deception, norm violations, or behavior
perceived as morally inappropriate (e.g. Phillips & Malle, 2025).

Most studies conceptualized trust violations as occurring in individual-technology relationships, but the
identity of the trustee varied across domains. HRI was particularly dominant (e.g. Phillips & Malle,
2025). Work on automated or algorithmic systems (e.g. Dlodlo, 2025) similarly treated the system itself
as the trustee. In contrast, eCommerce and financial services studies consistently positioned the
organization behind the interface as the trustee, even when the violation was enacted by a technological
artifact (e.g. Mamonov & Koufaris, 2014; Muzatko & Bansal, 2024). Only a few papers examined multi-
actor settings such as human-robot teams (e.g. Schelble et al., 2024).

Three empirical domains accounted for most violation incidents: (1) HRI, (2) automated and algorithmic
systems, and, (3) platform-based environments such as eCommerce, financial services, and social
networks. Beyond these, only scattered work examined other application areas such as cloud computing
or autonomous driving. This concentration indicates that current knowledge about trust violations is
shaped predominantly by robotics and platform technologies.

4.2 Sensemaking of Violation incident

The violation incident alone does not necessarily lead to a trust violation. In line with Kim et al. (2009),
a trust violation occurs only when an incident reduces the trustor’s trusting beliefs or their trusting
intentions. This means that the trustor first interprets why the violation occurred and then evaluates
whether their trusting beliefs are affected.

Attribution is a critical part of this sensemaking process. Building on attribution theory (Weiner, 1985),
prior work suggests that causal attributions, specifically locus, controllability, and stability, shape
whether a violation undermines perceived trustworthiness and signals the need for repair (Tomlinson &
Mayer, 2009). For example, Jensen et al. (2019) examined whether users attribute blame for system
errors to themselves, to system developers, or to external third-party algorithms. Research on e-
commerce shows that trust violations can be attributed either to a lack of integrity or to a lack of
competence, with buyers and sellers often disagreeing on which attribution is appropriate (Deng et al.,
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2022). Trustworthiness judgments in online marketplaces similarly depend on whether users interpret a
negative event as competence- or morality-based, with this attribution shaping how they evaluate the
violator’s response (Utz et al., 2009).

Contextual factors influencing sensemaking affect these attributions and the extent to which
trustworthiness is perceived as violated. De Visser et al. (2016), found that anthropomorphism, which
refers to the attribution of human traits to non-human entities such as technological systems (Fink,
2012), increases trust resilience in cognitive agents, and Dlodlo (2025) showed that anthropomorphic
customer service agents can create a “trust shield” that buffers the perceived severity of service failures.
Kahr et al. (2024) demonstrated that the timing of an error in Al advice affects how strongly trust and
reliance decline, with early errors leading to more pronounced trust loss. Cultural background can also
play arole: Zhang and Lee (2025) found that robotic failures had more negative effects on Korean users
compared to users in the United States.

Across the reviewed studies, repair mechanisms differ not only in form but also in their effectiveness
and the type of trust recovery they enable. Verbal strategies such as apologies, explanations, and excuses
often lead to partial or context-dependent restoration, whereas more substantive responses, such as
justifications or action-driven repairs, can contribute to stronger recovery of trustworthiness perceptions.
At the same time, some strategies, such as re-ascription, involve trade-offs across trust dimensions rather
than full restoration. These findings suggest that repair attempts do not uniformly restore trust but instead
shape how trust is recalibrated, as examined in the following section.

4.3 Repair Attempt

The repair stage concerns whether and how the trustee responds to a violation, including whether action
is taken at all (Li & Lee, 2025) and what triggers such responses, with prior research showing that repair
may be triggered immediately (Luo et al., 2021) or only after the violation is voiced by the victim
(Matzat & Snijders, 2012).

Apologies are among the most frequently studied trust repair mechanisms, yet their effectiveness is
conditional rather than uniform. While they can contribute to restored trust (Bansal & Zahedi, 2015),
their impact depends on factors such as attributional alignment: Cui et al. (2018) found that internal-
attribution apologies are more effective for integrity-based violations, whereas external-attribution
apologies are more effective for competence-based violations. Beyond attributional alignment, studies
show that the effectiveness of apologies is shaped by contextual factors such as trustor’s attitude
(Esterwood & Robert, 2022). However, apologies often lead only to partial or dimension-specific
restoration (Wan et al., 2023) and may fail to prevent reduced or even broken trust in safety-critical
contexts (Liu et al., 2024).

Explanations are another frequently examined repair mechanism, but their effectiveness varies across
contexts. In human-robot collaboration, Hald et al. (2021) found that neither explanations nor
explanations combined with solutions increased trust after a robot mistake, despite users reporting that
the information was helpful. In contrast, research in social commerce demonstrates a more robust effect:
Wan et al. (2023) showed that explanation strategies most effectively reduced perceived service
problems and helped restore benevolence, integrity, and competence beliefs following negative reviews.
Together, these findings illustrate that the role of explanations in trust repair is context-dependent and
not uniformly effective across domains.

Justifications represent a related but distinct repair mechanism compared to explanations. While
explanations focus on why an action occurred, justifications also communicate the norms and values
that guided the agent’s decision. Phillips and Malle (2025) investigated this in the context of norm
violations by social robots and found that justifications mitigated moral disapproval and restored
perceived trustworthiness more effectively than explanations. Their experiments showed that people
may still blame the robot for the specific norm violation but also appreciate the integrity signaled by the
justified decision.

Re-ascription refers to repair attempts in which the violator disputes the original attribution to a specific
trust dimension of the violation and instead re-attributes it. Deng et al. (2022a) show that this strategy
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can contribute to restored trust in integrity when the violation is re-ascribed to competence or
benevolence, but only for high-reputation. However, this strategy comes at a cost: acknowledging a
competence- or benevolence-related deficiency reduces corresponding competence or benevolence
beliefs regardless of reputation. Their findings suggest that re-ascription can be an effective but
reputation-dependent repair strategy that involves systematic trade-offs across trust dimensions.

Excuses differ from both justifications and re-ascriptions. Unlike justifications, which defend the action
by appealing to norms and values the agent aimed to uphold, excuses acknowledge the violation but
attempt to reduce blame by denying intent or emphasizing temporary error. In this way, excuses share
some similarity with re-ascriptions because both shift attention away from stable moral character, but
excuses do so more weakly and without offering a clear causal alternative. Empirical evidence shows
that excuses typically lead to only partial trust repair and are less effective in automated contexts (Langer
et al. 2022).

Promises to improve future behavior represent another repair mechanism examined in the literature. In
HRI interaction, Garcia Goo et al. (2025) show that trust lost after a navigational error could be
effectively restored when a robot communicated its ability to learn from the mistake, especially when
combined with an apology. In human-Al decision-making, Pareek et al. (2024) compare several trust
repair strategies and found that promises were moderately effective for trust restoration, although less
effective than model updates and apologies. Across these studies, communicating future improvement
functions as a forward-looking signal that can help rebuild trust after a violation.

Action-driven forms of trust repair go beyond verbal repair strategies. In e-commerce, compensation
represents a frequently tested mechanism. Wang et al. (2024) show that financial overcompensation was
more effective than equal compensation in restoring trust. In human-robot collaboration, repair can take
the form of providing the correct solution or correcting the error directly. Luo et al. (2021) demonstrate
that prompt mistake correction, localized through human-to-robot attention transfer and executed
immediately, effectively restored human trust across different types of robot errors. Together, these
findings show that action-driven mechanisms can support trust repair, particularly when they provide
concrete correction or compensation rather than solely verbal accounts.

Across the reviewed studies, repair mechanisms differ not only in form but also in their effectiveness
and the type of trust recovery they enable. Verbal strategies such as apologies, explanations, and excuses
often lead to partial or context-dependent restoration (e.g. Wan et al., 2023), whereas responses, such as
justifications or action-driven repairs, can contribute to stronger recovery of trustworthiness perceptions
(e.g. Luo et al., 2021; Phillips & Malle, 2025). At the same time, some strategies, such as re-ascription,
involve trade-offs across trust dimensions rather than full restoration (Deng et al., 2022). These findings
suggest that repair attempts do not uniformly restore trust but instead shape how trust is recalibrated, as
examined in the following section.

4.4 Recalibrated Trust

Trust recalibration captures how trust changes following repair attempts, ranging from breakdown to
full or even enhanced recovery. As shown in the preceding section, repair mechanisms vary considerably
in their effectiveness, and these differences are reflected in the diverse patterns of trust recalibration
observed across studies.

Broken trust was documented by several papers, where trust could not be recovered despite repair
attempts. Schelble et al. (2024) show that neither apologies nor denials restored trust after ethical
violations by an autonomous teammate. Reduced trust, similarly was reported in some studies. Martell
et al. (2025) similarly report that trust in an LLM remained durably reduced after an early error, with
mitigation strategies failing to produce recovery. While both outcomes reflect negative trust
recalibration, they differ in degree and recoverability: reduced trust describes a decline in trust that
remains adjustable and may partially recover over time, whereas broken trust refers to cases in which
trust collapses and cannot be restored despite repair attempts.
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Restored trust, in contrast, where trust returned to pre-violation levels following an effective repair
attempt, was demonstrated in other studies. For example, Luo et al. (2021) show that prompt mistake
correction in human-robot collaboration can fully restore trust after performance errors.

Enhanced trust, where trust exceeded its initial baseline following a repair attempt, was reported in some
studies. Han and Ko (2025), in a financial advisory context, found that post-error explanations not only
facilitated recovery but produced trust levels higher than those observed before the error. In addition to
overall trust, recalibration can occur at the level of specific trustworthiness dimensions, and several
studies show that recovery may be context-dependent, with trust restored for the immediate task but not
necessarily generalized to broader settings.

Specific trustworthiness dimensions matter for trust repair and the reviewed studies show that these
dimensions do not recover uniformly. Alarcon et al. (2024) demonstrate that violations affect
performance, process, and purpose perceptions differently: while performance perceptions recovered
after repair, process and purpose perceptions declined following a distrust behavior and did not return
to baseline, suggesting that deeper relational and moral evaluations are more resistant to repair. Similar
patterns emerge in service and platform contexts. Wan et al. (2023) show that negative reviews can
reduce benevolence, integrity, and competence beliefs, and that repair strategies restore these
dimensions to varying degrees. Apologies primarily improve attitude-related perceptions, explanations
repair all three dimensions most effectively, and compensation restores perceptions related to service
quality. These findings highlight that trustworthiness recalibration is dimension-specific and that the
effectiveness of repair strategies depends on the particular belief that was violated.

Context matters for trust recalibration as several studies indicate. Textor et al. (2022) show that after
ethical violations by an autonomous teammate, participants’ trust in the agent’s moral integrity declined,
yet they continued to trust the agent to perform task-related actions. This suggests that trust can fragment
across domains, with ethical trust remaining damaged while functional trust remains usable. Similar
patterns emerge in performance-focused contexts. Luo et al. (2021) demonstrate that prompt mistake
correction restores trust for the specific collaborative task, but trust remains fragile and may not
generalize to new situations. These findings highlight that trust repair may succeed in restoring trust for
particular tasks or contexts while broader or more abstract trustworthiness evaluations remain impaired.

5 Sociotechnical Trust Violation and Repair Process

Based on the insights from our review, we propose a Sociotechnical Trust Violation and Repair Process
Framework for analyzing trust violations and repair attempts in sociotechnical systems, both in existing
research and in empirical cases. Although prior work has examined individual aspects of trust violations,
these insights remain scattered across domains and are often not connected to a shared conceptual
structure. Our synthesis shows that trust violations unfold through a recurring sequence consisting of
four stages: the violation incident, the trustor sensemaking of the event, the violator reaction, and the
resulting trust outcome. To support systematic analysis across different contexts, we complement this
framework with a set of guiding questions that specify what needs to be understood at each stage.
Together, the framework and the questions offer a coherent analytical lens that can be applied to
empirical cases of trust violation, regardless of the specific technology, domain, or actor involved.

Figure 2 illustrates the core logic of the Sociotechnical Trust Violation and Repair Process. Rectangular
elements represent actions by the trustor or violator, whereas circular elements denote events, states, or
outcomes within the process. A trust violation originates in an observable violation incident. Whether
this incident becomes a perceived trust violation depends on how the trustor makes sense of it. If the
event is evaluated as violating one or more trusting beliefs, resulting in a perceived trust violation, it
may trigger a repair attempt initiated by the trustor. Independently of this evaluation, the system may
also initiate a repair attempt in response to the violation incident itself. These repair attempts may
succeed, fail, or not occur at all, leading to a state of recalibrated trust that may reflect restored, reduced,
enhanced, or broken trust. If the trustor does not interpret the incident as violating trusting beliefs, the
process ends with no trust violation.
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Figure 2. Sociotechnical Trust Violation and Repair Process Framework

While the Sociotechnical Trust Violation and Repair Process Framework structures how trust violations
unfold, the guiding questions in Table 1 specify what an analyst must pay attention to understand a trust
violation in a sociotechnical system. The questions are derived from the concepts presented in Section
4 and are organized according to the four stages of the Sociotechnical Trust Violation and Repair Process
Framework. They are not intended to provide a structured way to analyze individual cases and compare
studies that use different terminology.

Table 1. Guiding Questions for Analyzing Trust Violations and Repair in Sociotechnical

Systems

Violation Incident

Victim Sensemaking

Violator Reaction

Outcome

What happened?

How does the violation
incident affect the

Does the violator take
any action to repair trust?

Is the repair attempt
effective in repairing

trustor’s trusting trust?

beliefs?

What factors mediate

Between whom? What triggers the repair | To what extent has the

how the trustor interprets | attempt? trust level changed
the violation incident? compared to before the
violation?
In what context did the How does the trustor What action does the To what extent have the

violation incident occur? | attribute blame? violator take? trusting beliefs of the

trustor changed?

Has the trust outcome
only changed in relation
to a specific context?

At the level of the “Violation Incident,” the questions clarify what objectively happened, between which
actors, and in what context, ensuring that the starting point of a trust violation is described precisely.
For “Trustor Sensemaking,” they focus on how the event is interpreted, which trust beliefs are affected,
and which factors shape these interpretations, such as attributions or contextual cues. For “Violator
Reaction,” they identify whether a repair attempt occurred, what triggered it, and how the violator
responded. In the “Outcome” stage, they address whether trust was repaired, how it changed relative to
the pre-violation state, which dimensions shifted, and whether recovery was global or context-specific.
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Together, these questions make the framework actionable by guiding analysis across the full sequence
of a trust violation and enabling structured comparison across cases.

6 Discussion

This study set out to answer the research question of how trust violations and their repair have been
conceptualized across sociotechnical systems, with particular attention to the relationship between
trustor sensemaking and violator reactions. Synthesizing insights from 62 studies, we developed a
Sociotechnical Trust Violation and Repair Process framework. Building on this framework, we derive
theoretical contributions, practical implications, and directions for future research.

6.1 Theoretical Implications

First, our findings highlight the central role of trustor sensemaking in trust violation and repair processes.
Our synthesis shows that violation incidents do not directly translate into trust breakdown. Instead,
whether an incident becomes a trust violation depends on how the trustor interprets it through attribution
and evaluation processes. By consolidating insights across disciplines, we position sensemaking as the
key mechanism linking violation incidents to trust outcomes, thereby shifting attention from system
behavior alone to the interaction between system behavior and user cognition.

Second, this study provides a stage-based analytical lens for examining trust violations in sociotechnical
systems. By organizing the process into four analytically distinct but interrelated stages - violation
incident, trustor sensemaking, repair attempt, and recalibrated trust - the framework enables researchers
to disentangle how trust violations unfold and where specific mechanisms operate. The accompanying
guiding questions further operationalize these stages by specifying what needs to be examined at each
point in the process, such as how violations are interpreted, how repair is enacted, and how trust changes
as a result.

Third, our findings suggest a reframing of trust repair outcomes as processes of calibration rather than
simple restoration. Our synthesis shows that post-violation trust can take multiple forms, including
reduced, restored, enhanced, or broken trust, and that these outcomes may differ across trust dimensions
and contexts. This highlights that trust repair does not necessarily return trust its pre-violation level, but
instead results in a recalibrated state. Importantly, this perspective also suggests that in some cases, a
violation may signal that prior trust was inflated, and a subsequent reduction in trust may lead to a more
appropriate alignment between user expectations and system capabilities. In this sense, trust violations
and repair can be understood as mechanisms through which users adjust their reliance on sociotechnical
systems. This interpretation aligns with work on human-automation interaction, which emphasizes the
importance of calibrated trust for appropriate reliance (Lee & See, 2004).

6.2 Practical Implications

A central implication of our findings is that trust management in Al-enabled systems must place the user
at the center. Specifically, practitioners need to understand how users interpret system behavior and
attribute failures, as these processes shape whether an incident is perceived as a trust violation and how
subsequent repair efforts are evaluated. This is particularly important for selecting appropriate repair
mechanisms, as their effectiveness depends on how the violation is interpreted; for example, apologies
tend to be more effective for integrity-based violations (Cui et al., 2018). Taken together, this suggests
that trust formation and failure handling should not be treated as isolated events, but as interconnected
processes shaped by user perceptions and responses.

In the same vein, trust violations and repair should be analyzed across the entire process rather than as
isolated moments. To support this, the guiding questions developed in this study provide a structured
way to analyze trust violations from a process perspective, helping practitioners to identify how
incidents are interpreted and whether repair efforts succeed or fail. By making the trustor’s perspective
more explicit, this approach may also help practitioners anticipate potential trust breakdowns and
identify opportunities for preventing them.
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6.3 Directions for Further Research

Building on the four stages of our framework, we highlight several directions (D) for future research.

Violation Incident: In IS, empirical work on trust violations has been concentrated primarily in
eCommerce contexts (Deng et al., 2022; Muzatko & Bansal, 2024), where violations typically involve
organizations. In contrast, much less is known about violations that arise in interactions between users
and technological artifacts, even though Al-enabled and autonomous systems increasingly operate as
semi-independent actors within organizational and consumer settings (Glikson & Woolley, 2020). As
these systems take on more agentic and decision-making roles, IS research must develop a clearer
understanding of what kinds of incidents users construe as trust violations. Therefore, we propose the
following direction:

D1: Examine how trust violation incidents emerge in human-technology interactions across different IS
contexts, beyond traditional eCommerce settings.

Trustor Sensemaking: Whether a violation has occurred hinges on how the user interprets the event —
the victim sensemaking. This aligns with theoretical work in trust violation and repair, which emphasizes
sensemaking, causal attributions, and interpretations of intent or negligence as the mechanisms through
which violations become meaningful (Tomlinson et al., 2021; Tomlinson & Mayer, 2009). Yet in IS
research, trust is often approached from a design-oriented perspective aimed at engineering system
features that elicit desired levels of trust (e.g., Qiu & Benbasat, 2005). Shifting attention toward the
trustor foregrounds how users’ expectations, needs, dispositions, and interpretive processes shape when
they perceive an incident as a violation, how severe they judge it to be, and whether they believe repair
is necessary. Therefore, we propose the following directions:

D2.1: Investigate how trustors interpret and attribute causes to system failures, and under which
conditions incidents are construed as trust violations.

D2.2: Examine how contextual cues and individual differences shape the trustor’s sensemaking process
and the perceived need for repair.

Repair Attempt: Our review highlights that many repair strategies studied in Al and robotics — such as
apologies, justifications, or excuses — are inherently anthropomorphic. Pak and Rovira (2024) explicitly
argue that these are forms of social signaling that leverage human social expectations. Yet, the mixed
evidence on their effectiveness suggests that anthropomorphic repair cues are not universally beneficial
and may interact with prior expectations, system transparency, and user motivation. At the same time,
Al systems have the ability to provide solution-based repair; for example, correcting an error
immediately or regenerating the correct answer. Our review indicates that this strategy, while rare in
among our reviewed studies, may be particularly salient for Al. Since errors are often stochastic, systems
can rapidly recompute correct outcomes, correction can serve as a concrete demonstration of reliability.
Future IS research should investigate how solution-based, self-correcting, or self-updating repair
strategies influence trust differently from human-like apologies or explanations. Therefore, we propose
the following directions:

D3.1 Study which anthropomorphic cues (e.g., apologies, promises) are interpreted as credible forms
of repair.
D3.2 Investigate how different forms of anthropomorphism shape trustor attributions after a violation.

D3.3: Study the effectiveness of action-based repair strategies (e.g., prompt correction) relative to
verbal strategies.

Recalibrated Trust: Current IS research often treats trust repair as a success when trust increases.
However, in Al contexts, especially with high-performing or opaque systems, trust must not simply be
restored but appropriately calibrated. Prior work in autonomy research show that users frequently
overestimate Al systems’ capabilities prior to an violation (Parasuraman & Manzey, 2010). At the same
time, trust may decrease sharply after a single failure (Madhavan & Wiegmann, 2007). This asymmetry
suggests that the optimal post-repair outcome is not necessarily the original level of trust, but an
alignment between user beliefs and system capabilities(Pak & Rovira, 2024). In this sense, both trust
violations and repair strategies may serve as opportunities for recalibration.
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As shown by Textor et al. (2022), users may lose trust in an Al system’s ethical judgment yet continue
to rely on its task performance. This suggests that trust may not recover or deteriorate uniformly across
domains of use. For general-purpose Al systems that operate across multiple contexts, this fragmentation
becomes especially important and warrants dedicated research attention.

D4.1: Explore how violation incidents and repair strategies can be designed to support appropriate
trust calibration.

DA4.2: Investigate how trust recalibration unfolds across contexts, particularly for general-purpose Al
systems that operate across multiple domains of user expectations.

7 Conclusion and Limitations

This paper synthesizes research on sociotechnical trust violations, integrating insights from 62 studies
across domains into a unified, process-oriented framework. It shows that trust violations follow a
recurring sequence — violation incident, victim sensemaking, violator reaction, and trust recalibration —
consistent across disciplines despite differing vocabularies. By placing the trustor’s sensemaking at the
center, the framework advances IS trust research beyond design-centric perspectives and provides a
foundation for future theorizing on human-Al trust dynamics. Practically, the framework and
accompanying guiding questions offer a structured tool for diagnosing trust breakdowns in real-world
systems, informing the design of repair strategies, and supporting audits and governance processes
aimed at maintaining calibrated trust in Al and automated systems.

Despite following systematic procedures in identifying and selecting the literature, our review has
several limitations. First, our search strategy was intentionally broad, aiming to capture conceptual
diversity rather than focus on a single application domain. As a result, relevant work that adopts different
terminology or appears in adjacent fields may not have been included. Second, while the review process
was systematic, we did not assess the methodological quality of individual studies, which limits our
ability to weigh empirical findings relative to their rigor. Third, our synthesis relies on the definitions
and categorizations present in the included literature; using alternative conceptualizations of trust or
trust violations might yield different emphases or groupings.
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