ACCOUNTING & REPORTING

MARCO SCHREYER
ANITA GIERBL
T. FLEMMING RUUD
DAMIAN BORTH

ARTIFICIAL INTELLIGENCE ENABLED AUDIT

SAMPLING

Learning to draw representative and interpretable audit
samples from large-scale journal entry data

Artificial Intelligence (Al) is increasingly perceived as a valuable technology in internal
and external auditing. The following article introduces the application of deep learning
(DL), a thriving subdiscipline of Al, to draw a learning-based representative audit sam-

ple from extensive volumes of financial accounting data.

1. SAMPLE-BASED AUDIT PROCEDURES
Financial statements serve asa fundamental basis [1] in today’s
economic decision-making by a wide range of interest groups
and their trustworthiness is considered an essential pillar of
good corporate governance. The audit of financial statements
is designed to “obtain reasonable assurance about whether
the financial statements as a whole are free from material
misstatement” (ISA 200.5). Throughout an audit, auditors
form an opinion on whether a statement is prepared, in all
material respects, in accordance with the applicable financial
reporting framework (ISA 700). To detect a material misstate-
ment, the International Standards on Auditing (ISA) require au-
ditors to assess a financial statement’s underlying accounting
transactions, using a process referred to as journal entries test-
ing (ISA 240, ISA 500). Figure1 depicts a hierarchical view of
the journal entry recording processin designated database ta-
bles of an ERP system. Organisations generate vast numbers
ofjournal entries in Enterprise Resource Planning (ERP) sys-
tems[2]. For economic reasons, it is seldom possible to con-
ductadetailed test of the entire population of entries [3]. To
efficiently audit large amounts of journal entries, auditors
regularly conduct sample-based assessments using a tech-
nique referred to as audit sampling. This s particularly the case
for “data-intensive” financial statement line items, e.g. reve-
nues, accounts receivables, purchases and accounts payables.
Driven by rapid technological advances in AL, deep learn-
ing (DL) assisted audit techniques have entered audit prac-
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tice[4, 5, 6, 7, 8]. These developments raise the following ques-
tions: Can DL also be used tolearn to draw representative audit
samples? And if so, can such sampling be learnt in a way that
it remains interpretable by auditors? This article addresses

both questions and introduces the application of a novel AI
technique referred to as Vector Quantised-Variational Autoen-
coders (VO-VAE). Results of an empirical study illustrate the

VQ-VAFE’s ability to assist auditors in thelearning of represent-
ative and interpretable audit samples.

2. AUDIT SAMPLING AND SAMPLING RISK
Auditors use different sampling techniques to obtain audit
evidence when performing audit procedures (ISA 530). Audit
sampling is defined as the “application of audit procedures to
less than 100 % of items within a population” (ISA 530.54).
While sampling increases the efficiency of a financial audit,
it also exhibits a sampling risk. The sampling risk denotes the
likelihood “that the auditor’s conclusion based on a sample
may be different from the conclusion if the entire population
were subjected to the same audit procedure” (ISA 530.5¢).
To mitigate sampling risks, the auditors aim to determine a
sample that is representative of the entire journal entry pop-
ulation of an audit field [9], meaning that the sampled items
reflect the structural characteristics of the audit population
and are free of systematic bias [10].

According to the ISA 530, random, systematic, and haphazard
audit sampling techniques are distinguished (see Figure 2).

ANITA GIERBL,
DR.OEC.HSG, RESEARCHER,
UNIVERSITY OF ST.GALLEN,
s TECHNICAL ASSISTANT
SWISS GAAP FER, AUDIT,
PWC SWITZERLAND

EXPERT FOCUS 2022|APRIL 27



ARTIFICIAL INTELLIGENCE ENABLED AUDIT SAMPLING

ACCOUNTING & REPORTING

Figure 1: SCHEMATIC ILLUSTRATION OF AN ENTERPRISE RESOURCE PLANNING (ERP) SYSTEM
THAT RECORDS JOURNAL ENTRY INFORMATION AT DISTINCT LEVELS OF ABSTRACTION, NAMELY
(1) THE BUSINESS PROCESS LEVEL, (2) THE ACCOUNTING LEVEL AND (3) THE DATA LEVEL
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Random sampling is classified into statistical and non-statis-
tical sampling methods. In statistical sampling techniques
samples are drawn based on objectifiable probabilities[12]. In
non-statistical sampling techniques, a sample is drawn de-
pendent on the auditor’s professional judgment. Systematic
sampling techniques are characterised by predefined sam-
pling intervals[13]. When conducting haphazard sampling,
theauditor selects the sample without following a structured
technique.

Auditors are responsible for determining which sampling
procedure should be used to obtain sufficient audit evi-
dence(14]. To choose a suitable sampling procedure, auditors
are required to assess the characteristics of the audit popula-
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tion, e.g. in terms of homogeneity and structural characteris-
tics. Throughout the assessment, the auditor evaluates the risk

of material misstatement. In practice, such assessments can be

challenging, particularly when the organisation subject to the

audit is experiencing major changes, e.g. in phases of organi-
sational restructuring or corporate mergers. Difficulties may
also arise in new audit engagements where auditors are not fa-
miliar with the client’sbusiness processes and associated risks.
In both situations, auditors might be uncertain if the sample

corresponds toarepresentative selection reducing the sampling
risk sufficiently [15]. In the following chapter,an Almethod is

presented that learns to draw representative audit samples

from large volumes of journal entry data.
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Figure 2: OVERVIEW OF AUDIT SCOPE AND AUDIT SAMPLING PROCEDURES [11]
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3. ARTIFICIAL INTELLIGENCE, MACHINE
LEARNING, AND DEEP LEARNING
AIaims to model the cognitive abilities of humans to accom-
plishintellectual tasks through learning [16]. Figure 3 shows a
taxonomy of Al and its derived subdisciplines, including ma-
chine learning (ML) [17]. ML refers to a process that enables com-
puters to learn models for solving a given task “without being
explicitly programmed” [18]. The “learning” characteristic entails
that the model quality can continuously improve over time
when processing new data[19]. To facilitate such learning, do-
mainspecific data features need to be “manually” defined and
extracted from the raw data. Subsequently, ML models are
trained tosolvea predefined task bylearning relevant patterns
from the manually extracted data features.

This traditional ML setup is enhanced by deep learning(DL),
a subdiscipline of ML. In general, DL refers to a neuroscience-
inspired approach, imitating the function of a biological brain.
In analogy to the neurons of a human brain, DL methods en-
compass a collection of artificial neurons. Figure 4 illustrates an
individual artificial neuron consisting of input weights, acti-
vation function, and output signal. To conceptually simulate
the function of the brain, the distinct neurons are intercon-
nected in an artificial neural network. Figure 4 shows an exam-
ple of abasicartificial neural networks structure, consisting
of multipleartificial neuronsarranged inlayers [21]. The “deep”

v
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characteristic refers to the often extensive number of artifi-
cial neuron layers[22], i.e. the depth of the neural network.

During network training raw data are continuously fed to
the neural network. Based on the input data the neural net-
work attempts to create an output that is a solution to a pre-
defined task. In situations where a prediction proposed by
the network deviates from the expected solution, the neuron
weights of the network are adjusted. This training process is
repeated until the proposed and expected solutions converge.
At the end of the training procedure, the neural network en-
capsulates an optimal weight configuration, i.e. a model, able
to solve the task[24, 25].

In contrast to traditional ML techniques, DL exhibits the
ability to directly learn data features, also referred to as rep-
resentations, relevant to solving a given task from the raw
data[26]. The parallel “end-to-end” learning of (i) data rep-
resentations and (ii) task solution defines the foundation for
learning-based representative audit sampling[27].

4. ARTIFICIAL INTELLIGENCE BASED AUDIT-
SAMPLING

Journal entries recorded in ERP systems are characterised by
abroad number of different accounting attribute characteristics
(e.g. the multitude of posted vendors, general ledger accounts,
document types)and often exhibit a variety of distinct account-

Figure 3: EXAMPLE TAXONOMY OF ARTIFICIAL INTELLIGENCE (Al) [20]
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Figure 4: SCHEMATIC ILLUSTRATION OF AN ARTIFICIAL NEURON AND ARTIFICIAL NEURAL
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ing attribute relationships (e.g. the variety of posted combina-
tions of document types, posting keys, general ledgers, and
subledgers). A DL method particularly suited to the end-to-end
learning of complex accounting data can be found in autoen-
coder neural networks (hereafter referred to as autoencoders). Au-
toencoders encompass two interconnected neural networks,
referred to as encoder and decoder networks, respectively[28].
Usually the two networks exhibit asymmetricstructure, and
are comprised of several layers of artificial neurons [29].
Figure 5 illustrates the general architecture of the way an au-
toencoder learns representations of journal entry data. The
objective of the autoencoder training is to reconstruct the at-
tributes of a given journal entry as faithfully as possible. To
prevent the autoencoder from merelylearning to forward the
entry attributes from the input layer to the output layer, the
number of neurons of the inner network layers is reduced,
creating an information bottleneck. The bottleneck estab-
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lishes the interconnection between the encoder and the de-
coder network [30].

Due to the bottleneck structure, each encoder layer applies
a non-linear dimensionality reduction to the input journal
entry attributes and the encoder learns a compressed rep-
resentation of each individual journal entry. Subsequently,
each decoder layer conducts a non-linear dimensionality re-
construction of the journal entry representation. The differ-
ence between a reconstructed journal entry and the original
inputis measured as reconstructionerror. As training progresses,
the autoencoder continuously minimises the reconstruction
error. Hence, the error implicitly determines to which extent
the journal entry characteristics and relationships are accu-
mulated by the learned low-dimensional representations.

Figure 6 illustrates a typical autoencoder learning process
of journal entry representations. Initially, the input layers
process the accounting attributes of an entry. In the subse-

Figure 5: ARCHITECTURE OF A DEEP AUTOENCODER NETWORK AND EXAMPLE JOURNAL ENTRY

RECONSTRUCTION [31]
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Figure 6: LEARNING SCHEME OF JOURNAL ENTRY REPRESENTATIONS AT DIFFERENT LEVELS OF

ACCOUNTING ABSTRACTION
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quent layers, the encoder extracts representations that corre-
spond to an increased level of accounting abstraction. In the
initial layers, the learned representations reflect simple ac-
counting attribute characteristics and relationships. With sub-
sequent layers, the learned representations reflect the com-
plex accounting systematics evident in the journal entries.
In the context of audit sampling, an effective autoencoder
variant is the Vector Quantised-Variational Autoencoder (VQ-
VAE)[32]. VQ-VAEs denote a specialized autoencoder with
thelearning objective to reconstruct the majority of journal
entries based ona minimal number oflearned representations.

5. APPLICATION IN AUDIT PRACTICE

The practical application of VQ-VAEs for the purpose of audit
sampling was investigated by the authors in an empirical
study [33]. Due to the high confidentiality of real-world jour-
nal entry data, the study is based on publicly available data-
sets. One dataset used in the study encompasses 238,894 ven-
dor payments by the City of Philadelphiarecorded in 2017[34].
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The payments, totalling USD 4.2 billion, originate from 6o city
departments and agencies, and exhibit a high technical and
semanticsimilarity to periodic payment runs usually recorded
in SAP ERP systems, e. g. executed via transaction code F11o.
The trained VQ-VAE encompasses 22 network layers includ-
ing 18,378 artificial neurons. The VQ-VAE bottleneck layer
comprises two neurons to allow for a visual interpretation of
the learned audit sample.

Figure 7 illustrates thelearning-based audit samples within
the two-dimensional space of the neuron bottleneck for dif-
ferentauditsamplesizes n=8, 32, and 64. The coloured dots
depict the learned representations of the entire population
of city payments. The larger red dots indicate the learning-
based audit sample. Each learned payment representation
(smaller coloured dots) corresponds to precisely a single
learned audit sample (larger red dot). The red circles indicate
distinct sets of payments (exhibiting an identical colour
coding) represented by the same audit sample respectively.
Based on thelearned auditsamples, the VQ-VAE exhibits the

Figure7: LEARNED REPRESENTATIVE AUDIT SAMPLES OF DIFFERENT SAMPLE SIZES [35]
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Figure 8: EXAMPLE OF LEARNED AUDIT SAMPLES AND REPRESENTED PAYMENTS [36]
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ability to reconstruct the majority of the original city pay-
ment entries.

Figure 8 (above, left) depicts the result of a learning-based
auditsample of size n =128 of the total 238,894 city payments.
Above right in Figure 8 the learning-based audit samples #99
and #16 as well as the corresponding represented city payments
are displayed. The analysis shows that audit sample #16 repre-
sents payments by different city departments to purchase

“transportation services” that were settled by “American
Express Travel Vouchers” (red frames, bottom-right). Audit
sample #99 represents payments by the “Fleet Management”
department, which correspond to the purchase of “vehicle
parts and accessories” (red frames, top-right).

Insummary, the introduced VQ-VAE based audit sampling
exhibits the following advantages when compared to tradi-
tional sampling techniques (introduced in section 2):

— Audit Sample Representativeness: The reconstruction error
determines the audit sample’s representativeness of the city

payment population. Thelarger the distance between a given

sample and its assigned payment representation, the less

accurately it can be reconstructed. The level of representative-
ness can be adjusted based on the auditor’s professional judg-
ment. The increased sample size results in a learning-based

sample representing more detailed payment characteristics

and relationships (cf. Figure 7, sample size n =32 vs. n=64).

— Audit Sample Interpretability: The spatial arrangements of
representations allow for a human interpretation reflecting

thesemanticqualities of the original payment entries. Thereby,
semantically similar payments reside in spatial proximity;

dissimilar payments exhibit a high distance (see Figure 8, red

circles and colour coding). Using such a holistic visual per-
spective provides auditors with astarting point for a targeted

sampling toassess a population’s homogeneity (high-density

areas) and potential deviations (low-density areas).
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6. CONCLUSION AND OUTLOOK

Techniques derived from DL enable auditors to draw learn-
ing-based representative samples from large-scale journal
entry data. This capability is beneficial in situations where
only limited or no prior information about a financial state-
ment line item is available. Compared to traditional statisti-
cal sampling procedures, such learning mitigates the risk of
selecting inadequate sampling parameters, e.g. assuming
unsuitable statistical distributions or descriptive statistics. It
is of particular relevance for audit practice that the represent-
ativeness of alearning-based audit sample can be determined
by the reconstruction error. Similar to statistical sampling
procedures, auditors can define an appropriate level of sam-
pling risk based on their professional judgment by adjusting
the sample size (see Figure 7). Another capability unique to
DL-based audit sampling is the provision of learning-based
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interpretable journal entry representations (see Figure 8). Due
to the learned dimensionality reduction, auditors are able,
potentially for the first time, to visually interpret the seman-
tics of the population to be audited. It furthermore enables
auditors to address risks of material misstatements and fraud
in a holistically targeted manner.

In conclusion, sample-based auditing will remain a central
method for efficiently conducting audit procedures[37].
Whether the introduced DL-enabled audit sampling techni-

ARTIFICIAL INTELLIGENCE ENABLED AUDIT SAMPLING

que should be classified as random or systematic, or even as
aseparatesampling category, requires further discussion. The
application of DL to obtain learning-based representative
audit samples highlights the ongoing transformation of au-
diting from a computer-assisted practice towards an Al-aug-
mented practice[38]. The practical implementation of DL-
enabled audit sampling demonstrates the extent to which AI
can contribute to the future of auditing[39]. |
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