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ABSTRACT

Nowadays, Internet of Things (IoT) systems can be found every-
where. Thereby, the IoT systems’ software greatly varies in terms
of openness and extensibility. Especially older legacy IoT systems
only provide limited means of interacting and extending their func-
tionality due to proprietary and closed software interfaces. Nev-
ertheless, IoT systems evolve constantly based on new functional
requirements and the need for integration with new systems and
IoT devices. In this work we investigate the use of Business Process
Management (BPM) technologies in combination with Microservices
to augment IoT systems in a non-invasive, lightweight manner fo-
cusing on integration, data augmentations, and human-in-the-loop.
We start by analyzing the interfaces and processes of a smart factory
as a representative legacy system to identify missing functionality,
which we generalize into functional requirements for IoT systems.
We show how these requirements can be addressed using BPM and
microservices based on a discussion of suitable BPM concepts and
software architecture, which is accompanied by a prototypical im-
plementation. These results inform our proposal and discussion of
a generic development process to non-invasively augment process-
oriented legacy IoT systems using BPM and microservices.

CCS CONCEPTS

« Information systems — Process control systems; « Software
and its engineering — Publish-subscribe / event-based architec-
tures; Software as a service orchestration system; « Computer sys-
tems organization — Sensors and actuators; « Applied com-
puting — Business process management systems; Service-oriented
architectures.
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1 INTRODUCTION

The Internet of Things (IoT) enables new means of interaction
with the physical world via connectivity, sensing and actuation. A
plethora of software-controlled smart devices equipped with sen-
sors, actuators, and processors exist nowadays that enable the cre-
ation of complex IoT systems [2]. However, the software controlling
these smart devices is often limited in its functionality, interfaces,
and extensibility due to being closed source and proprietary [41].
We regard these as legacy IoT systems as they are rather inflexi-
ble and infeasible to modify [10]. Nevertheless, IoT systems are
constantly evolving with new functionality being added, and new
software and hardware being integrated into the systems, which
raises problems with these inflexible legacy IoT systems [26].

In this work we investigate the application of Business Process
Management (BPM) technologies in combination with Microservices
to augment legacy IoT systems with new functionality in a non-
invasive, lightweight process-oriented manner. BPM has proven its
feasibility in scenarios related to enterprise application integration
and service orchestration based on the modeling, automation, mon-
itoring, and analysis of business processes for many decades [7],
which is why we deem it suitable to be also applied in IoT-related
integration and extension scenarios in combination with microser-
vices [15]. The microservices architectural style has shown its flex-
ibility and ability to extend software systems with small-footprint,
functionally cohesive services in the software industry [30].

We start our discussions from a smart factory as legacy IoT sys-
tem. We identify shortcomings based on our experience and an
analysis of the factory’s interfaces and capabilities. We generalize
this missing functionality into functional requirements related to
process monitoring and logging, error detection, and human-in-the-
loop that an IoT system should fulfill. Thereby, the process-focused
view proves to be a natural fit in IoT systems with automated,
repetitive tasks, where human interventions are mostly needed
in exceptional cases [15]. The new functional requirements guide
us in augmenting the existing processes of the legacy IoT system.
We discuss the application of suitable BPM concepts and, where
necessary, the introduction of new microservices and software ar-
chitectural aspects to showcase exemplary augmentations of the IoT
system’s processes. From these discussions, we propose a general
process to augment the functionality of legacy IoT systems based
on BPM technologies and microservices by adding a new process-
oriented layer on top of the legacy system and microservices acting
as intermediates between the BPM and legacy systems.

In this work we follow the design science research methodology
proposed by Peffers et al. [29], which defines a structured approach
to solve a recognized problem in Information System engineering
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Figure 1: Smart factory setup used in this work.
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Figure 2: Exemplary data streams from the MQTT interface.

and is typically applied in BPM research. We elaborate on the exist-
ing legacy IoT system and our experience with it in Section 2.1 to
identify new requirements as objectives of a solution. In Section 3
we present the process of augmenting legacy IoT systems as main
artifact derived from the smart factory use case. We discuss this
artifact and its applicability in Section 4. Section 5 presents related
work. Section 6 concludes the paper and shows future work.

2 BACKGROUND AND REQUIREMENTS

2.1 The “Smart” factory and its interfaces

The smart factory used as a legacy IoT system is a learning factory
with components provided by Fischertechnik [21]. As depicted in
Figure 1, it simulates a production line consisting of different pro-
duction stations including a warehouse (HBW), vacuum gripper ro-
bot (VGR), sorting line (SLD), oven and milling station (MPO), each
managed by an embedded controller with connected sensors and
actuators. Small cylindrical, NFC-enabled workpieces of different
colors are moved inside the production line to simulate processes.

In its default configuration, the smart factory offers an MQTT-
based interface [35] to access the status of its operation in a publish-
subscribe manner!. The messages contain IoT data at different
abstraction levels including the status of all production stations,
the warehouse stock, the status of an order, and the readings from
an NFC sensor and environment station on different topics (cf. Fig-
ure 2). The only way to actively trigger an action in the factory is

Technical description at https://github.com/fischertechnik/txt_training_factory
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Figure 5: Dashboard for monitoring the factory operations.

to send an order message containing the color of the product to a
specific MQTT topic, which starts the production process.

2.2 Processes in the smart factory

The factory features two basic processes that are hardwired in its
programming. The first process supports the storage of raw material
(cf. Figure 1): a new workpiece is put into the Delivery Station Input
(DSI) by a human operator, automatically picked by the VGR, its
color determined and data written on its NFC tag at DSI. Then, it is
moved by the VGR to the HBW and an empty container is retrieved
from the HBW in parallel, and finally it is handed over and stored
in the HBW. Figure 3 shows a graphical representation of this
process as a process model in BPMN 2.0 [27]. The second process
implements the production of workpieces: an operator triggers a
new product order, the corresponding raw material is unloaded
from the HBW and the VGR moved in position. It is picked up by
the VGR and moved to the MPO station to be burnt and milled.
Then, it is sorted in the SLD, picked up by the VGR and moved
to the NFC writer to update production data on its NFC tag, and
finally moved in the delivery station output (DPO) by the VGR,
where a human can pick up the product. Figure 4 shows a model
of this process. Note that the two presented process models are
just abstract representations of the processes for the purpose of
communication. They cannot be instantiated to control the factory.

The smart factory provides a web-based dashboard (cf. Figure 5)
that is subscribed to the MQTT interface described in Section 2.1 to
monitor: (1) the execution of these two processes at very abstract
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level, (2) the status of production stations, (3) the factory’s additional
sensors (e.g., NFC, environment, camera); and to initiate new orders.

2.3 Assumptions and requirements

In this work, we assume that the smart factory acts as legacy system.
Its hardware-software setup and the MQTT interface are fixed and
cannot be modified easily. We can only rely on the data provided
via the interfaces, which only allow limited means of active control.

We have been working intensely with the default configuration
of the smart factory for several years—primarily using it for re-
search on BPM, IoT, and software engineering [21], and to educate
our Bachelor and Master students in these topics. Based on our
observations and experience with this smart factory, we derive
the following new general requirements for this legacy IoT system
as we identified important features that are currently missing in
its configuration. During normal, error-free operations, the smart
factory provides a good level of user experience via the dashboard
(cf. Figure 5). The status of the individual stations (Fig. 5, middle
left) and progress of the process execution (Fig. 5, middle right) can
be monitored in this live view at an abstract level based on the sym-
bolic representation of the production station that is highlighted
as currently being active. However, to conduct more sophisticated
BPM-related research and teaching focused on analyzing process ex-
ecutions and checking their conformance (i.e., process mining [38]),
the following functional requirements (FRs) have to be additionally
fulfilled to increase the quality of process-related data [4]:

FR1: Monitoring and tracking of activities. The monitoring
and tracking of processes, especially activities in the processes, at
runtime needs to be more fine-grained and detailed as there are
often more relevant activities included in a process (cf. Section 2.2)
compared to what legacy systems usually show (e.g., via a dash-
board) [42]. Among others, this should include data about the start
and end of an activity execution. The low-level data provided by
the smart factory is not at the correct level of abstraction to monitor
these executions, which is a typical problem of IoT systems pro-
viding too fine-grained or incomplete data for process monitoring
and mining [3, 42]. To this end, domain experts should be enabled
to define the activities to be monitored at the desired granularity
level. The monitoring and tracking of multiple instances—not just
one-of the same or a different process should also be possible.

FR2: Logging of process histories. Process analytics (mining)
relies on event logs containing historical data about process exe-
cutions [38]. In our experience, the smart factory and many other
IoT settings produce incomplete and inappropriate process data, as
these systems are typically not developed with a process-oriented
view [4, 15]. The system should be able to create these logs with
events containing complete data (e.g., according to XES [14]) and
at the right level of abstraction for further process analysis 3, 42].

The user experience of the factory decreases when unexpected er-
rors and exceptions occur in its operation [20]. These issues mostly
relate to the factory’s hardware, e.g., workpieces are not properly
picked up or placed by the VGR, a machine gets stuck, workpieces
have an incorrect orientation or fell down, or a wrong workpiece
was loaded/unloaded from the HBW. These issues happen more fre-
quently with the use and wear of the factory over time as it is only
a low-cost simulation model with rather unreliable and imprecise
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hardware [21]. Moreover, software-related issues might occur, e.g.,
when ordering a product that is not in stock, the system simply
does nothing. In all of these cases, the errors are not detected, the
factory’s operations just stop, and there is no user feedback. Similar
issues in various error scenarios are likely to occur also in other
IoT systems [11, 20], which adds new FRs that have to be fulfilled.

FR3: Error detection and handling. Error scenarios and ex-
ceptions in IoT systems are manifold and it is difficult to anticipate
every error that may occur during process execution already in
the original programming of the IoT system [22]. Thus, domain
experts and process engineers should be able to specify potential
error scenarios and corresponding remedies in the IoT systems
themselves. These errors and exceptional behavior then need to be
also detected in and handled by the system [22].

FR4: Human notifications and interactions. Operators should
be notified about important events, especially about the occurrence
of errors and exceptions in the IoT system’s processes (e.g., a ma-
chine being unresponsive) as specified and detected based on FR3.
Human intervention is a common pattern, which should be sup-
ported in the process execution when active control to resolve errors
automatically is limited and problems have to be resolved manu-
ally [42]. Furthermore, human operators should have more means
for interacting with the IoT systems, in normal operation mode
and in error cases (e.g., to provide additional data or confirm the
execution of manual steps), subsumed as Human-in-the-Loop [11].

The goal of our work is to address these new FRs for legacy IoT
systems in a generic and lightweight manner through non-invasive
software-based extensions—-augmentations—to the existing IoT soft-
ware systems without modifying their original implementations.

3 AUGMENTING THE LEGACY IOT SYSTEM

BPM provides methods and techniques for the modeling, automa-
tion, and analysis of processes in business contexts [7]. Among
others, BPM has shown its strengths in enterprise application inte-
gration and service orchestration. Process modeling notations such
as BPMN 2.0 [27] provide means for process engineers to model
abstracted processes including activities, events, decision points,
human interactions, exceptional situations, and timeouts—-with exe-
cution semantics and in a domain-agnostic way [7]. The execution
of these processes is supported by BPM systems (BPMS) featuring
instantiation, monitoring, logging, state management, and version-
ing of business processes [7]. The application of BPM technologies
in IoT has received increasing attention in recent years [15]. Pro-
cesses play a central role in IoT systems such as smart factories
where interactions among devices are complex, repetitive, and au-
tomated. Thus, we deem applying BPM viewing Processes as first
class citizens in our work a promising direction to address the new
FRs by adding business processes on top of existing IoT systems.
Microservices are a well established means in software engineer-
ing practice to define and implement small modular functionality
as web services with high functional cohesion [30]. Apart from
a flexible composition, integration, reuse, and orchestration (e.g.,
via BPMS), microservices allow for implementing business logic
focusing on a well-defined and self-contained domain model within
a bounded context (e.g., based on domain-driven design, DDD) [8].
Hence, microservices appear to be a suitable approach to extend
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legacy IoT systems with additional functionality and more complex
business logic, where the features of the business process modeling
language and BPMS may not be sufficient [18].

3.1 Augmented business processes

We start our explanations with an overview of the augmented busi-
ness processes. Both, the augmented storage process (cf. Figure 7)
and the augmented production process (cf. Figure 8) are based on
the simplified versions shown in Section 2.2. In contrast, these new
augmented models can be instantiated and executed by a BPMS.
The augmented storage process starts with a human operator
specifying the color of the new raw material and then putting the
workpiece into the DSI station. A series of checks is performed to
track the correct activation sequence of the individual activities
from the original storage process (cf. Section 2.2). Timeout mecha-
nisms are used together with several of these checks to determine
if the VGR potentially failed to pickup the raw material or if the
HBW got stuck, and then to inform the operator. Finally, the actual
color of the new raw material is checked against the color specified
in the beginning, notifying the operator in case of a mismatch.
The augmented production process starts with an operator speci-
fying the color of the new product, followed by an inventory check
to see if the corresponding workpiece is in stock once up-to-date
inventory data is available. If not, the operator will be notified,
otherwise a new production order is started in the factory. Several
checks are then performed in the process to monitor and verify the
correct sequence of production activities and changes in the factory.
The operator is informed when production was successful, or when
there was an issue with one of the activities based on timeouts.

3.2 Software architecture

To support the augmentations of the original processes in the
factory and fulfill the new functional requirements FR1-FR4, we
introduced new microservices 1) acting as intermediates (techni-
cal adapters) between the original MQT T-based interface and the
BPMS, and 2) providing more complex business logic that was not
practical to be realized via the business processes themselves. Fig-
ure 6 provides an overview of the software architecture including
the smart factory’s MQTT interface (bottom), the BPMS as new
microservice (top), and four new microservices (middle) explained
next. Note that due to the message-based interface of the smart
factory and only limited means for active control (cf. Section 2.1),
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most of the communication is using the publish-subscribe (pub/sub)
model to inform the microservices and BPMS [37].

¢ Inventory is subscribed to the topic with data about the
current stock. It keeps a record of the latest stock and can be
queried for the availability of workpieces of a specific type
(i-e., color). It notifies the BPMS about changes in the stock,
including the color of workpieces added or removed.

e Order is subscribed to the topic with messages about the
status of order processing. The order service can be requested
to send a command for initiating a new production, which
will create a correlation between the production process
instance and order processing in the factory. This correlation
is used to notify the BPMS about progress updates regarding
the specific production process instance.

o NfcDetector is subscribed to the MQTT topic with messages
from the factory’s NFC reader. It detects the activation of
the NFC reader and notifies the BPMS about products on the
NFC reader including product data (e.g., color).

e Stations is subscribed to the MQTT topics receiving mes-
sages about the status of the production stations. It detects
when a station is active from the low-level IoT data and
informs the BPMS about these activations.

3.3 FR1: Monitoring and tracking of activities

To achieve a more fine-grained monitoring of the process execu-
tion, we first modeled the activities of the storage and production
processes in the augmented process models based on our observa-
tions of the original processes, similar to the models presented in
Section 2.2. Additionally, we considered the data from the MQTT in-
terface (cf. Section 2.1) in a bottom up analysis to decide about which
activities can be detected and which additional, useful information
can be derived based on the processing of provided data.

The primary source for data about the progress of processes is
the state topic (cf. Figure 2), which receives the status of all stations.
Based on this data we use Service Tasks [27] implemented by Exter-
nal Task Workers in the business processes to model the sequence
of process activities to be activated as checkpoints in the two pro-
cesses (e.g., Detect new workpiece in input, Detect HBW activation
in Figure 7 or Detect Oven Activation, Detect Sorting Activation in
Figure 8). Once the process execution reaches these service tasks,
they wait to be completed by the external task worker, which is
realized by the microservice Stations (cf. Figure 6). This service
transforms the low-level IoT data into process-related events. Once
this service detects the activation of one station, it will notify the
BPMS to complete all instances of service tasks currently waiting
for activation notifications for that particular station. These work-
ers rely on a publish-subscribe model, which is reasonable here as
the microservice will inform the waiting instances in the process
execution once it detects the activation of the respective station.

By using BPMN 2.0 as the language to specify the augmented
processes, the process engineer is able to define the level of detail
for monitoring the process activities. Here, the data from the legacy
system informing the activity executions needs to be analyzed to
be potentially processed and enriched by microservices to reach
the correct level of abstraction for monitoring activities at the spec-
ified level of detail [42]. By having this fine-grained representation
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Figure 9: Cockpit to monitor process activities and instances.

of executable processes as modeled by the process engineer, and
deployed in the BPMS, we can leverage the BPMS’s built-in func-
tionality to monitor the current execution of all business processes
in a dedicated cockpit (cf. Figure 9), showing details about starting
time of the instances and the currently active process activities
indicated via tokens, at the specified granularity level.

3.4 FR2: Logging of process histories

Creating an event log of executed processes (cases) which contains
events related to the execution of process activities (e.g., start event,
complete event) is among the basic functionalities of a BPMS [7].
By using a BPMS to execute the modeled processes in the IoT
system, we are automatically provided with an event log from the
BPMS that can be used for process mining. The abstraction level of
events corresponds to the granularity of activities as specified in
the process models (cf. Section 3.3). In our setup, we use Camunda
Platform 72 as BPMS embedded in a microservice (cf. Figure 6).
This service offers a REST API to deploy process models, execute
process instances, and inspect the histories (event logs).

2Camunda 7 Platform (Community Edition): https://camunda.com/platform-7/

3.5 FR3: Error detection and handling

Several BPM-related concepts are used in our augmented processes
to detect and handle error situations that can be modeled by the
domain expert. BPMN 2.0 features exclusive gateways with con-
ditions to split the flow in a process based on process variables.
Exclusive gateways make decisions explicitly visible in the models,
which facilitates their understanding and tracking during process
executions. However, if these decisions become too complex, the
readability of the process models is negatively affected [32]. Ap-
proaches to model more complex decisions in business processes
exist (e.g., DMN [12]), but they also increase the complexity of the
models with additional artifacts [13]. Alternatively, these decisions
can be encoded in the business logic of the microservices, but then
they are hidden from the process models. In a trade-off discussion,
we suggest to identify the decisions that are relevant to understand
the processes, include them in the models, and let the microservices
implement the logic to abstract these decisions at the same level as
the rest of the process models [37]. We use exclusive gateways, e.g.,
in the production process to decide whether to start the produc-
tion or inform the user regarding the unavailability of workpieces
(cf. Figure 8) based on data abstracted by the Inventory service.
The service task retrieving the inventory is followed an exclusive
gateway in a loop together with a timer intermediate catch event [27]
configured to repeat every 30 seconds to check that inventory data
is available. This is necessary as the inventory service is subscribed
to the status of the stock, which does not update very frequently.
Timer boundary events are also used with activities to monitor
the progress of the processes. In both processes, activities with
waiting behavior—Service Tasks with external task workers and
Receive Tasks [27]-are extended with timeouts to activate a different
branch in the processes in case the execution takes too long, which
is an indication of unexpected behavior in the factory. We add timer
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boundary events to activities where we often experience hardware-
related issues (e.g., machines being stuck or unresponsive) or issues
with handling the workpiece (e.g., the VGR not picking up the
workpiece and the NFC reader not being activated later). As IoT
systems manipulate the physical world, time-related patterns [19]
and violations are suitable indicators for issues in the physical
world processes [34], whose detection can be lifted to the BPM-
level. While for the factory processes we defined rather simple error
detection and handling, the augmentation of processes based on
BPMN 2.0 also allows modeling and executing more sophisticated
behavior. This includes workflow exception patterns [31], e.g., at the
levels of work item and case, or deadline-based escalation measures.
Service tasks are completed based on activations from the Sta-
tions microservice (cf. Section 3.3). Similarly, we use the microser-
vice NfcDetector to activate the waiting service tasks related to
the NFC reader. The external task workers complete all waiting
instances of a specific type of service task, which in our case is
sufficient to track the activations of individual stations. In contrast,
we use receive tasks to inform one specific activity instance waiting
in a specific process instance to complete the task. The microservice
Inventory detects changes in the factory’s stock and informs the
currently waiting receive task in a storage process instance about
these changes, including emitting a Message Boundary Event when
a mismatch between the color of the newly stored material and
the originally intended color occurred (cf. Figure 7). To realize this
more complex behavior, we decided to use a message-based receive
task instead of a service task. The process engineer modeling the
processes has to take this different behavior into consideration
when deciding about the appropriate BPMN elements to use.

3.6 FR4: Human notifications and interactions

User Tasks are standard elements in BPMN 2.0 [27] to specify points
of human interactions in business processes. In the augmented
processes, user tasks are used to request input from the user (cf. Fig-
ure 10) and to inform about relevant events (e.g., an error). We
apply these user tasks at the beginning of both processes to request
input data from the user. In the storage process, the color of new
material to be stored is requested and cross-checked with the stock
update provided by the inventory service at the end. A user task is
used to notify the user about a mismatch. In the production process
we ask the operator to specify the color of the new product in a
user task, which is used as input to the subsequent service task
calling the Inventory service to check the availability of raw ma-
terial. Once the order service detects the end of the production, it
notifies the specific production process instance by activating the
message intermediate catch event [27] “Production ended”, which in
turn notifies the operator via a user task (cf. Figure 8).

Moreover, we apply user tasks in the augmented processes at all
points where the timer boundary events might interrupt an activity
waiting too long for its completion. In these cases, human operators
are notified via user tasks to check the status of the specific station
for potential errors. As we do not have any additional means of
actively controlling the factory, we have to rely on the human
intervention pattern here, to manually check and fix the issue,
cancel the process instance, and start a new process instance. Still,
the processes of the legacy IoT system can be augmented this way

Seiger and Franceschetti, et al.

@ camunda Tasklist Keyboard Shortcuts @ Craate task [@Start process & Da

Creatoafiter + <| Createdy + <
AllS) , 56 M-

Enter Type of Product

NewProductionWithCheck &

Enter Type of Product

heck  DemaDemo

t

Containers cuerescosci o

Figure 11: Docker configuration of the software system.

with more means of direct user interactions and feedback (e.g., to
react to errors) in the processes as modeled by the process engineer.

3.7 Microservices Implementation

The microservices described in Section 3.2 were developed using
Spring Boot following DDD [8]. They are layered, featuring: 1) a
lightweight domain layer with business logic according to the ser-
vices’ responsibilities [18], 2) an application layer with application
services, 3) a communication layer for the MQTT-based communica-
tion with the factory, and 4) a web service layer for communication
among the services and the BPMS via REST. The entities in the
domain model were generated from the documentation of the fac-
tory’s JSON-based MQTT interface. The repository® contains the
source code of all microservices and a configuration to start them as
Docker containers (cf. Figure 11). This way, the standard configura-
tion of the Fischertechnik factory model can be directly used with
our augmented processes. The repository also contains recorded
datastreams for exemplary executions of the original storage and
production processes that can be used for simulation via MQTT.

3.8 Process to augment legacy IoT systems

From the elaborations in Sections 3.1-3.7 we propose the following
generalized development process to augment legacy IoT systems
using BPM and microservices (cf. Figure 12). Given a legacy IoT sys-
tem with non-changeable interfaces, the process starts by defining
new specific functionalities top down based on the general func-
tional requirements FR1-FR4 that the IoT system’s processes should
fulfill [25]. This requirements elicitation can be based on, e.g., the

3https://github.com/ics-unisg/smarter-factory
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experience from working with the legacy system, integration sce-
narios, or new customer requests [5, 10]. In parallel, the interfaces
and data provided by the legacy IoT system need to be analyzed bot-
tom up to identify functionality and data that can be used and added
to the processes to fulfill FR1-FR4, and to estimate the feasibility
of addressing the new FRs derived in the top down-approach. Here,
the developer also decides about the suitable granularity of process
activity monitoring and the need for additional microservices that
perform the data processing to reach this level of detail.

In a next step, suitable BPM concepts need to be identified
and added to the models describing the business processes of the
legacy IoT system to realize the new functionality. Here we refer to
the discussions in Sections 3.2-3.6 to decide about using specific
BPMN 2.0 elements and communication styles in the software ar-
chitecture [37]. If the new requirements cannot be fulfilled by BPM
concepts, additional microservices should be considered to realize
required business logic and to act as technical adapters between the
BPMS and legacy IoT system. Moreover, if the business logic in the
process models becomes too complex and fine-grained, leading to
complex models, it should be considered as part of a microservice.
By using a process modeling language with execution semantics
(e.g., BPMN 2.0), arbitrary business processes can be described us-
ing BPM concepts, and microservices can be arbitrarily invoked
(orchestrated) to realize new functional requirements for the legacy
IoT system without modifying its original programming. The aug-
mentation process ends when all new FRs have been realized by a
combination of BPM concepts and microservices.

4 DISCUSSION

In Section 3 we discussed factors and options that need to be consid-
ered when augmenting legacy IoT systems to fulfill new functional
requirements, resulting in a proposal of a general augmentation
process for legacy IoT systems. In this section we discuss additional
aspects that are relevant to evaluate our proposal, namely the ful-
fillment of non-functional characteristics, its generalizability and
limitations, and potential end-user evaluations.

Non-functional Characteristics. The main goal specified the ap-
proach to be non-invasive and lightweight as non-functional prop-
erties (cf. Section 2.3). Our proposed software architecture sug-
gests to add a BPM-oriented layer on top of legacy IoT systems
with microservices acting as mediators and business processes
orchestrating the services. This way, we are able to flexibly and
non-invasively extend the functionality of the legacy IoT system
without the need of modifying the existing hardware or software.
The implementation of the software containing the four microser-
vices and embedded BPMS (cf. Section 3.2) comprises less than 1000
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lines of Java code. Figure 11 shows the computing and memory con-
sumption of running the software in Docker on a standard laptop
(11th Gen Intel Core i7, 2.8 GHz, 4 Cores, 32 GB RAM, Win10). Based
on these numbers, we attribute a relatively small footprint to the
software system due to the lightweight nature of the containerized
microservices. As among the relevant non-functional properties of
a microservices-based architecture are scalability, extensibility, and
performance [30], we expect the system to handle future growth in
demand and functionality very well. However, we also acknowledge
an increased need for communication among the microservices,
the BPMS, and the legacy IoT system as indicated by the arrows
in Figure 6, which represent points of communication. This might
introduce coupling and impact the performance of the entire sys-
tem negatively when the components are running in a distributed
setup. Here the software architect needs to carefully decide about
the deployment and specific points and styles of communication
among the services and systems. Despite the possible communica-
tion overhead, we did not experience an increase in the execution
times of the production processes in the smart factory as we do not
introduce any delays and we only monitor the progress of the exe-
cutions via the BPMS and microservices. These system only actively
intervenes when the physical production processes appear to be al-
ready interrupted. The process-oriented approach to orchestrating
microservices enhances the flexibility and extensibility of legacy
IoT systems. Augmented processes (e.g., shown in Figures 7 and 8),
can be integrated as sub-processes in larger business processes of
a company. Additionally, process models can be easily modified,
e.g., by adding new tasks or modifying the sequence flow, and the
microservices can be reused in other processes modeling different
orchestrations. To guarantee that flexibility and extensibility are
maintained over time with BPM support, process model quality
must be ensured. To this end, process modeling guidelines [1], and
patterns modeling the normal operations [40] and the handling of
exceptions [31, 39] should be adopted in the augmentation process.

Generalizability. Due to the general applicability of BPM and
microservices to a plethora of domains, as demonstrated by mul-
tiple research works and industrial applications, we consider the
proposed augmentation process to be highly generalizable and
applicable to various IoT settings. In our implementation of the
microservices, we already relied on tooling for generating the code
of the microservices’ domain models based on the provided inter-
face documentation. We envision that the process of implementing
the necessary microservices for bridging the systems and adding
the required domain-dependent business logic can be automated
even further by leveraging large-language models for partial code
generation. Currently, we are applying the process to augment
an IoT-based legacy system for monitoring manual treatment pro-
cesses in a healthcare setting, with promising initial results. As a
limitation we acknowledge that the augmentation process depends
on the availability of interfaces and data of the legacy IoT system.
The BPM-based retrofitting approach is not limited to specific proto-
cols or data formats used by the legacy IoT systems. It assumes the
existence of documented, standard-based or proprietary interfaces
that can be accessed by external software components. The mi-
croservices are responsible for implementing the specific adapters
in the communication layer to talk to the legacy systems and offer
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service-based interfaces to the BPMS in the web service layer. IoT
systems providing no usable data and interfaces preclude the aug-
mentation process. In such cases, modifying the legacy system’s
software and retrofitting [16] by introducing additional hardware
are potential interventions to enable the augmentation.

Evaluations with End-users. The functional requirements FR1-
FR4 and extensions are mostly targeted at improving the interac-
tions and experience of end-users with the legacy IoT system. This
involves the monitoring and the analysis of processes in the legacy
IoT system, which mostly adresses domain experts and process en-
gineers. FR4 focuses on providing means for additional interactions
to human operators working with or as part of the IoT system. The
application of the augmentation process involves domain experts
and process engineers that are familiar with BPM concepts, the
legacy IoT system and its processes; and software engineers to
develop the new microservices. While evaluations with all these
user groups are reasonable, we propose to first evaluate the extent
to which the approach supports the modeling of new processes
or the enhancement of existing ones. To achieve this, a user study
investigating the usability of our approach should be performed. A
set of key metrics can be collected throughout this study to gain
insights into the usability of BPMN-based modeling of augmen-
tations and its effectiveness compared to the legacy IoT system.
Following a between-subject design, participants can be divided
into two groups, one with the augmented factory and one with the
legacy system. Then, given a task where they are asked to apply ex-
tensions to a given process, we can collect data about the perceived
usability/usefulness, performance, behavior, and mental effort (e.g.,
using eye-tracking) when performing the augmentation tasks.

5 RELATED WORK

Apart from classical retrofitting approaches adding new sensors to
existing IoT systems [17], smart retrofitting has been proposed as a
relatively inexpensive approach to integrate new technologies into
legacy systems (cf. [16]). However, it results in invasive operations
at both the hardware and software level [36], which for some legacy
systems might not be possible. For our smart factory, for instance,
we assume that modifying its existing hardware and software is not
feasible, but still the goal is to augment and integrate the system
with other components to extend its functionality. In contrast to
approaches that aim to bridge IoT silos, and foster integration and
loose interactions in different ways [23, 24], our work is concerned
with IoT settings that have a strong focus on processes that pre-
define sequences of repetitive operational steps and that involve
work to be done primarily by hardware and software components.
Here we apply BPM technologies to model, monitor, execute, and
extend the original processes from a business process perspective,
which allows us to flexibly integrate new software services.

The adoption of microservices for the automation of distributed
business processes is advocated in [18], where research challenges
and a research agenda are discussed. Central to this agenda is
the identification of significant use cases for microservice-based
process execution. We argue that the smart factory presented in
Sect. 2.1 constitutes a significant use case that highlights the neces-
sity to augment legacy IoT systems. Given the increasing adoption
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of the factory for research and education purposes, we see its po-
tential to become a cornerstone fostering collaboration to pursue
the research agenda outlined in [18]. Approaches to IoT-enhanced
business process modeling and executions are found in prior work
such as [9, 28, 37]. Similar to our proposed approach, these works
strive for process models of low complexity. However, they signifi-
cantly differ from our approach in terms of the target system. While
these works assume the possibility of modifying existing systems
or designing new processes with fresh IoT integration, we consider
legacy systems where no changes are possible in the existing imple-
mentations as a novel constraint, which has not been considered
by related research. The work in [6] proposes to use business pro-
cesses to orchestrate the execution of containerized microservices
controlling IoT devices. The use case is different from ours as the
IoT devices are only used to collect data and the microservices are
used to perform distributed analytics on the data. In contrast, in our
approach microservices and IoT play an active role in the process
execution. The authors in [33] discuss a BPM-based approach to
retrofit BPM systems themselves with self-x capabilities based on
microservices. Their use case is also set in an IoT context, where the
authors demonstrate the feasibility of using BPM and microservices
for augmentations of existing systems, confirming our proposal.

6 CONCLUSION AND FUTURE WORK

In this work we presented a generic development process to aug-
ment legacy IoT systems with new functionality related to the mod-
eling, monitoring and analysis of its processes, and to enable an
improved interaction of human operators with the IoT system. BPM
technologies prove to be a natural fit to realize this functionality,
which we demonstrated by augmenting the original processes of a
smart factory acting as legacy system. These augmented processes
were complemented by microservices to 1) add missing business
logic, 2) connect to the IoT systems, and 3) perform data processing
to reach suitable levels of data abstractions. The introduction of
a dedicated BPM layer on top of the legacy IoT system with mi-
croservices acting as intermediaries being orchestrated by a BPM
system enabled the full range of BPM technologies to be applied
for augmenting the IoT system. We are now able to flexibly model,
extend, monitor and analyze processes of the legacy IoT system in
a non-invasive way to improve the system’s functionality and user
experience in normal operation mode and in error cases.

As future work, we are planning to evaluate the functionalities
and usability of the augmented smart factory including the applica-
tion of the proposed process in a user study following the approach
discussed in Section 4. Such an evaluation will involve students
enrolled in our Masters course on software architecture as well as
researchers and practitioners in software and process engineering.
Furthermore, we will apply the proposed retrofitting process to
legacy IoT systems of different domains (e.g., smart homes and
smart healthcare) to evaluate it, both qualitatively with end-users
and quantitatively (e.g., measuring the impact of the augmentations
on software size, performance and resource consumption).
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