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Abstract

Generative Al (GenAl) holds the potential to transform various facets of society. While research and
practice increasingly explore its diverse use cases and assess its impact, many companies continue to
face significant challenges in designing and developing advanced GenAl systems, hindering their ability
to derive value from these technologies. To address these challenges and offer guidance on emerging
GenAl development practices, we propose a reference architecture that highlights key design decisions.
Using a design science research approach, we developed the reference architecture informed by
consortium workshops, literature reviews, and expert interviews. The reference architecture is grounded
in eight key design requirements and serves as a strategic guide to streamline system design and assist
organisational decision-making and communication. Additionally, the architecture contributes to the
academic discourse by offering a structured framework for future research on the design peculiarities
of GenAl systems, helping bridge the gap between practical implementations and theoretical insights.

Keywords: Generative Artificial Intelligence, Large Language Models, Foundation Models, Reference
Architecture, Design Science Research

1 Introduction

Interest in Generative Al (GenAl) has surged since the release of ChatGPT in November 2022, as
companies recognise its potential for operational efficiency and competitive advantage (Wessel et al.,
2023). For example, Klarna's Al assistant, built on OpenAl's GPT model, autonomously handled nearly
two-thirds of customer requests within its first month of operation (Klarna, 2024). However, while
building prototypes with GenAl may be relatively fast, organisations often face challenges in scaling
and integrating them effectively to achieve large-scale deployment and derive substantial benefits
(Enholm et al., 2022). A primary barrier to scaling is the technical complexity of large-scale GenAl
implementations and the technical changes that GenAl bring, which require a departure from traditional
machine-learning architecture design approaches (Hagos et al., 2024).

GenAl introduces new paradigms for system design and development. For example, programming
GenAl systems relies less on traditional code and more on prompt engineering, a critical consideration
not considered in traditional machine-learning architectures (White et al., 2023). Models within a GenAl
system can be orchestrated in a myriad of ways including chains (Wu et al., 2022) or multi-model
systems (Hong et al., 2023). Furthermore, the "black-box" nature of GenAl models poses significant
design and operational challenges, necessitating new experimental, iterative approaches that enable
companies to better understand and reproduce model outputs (Schneider, 2024). This shift introduces
novel requirements for model evaluation and adaptation, which must be reflected in architectural design
of an overarching system. Additionally, GenAl's generative capability—producing new content such as
language, images, and videos—results in non-deterministic outputs, complicating response verification
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and the identification of errors like hallucinations (Ji et al., 2023). Consequently, testing systems
including GenAl models demands innovative approaches to accommodate this non-determinism, as
existing metrics from traditional machine learning contexts often fall short. Lastly, increasingly agentic
workflows encompassing tool use, reflection, planning, or multi-agent collaboration, impacts system
design (Chawla et al., 2024). This shift demands a rethinking of system architectures to integrate novel
interaction approaches and handling of increased uncertainty, ensuring adaptable and robust GenAl
system deployments. Despite its importance, little academic literature exists on GenAl system
architecture design as of today. Some work has emerged from computer science, but it is often limited
in scope, focusing on specific technical aspects without addressing broader organisational needs (Hassan
et al., 2024). In the field of Information Systems (IS), research has primarily examined GenAl
application areas, use cases, and ethical considerations (e.g., Baidoo-Anu & Ansah, 2023; Bouschery et
al., 2023; Sigala et al., 2024) leaving a gap in guidance on the design and development of systems with
GenAl components representing core functionality. Thus, a reference architecture can serve as an
artefact for companies to better understand and communicate the development of systems with GenAl
components, facilitating the effective implementation and integration of GenAl use cases in the
corporate landscape (Feuerriegel et al., 2024). To address this gap and introduce an interdisciplinary IS
perspective, this study explores the following research questions:

RQ1: What design requirements does GenAl introduce for developing Al-enabled information
systems?

RQ2: How can a reference architecture be designed to guide the development of GenAl systems?

To identify design requirements and develop the reference architecture based on them, we applied a
Design Science Research (DSR) approach, incorporating insights from consortium workshops, literature
reviews, and expert interviews. This iterative process ensured both practical relevance and theoretical
rigor, offering assistance for companies, but also an opportunity for design research on GenAl. The
reference architecture, based on eight design requirements, provides a strategic framework for
companies building GenAl systems across various business functions. It addresses key challenges,
streamlines solution development, ensures adaptability, and fosters effective communication among
stakeholders. For academics, this architecture highlights changes in GenAl system design compared to
traditional Al, focusing on GenAl-specific challenges. It abstracts away general IT system design issues,
adding to the discourse on GenAl system design and providing a common framework for discussing
GenAl design and development. The remainder of this paper is organised as follows: We first introduce
related work on the potential and challenges of GenAl, considering its unique characteristics, and review
existing Machine Learning (ML) and GenAl developments to identify existing knowledge gaps. Next,
we describe our methodology and present our findings. We then discuss these results in light of prior
work and conclude by outlining limitations and suggesting directions for future research.

2 Related Work

2.1 Generative Al and Large Language Models

The field of Al has recently raised the potential of GenAl, which is capable of generating new data from
patterns in its large training data and reaching human-like capabilities in terms of processing and
creating text, images, video, and audio (Feuerriegel et al., 2024; Schneider et al., 2024). The basis of
these types of technologies refers to foundation models representing "large-scale AI models that are
pre-trained on vast amounts of data and that can be adapted to for downstream application" (Schneider
et al., 2024). Large language models (LLM) constitute a subclass of foundation models that show new
capabilities regarding their natural language understanding and language generation (Feuerriegel et al.,
2024). For example, ChatGPT is based on a GPT language model and is specifically fine-tuned for the
task of chatting with humans. Through an approach of self-supervised and in-context learning, LLMs
possess extensive world knowledge, however, require finetuning and adaptation to domain-specific
context and data. In enterprises, the potential of generative Al lies in linking internal knowledge bases
to large language models, as pre-trained models are not domain specific. Hence, research and practice
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focus on retrieval-augmented generation (RAG) systems, which search enterprise databases and provide
retrieved knowledge as context for the language model (Lewis et al., 2020).

GenAl's unique technical characteristics present challenges to businesses and disrupt current
architectural and procedural approaches within the Al development life cycle (Schneider et al., 2024).
GenAl shifts from traditional discriminative tasks like predictions to generative tasks that can produce
complex, natural language-based content. While the responses might sound convincing and coherent,
the nature of the large-scale systems inherit the risk of hallucinations (Azamfirei et al., 2023). Hence,
implementing such technologies in enterprises requires measures such as increased explainability to
mitigate or reduce the risk of erroneous responses to keep overall performance high (Alkaissi &
McFarlane, 2023, Sallam, 2023). Furthermore, the interactive nature of GenAl introduced prompt
engineering, which allows users to guide and influence Al outputs using natural language. This shift
moves beyond programming and model training to enhance user control and interactivity (White et al.,
2023, Liu & Chilton, 2022) while challenging the controllability and reproducibility of GenAl
behaviour. Organisations are tasked with selecting suitable generative Al models out of a large set of
pre-trained models (Feuerriegel et al., 2024, Kolides et al., 2023). Moreover, there is an emerging need
for data-centric Al management spanning training data development, inference data development, and
data maintenance (Hamid, 2022, Zha et al., 2023). Given these changes and the associated challenges,
existing best practices and knowledge in Al system development are being put to the test. The unique
characteristics of this broadly applicable technology demand a critical reevaluation of established
approaches to designing Al systems.

2.2 Designing Al Systems

Given the widespread use of Al technology across all industries, scholars started to investigate the
peculiarities of building Al-based systems along the Al life cycle (Ozmen Garibay et al., 2023, Berente
et al.,, 2021). From a management perspective, Al presents challenges such as efficient human-Al
interactions (i.e., trust, aversion, overreliance, etc.) or ethics and accountability (i.e., bias, fairness,
responsibility) (Berente et al., 2021). In terms of software engineering and development, Al requires
innovative approaches to governing data, training models, evaluating performance and consequences,
and studying its effective use (Zolbanin & Aubert, 2025). Designing Al systems typically follows
overarching phases including (1) data collection and curation, (2) model design and experimentation,
and (3) deployment and use (Ozmen Garibay et al., 2023). Prior research in the domain of Al, has not
only contributed to a better understanding of the Al lifecycle (e.g., Amershi et al., 2019, Zolbanin &
Aubert, 2025) but also derived guidelines and approaches to building better, more responsible and
human-centered systems (e.g., Abedin et al., 2022, Dennehy et al., 2023). Prior studies highlighted the
importance of ensuring data quality for subsequent model training including data collection, data
cleaning, and labeling (Amershi et al., 2014). In traditional machine learning projects, domain experts
are involved in labeling the data suitable for training the Al model. This perspective of human-in-the-
loop was further extended to involving humans in auditing and altering the Al systems in both model
development and model use phases (Grensund & Aanestad, 2020). During the phase of model design
and experimentation, Al developers perform feature engineering, select, train, and evaluate models
(Amershi et al., 2019). The main leverages for improving model performance relate to extracting the
most valuable features (Turner, 1999) and tuning the hyperparameters of machine learning algorithms
(Probst et al., 2019). Subsequently, the models are deployed and used in real-world settings. In the realm
of DSR, scholars aggregated design knowledge for building useful Al applications in various domains
(e.g., Meske & Bunde, 2022) and improving the interaction between humans and Al (e.g., Storey et al.,
2024, Cao et al., 2024). Finally, Al research discussed approaches for continuous improvement and
operations and introduced the concept of machine learning operations (MLOps) (e.g., Steidl et al., 2023,
Kreuzberger et al., 2023). The shift from traditional machine learning tasks toward generative, non-
deterministic LLM-based tasks significantly increases complexity for companies. For instance,
designing GenAl systems requires novel considerations such as prompt engineering strategies (White et
al., 2023), new approaches to testing and monitoring, and addressing “hallucinations” that may surface
from opaque language models (Ji et al., 2023). Induced heightened uncertainty and adjusting to new
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design paradigms potentially hinder the scaling of GenAl applications in practice. Prior studies on
GenAl focus largely on use cases (Sigala et al., 2024), ethical and governance challenges (Dennehy et
al., 2023), or open questions about trust, bias, and accountability (Fui-Hoon Nah et al., 2023). However,
the fundamental design of a GenAl system such as its architecture and key development processes are
sparsely addressed. While unique interaction capabilities such as chain-of-thought or Al chains are
increasingly investigated (e.g., Wu et al.,, 2022), few studies consider overarching design and
implementation challenges concerning the development of a scalable architecture that enables to build
standardized implementations of Al use cases that researchers and practitioners face. To address this,
we engage GenAl experts to develop a reference architecture guiding the design, development, and
improvement of GenAl systems.

3 Methodology

To design and evaluate a reference architecture for GenAl systems, we employed DSR methods.
Originating in computer and engineering sciences, DSR aims to address practical problems through
developing innovative artifacts (Peffers et al., 2007), such as concepts, models, or instantiations (Hevner
et al., 2004). Our problem-centered DSR approach included two iterative design and evaluation cycles
(Pefters et al., 2007), combining consortium workshops, literature and expert interviews.

Problem-Centered DSR Initiation: Our study was motivated by challenges observed in a research
consortium involving quarterly meetings of researchers and practitioners focused on GenAl. Established
in November 2022 with four participating companies, initial discussions covered GenAl use cases and
governance. However, as companies progressed in GenAl adoption, attention shifted to technical setups
and architecture design. By March 2024, a dedicated workshop brought together IT architects from the
consortium to share architectural proposals and highlight development and design challenges, helping
us identify key pain points and core issues. Insights gathered on the abstract problem and requirements
for a GenAl adapted architecture were then analysed and supplemented with existing academic research
and grey literature (i.e. publicly available descriptions of architectures deployed by businesses) on
GenAl architectures (Lee et al., 2011). The combined analysis led to seven key requirements, designed
to be abstract enough to generalise across different solutions, ensuring broad applicability. Thus, the
results of this DSR phase include a validated understanding of the problem and a first specification of
design requirements.

1* Iteration: In the following consortium workshop in June 2024, we again de-abstracted to the
practical challenges and presented and discussed the identified requirements for a GenAl architecture to
the participating practitioners. Feedback to the presented design requirements was collected both
verbally and in written format on feedback cards. Based on the collected feedback from the consortium,
we iterated and refined the design requirements and then drafted an initial version for a GenAl reference
architecture by translating requirements to architectural components.

2" Jteration: The refined design requirements and the subsequently designed GenAl reference
architecture were then evaluated through in-depth semi structured interviews (Myers & Newman, 2007)
involving two consortium members and predominantly additional external experts from the field to
broaden perspectives and enhance validity (Myers & Newman, 2007). Table 1 below provides a more
detailed overview about our interview participants. We tried to achieve a broad diversity of experience
and roles including IT architects and CIOs providing higher-level perspectives, whereas ML engineers
and consultants provide detailed implementation insights on things such as prompt engineering or
orchestration. The interview guide was co-developed by the research team, and each interview involved
two researchers. Interviews, averaging 53 minutes, were conducted on Microsoft Teams, transcribed
using Al tools including manual processing, and analysed with the qualitative analysis tool Atlas.ti. An
open-coding approach was applied, and findings were discussed among the research team (Saldafia,
2009). To minimise errors and ensure inter-coder-reliability and internal validity, the researchers cross-
checked the codes. As a result, an additional design requirement was derived by splitting an overly broad
existing requirement, while adjustments to the GenAl reference architecture were made at the
component level, keeping the overall dimensions and layers intact. We revisited each design requirement

Thirty-Third European Conference on Information Systems (ECIS 2025), Amman, Jordan 4



Generative Al Reference Architecture

to confirm its alignment with the practical challenges described by practitioners and its appropriately
granular representation in the architecture. This iterative development and evaluation cycle anchored
the GenAl reference architecture in practical experience and expertise. Our results include a practically
grounded and validated problem understanding, a validated set of design requirements, and a validated
model for a GenAl reference architecture. This publication reports our findings, thereby contributing to
the existing knowledge base and discourse on designing GenAl systems (Hevner, 2007).

ID | Background & Position Domain Consortium | Experience Min.
101 | AI Researcher Academia No 5 years 58
102 | IT Architect Financial Services | Yes 8 years 57
103 | Senior ML Engineer Software Dev. No 3 years 54
104 | Manager Al & Data Engineering Consulting No 14 years 49
105 | Lead IT-Architect Aviation No 21 years 54
106 | Al Researcher Academia No 3.5 years 47
107 | Senior Consultant Data & Al Consulting No 5 years 44
108 | Lead Data Science & Al Industrial No 13 years 54
109 | Business Lead Data & Al Consulting No 6.5 years 46
110 | Head of Al Projects Media No 8 years 65
111 | ML Engineer Financial Services | Yes 6.5 years 53
[12 | Head of Data & Al Consulting No 6.5 years 59
I13 | Chief Technology Officer Life Sciences No 6 years 47

Table 1. Overview of interview participants.

4 Results

4.1 Design Requirements for Generative Al Systems

Following we report the Design Requirements (DR) derived from the consortium workshops and
validated through the interviews. Table 2 summarises the final, validated list of design requirements for
a GenAl reference architecture and gives a short description for each.

Design Requirement

Description

DR 1: Data Availability and
Representation

The GenAl system requires structured, high-quality, context-specific data from
internal and external sources, formatted to suit specific use cases.

DR 2: Interoperability

Internal systems, external systems, databases, models, and tools must
communicate through standardised methods to enhance modularisation,
replaceability and interaction possibilities across systems.

DR 3: Orchestration

Models must be systematically orchestrated to enable efficient data access,
model interactions, and tool integration within flexible workflows, whether
structured as agentic systems, multi-agent frameworks, sequential chains, or
non-Al systems.

DR 4: Model Evaluation and
Adoption

Organisations need to establish robust evaluation frameworks and selection
processes to continuously assess and deploy optimal models for each use case.

DR 5: Prompt Engineering

The system requires versioned and iteratively refined prompting strategies
tailored to specific use cases and shared across the organisation.

DR 6: Guardrails

The system must establish robust guardrails to ensure compliance with
corporate, ethical, and legal standards across all system interfaces.

DR 7: Continuous Oversight
and Iterative Improvement

The system must implement continuous monitoring and testing at both model
and system levels to enable iterative improvements and experimentation,
ensuring optimal performance.
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DR 8: Human-in-the-Loop The system requires human involvement for supervision, feedback, annotation,
and decision-making to ensure process accuracy and ongoing system
improvement.

Table 2. Summary of the Design Requirements for a GenAl Reference Architecture.

DR 1 - Data Availability and Representation: The availability of an abundance of data is crucial for
training generative Al models such as transformer-based language models (Hoffmann et al., 2024).
While this is predominantly the case for pretraining foundational models and finetuning models (Min et
al., 2023), GenAl applications increasingly rely on high-quality, context-specific data at runtime to
improve output quality exemplified in RAG use cases (Lewis et al., 2020). 112 solidifies this
requirement: "I would say the most crucial part is the data availability and the data access. And the
more or the easier it is to handle the data, the easier you can do rapid prototyping and build use cases
and try to implement actual Al solutions or Gen Al solutions for your company"”. Whether it is GenAl
or Al, issues at companies remain that the legacy data architecture constrains storing and processing
data from various sources in an integrated fashion (Cao & lansiti, 2022), reflected by 113: "First, it's the
same as with all data science and data-related technologies: companies typically just don't have their
data in order. It's not maintained, it's not clean. There are different versions of documents, and so on".
Given available data, the challenge for GenAl system remains in modeling data sources in a suitable
structure for the underlying use case such as vector databases (Wang et al., 2024) or knowledge graphs
(Xu et al., 2024). As 112 put it into words: "Because in theory, you always have the data, but it's just
modeling the data that is always the most difficult part". Our interviewed experts put emphasis on how
structuring available data - whether it is coming from internal or external source - can add significant
value to the overall system: "I think the enthusiasm around GenAl was so great that you would hear
everywhere. Yes, you can just feed it anything, and it will already know how to respond. But during the
project and testing phases, we realised that it's not as simple as one might imagine" (I111). Thus, access
to high-quality, domain-specific, proprietary data is essential for developing effective generative Al
systems. This data should be structured and adapted to the context, enriching the system with additional
information from both internal and external sources.

DR 2 — Interoperability: Interoperability between different modules is a requirement to information
systems in general and key to enabling their potential (Hodapp & Hanelt, 2022). 109 addresses the
importance of well-defined APIs within GenAl workflows: "When I think about agent systems, I need
APIs to trigger specific applications, certain automations, or data workflows that then provide me with
additional information. In this context, I believe APIs are extremely important”. However, the highly
volatile environment in GenAl further stresses the importance of interoperability: "One must be
particularly careful to ensure that integration with LLMs remains flexible and standardised, as the
world of LLMs is highly volatile” (102). Access to other systems internal or external to the organisation
improve the usability of the GenAl system in providing access to extended functionality and access to
data sources: "In the end, it also needs to have an API or something similar. That means, whatever [
develop, regardless of the system or platform, only then can I ensure that in the future we can combine
these elements or communicate with agents, and so on" (I108). Adapting and integrating legacy systems
is important to ensure seamless operation within the existing system landscape: "There are quite a few
legacy systems, some of which are very central, and we can’t just disconnect them directly. That’s why
we always have an abstraction layer with an API, and we set this as a requirement for our customer”
(103). Furthermore, standardisation for better interoperability and communication between language
models should be considered. Communication formats in chained or agentic systems are not necessarily
best handled in natural language as format suitability varies with the underlying task (Chen et al., 2024).
Hence, careful considerations of interoperability are required on both between-model and between-
system communication.

DR 3 — Orchestration: Prompting strategies such as Chain-of-Thought (Wei et al., 2024) or the ReAct
paradigm (Yao et al., 2023) naturally involve repeated calls to an LLM. Multi-agent systems rely on
communication structures involving multiple language models with different capabilities, instructions
and knowledge bases (Guo et al., 2024). 112 differentiates: "An LLM call is rarely an LLM call.
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Especially if you are looking at agents, an LLM call is actually ten LLM calls. Then one of them, you
could have humans calling the RAG, but in most cases, you're going to have some LLM involvement
before you go to the RAG world, if only to restructure the input”. Further emphasised by 113: "In the
background, various prompt templates dynamically incorporate the relevant information at the right
time and place to generate partial increments. And all of this builds upon each other". Thus, a GenAl
system requires careful consideration of model selection based on capabilities, along with efficient
model routing, chain construction or general workflow orchestration, including the integration and
communication with other systems. Workflow orchestration depends on multiple things such as applied
prompting strategies or the autonomy of models in task execution.

DR 4 - Model Evaluation and Adaptation: To achieve an optimal task-model fit, model choice plays
an essential role in building GenAl systems. Model selection implies that criteria for model evaluation
must be present. Experts acknowledge the need for choosing suitable models for their use cases but
iterate on difficulties in expressing model capabilities and how to evaluate them. 102 stresses the
dynamic field requiring flexibility: "You need to be able to quickly and flexibly access new LLMs when
they become available, whether it is running them on-premises because they are open source or
accessing another version like a newer GPT model. That's quite a challenge. There's also the decision
of which LLM to use in different scenarios, as there are various reasons for choosing one [...], but in
Just a few days there could be completely different LLMs. So, you need to build everything flexibly and
encapsulated to adapt to these changes". Chang et al. (2024) distinguish between ‘what’, ‘where’, and
‘how’ in evaluating LLMs, which includes evaluation on task levels such as summarisation but also
more abstract constructs like trustworthiness and robustness. These are however not always applicable
in practice: "We use simple accuracy scores and similar metrics. But things like perplexity and all those
benchmarks are almost uninterpretable for us when it comes to specific use cases" (107), as there is still
uncertainty about exact measurements: "And that's the challenging part—how do you represent the delta
in numbers? In text, you might be able to explain it well, but what metrics do you use to convey the
difference? We have metrics like Completeness, Helpfulness, Actuality, I think, and also Hallucination"
(103). In general, traditional metrics (ROUGE, BLEU, METEOR) have poor correlation with human
judgement of hallucination (Ji et al., 2023) and specialised metrics for hallucination remain scarce. With
growing reliance on Language-Models-as-a-Service, difficulties in reproducibility and reliability are
further increased due to a lack of information from providers (La Malfa et al., 2024).

DR 5 - Prompt Engineering: Effective prompting significantly alters the output of LLM-based Al
systems (White et al., 2023) and closely relates to individual model orchestration as 113 describes their
experimental approach: "I think it also depends on the model. Prompt engineering varies a bit per model.
Typically, things like Chain-of-Thought are very powerful, and context is important. But then it
depends—sometimes things don't work as expected, and you have to do a lot of experimentation. So, the
best practices are the classic approaches, in my opinion, and as for prompt libraries—yes, we're
basically selling our prompt libraries at the moment". Prompting requires skill and training (Zamfirescu-
Pereira et al., 2023) and both programmers and business users within an organisation could profit from
standardised prompt sharing similar to prompt patterns as established by White et al. (2023). 104
evaluates prompt development and sharing as follows: "The thing is that business users—and it’s
understandable, as it is not their role—sometimes think prompt engineering is just about phrasing the
question clearly. But it's also about strategies like one-shot prompting, few-shot prompting, or realising
that you need to include examples in the prompt. All these techniques, these real prompting strategies—
yes, there is value in sharing them. I've seen interest in this. However, I haven't seen a prompt library,
like an enterprise-level solution; I haven't come across one". Nonetheless, output evaluation should not
be restricted to a single model call but evaluated on the overall system including communication
between different modules. This aligns with more recent developments such as engineering prompts
using varieties of RAG-patterns (Lewis et al., 2020), where prompts follow engineered schemata or a
higher reliance on model-based reasoning (Yao et al., 2023).

DR 6 — Guardrails: Guardrails are predominantly required to block content categorised as being
harmful, incorrect, system misuse or threat to privacy and security (Fui-Hoon Nah et al., 2023). In a
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larger scope a responsible use of Al encompasses addressing the effects of using Al for decision-making
processes, chat settings, recommender systems or classification tasks (Dennehy et al., 2023). Issues will
become more prevalent with increasingly agentic systems not being fully under human control (Chan et
al., 2023). 113 states the following considerations: "Traditionally, we have these three points—
Corporate, Ethical, and Legal—which should go into our check module, so it's uploadable and
dynamically checks content to see if anything is inappropriate". Companies differ between applications
that are for internal or external use. Customer-facing GenAl systems need to be handled with extreme
care as there is higher exposure to adversarial attacks or larger damage induced by generating undesired
content (Kenthapadi et al., 2023). 105 relates the issue to the black-box nature of models: "It becomes
more critical with the models that actually interact externally. The main challenge is to ensure that they
don't convey incorrect information, that they communicate with the right tone, and that everything is
properly tested to get a handle on the black-box nature of these systems". Many companies rely on the
guardrails already provided by model vendors, acknowledging that it would be challenging to implement
their own, even though it is necessary: "Yeah, with smaller domain-specific models, you need to know
how to effectively implement guardrails at scale in a repeatable way on top of your raw LLM. Because
if you just take a model from HuggingFace and ask it to tell a racist joke, it probably will, whereas with
OpenAl's ChatGPT at this point, it wouldn't respond that way you would have to put in effort and try to
trick the model into doing so" (104).

DR 7— Continuous Oversight and Iterative Improvement: The development of GenAl systems requires
an experimental mindset. The generative variability of model outputs (Weisz et al., 2024) or unexpected
deterioration of model performance requires careful monitoring and testing of the system. 104 describes
the process as: "It's like, I have version one. I evaluate, I track, I monitor, I refine, and maybe I release
a version two of the system with a tweaked prompting strategy. I track versions and I have experiments
and I can see like, yeah, this version of the whole system, not the model, it’s maybe better with different
chunking, for instance”. All modules within a generative Al system, such as information retrieval in a
RAG system or adjustments to prompting strategies, can influence subsequent steps in unpredictable
ways. Therefore, pipelines must be designed for flexibility to support rapid iteration. Additionally,
providing sandboxes for quick testing cycles enhances the efficiency of experimental setups: "Because,
in general, when you set something up, it should be possible to quickly adjust, retrain, or make other
changes as needed. The pipeline should be functional and easy to implement for these adjustments”
(I11). Nonetheless, monitoring and tracking systems postulates the presence of a testing suite for
evaluation on system, model and data level, which remains a challenge as described by 105: "My gut
feeling is that we don't yet have a fully developed testing framework for this. I'm not sure if anyone in
the world even has one”. While system monitoring is essential, it is equally important to stay informed
about market developments. The frequent release of new open-source models and proprietary models
accessible via APIs can present opportunities for cost savings and performance enhancements. However,
achieving this requires a system architecture that facilitates seamless module replacements and
upgrades: "The market is, of course, evolving rapidly. New models are coming out every few weeks or
months. You have to keep an eye on that and be willing to replace the model you're currently using with
a newer one if it's cheaper, offers better quality, or for other reasons. This will be important in the future
as well" (108).

DR 8 - Human-in-the-Loop: Human-in-the-loop or human-Al collaboration has already been devoted
a lot of research in IS literature (Dennis et al., 2023). While we do not engage in discussion about how
to structure these interactions, we identify three human tasks essential to GenAl systems development.
First, human supervision serves as an organisational guardrail in ensuring correct system output and
throughput: "Yes, we actually have that at every step. Everywhere something is generated by the LLM,
we have defined processes where humans review it" (103). "We always have an additional human layer
in between to check if it fits, makes sense, or if any adjustments are needed. This way, we ensure that
even when using GenAl, we can maintain the quality standards" (106). Hence, integration of steps
involving human judgement and their optimal integration within Al workflows becomes essential.
Second, humans are required in organising and annotating data sources ensuring high-quality standards.
Companies for example build dedicated knowledge bases as described by 103: "The entire knowledge
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database is also under human authority and is not automatically assembled from external data sources.
1t always requires a person, an expert within the organisation, to review and set it up. So, implicitly,
this approach also includes a quality control aspect”. Third, human feedback is required for improving
a running system. Feedback collected at runtime can serve as quality control as well as source of training
data as elaborated by 110: "4 feedback system, where each user can give a thumbs-up or thumbs-down,
along with a text entry explaining what they liked or disliked. We then use this feedback for generating
training data or even as a basis for creating additional synthetic data. "

4.2 Reference Architecture for Generative Al Systems

The proposed reference architecture for GenAl systems (Figure 1) was developed based on the design
requirements and validated through the expert interviews. It is structured into four dimensions, each
comprising various layers and components. At its core is the GenAl dimension, which integrates diverse
components to define its functionality. Preceding this are the human and interface dimensions, which
outline access mechanisms, while the enablers form the more technical foundation. Surrounding certain
layers are dotted boxes representing enterprise settings such as corporate policies, evaluation metrics,
model, and data governance, highlighting the need for both technological and organisational
considerations. The architecture serves as a flexible reference, not necessarily requiring in-house
development or complete implementation. Organisations can adapt, exclude, or outsource modules
based on their specific use cases and strategic priorities. Each dimension is detailed with references to
the design requirements below.

Human: This dimension addresses the human role involved in the functioning of the overall system.
Humans supervise actions or verify system outputs. Additionally, through both feedback and annotation
systems can be improved from a data perspective (DRS8). Conducted experiments — preferably within
testing sandboxes — assist in achieving system improvements (DR7). Changes in models, data sources,
prompting strategies or orchestration could potentially impact the overall system and require carefully
designed experiments.

Interfaces: Interactions with generative models are increasingly multimodal (Gao et al., 2024) and
interfaces could even be generated dynamically based on a users input (Okopnyi et al., 2024). Better
visual understanding of documents (Wang et al., 2024) or easy translation of audio (Radford et al., 2022)
improves interoperability and orchestration within the system and facilitates the interaction with humans
due to lower data processing restrictions (DR2, DR3).

GenAl System: At the core of the reference architecture, the GenAl system is divided into four
interacting layers. Encompassing the whole system is the module for continuous testing and monitoring
accounting for the probabilitstic uncertainty inherent to generative Al and reflecting the experimental
approach required during development (DR4, DR7). The security layer serves as protection against
attacks and helps steer the behavior of the model. Checking inputs and outputs, the system ensures that
harmful requests do not reach the model and that the model operates according to company policies and
ethical guidelines. This layer also addresses generative Al-specific issues such as hallucinations by
incorporating features like fact-checking, providing sources, or offering confidence scores.
Additionally, IAM roles need to be defined such that different users have access to models and data
based on their roles within the organisation (DR6). Within the application layer, we distinguish between
three GenAl-specific application modules. A single system may incorporate multiple agentic application
logics, represented by the layered structure. Model orchestration, prompting strategies (DRS5), and tool
access are closely interconnected, where changes in one module impact the others (DR3). Therefore,
these components need to be tested in combination using custom strategies and metrics tailored to
specific use cases. This approach presupposes interoperable modules (DR2), and the choice of model
also influences how these interactions unfold (DR4). The connection layer incorporates API
representations, which address not only how GenAl systems are triggered or prompted but also extend
beyond this scope. It includes ensuring access to internal and external systems, such as ERPs and CRMs,
to expand data availability (DR1) and application capabilities, particularly in organisations with legacy
systems (DR2). Additionally, the use of prompting strategies and tool calling may require model-
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generated code (Liu et al., 2023) to be executed within secure application spaces (Wang et al., 2024).
The model layer differentiates between general-purpose models, such as GPT-4 or Claude from
Anthropic, and custom trained models. General-purpose models offer a broad range of capabilities,
while customised versions are tailored to specific company use cases or trained to excel in particular
tasks. These models can be sourced from third parties or developed and hosted by the organisation itself.
Model ownership is closely related to security considerations, as some queries may need to be processed
on-premises to ensure data privacy. Training pipelines and corresponding data sources need to be
preestablished to ensure quick and iterative development cycles (DR1). This postulates clear definition
of model evaluation metrics and detection of divergences in performance (DR4).

|

‘ Supervision ‘ ‘ Feedback/Annotation ‘ ‘ Experimentation / Sandbox
! |

‘ Text ‘ ‘ Audio ‘ ‘ Image ‘ ‘ Video ‘ ‘ Generative Ul ‘
L |

GenAl System

i Evaluation Strategies and Metrics

A Corporate Policies

Orchestration

Security & Ethics Logging (routing, chains,
(injections, data protection, (snapshots, telemetry, agents, ...)
biases, ...) tracing, ...)
-
" iedath Tools :
Grounding / Validation 1AM Prompting Strate;
(hallucinations, ...) (roles, access, ...) (search, SQL, custom (ch hAG ) &
functions, ...) ’ v

Serving Internal & External Systems Code Execution
(microservice, integrated, ...) (CRM, ERP, ...) (model generated, ...)

Continuous Testing & Monitoring

General-Purpose Customized Ownership Training Pipeline
(GPT-4, Claude, ...) (adapters, fine-tuned, ...) (proprietary, open-source, ...) (RLHF, DPO, SFT, ...)

Model Governance

o

Data Governance
External Data Internal Data Synthetic Data Data Representation
(add-ons, not internally (process data, USP, ...) (custom, use case specific, (vector databases,
sourcable, ...) P ’ r ) knowledge graphs, ...)
On-Device On-Premise Cloud Processing Power
(smartphones, laptops, ...) (hosting, ...) (own tenant, 3 party, ...) (GPU, CPU, LPU, ...)
Figure 1. A Reference Architecture for Generative Al Systems.

Enablers: The enablers dimension encompasses data and infrastructure, which serve as foundational
elements for the GenAl system. Data can be sourced and represented in various ways (DR1), including
synthetically created to tailor to specific use cases (Li et al., 2023). It is a critical asset required across
the entire architecture, whether for adding context at runtime or for training organisation-specific
models. High-quality data acts as a key differentiator in the performance of Al systems (Rangan & Yin,
2024). Infrastructure is driven by the system's use cases and requirements. Models can be deployed in
different environments: directly on-device, on-premises for enhanced data security, or in the cloud.
These deployment choices influence the hardware used, leading to decisions between GPUs, CPUs, or
LPUs, depending on the specific processing power needs of the system.

5 Discussion

Employing a design science research approach (Peffers et al., 2007) we iteratively defined eight design
requirements for GenAl systems, which served as the foundation for drafting and evaluating a reference
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architecture and delineates the unique problem space of designing and developing GenAl systems
(Maedche et al., 2019). By bridging the gap between technical system design and organisational needs,
our research extends the existing body of knowledge on the design and development of Al systems to
the domain of GenAl, where new paradigms of prompt-driven interactions, non-deterministic behavior,
and novel interaction mechanisms require different design and development considerations. Our
reference architecture takes a holistic perspective by addressing not only technical aspects but also
business and governance concerns. From a technical perspective, it ensures robust and considerate data
handling, model orchestration, and interoperability. Business considerations are integrated through the
focus on modularisation, flexibility and continuous improvement. The modularisation and layered
structure allow organisations to evaluate individual system modules according to their needs and assists
in sourcing decision-making processes. Finally, governance aspects are emphasised through the
implementation of guardrails and humans-in-the-loop to comply with ethical, legal, and corporate
standards, which are essential given the increasing regulatory scrutiny around GenAl systems. By
deriving a reference architecture as an artifact of a nascent design theory (Gregor & Hevner, 2013), we
contribute prescriptive knowledge to the literature on Al development practices by identifying novel
approaches necessary for implementing GenAl systems, while still addressing the human role within
the system and Al lifecycle (Ozmen Garibay et al., 2023). Our results highlight the need for further
research into the challenges of designing GenAl systems, emphasising that GenAl’s distinct
characteristics necessitate adaptions. For instance, the non-deterministic nature and reliance on prompt-
based interactions call for a rigorous approach to system monitoring, iterative experimentation and novel
evaluation criteria. Moreover, we contribute to the literature on Al governance by deepening the
understanding of designing increasingly agentic, autonomous and less controllable GenAl systems
(Berente et al., 2021). Stating dynamic mechanisms of model orchestration or human involvement
within system processes integrated into such a sociotechnical system, our research addresses necessary
design decisions. Finally, we extend the existing knowledge on GenAl systems (Feuerriegel et al., 2024;
Kolides et al., 2023; Schneider et al., 2024) by adapting a design-centric perspective. Drawing from
field insights, we explore how emerging GenAl use cases can be systematically implemented and
efficiently designed, highlighting key trade-offs involved in the process. Building on the work of Banh
& Strobel (2023), we provide a comprehensive view of information systems with GenAl components.
Our contribution includes a deeper analysis on the design of the application layer and the addition of
critical considerations such as security and human roles. From a practical perspective, the reference
architecture developed in this study offers value for organisations integrating GenAl systems. It serves
as a strategic blueprint, helping businesses streamline system design and development by providing a
clear framework that aligns with best practices. For IT architects and system designers, this architecture
facilitates scalable, modular implementations, reducing the time and cost associated with building
GenAl solutions from scratch. Beyond guiding development, the architecture supports strategic
decision-making. CTOs and IT project managers can use it to evaluate trade-offs, such as the choice
between cloud-based and on-premises deployments or proprietary versus open-source models. By
clarifying complexities involved in GenAl integration, it helps prioritise investments and make informed
buy-vs-make decisions, ensuring efficient resource allocation. Furthermore, the architecture promotes
standardisation within a company’s GenAl system landscape, allowing to reuse modules across projects.
This standardisation not only reduces duplication but also fosters organisational learning. Domain
experts and IT teams can leverage this shared framework to enhance cross-functional collaboration and
communication, ensuring that business goals align with technical capabilities.

6 Conclusion and Future Research

GenAl holds significant potential to enhance efficiency and transform business processes (Wessel et al.,
2023). Yet, it also presents new complexities — from prompt-driven interactions to unpredictable outputs
— that do not readily fit into conventional Al development processes. Thus, scaling its benefits requires
advancements and a rethinking of system design and integration. To support researchers and
practitioners to make value out of GenAl technologies, this study introduces a GenAl reference
architecture grounded in eight design requirements encompassing layers and components necessary for
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effective system development, providing a foundational framework for both academic research and
practical applications. Practitioners could use this reference architecture for implementation guidance
and to gain a holistic understanding helping to incorporate GenAl systems into the overall IT landscape.
Academics could orientate their research more precisely within the individual components and
implement improvements considering the overall system. Nevertheless, our study has limitations that
open avenues for future research. First, while adjustments were made based on interview feedback, the
architecture was not subjected to a secondary validation. A secondary evaluation could be conducted in
the form of an action design research where the reference architecture is validated in a live environment.
Second, further evaluation should include additional experts outside the technical field such legal experts
and engage in more in-depth discussion with experts in specialised fields like prompt engineering. Third,
as GenAl technologies rapidly evolve, our architecture reflects the current state of the field. Continuous
adaptation will be necessary to incorporate emerging features and maintain its relevance. Moreover,
future research could focus on testing the architecture in real-world settings to refine its applicability
further. Beyond these limitations, there remain unexplored areas that warrant deeper investigation. As
organisations face crucial build-or-buy decisions, limited in-house expertise often drives reliance on
third-party solutions, introducing complexities like vendor dependencies and data privacy issues.
Investigating these impacts on the development of GenAl systems is a promising area for future
research. Furthermore, while our study addressed the components of GenAl system design, it did not
fully explore the potential and implications of increasingly agentic systems. Further research is needed
to understand the design challenges in terms of multi-agent configurations or interaction orchestration.
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