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Digital Sovereignty1 is understood as the ability of

states, companies, and individuals to use, control, and

further develop digital technologies and infrastructures in a

self-determined, secure, and independent manner. Over the

course of 2025, the topic has evolved into a central issue –

particularly when representatives from the corporate sector,

public administration, politics, and the military discuss the

application of information and communication technology.

Against this background, we have conducted two separate

interviews to make the various aspects and perspectives

regarding digital sovereignty transparent and compiled

these interviews into a single conversation. We spoke with

Dirk Schrödter, Minister of Digitalization for the state of

Schleswig-Holstein and Head of the State Chancellery, and

with Brigadier General Dr. Volker Pötzsch, who has served

since April 2026 as Chief of Staff of the CIR (Cyber and

Information Domain Service Command), the youngest

branch of the German Armed Forces (Bundeswehr).

BISE: What is your understanding of digital

sovereignty?

Schrödter: Digital sovereignty is also a matter of

national security. Digital systems operating within public

administration are no longer just technical tools – they have

become critical infrastructure. We must be aware: Digital

sovereignty is part of state sovereignty. If we lose control

over our IT systems, we risk our political and administra-

tive capacity to act. Digital sovereignty therefore means

possessing the knowledge, skills, and means to influence IT

operational processes, to maintain sovereignty over data

storage, and to be able to actively shape solutions. These

are times when the very foundations of our rule-based

society are being seriously called into question, which must

lead to clear – and urgent – consequences for the digital

sphere. In light of geopolitical developments, including

those in the USA, it is not merely an important state task to

maintain independent control over our IT systems. It is

essential for guaranteeing internal and external security and

for preserving economic independence. This is not about a

new form of digital protectionism, but rather about our

state’s capacity to act.

Pötzsch: For us as armed forces, digital sovereignty

means that we can decide on the methods, the data, and

everything else that is necessary in a self-determined

manner, and that we can operate IT autonomously. In

simple terms, digital sovereignty for us implies being

capable of acting and making decisions, rather than striving

for autarky in IT matters. We have defined six areas in

which we strive for digital sovereignty: (1) Core command

and control capability, namely the ability to lead troops in a

modern digital world at any time and in any place under

any circumstances, (2) trustworthy IT, (3) access to key

technologies, (4) innovational capacity, (5) data sover-

eignty, and (6) digital competencies. I would like to add a

comment regarding the so-called ‘kill switches’. The

Bundeswehr today must live with the reality that every

system can be successfully attacked. From the perspective

of the Bundeswehr, identifying the attacker is of secondary

importance. Whether the actor is a hyperscaler discontin-

uing services or a military adversary is irrelevant. What

matters are the impacts, namely which services we can no

longer use and which data have disappeared or been

corrupted.

BISE: What is the significance of digital sovereignty?

Pötzsch: Digital sovereignty is of decisive importance

for the Bundeswehr. The war in Ukraine shows that armies

that sleep through digitalization will not survive, as armed

forces are in a specific way depending to all types of

information, including classified ones, as information is the

ammunition of modern warfare. Specifically, this means

that if the German Armed Forces are to fulfill their con-

stitutionally mandated mission for Germany, they must be

capable of deploying digitally combat-ready forces to the

battlefield. On a digitized battlefield tanks, planes, ships,

and other weapon systems are no longer just weapon sys-

tems, but nodes in an overall network where information is

AI-supported and available in near real-time for everyone

in the network who needs them. A fully transparent bat-

tlefield depends on the full control of all assets within the

network. When using technologies that are ‘black boxes’,

one cannot speak of digital sovereignty, because it remains

unknown how these ‘black boxes’ truly function.

Schrödter: The current situation is characterized by the

fact that governments are heavily dependent on proprietary

software – frequently provided by only a few global

technology corporations. This dominance of a few tech-

nology giants within public infrastructure limits our power

to shape and our flexibility, threatens our security, and

drives up software costs. This constitutes both a technical

and an economic threat. With the currently deployed pro-

prietary software, digital sovereignty is unattainable. With

open-source solutions, we could attain it. Critical infras-

tructures can be operated, adapted, and controlled inde-

pendently with open source. At the same time, the tech

giants we are dealing with exploit their technological

power economically. Furthermore, the elimination of

competition, which can only fully unfold through the use of

open standards and open-source software, hinders

innovation.

BISE: What are the objectives and measures regarding

digital sovereignty?

Schrödter: With the implementation of our ‘Open

Innovation and Open Source Strategy Schleswig-Holstein’,

we are, the first federal state in Germany to take a new,

1 Cf. EU Declaration for European Digital Sovereignty of November

18, 2025, and https://www.bidt.digital/glossar/digitale-souveraenitaet/.
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sustainable approach for IT infrastructure at the state level

– a path that enables us to fulfill our tasks in the digital

world independently and securely. Digital sovereignty is

the DNA of our strategy: proprietary solutions are being

replaced step-by-step with open-source software. In April

2024, with a cabinet resolution, we officially marked the

launch of our digitally sovereign open-source standard

workplace in Schleswig-Holstein. In this resolution, we

announced that Schleswig-Holstein, as a digital pioneer

region, will be the first federal state to introduce digitally

sovereign IT workplaces for around 30,000 employees in

the public administration – a first step toward the state’s

full digital sovereignty. Subsequently, we began the broad

rollout of LibreOffice as the new standard office solution,

and we migrated our email infrastructure to Open-

Xchange. Our sovereignty plan is based on further strategic

pillars, which we are working on at varying speeds. Cur-

rently, we are replacing MS SharePoint with Nextcloud. In

the area of telephony, we are developing an open-source

solution and are working on replacing MS Windows with

Linux. We rely on globally proven and internationally

established standard open-source products and adapt them

to the requirements of our administration. We think – and

this is the further key point in our overall strategy – in

terms of ecosystems and have specifically established an

Open Source Program Office Schleswig-Holstein. We

operate a DigitalHub.SH which, as an operational support

unit, provides networking and advisory services in the

private sector on the one hand, and manages our state

program ‘Open Innovation’ on the other.

Pötzsch: There are the six areas of digital sovereignty

mentioned at the beginning of this conversation. For all of

these six fields, we have defined concrete goals, opera-

tionalized them, and implemented them through a series of

measures. Take core command and control capability as an

example. One of the concrete goals in this area is to ensure

access to digital infrastructures and frequencies. It is of

great importance for the Bundeswehr to have secure

transmission paths for its data.

BISE: Mr. Schrödter placed open source at the very

center of his response. What is the significance of open

source for the Bundeswehr, Brigadier General Pötzsch?

Pötzsch: In my view, if we want to increase digital

sovereignty, open source is a truly essential step. Open

source has enabled self-operation and self-control to an

entirely new extent. I can set up open-source software

myself and have a company like BWI GmbH,2 the Bun-

deswehr’s IT system house, operate it. In cooperation with

BWI GmbH, we have initiatives to enable the widespread

use of open source for certain products. A good example of

the use of open source is the Bundeswehr Messenger,

entirely new, so that it could be approved for the relevant

security levels.

BISE: What role do hyperscalers play when it comes to

the digital sovereignty of the Bundeswehr?

Pötzsch: The Bundeswehr has made a conscious deci-

sion to adopt a multi-cloud approach. Specifically, we are

working with several cloud providers. At the core is our

self-operated pCloud BW, a private cloud solution for the

Bundeswehr. We have developed our own technology

stack for this pCloud BW. The pCloud BW was developed

based on VMware products, back when VMware was still

under its previous ownership. We also have a Google

technology stack within our pCloud BW. To us, a multi-

cloud approach means using different technological solu-

tions for different use cases and deciding which provider to

choose for each one.

BISE: Minister Schrödter, what strategies have evolved,

or are you currently implementing, to strengthen digital

sovereignty?

Schrödter: Digital sovereignty can only be achieved

through the use of open-source solutions. Only in this way

is it possible to maintain a diverse IT vendor landscape that

ensures competition and innovation, thereby avoiding both

technological and economic dependencies. In summary,

the strategic pillars of our digital workplace are the fol-

lowing: LibreOffice replaces Microsoft Office; Open-

Xchange and Thunderbird replace the previously used MS

Exchange and Outlook; for identity and access manage-

ment, we are migrating from Microsoft Active Directory to

the open-source solution Univention Nubus; Nextcloud is

our new collaboration tool and is currently being rolled out

step-by-step across all ministries; deployment of the Linux

operating system as a replacement for Windows is cur-

rently in the pilot phase; the use of the open-source con-

ferencing system OpenTalk for video conferences; and the

telephony systems are being redeveloped using an open-

source alternative. The open-source software LibreOffice is

now the mandatory standard for office applications within

the state’s ministries and authorities. In all departments,

employees at nearly 80 percent of all workstations other

than the tax administration are already using the open-

source office suite LibreOffice. Microsoft Office and Out-

look have already been uninstalled there or are being

removed. Migration paths have been established for the

remaining 20 percent of workstations for the coming

months. In a six-month migration process involving nearly

44,000 mailboxes and almost 110 million emails and cal-

endar entries, the state administration of Schleswig-Hol-

stein also completed the transition of its email system from

Microsoft Exchange and Outlook to the open-source

solutions Open-Xchange and Thunderbird on October 2,

2025. In doing so, Schleswig-Holstein has moved a sig-

nificant step closer to a digitally sovereign IT workplace.2 https://www.bwi.de/.
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BISE: How much additional effort or investment do you

consider justified in order to increase the digital sover-

eignty of the state of Schleswig–Holstein?

Schrödter: By switching to open source, Schleswig-

Holstein is demonstrating that achieving digital indepen-

dence is both feasible and economically viable. As a result,

the state is already saving more than 15 million euros in

licensing costs per year. In 2026, this is offset by nine

million euros in one-time investments for the migration and

further development of open-source solutions. Regardless

of that, however, we must ultimately ask ourselves: How

much is digital sovereignty worth to us? Can we even

quantify the value of digital independence in figures? It is

not just about technological autonomy; it is also about

economic resilience. A holistic approach – as anchored in

our strategy – therefore also encompasses the promotion of

the regional digital economy. Instead of spending our IT

funds on licensing fees, we are investing in development

and support contracts. We in Schleswig-Holstein are con-

vinced that public administration can and must become the

driver of innovation in the use of open source and in the

introduction of open standards. By doing so, we strengthen

the local digital economy and the state of Schleswig-Hol-

stein as a business location as a whole.

BISE: Mr. Brigadier General Pötzsch, has digital

sovereignty reached the highest decision-making levels

within the Bundeswehr and the Ministry of Defence?

Pötzsch: Yes, absolutely. You can already see this from

the fact that we have established the Information Tech-

nology Department within the Ministry, which we are

continuously expanding. Due to current global and

geopolitical events, our forecasts have come true faster

than we anticipated. Digitalization plays a key role. As my

colleague, General Vetter, always rightly says: ‘He who

fails to digitalize, loses’. You can either digitalize sover-

eignly or dependently. If you digitalize dependently, you

are not in a state of freedom and that is something we

cannot afford. This is fully understood at the highest levels

of the Bundeswehr and within the Ministry of Defence.

BISE: As the Minister for Digitalization of Schleswig–

Holstein, what are your demands of the Federal Govern-

ment and the EU Commission? Which measures must

Germany take, and what must the EU do?

Schrödter: We have already established digital sover-

eignty as a goal in the Federal Government’s coalition

agreement. I would like to see us put an even stronger

emphasis on this in Germany and launch a clear milestone

plan for digital sovereignty. Recently, the federal and state

governments approved the so-called Federal Modernization

Agenda. Part of this agenda are also clear statements in

favor of a digitally sovereign Germany based on the use of

open-source solutions. We must redirect our public budgets

and give priority to open-source solutions when awarding

IT contracts – also in the interest of an industrial policy for

the digital economy. According to studies, even a ten

percent increase in EU-wide spending on open-source

solutions could generate up to 0.6 percent of additional

growth within the EU.

Pötzsch: What is important to me – and this is an appeal

I would direct not only to politicians but to society as a

whole – is to holistically conceive of and understand digital

sovereignty. If our population does not think more deeply

about what they consume digitally, how dependent they are

on certain applications and providers, and what happens to

their data, then we will not be sovereign in a very essential

part of our economy and society as a whole. Policy should

create frameworks that make it possible to truly achieve

innovation capacity, the assurance of the availability of key

technologies, and the improvement of digital skills. Society

and each one of us as individuals must strengthen our

digital skills and act more consciously.

BISE: Thank you very much for taking part in this

conversation and providing us with such fascinating

insights. This topic will likely continue to occupy us for a

long time to come. Against the background of this con-

versation, the question of whether digital sovereignty is a

matter of national security can certainly be answered with a

‘yes’.

A future issue of BISE will feature a further conversa-

tion on digital sovereignty.
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