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The developments of new concepts for an increased digitization of manufacturing industries in the context of
Industry 4.0 have brought about novel system architectures and frameworks for smart production systems. These
range from generic frameworks for Industry 4.0 to domain-specific architectures for Industrial Internet of Things
(IIoT). While most of the approaches include a service-based architecture for selective integration with enterprise
systems, a close two-way integration of the production control systems and IIoT sensors and actuators with
Process-Aware Information Systems (PAIS) on the management level for automation and mining of production
processes is rarely discussed. This fusion of Business Process Management (BPM) with IIoT can be mutually
beneficial for both research areas, but is still in its infancy. We propose a systems architecture for IIoT that shows
how to integrate the low-level hardware components-sensors and actuators-of a smart factory with BPM sys-
tems. We discuss the software components and their interactions to address challenges of device encapsulation,
integration of sensor events, and interaction with existing BPM systems. This integration is demonstrated within
several use cases regarding process modeling, automation and mining for a smart factory model, showing

benefits of using BPM technologies to analyze, control, and adapt discrete production processes in IIoT.

1. Introduction

Business processes are widely used for representing and managing
high-level organizational and digital processes in different types of do-
mains and enterprises [1]. In an industrial context, these business pro-
cesses are usually supported by Process-Aware Information Systems
(PAIS)-mostly Enterprise Resource Planning (ERP) systems-at the top
business-related level (Level 4) of the well-known ANSI/ISA-95 auto-
mation pyramid (cf. Fig. 1) [2]. While sophisticated systems and ap-
plications have been developed for monitoring and controlling processes
on the individual horizontal levels LO-L4 of the pyramid, the vertical
communication and integration of these systems between the levels from
sensor and actuator to service is still rather rudimentary [3]. Especially
towards the higher levels, interactions between the highly customized
Manufacturing Execution Systems (MES) and the ERP systems are rather
infrequent and systems are more likely to work in isolation [4-7].
Workflow Management Systems (WfMS) as one form of PAIS dedicated
to managing business processes show many benefits here with respect to
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process and application integration as well as high-level modeling,
automation, and mining of production processes [8] but they are very
rarely used to support these processes along the automation pyramid.
Sensor data streams from production machines and environmental
sensors carry important context information relevant for the process
executions. However, this data is usually not considered in higher level
(business) processes—especially not at runtime [9]. With the ongoing
developments in the context of the Industrial Internet of Things (IIoT) a
stronger bidirectional integration of the business process/workflow
management, process control levels and sensors on the shop floor is
envisioned [10], which will be beneficial both for the IIoT and the
Business Process Management (BPM) domains [11]. On the one hand,
real-time data from the IIoT devices can be fed directly into the WfMS
and services (e.g., for production process monitoring and analysis)
and, on the other hand, the WfMS can directly influence the execution
of the processes (e.g., in case of machine failures detected from sensor
data) [12].

The goal of this work is to achieve an integration of I[IoT systems with
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Fig. 1. ANSI/ISA-95 Automation Pyramid
(adapted from [2]).

BPM technology along the BPM lifecycle including process modeling,
process automation, and process mining. Following the ISO/IEC/IEEE
42010:2011 standard [13], we present a layered systems architecture as
a reference framework, which aims at raising the abstraction level from
the rather low-level machines and sensors of IIoT environments to a
more business process-oriented viewpoint of the production control
system and processes by enabling WfMS and stream processing plat-
forms to be used at the top levels L3 and L4 of the pyramid as highlighted
in Fig. 1. The architecture is based on abstraction and encapsulation of
IIoT devices and their functionalities, which are integrated with WfMS
and stream processing in a service-based way. The architecture com-
bines components for actively invoking and orchestrating functionality
from WEMS (Process-oriented Architecture), and for processing sensor data
to enable monitoring and triggering of complex events on the business
process level (Event-driven Architecture) [14]. We use a smart factory to
showcase the implementation of the systems architecture and present
several use cases to illustrate the benefits of integrating BPM with IIoT
and using a process-oriented viewpoint for production control and
analysis.

The paper is structured following the design science research meth-
odology (DSRM) for information systems as proposed by Hevner et al.
[15]: Section 2 introduces fundamental concepts (Rigor-Knowledge Base)
and derives requirements from application scenarios (Relevance-
—Environment) that we address with our work. Section 3 discusses related
work in the context of BPM and IIoT (Rigor—Knowledge Base). Section 4
presents the main artifact we developed-the systems architecture as
framework and its components (Develop/Build). Section 5 showcases and
discusses the BPM-IIoT integration from different viewpoints in several
use cases within a smart factory model to show relevance and applica-
bility of our framework in real-world production settings (Justify/Eval-
uate). Section 6 concludes the paper and shows starting points for future
work.

2. Foundations & requirements for enabling BPM

The Industrial Internet of Things (IIoT) is “about connecting all the
industrial assets, including machines and control systems, with the in-
formation systems and the business processes” to collect and analyze
data with the goal of achieving optimized industrial operations [10]. In
this context a Smart Factory acts as a “manufacturing solution that
provides [.] flexible and adaptive production processes that will solve
problems arising on a production facility with dynamic and rapidly
changing boundary conditions” [16]. Typical hardware components of
smart factories comprise sensors and actuators that are composed to
more complex devices, machines, and stations of a production line [17].
Zuehlke coined the term “factory-of-things” [18], which fits nicely into
our work as we assume that all sensors and actuators in a smart factory
can be accessed and controlled via software and services-similar to
other IoT systems [19].
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BPM technologies can be beneficial in various application
scenarios (AS) regarding the monitoring and control of IIoT
environments (i.e., smart factories) and vice versa [11]: .

AS1 To foster communication among stakeholders, production pro-
cesses can be modeled and put into context of a company’s
business processes at an abstract level [6].

AS2 The automation of these processes enables the seamless combi-

nation of automated tasks with manual steps (human tasks)-

including exception and transaction handling-that are orches-

trated by WEMS [17,20].

BPM also facilitates the monitoring and mining of process exe-

cutions within and across organizations in a more choreography

style [1], thereby making the end-to-end workflow visible, which
can be beneficial for IIoT environments as these are distributed
systems and thus often lack a global state and history of execu-

tions [21].

AS4 Being able to mine production processes and to put them into
context of the corresponding business processes opens up op-
portunities for discovery, conformance checking, and optimiza-
tion of a manufacturing company’s processes [11,22] (cf. Process
Mining [23]).

AS5 In turn, data from IIoT devices can provide important context
information for process executions in addition to data captured
by the WfMS at runtime, and it can be used to trigger higher level
events within processes and support decision making [14,24,8].

AS3

Despite these advantages, BPM technologies are rarely used in the
context of smart factories. The Goal of our work is to establish a closer
two-way link and integration between the low-level hardware compo-
nents of a smart factory with the higher level information systems to
manage production processes on a more abstract level via WEMS [11,12,
6]. To be able to use BPM techniques and tools for process orchestration
and analysis in IIoT, current Industry 3.0-style systems architectures
have to be extended towards the integration of BPM technologies. In
order to achieve the aforementioned goal, we address the following set
of important Requirements that we encountered with creating the
bidirectional link between BPM and IIoT for the application scenarios of
controlling and monitoring a smart factory via PAIS (AS1-AS5). We base
this set of requirements on relevant literature related to IIoT and on
experiences with our own smart factory (Environment) following design
science [15,25]:

R1 Encapsulation and Abstraction: The hardware components in a
smart factory may be accessible up to the level of individual

motors and light barriers or switches on level L1. A production
machine consists of a large number of these parts. When aiming at
the integration with WfMS, considering the control of production
machines on the level of these individual components-as e.g.,
proposed within the IoT reference model [19]-is not feasible as it
would largely increase the complexity of processes regarding their
modeling and automation, e.g., regarding real-time as-pects which
are usually not supported through WfMS [26]. Thus, encapsulation
and abstraction of low-level machine components, data and
functionality into higher level components and func-tions is
required to support AS1 and AS2 [18,27,8].

Remote Access: The machines of a typical “Industry 3.0”-like
production line execute low-level (e.g., G Code) programs that are
locally deployed and controlled (e.g., via CNC) on levels L1 and L2
in isolation of other machines [5,28,29]. Thus, the in-terfaces to
and interactions with other information systems and the outside
world along the supply chains are rather few in number and,
e.g., limited to selected interaction points be-tween
Manufacturing Execution System (MES) and ERP system [10]. The
development of holistic smart factory control systems and their
more sophisticated integration with PAIS/WfMS

R2



R. Seiger et al.

inherently require open interfaces for remote access to produc-
tion functionality and real-time data to support AS2-AS5. [17,
18].

R3 Handling of Concurrency: With providing more open interfaces to
access the smart factory’s functionalities, there also emerges the
necessity for handling concurrent access to the factory’s physical
resources [27]. The smart factory is a Cyber-Physical System
(CPS) where resources are not easily scalable and operations are
inherently concurrent and safety-critical, which is why concur-
rent and conflicting access from clients to the same CPS resources
has to be handled to support AS2 [30].

R4 Integration of IIoT Data: The increasing number of sensors and
actuators of IIoT systems may act as new sources for large
amounts of real-time context data regarding the smart factory
and its environment. So far, specific sensors were mostly used in
an isolated manner [31]-for local control loops within individual
production machines. Data from these and additional sensors
from the production environment should also be considered in
combination on a more global process-oriented scale regarding
the whole production line and supply chain on levels L3 and L4
[5,32]. Here, IIoT data can be used to enrich process execution
information with additional context data and for triggering
higher level business events to support AS3-AS5. This requires
the production control systems to be extended and combined
with the analysis of and reaction to complex business events from
external sources [32-34,11].

3. Related Work

Related work with relevance for achieving the overall goal of inte-
grating IIoT systems with PAIS/WfMS, and thereby addressing the re-
quirements R1-R4 can be categorized into two major aspects: 1)
approaches regarding the combination of BPM and IloT; and 2) system
architectures for IIoT and CPS.

3.1. BPM and IIoT

Many architectures for CPS and IIoT do not explicitly address the
integration with PAIS/(business) processes and only refer to an appli-
cation layer on top of the hardware/software components (cf. Sect. 3.2).
However, various approaches from the BPM community investigating
aspects regarding the integration of BPM with IoT exist and are dis-
cussed in different surveys [35-38].

Chang et al. [35] present an overview of mobile cloud BPM systems
for IoT. They suggest a service-based architecture as a middleware layer
to communicate with the IoT devices via different protocols (R2 V).
WIMS are used as part of the management layer to control IoT devices at
the edge. BaumgraR et al. discuss the integration of complex events from
IoT with business processes in the context of smart logistics (R4 v) [39].
Kammerer et al. put special focus on this integration of sensor events
from industrial production machines and their processing in a BPM
context [40] (R4 V). A bidirectional communication architecture for
IoT-aware process execution is presented by Schonig et al. [9]. Their
work focuses on the data exchange and communication between IoT
devices and WEMS at specific points. Thereby, they discuss the aspect of
abstraction and encapsulation (R1 (v)) only concerning sensors and
simple sensor events (R4 (v)). Koot et al. propose a reference archi-
tecture for IoT-enabled dynamic planning in the domain of smart lo-
gistics [41]. Their architecture consists of three layers Technology,
Application, and Business, with software components for interacting with
the IoT environment, for planning and optimization, and for handling of
business level events (R4 v). In the context of smart homes, Seiger et al.
present the PROtEUS system to execute self-adaptive cyber-physical
workflows in IoT environments, which assumes that services used to
control IoT devices and to collect data for event processing exist [42,43]
(R2 v, R4 V). Similarly, the SmartPM approach [44] supports adaptive
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processes based on a layered architecture consisting of Design, Enact-
ment, Adaptation, Service and Cyber-Physical Layer. Based on this ar-
chitecture, the authors in [45] describe an approach towards adaptive
processes using semantic web services to represent and encapsulate
functionality of a smart factory (R1 v/, R2 V) as well as to handle con-
current accessto resources (R3 v). The architecture of the SitOPT system
for situation-aware adaptive workflows in manufacturing is presented in
[46]. Here complex failure situations can be recognized based on
defined rules and compensating workflow templates are chosen and
executed (R4 v). In [47] the authors discuss an approach to model and
enact end-to-end printing processes relying on WfMS on top of a mid-
dleware layer. This work has been extended to the HORSE framework as
a comprehensive approach and reference architecture for CPS in
manufacturing [48]. The authors discuss many relevant architectural
aspects but do not go into details regarding encapsulation and abstrac-
tion of devices (R1 (v)) or sensor event integration (R4 x). Bordel
Sanchez et al. [49] present an architecture to control processes in In-
dustry 4.0 scenarios. The architecture consists of 8 layers starting from
the Physical System layer up to Global Model and Decision-Making, and
Domain Expert Environment layer. They also suggest a dedicated Data
Analytics layer for sensor data processing (R4 v). Valderas et al. discuss
in [50] an approach for modeling and executing IoT-enhanced business
process based on a microservice architecture. They also show how to
integrate high-level events from IoT context using complex event pro-
cessing (CEP) (R4 v). All in all, for most approaches it remains unclear
how the actual encapsulation and abstraction of devices is realized (R1),
how concurrency is handled (R3), and how complex events are inte-
grated together with the orchestration of processes (R4). A comparison
of the aforementioned related work on BPM and IIoT regarding re-
quirements fulfillment can be found in Table 1.

3.2. Systems architectures for IIoT

With the advancements in the development of IIoT systems in recent
years, a significant number of system and software architectures for IloT
and CPS have been proposed. A survey on IoT architectures is presented
in [51], on architectural styles for IoT in [52], and on Industry 4.0
reference architectures in [53]. An interesting catalog of architectural
decision for designing IloT systems with high importance for our work is
proposed in [54]. In the following, we discuss selected concrete ap-
proaches relevant to our work.

Layered architectures are among the most widely implemented sys-
tem architectures for IoT [52]. The Industrial Internet Reference Archi-
tecture (IIRA) and the Reference Architecture Model for Industry 4.0 (RAMI
4.0) are general frameworks for architectures in the context of IIoT [28,
55]. They both integrate aspects from several high-level viewpoints but
can be simplified to six main layers: Business Layer, Functional Layer,
Information Layer, Communication Layer, Integration Layer, and Asset
Layer. Our work is addressing most of these layers and providing more
implementation details with the goal of achieving a vertical integration

Table 1
Comparison of Requirements addressed by Related Work on BPM and IIoT.
(v=addressed, (v) = partially addressed, x = not addressed).

Rel. Work R1 R2 R3 R4 Sys. Arch.
[35] x v x x x
[39] x x x v W)
[40] x x x v )
[91 W) v x v )
[41] x ) x 4 W)
[42] x v x v V)
[44] x v x x W)
[45] v 4 v x V)
[46] x x x v V)
[48] V) 4 x x )
[49] x v x v )
[50] x v x v V)
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of existing BPM technologies to interact with the assets of a smart
factory.

An architecture consisting of the 5 C layers Configuration, Conversion,
Cyber, Cognition, and Configure is proposed by Lee et al. [56,57]. The
architecture is rather abstract and it remains unclear how the informa-
tion systems located at higher levels (e.g., ERP systems, MES, and
W{MS) are connected to the devices of the shop floor (R2 (v}, and how
the functionality and data of machines can be integrated at reasonable
abstraction levels (R1 x, R4 (v). As in almost all available architectures
for IIoT and CPS, this architecture relies on services for enabling remote
access to the software components via external applications [17,18] (R2
V). An extension of the 5 C architecture with three additional layers
including Customer, Content and Coalition is proposed in [58]. It provides
more details on connectivity and means for interactive monitoring of
machines but it does not cover additional requirements. In [14], the
authors present a real-time event-based platform for developing digital
twin applications. They focus on the event-driven architectural style and
discuss event processing and event-driven services for digital twins (R4
V). An IIoT platform for context-aware information services is presented
in [59]. Its architecture consists of five layers Asset, Integration, Context &
Information, Services, and Business and is also an event-driven and
context-aware approach for manufacturing based on a multi-layered,
service-oriented architecture (R4 v). The authors provide a detailed
description of integrating sensors but not actuators (R1 (v)).

Kuhn et al. present in [60] a service-based production ecosystem
architecture of Industry 4.0. The authors discuss the abstraction and
integration of production functionality and device capabilities in detail
(R1 V). These capabilities are used for retrieving suitable devices and an
asset administration shell is provided for accessing actuators and sen-
sors. The prototypical implementation of the architecture is based on the
software components from the BaSys 4.0 framework [61]. In [62] the
authors describe a high-level architecture of a smart factory including a
case study for an automation cell showing a partial implementation
using OPC-UA [63]. This architecture does not provide details on the
abstraction of machine functionality nor does it relate to BPM aspects.
Similarly, Luo et al. present in[64] an OPC-UA-based smart
manufacturing system architecture that does not provide many imple-
mentation details regarding individual machines or data integration. A
system architecture for Industry 4.0 applications with a focus on data
integration on the lower levels via services is discussed in [65] (R4 V).
Although there is no PAIS involved in the data integration and active
control, the authors point out the importance of a component for service
orchestration, which could be achieved by WfMS. Hehenberger et al.
present in [17] an overview and approach of methods and applications
for CPS. Among others the authors discuss the design, modeling, simu-
lation, and integration of CPS partially addressing aspects regarding
abstraction and encapsulation of sensors and actuators (R1 (v)) as well
as resilient data processing (R4 v'). The work presented in [28] describes
an architecture for Cyber-Physical Production Systems (CPPS) inte-
grating the RAMI 4.0 framework and design patterns for multi-agent
systems. Among four identified patterns, there is a Resource Agent rep-
resenting the hardware and software components on LO-L2 of the ISA-95
pyramid (R1 v). The authors also note the usefulness of an orchestrator
for scheduling, coordination, and monitoring of production processes.

A systematic discussion and classification of self-adaptive IoT ar-
chitectures can be found in [66]. The authors discuss different types of
layering and distribution of hardware and software components. In the
scope of our work, we assume the IIoT devices and data sources to be
distributed; data processing and service orchestration on the application
level can be centralized or distributed (R2 v/, R4 /). A specific example
of a software architecture for IoT for the case of a building emergency
evacuation is proposed in [67]. Here the authors discuss the
self-optimization of people flows and building capacities, which could
also be interesting for handling concurrency in the smart factory (R3 v).

Other works focus on different aspects regarding the use of
component-based principles and models for representing resources in

578

Journal of Manufacturing Systems 63 (2022) 575-592

architectures for CPS [68] (R1 V), or on the abstraction and encapsu-
lation of IIoT devices as domain objects and their integration as context
providers [69] (R1 v, R4 V). Of special interest for the processing of
external events (R4 V) is the work proposed in [32], which presents a
framework for the monitoring of systems of systems-typical CPPS-on
different abstraction levels, and providing means for specifying even-
t—condition-action rules to react to higher level (business) events. An
agent-based framework for workflow-based actuation and time-critical
data processing in IIoT is proposed in [70]. Here the authors also
discuss aspects regarding task prioritization and scheduling, which is
very relevant for handling concurrency (R3 V). A systems engineering
tool-chain for automated parameter value selection to facilitate verifi-
cation in CPS simulations is presented in [71]. Here the authors partially
rely on business process and workflow technologies to model and
automate tasks related to verification. A comparison of the aforemen-
tioned related work on IIoT systems architectures regarding re-
quirements fulfillment can be found in Table 2.

3.3. Summary and research gap

As shown in Table 1 the presented approaches discuss selected as-
pects related to the combination of IloT with BPM but they only partially
address the necessary software components, system architecture, and
development steps in the form of a framework to enable the rather low-
level IIoT devices to interact with WfMS-and vice versa (R1-R4). They
all present high-level architectures to a certain level of detail but assume
that the IloT hardware components are already wrapped as services in
a distributed system, i.e., only addressing remote access to machine
functionality (R2). They usually do not show how to achieve this
abstraction and encapsulation of IloT devices as services (R1). They do
not discuss the actuators in an IIoT environment and with that the
handling of concurrency (R3), but they rather only focus on sensors. In
contrast to using business processes to only specify and support
manufacturing operations as shown in [4,7], we are aiming at using
processes along the entire BPM lifecycle [72] to also actively control
(automate) the operational production processes, to mine them, and to
react to specific events derived from IoT data. In contrast to work dis-
cussing aspects regarding information systems integration and enter-
prise architecture [6], we focus on the detailed descriptions of software
components and their interactions as part of a systems architecture
framework for IloT-enabled BPM. Moreover, we show a concrete
instantiation of this architecture for a smart factory applied to
real-world use cases.

The selected works on IIoT system architectures either present rather
general and abstract frameworks or very specific implementations of
systems architectures, only discussing a subset of the requirements

Table 2
Comparison of Requirements addressed by Related Work on IIoT Systems Ar-
chitectures. (v' = addressed, (v) = partially addressed, x = not addressed).

Rel. Work R1 R2 R3 R4 BPM
[56] x ) x ) x
[58] x v x x x
[14] x v x v x
[59] V) v x v x
[60] v v x W) x
[62] x v x x x
[64] x v x x x
[65] x v x v x
[17] V) v x v x
[28] v v x x x
[67]1 x W) 4 x x
[68] v v x x x
[69] v v x v x
[32] x v x v x
[70] x v v v x
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regarding the integration of IIoT with BPM technology as shown in
Table 2. Here we also see various works addressing the integration of
sensors, but not actuators and with that no discussion of handling
concurrency (R3). Despite several works pointing out the need and close
connections with WfMS for service orchestration and monitoring, none
of the works explicitly address BPM-related aspects and how to integrate
IIoT with WEMS. The goal of our work is to achieve this integration and
discuss what is necessary to go from the IIoT devices on the shop floor to
the level of WEMS to benefit from the work of the BPM domain [11].

All in all, we have identified a research gap when it comes to
describing the necessary steps and software components in the form of
an architectural framework to integrate the hardware components-both
sensors and actuators—of IIoT environments with BPM systems not only
to model processes, but also to automate and monitor processes in IIoT
along the entire BPM lifecycle [72]. On the one hand, existing IIoT
systems architectures do not explicitly address aspects related to BPM.
On the other hand, existing approaches discussing the BPM-IIoT inte-
gration do not fully cover aspects and requirements regarding systems
architectures and necessary development steps such as the abstraction of
IIoT devices or the handling of concurrency. Additionally, they often
only refer to the integration and communication of sensors as a subset of
IIoT components with BPM systems.

4. Systems architecture for a smart factory

To address the goal of achieving an integration of BPM with IIoT and
the requirements identified in Sect. 2, we designed and developed
(following the design science research methodology [15,25] and ISO/-
IEC/IEEE 42010:2011 [13]) a layered architecture for smart factories
with a focus on the individual software components and their in-
teractions. In this section we provide a description of the architecture as
general framework from an integration viewpoint and elaborate on
exemplary software components for implementation of the architecture
in an IIoT setting. The layered architecture and software components as
well as their connectors are depicted in Fig. 2. From bottom to top, the
levels of abstraction and modularization of components increase.
Communication is only allowed between two adjacent layers. With the
individual layers, namely the Hardware Layer, Control Layer, Domain
Layer, Service Layer, and Process Layer, we aim at separating concerns
and responsibilities w.r.t. functionalities and typical hardwar-e—
software topologies in IIoT [52,51,18]. The layers are meant to be
generic for IIoT and are partially following the ANSI/ISA-95 pyramid [2,
7] but with a stronger focus on software components. When describing
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Fig. 2. Layers and components of the smart factory systems architecture.
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exemplary software components, we refer to our own smart factory
setup and implementation (cf. Sect. 4.1).

4.1. Smart factory model

In this research we use a simulation model of a smart factory as
physical structure that consists of hardware components provided by
Fischertechnik [12]. This smart factory simulates a complex real-world
production line spanning one or two shop floors that consist of various
production stations, e.g., ovens (OV), milling machines (MM),
punching machines (PM) and drilling machines (DM), high-bay ware-
houses (HBW), sorting machines (SM), vacuum gripper robots (VGR),
and human workstations (HW), as shown in Fig. 3. Each of these stations
is composed of numerous sensors, motors, switches, valves, LEDs, and
compressors that are controlled by embedded computers (TXT control-
lers) similar to Programmable Logic Controllers (PLC) [5]. These con-
trollers are connected to a standard computer network via Ethernet or
WiFi. The factory simulates discrete manufacturing processes featuring
the production of generic workpieces in the form of small cylindrical
blocks of different colors.

This simulation model is a very suitable and rather inexpensive
testbed for our research prototypes regarding the combination of BPM
and IIoT technologies in a lab environment [12]. It represents a typical
CPS of interconnected stations in the sense of Machine Tool 4.0 [73,74]
with feedback loops between computing and physical processes [30].
However, being a small-scale simulation model of a smart factory, the
model also exhibits behavior and properties different from a real-
world smart factory, e.g., imposing less strict real-time and safety
re-quirements and having less reliable hardware components [12,75].
We elaborate on these limitations and trade-offs in Sect. 5.

4.2. Hardware layer

Starting from the bottom, the Hardware Layer contains all physical
hardware components-abstracted as sensors and actuators-belonging to
the production machines of the IIoT environment as physical structure
[17]. These components are usually connected to and controlled by
controllers (e.g., PLCs) that offer software-based interfaces via pro-
prietary drivers. Through the controllers the production machine’s
components can be accessed to some extent and at varying levels of
granularity from high-level production functionality down to individual
sensors and actuators by other software processes. Sensors produce data
coming from the real production system and its surroundings, actuators
change the state of the physical world by executing physical actions
[30].

Examples. Typical component instances on the hardware layer of our
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Fig. 3. Smart Factory Model used in this Work.



R. Seiger et al.

smart factory are shown in Fig. 8: motors, switches, LEDs belonging to
machines of the individual production stations, e.g., Oven 1 (cf. Fig. 3).
The controllers that these components are connected to are small
embedded computers (TXT controllers).

4.3. Control layer

The Control Layer controls the components of the hardware layer via
software on a very fine-grained level. This is usually realized by
distributed Embedded Control Applications running on the controllers that
use the interfaces of the hardware components via proprietary protocols,
interfaces and drivers [5]. The control applications are hand-coded with
proprietary, low-level libraries and machine code that are specific to the
devices and controllers [29]. The Hardware Layer and Control Layer
comprise the existing Layers LO-L2 from the ANSI/ISA-95 pyramid [2].

Implementation and examples. In our smart factory, the embedded
control applications—realized via the ftrobopy module'-offer functions
to, e.g., start/stop motors, check limit switches, or activate LEDs (cf.
Fig. 8), using the Python programming language. They are distributed
and provide interfaces for communication with other components and
software processes (e.g., via TCP sockets).

4.4. Domain layer

Despite having the possibility of accessing each sensor and actuator
via the control layer, we aim at the integration of the IIoT systems and
their functionality with rather high-level processes in WfMS, which re-
quires abstraction and encapsulation in order to enable reuse (R1). In
the Domain Layer, this fine-grained access to low-level functionality of
the IIoT devices via the control layer is encapsulated, modularized, and
abstracted into higher level domain-specific, reusable entities based on
principles from object-oriented programming (OOP) and domain-driven
design (DDD) (R1) similar to the approach in [69].

4.4.1. Domain core

The domain layer is designed following the idea of having an isolated
Domain Core within hexagonal architectures [76] that only contains core
domain/business functionality without dependencies on additional
external services or technologies. Here the concrete levels of abstraction
and encapsulation for domain entities, value objects and aggregates [76]
strongly depend on domain and use case specific requirements as well as
properties of the IloT environment (cf. Sect. 5.2). The information model
of the IIoT environment (cf. Machine Tool 4.0 [74]) thereby serves as
basis for designing the domain core. We decided to have a
domain-partitioned core, i.e., the stations of the production line as main
domain classes with methods referring to higher level
production-related business functionality [12,45,77]. These domain
classes are the aggregate roots in the sense of DDD [76] within the domain
core.

Implementation. The domain core is implemented using the Python
programming language with the aggregate roots as individual modules
for our smart factory. We assume the domain core to be instantiated for
one physical instance of a smart factory, i.e., all the stations for one
physical model are instantiated as objects (process resources) within the
corresponding Python application. The UML class diagram in Fig. 4
shows the aggregate root classes for the different types of production
stations in our smart factory (cf. Fig. 3) including their methods and
input parameters that represent high-level production-related (business)
functionality. Common functionality is imposed upon all aggregate roots
via the ProductionStation interface. This interface includes methods to
connect and disconnect from the Domain Layer to the controllers on the
Control Layer, which are highly protocol and device specific and should
be implemented by adapter classes outside the domain core following

1 https://github.com/ftrobopy/ftrobopy
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hexagonal architecture [76]. The interface also features methods for
reading sensor values from individual machines and for the streaming of
data, which can again be rather technology-specific and should there-
fore be implemented by an adapter class outside the domain core.
Referring to the smart factory setup depicted in Fig. 3, we would
instantiate for example two objects of the Oven class, two objects of the
SortingMachine class, and one object of the PunchingMachine class.

4.4.2. Transaction manager

In the domain layer we find a clear separation of “reading” queries (i.
e., retrieving sensor data) and “writing” (i.e., manipulation) commands.
Reading data, i.e., sensor events, from the production stations is possible
directly via the methods referring to reading sensors and streaming data
of the aggregates (cf. ProductionStation interface in Fig. 4) as these are
non-critical operations that require high throughput (R4). In contrast,
invoking active domain-specific functionality of IIoT devices for actua-
tion in the physical world is only possible via a dedicated Transaction
Manager component for each aggregate root in accordance with R3.
These transaction managers are needed to ensure that during the
execution of a physical action, no conflicting action can be executed in
parallel at one production station [45]. Fig. 4 shows the transaction
manager classes acting as a proxies to clients calling the individual
production station’s functionality and delegating it to the actual pro-
duction station instance (i.e., aggregate root). Figs. 8 and 9 show these
invocation for the example of one instance of the Oven production
station.

Implementation. In our implementation we rely on simple trans-
action mechanisms and queues that store and process requests based on
their timestamp and optional starting time as well as priority attributes
to realize parts of the concurrency handling [45]. Fig. 8 and Fig. 9 show
that calls to active domain core functionality always go through a
transaction manager, which then invokes the methods of the domain
entities. The transaction mechanisms and queues provide simple means
to limit concurrent access via sequential, non-interruptable calls to the
aggregate roots (R3). We are currently working on integrating more
sophisticated approaches for planning and task scheduling to prevent
conflicts and deadlocks [78]. The handling of concurrency and
safety-critical aspects with real-time requirements is usually imple-
mented within the PLC system on Level L1 of the ANSI/ISA-95 pyramid
(the Control Layer in our proposed architecture) to control the machines
within real-world production settings. In our simplified smart factory
model we do not have strict real-time and safety requirements, which is
why we rely on the aforementioned, more sophisticated but slower
means of handling concurrency (R3) in the domain layer.

4.5. Service layer

We propose to use Web services in a dedicated Service Layer to enable
remote access to the domain-specific functionality of the domain layer
(R2) [17,18].

4.5.1. Web service

The methods (API) of the domain entities, i.e., production stations
(cf. Fig. 4), are wrapped and exposed one-to-one via a RESTful Web
Service application as web resources. The size of the web service corre-
sponds to the entities of the domain core, i.e., one web service enables
access to one physical instance of one smart factory as an independently
deployable component (Architectural Quantum [79]). Due to the physi-
cally limited resources and lack of scalability as driving architectural
characteristics in CPS [30,79], a smaller service size towards micro-
services is not feasible, which is why we have decided for the
service-based architectural style with one service per physical instance
of the smart factory [79]. Each call from the service layer to invoke
actuation functionality is handled by a proxy method of the corre-
sponding transaction manager that delegates the call to the aggregate
roots in the core of the domain layer for the physical instances of the
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Fig. 4. Excerpt from the class diagram of the domain layer.

factory’s production stations.

Implementation. To be consistent with the separation of commands
and queries realized in the domain core and to follow standard naming
conventions for the design of the web service API, we propose to use the
HTTP GET method for queries to retrieve sensor and status data from the
production stations (read-sensor, check-machine-state), and to use the
HTTP PUT method for commands to invoke active production machine
functionality via the transaction managers in the domain core. Neces-
sary input data is provided as payload as part of the requests’ body.
Here, the Uniform Resources Identifiers (URIs) follow the naming
scheme (derived from the domain classes and their instances, cf. Fig. 3
and Fig. 4):

baseuri/station-instancenumber/production-method

Examples are:

e /baseuri/ov-1/burn
o /baseuri/hw-1/check-workpiece
e /baseuri/mm-2/transport-from-to

In our implementation, the web service communicates with the
Transaction Managers on the domain layer via synchronous Remote
Procedure Calls (RPCs) for actuation requests. We use synchronous RPC
here to ensure that the execution of a service request is not interrupted
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by other actuation requests to the same resources (R3). Queues are used
to avoid loosing incoming requests during this time [45]. The web ser-
vice can also communicate directly with the Domain Core via RPC for
actively retrieving sensor data (read requests). In our smart factory, the
RESTful web service is implemented using the Python Flask” framework.
Fig. 8 and Fig. 9 show the resources on the service layer that map to the
production stations and their domain-specific methods. On the service
layer, we have the option to use semantic annotations to check whether
the preconditions for executing service requests are met and whether the
service execution has produced the desired outcome as further described
in [45,80]. These annotations can also be used for automatic service
discovery and composition as well as for Al-based planning [45]. We are
currently working on making the service implementations compatible
with the OPC-UA information model [63] to improve communication
among components and assets [3].

4.5.2. Streaming service

The service layer also incorporates a Streaming Service to enable
message-based read access to more fine-grained real-time sensor (event)
data streams from the IIoT environment (R4). Here we propose to use

2 https://palletsprojects.com/p/flask/
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asynchronous publish-subscribe communication [14] to emit events
from objects in the domain core without the need for going through the
transaction manager.

Implementation. In our setup, we use Apache Kafka® and an MQTT
broker as two alternative streaming platforms that provide application
layer interfaces. We publish the states of all sensors and actuators of the
production machines, of environmental sensors and cameras, and
higher level events (e.g., currently executing production tasks) via
the streaming services in customizable intervals.

4.6. Process layer

The main goal of our work is the integration of IIoT systems with
BPM technology along the BPM lifecycle [72] regarding modeling,
automation, and mining of processes in IIoT [11] (cf. AS1-AS5 in Sect.
2). Hence, on top of the service layer, we add a novel Process Layer with
applications dedicated to (business) process management and process-
ing of complex (business) events (R4). On the process layer, we find: a
Workflow Management System (WfMS) for process management,
modeling and automation; tools for process monitoring and mining; a
CEP Platform for stream/complex event processing; and a Process
Adaptation Engine to react to exceptions occurring during process
execution as further described in [12,43,81]. The workflow among the
main BPM components is depicted in Fig. 5 and will be described in the
following sections.

4.6.1. Workflow management system

The WEMS is responsible for aspects related to BPM including the
support of the process designers with modeling of high-level operational
production processes combined with human and organizational activ-
ities and aspects in a dedicated process modeling tool as shown in Fig. 5
(AS1).

The WfMS also makes it possible to automate these processes by
creating process instances from the modeled production processes and
then orchestrating the execution of modeled activities per process
instance. These activities may include requests to the resources of the
web service on the service layer via dedicated service calls (service/
external tasks) that are part of the modeled processes (AS2). Using a
WIMS for orchestration here provides many additional benefits such as
built-in exception and distributed transaction handling and handling of
state. Moreover, the monitoring of process executions among the
distributed IIoT components and software systems in a more choreog-
raphy style is possible to make the often hidden end-to-end workflows
visible [1] (AS3). The WfMS keeps a record of all events related to the
execution of process instances (e.g., start and finish of a process instance
or an activity instance) in an Event Log (cf. Fig. 5).

In case more than one web service is involved in the control of the
IIoT environment (i.e., other IloT devices interact with the smart factory
or multiple smart factories with each other) and conflicting or erroneous
interactions may occur across web services, the concurrency and
distributed transaction handling is also within the responsibilities of the
WIMS as specified by the process designers in the respective process
models. This is in contrast to the transaction managers on the domain
layer, which are responsible for handling errors and limiting access to
the physical resources of the smart factory (R3).

Implementation. In our setup, we use the Camunda BPM Platform® as
WIMS. Fig. 6 shows a screenshot of the corresponding process modeling
tool Camunda Modeler® with a process in BPMN 2.0 for our smart fac-
tory consisting of a start and end event and one production activity

3 https://kafka.apache.org/

4 https://mgqtt.org/

5 https://camunda.com/

6 https://camunda.com/products/camunda-platform/modeler
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“OV_1_Burn” as Service Task. On the right side the configuration of this
task is shown. It is configured to execute an HTTP PUT request to the
web service on the service layer specifically addressing the “/ov-1/burn”
resource and passing the production time as request payload (cf. Input
Parameters section in Fig. 6). Although the process engineer is free to
choose the labels of activities and events in the process model, we
suggest to follow the naming convention  Station In-
stancenumber Production_Method for defining the labels of automated
service tasks that interact with the smart factory. This way we can
automatically generate pre-configured activities in BPMN 2.0 to be used
for modeling derived from the domain core and web service resources.
To support the process engineer with these configurations, we have
developed templates for the Camunda Modeler that can be easily (re-)
used and configured in a more low-code fashion. Figs. 8 and 9 show
exemplary process models in BPMN 2.0 on the process layer, which
contain service tasks as activities referring to the specific functionality of
the domain entities exposed via the web service.

4.6.2. Process mining tool

The Process Mining Tool receives the output from the WfMS—usually
an Event Log in XES (eXtensible Event Stream) format [82]-that can be
used for process mining tasks supported by the tool as shown in Fig. 5
(AS3, AS4). In our architecture process mining can also be done on
process event streams from the WEMS [83] or even from the CEP plat-
form published via the streaming services [84].

Implementation. As we assume that the WfMS is producing an event
log following the XES standard, an arbitrary process mining tool sup-
porting this standard can be chosen for process analysis tasks. In our
tool-chain we use Fluxicon Disco’ (cf. Sect. 5.4).

4.6.3. CEP platform

The CEP platform processes and evaluates events from the IIoT
environment and additional external sources received via the streaming
services on the service layer in order to derive higher level business
events and context data with relevance for the process execution (AS5,
R4). In case of exceptions during production that may require in-
terventions or adaptations of the process execution, the Process Adap-
tation Engine is invoked by the CEP platform, it retrieves data from the
WIMS about the state of the process, and then adapts the process ac-
cording to the type of exception and state as described in more detail in
[12,45,43,34].

Implementation. We use Siddhi® as standalone CEP platform. Both
main components on the process layer, the WfMS and CEP platform,
interact with each other via HTTP requests. An exemplary use case
illustrating the interactions between the WfMS and CEP platform during
execution of a manufacturing process for quality control and deriving
high-level business events is described in Section 5.3.

5. Use cases: BPM in a smart factory

To demonstrate and discuss the developed systems architecture
framework following the DSRM (Justify/Evaluate phase, cf. Sect. 1) [15,
25], we implemented a vertical prototype of the software architecture
using the software components described in Section 4 for two different
configurations of the smart factory described in Sect. 4.1. One config-
uration basically consists of all the 6 stations belonging to Shop Floor 2
(cf. Fig. 3) and the other configuration consists of both shop floors with
12 stations as depicted in Fig. 3. The effort of implementing and
instantiating the whole systems architecture for the two different con-
figurations was very low since only the objects to be instantiated from
the classes (aggregate roots) in the domain core (cf. class diagram in
Fig. 4) on the domain layer had to be adjusted with respect to the

7 https://fluxicon.com/disco/
8 https://siddhi.io/
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number and different types of available production stations. For
configuration one this resulted in 6 instances of 6 different classes; for
configuration two, 11 instances of 8 different classes. This already
provides a good indication of the general suitability of our framework to
be implemented in different IIoT setups.

In the following, we describe four selected use cases referring to the
application scenarios AS1-AS5 mentioned in Sect. 2 that emerged with
the integration of BPM and IIoT: 1) modeling and automation of discrete
production processes (cf. AS1, AS2), 2) choosing the granularity-levels
of process activities (cf. AS1, AS2), 3) IIoT event processing in pro-
duction processes cf. AS5), and 4) mining of production processes (cf.
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AS3, AS4). These use cases cover more process-oriented viewpoints
focusing on the actual production control via modeled processes and
process analysis from the perspective of process engineers and business
process analysts (cf. ISO/IEC/IEEE 42010:2011 and RAMI 4.0 [85]).

5.1. Modeling and automation of discrete production processes

Production processes are rarely modeled in the same level of detail as
other business processes in a company. Usually, the production pro-
cesses are represented as black box subprocesses in end-to-end business
processes of a manufacturing company, or not at all [4]. These business
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processes are often modeled in BPMN 2.0 and executed in
state-of-the-art WfMS [1]. In this section, we demonstrate how discrete
production processes can also be modeled in more detail and put into
context of a company’s business processes (AS1). Moreover, we show
how these operational production processes can be automated and
executed by WfMS that orchestrate the execution of process activities
representing the functionalities of the smart factory machines (AS2).

5.1.1. Scenario and Implementation

A typical end-to-end business process integrating enterprise and
production functionality is shown in Fig. 7 [86]. Here we see an
order-to-product process in BPMN 2.0: Orders from customers may be
entered into an ERP system manually, which creates a new order for the
production system. The production system then plans the production of
the new order and the automated production control system—instructed
via the WEMS based on our systems architecture-starts executing the
highlighted “Produce Order” sub-process as scheduled. This sub-process
consists of several automated activities related to storage, transport, and
production (burning) of a workpiece. These activities are implemented
via service tasks in BPMN 2.0 that are used by the WfMS (here: Camunda
BPM Platform) to call the specific web service resources of the smart
factory in correspondence with the components of the layered systems
architecture. The figure shows an overlay of this sub-process over the
production stations of our smart factory illustrating the resources on
Shop Floor 1 that execute the individual tasks. When the workpiece was
produced, the ERP system is informed and the product is picked up for
shipping. A video of the smart factory executing a more complex pro-
duction process controlled by a WfMS can be found in [87].

5.1.2. Results and discussion

With the successful implementation of the systems architecture, we
have reached the goal of integrating the functionality and data of the
smart factory on a business process-oriented level with other informa-
tion systems [6]. The example shows that we not only support the
seamless end-to-end process modeling of human tasks together with
automated manufacturing steps in a process model relying on the BPMN
2.0 standard for process design or communication purposes [6], but we
are also able to automatically control and orchestrate the modeled
production steps of operational real-world processes via an
industry-grade WfMS from the low-level sensors and actuators to the
(remote) services that control them in a vertical proof-of-concept pro-
totype (AS1, AS2; R1 v/, R2 V). With that we have achieved a vertical
integration as well as a horizontal integration of Cloud manufacturing
along the supply chains via business processes and (Cloud) service
orchestration in accordance with [88]. This integration now opens up
the whole body of BPM technologies and research to be used for (busi-
ness) process and supply chain management in IIoT [89] in the context
of process orchestration and choreography [1]. For both, the modeling
and execution of the production steps as part of business processes,
reasonable abstraction levels for the individual operations and processes
have to be found as they simplify the rather complex physical processes
in and behavior of production machines to a large degree. Here several
trade-offs must be considered as discussed in more detail in Sect. 5.2.

Limitations. The remote control of the production machines via
WIMS naturally raises concerns regarding security and safety. For our
setup we assume that state-of-the-art security mechanisms for securing
communication and access to the individual software components and
data are in place. Real-time and safety-critical operations referring to the
actuation of the production machines in the physical world should be
executed on lower layers of the proposed systems architecture, which is
usually the responsibility of a PLC system within the control layer. As
shown in Fig. 1 real-time and safety-requirements increase with getting
closer to the hardware and physical processes. Thus, the WfMS should
only be used to call rather coarse-grained, encapsulated functions, and
operations within these functions should be executed on lower levels as
discussed in the next section. The smart factory model used for the
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implementation of the use cases (cf. Sect. 4.1) exhibits many properties
and behavior of real-scale production machines in the context of IIoT.
However, with it being a small scale simulation environment there are
also relevant differences that need to be considered when implementing
our proposed systems architecture, e.g., regarding different re-
quirements related to safety and real-time critical operations that are not
as strict in the simulation model [12].

5.2. Choosing the granularity-levels of process activities

One of the challenges that arose when designing the class model of
the domain core following OOP and DDD principles and developing the
associated web services is choosing the right levels of granularity and
encapsulation for the methods representing the functionality of the
smart factory stations to be exposed via the web service for invocation
from the WfMS (R1) [90]. Here we need to consider trade-offs between
the model complexity, communication effort, and performance on the
process layer at the cost of reusability, flexibility, and control of
functionality.

5.2.1. Scenario and implementation

In this scenario we compare two different process granularity levels
for the manufacturing operation of burning a workpiece in the smart
factory’s oven. Fig. 8 shows the Burn activity on the process layer as one
activity that calls the corresponding resource on the service layer, which
then passes the call on to the domain layer where the burn() method
consisting of three subroutines to drive the oven’s slide into the oven
(drive_in()), to blink the oven’s LEDs for simulation of the burn process
(blink()), and to drive the slide out (drive_out()), are executed. In com-
parison, Fig. 9 shows on the process layer the burn activity from the
previous figure decomposed as a sequence of three more fine-grained
activities representing the aforementioned subroutines that are
executed by the WfMS.

Experiments. To investigate the impact of the two different granularity
levels on the overall process execution time, we conducted an experi-
ment to execute and compare both process variants from Figs. 8 and 9
using the proposed systems architecture and smart factory model pre-
sented in Sect. 4.1. Table 3 shows a comparison of the processing times
on the individual layers for both processes. These times are the averages
of three repeated runs for both processes. We used a state-of-the-art
desktop computer for running the software components. One instance
each of the web service, the transaction managers and the domain core
run in the same virtual machine. An instance of the WfMS runs in
another virtual machine on the same host. The control applications for
the factory run on distributed embedded computers (controllers), which
are connected to the same network via LAN. The software components
on the individual layers-Control Layer, Domain Layer, and Service
Layer-were instructed via code to log the start and end times of the
individual operations. For deriving the execution times on the Process
Layer, we used the event log generated by the WfMS.

5.2.2. Results and discussion

The results show that the communication and processing overhead
when executing smaller parts of a complex process activity as single
activities also naturally leads to an increased execution time of the
overall composite process activity. For the Burn activity we observed
significant time differences between the atomic execution and decom-
posed execution introduced by the additional communication steps and
WIMS. Being a rather heavy-weight application deployed in a dedicated
virtual machine in the Process layer, the WfMS needs some time to
instantiate a new activity instance upon receiving the request to execute
an activity and propagate the request to the Service layer. Processing
overheads on the Service and Domain layer are rather minimal as these
are tightly coupled with the operating system processes. The Control
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Fig. 8. Execution of Burn Encapsulated as one Atomic Process Activity.

layer is the direct interface with the hardware and thus monitors and which are usually significantly slower than the computations in the
controls the execution of the activities in the physical world. Therefore, digital systems on the layers above.

processing times on this layer are much higher as they represent the Having a relatively coarse-grained encapsulation of domain func-
interactions in the physical system (i.e., the actual production steps), tionality to be called from the WfMS (cf. the Burn service task on the
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Table 3
Processing times (in ms) on each layer for the Burn Activity as Atomic Step (cf.
Fig. 8) and Decomposed into three Activities (cf. Fig. 9).

Layers/Activity Burn (atomic) in ms Burn (decomposed) in ms

Drive_In Blink Drive_Out
Process 731 1.512 1.441 1.272
Service 72 59 35 45
Domain 44 27 10 23
Control 23.149 6.586 10.019 6.495
Total Duration 23.996 27.524

process layer in Fig. 8) simplifies the process modeling and reduces
model and transaction complexity. However, these service methods can
only be reused in other processes at the same coarse-grained level
without any means for controlling intermediate execution steps.
Decomposing the service methods into smaller atomic parts (cf. the Burn
activity decomposed into Drive In, Blink, Drive Out as separate trans-
actional tasks of the same web service instance on the process layer in
Fig. 9) increases modularity and reuse but also the complexity of the
model as well as processing and communication times among the pro-
cess layer, service layer, and domain layer due to each service call
needing to go through all these layers. This is in contrast to the more
coarse-grained Burn service task requiring only one pass as illustrated in
Fig. 8.

Our proposed systems architecture supports the handling of
concurrency and transactions on the process layer via the WfMS for
inter-service coordination (cf. Sect. 4.6) and on the domain layer via the
transaction managers (cf. Sect. 4.4) for the individual production sta-
tions for intra-service coordination and limiting access to the physical
resources (R3 v). Smaller web services and service methods lead to an
increased transaction management effort when running multiple pro-
cesses simultaneously [91]. On the other hand, the smaller activities
enable a more fine-grained reuse and control of functionality in other
processes, which results in a higher degree of flexibility when modeling
processes. Additionally, smaller units of functionality may lead to a
better degree of capacity utilization due to less waiting times during
blocking activities and increased parallelism (e.g., a new workpiece can
already be driven into the oven for another process instance while the
current workpiece is driven out if the oven features two slides, cf. Fig. 9).

All in all, the discussed trade-offs have to be considered when
deciding about suitable granularity integrators and disintegrators as
well as abstraction levels of process activities within the smart factory.
In our systems architecture we propose to apply patterns and principles
from object-oriented programming and domain-driven design to find
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suitable levels of abstraction and encapsulation for domain-specific
functionality/capabilities of the IloT devices (R1 v). In general, the
representation of smart factory functionality as process activities of
varying granularity enables us to abstract from potentially very complex
physical processes and low-code implementations to control the hard-
ware of the production machines. Thuswe areable to hide orzoom-in on

process execution details as needed [90].

Limitations. In our topology, the software components of the process
layer, service layer, and domain layer are running on the same physical
computer. These components can also be more distributed, which would
result in even longer execution times. This implies that the more time
and safety-critical operations (e.g., real-time control loops) in the IIoT
system must be implemented closer to the hardware on lower levels of
the software stack to achieve faster non-interruptable execution cycles
(cf. Fig. 1 [2]). These operations should then be provided as encapsu-
lated functionality to the upper layers-at the cost of flexibility, reus-
ability, and degree of parallelization [92]. However, computing
resources close to the hardware, i.e., on the control layer, are more
constraint and the respective applications have to be optimized with
respect to their runtime environment, which also has to be considered
when deciding about suitable levels of encapsulation and deployment
locations of functionality. Moreover, the additional resource costs of
having rather complex streaming, WfMS, and CEP applications on the
higher service and process layers have to be taken into account when
deciding about deployment locations of the proposed systems architec-
ture’s components. These more heavy-weight components are usually
distributed and situated on dedicated servers in the Cloud with more
computational resources available than on the Edge in the typical IloT
environment, which in turn requires stronger security mechanisms to be
implemented as the smart factory can easily be controlled remotely.

5.3. IIoT event processing in production processes

With R4 we introduced the requirement of considering events from
the IIoT environment and external sources in a more global context
related to the process execution [93]. Therefore, the Process Layer also
contains a CEP platform to derive complex events from the low-level
IIoT data with relevance for the business processes. CEP hereby serves
as a suitable general framework to derive more complex events from
different event sources [93,33,34]. These complex events can be used
as basis to initiate specific actions, e.g., to adapt the processes in case
of exceptions using the Process Adaptation Engine [12,43]. In the
following we discuss two scenarios of using IloT event processing in
production processes as classified in [24]: 1) to derive business-level
events relevant for the execution, and 2) to check additional context
data during the
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execution of a production activity (AS5).

5.3.1. Scenario 1: deriving business-level events

Fig. 10 shows the BPMN 2.0 model of a multi-stage production
process containing a sequence of three service tasks as core process
activities on Shop Floor 1 of our smart factory (OV_1_Burn, MM_1_Mill,
PM_1_Punch). In parallel to the execution of these activities, the WfMS
may expect to receive and to react to an external message event (Machine
error occurred) as modeled. Receiving this message triggers an escalation
event Machine error on the process level, which leads to the service tasks
of checking the workpiece in production (HW_1_Check Workpiece) and
performing machine maintenance.

@App:name ("ShopFloorlErrors") 1
2
define stream OveniStream(status string, 3
timestamp string);
define stream MilliStream(status string, 4
timestamp string);
define stream PunchiStream(status string, 5
timestamp string);
6
define stream AlertStream(msg string, station 7
string, timestamp string);
8
@info (name="'0venQuery ') 9
from OvenliStream[status == 'error'] 10
select 'Machine error occurred' as msg, 'ovenl' 11
as station, timestamp
insert into AlertStream; 12
13
@info (name='MillQuery ') 14
from MilliStream[status == 'error'] 15
select 'Machine error occurred' as msg, 'milll' 16
as station, timestamp
insert into AlertStream; 17
18
@info (name="'PunchQuery ') 19
from PunchiStream[status == 'error'] 20
select 'Machine error occurred' as msg, 'punchl' 21
as station, timestamp
insert into AlertStream; 22

Listing 1:. CEP App for Raising a Machine Error Event as Message in the
Production Process (Scenario 1).

Listing 1 presents the corresponding CEP app for the Siddhi platform
that is used to monitor the states of the three machines involved and
emits a new event as message to the WfMS in case of an error within one
of the machines. Each machine emits event data on a dedicated event
stream (Lines 3, 4, 5) with event attributes comprising a status and
timestamp. As shown in Fig. 11 these streams are connected to the ma-
chine instances (Domain Entities) on the Domain Layer via the Streaming
Service on the Service Layer using the MQTT protocol. A machine error
is indicated via the status attribute of an event having the value “error”.
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A dedicated SQL-like CEP query (Lines 9, 14, 19) for each machine event
stream filters incoming events regarding this value (Lines 10, 15, 20)
and emits a new event with the machine error occurrence as message,
station name, and timestamp as event attributes (Lines 11, 16, 21) to a
stream of alerts (Lines 12, 17, 22) defined in Line 7. With every event on
this alert stream a message to the WfMS is sent via HTTP (cf. Fig. 11).
This event is then matched to the affected process instances based on the
name of the message event (Machine error occurred) in the BPMN 2.0
model depicted in Fig. 10. This way, the process level event of a machine
error is raised from the raw sensor events of the production machines.

5.3.2. Scenario 2: checking context data

Fig. 12 shows a production process with a typical production activity
in the smart factory (MM_1_Mill), which is extended with a check of
environmental conditions from two different IIoT sensors as there usu-
ally may be some constraints on environmental context during the
milling of a workpiece. In parallel to starting the milling operation via a
service task, the CEP platform receives a service call from the WEMS via a
service task (Check Environmental Conditions) to start checking temper-
ature and light levels during the milling task. Once the milling is done,
the CEP platform emits a message to the WfMS in the form of an HTTP
call regarding the environment check, which is evaluated in an event-
based gateway based on the message name. If the environmental con-
ditions were met (Environment OK), the workpiece is forwarded for
sorting; otherwise (Environment Not OK) it needs to undergo a manual
control (HW_1_Check Workpiece) and may be rejected.

The corresponding CEP application evaluates the incoming event
streams from the WfMS, milling machine, temperature sensor, and light
sensor. Listing 2 shows the corresponding CEP query EnvCheckOk. Here
the averages of temperature and light level are calculated for a 10 s-
duration of the milling activity (Line 2). The average is only calculated
(Line 6) when new events arrive on the environment stream (Line 2) and
the milling activity is active (Lines 3-4). When the averages of tem-
perature and light levels are within the allowed ranges (Lines 7-8), then
a new event message “Environment OK” is emitted (Lines 5, 9).

@info (name="'EnvCheckOk ')
from EnvAnalysisStream#window.timeBatch (10sec)
left outer join MillingActivityState
on MillingActivityState.state == "active"
select "Environment OK" as msgname,
avg(temp) as avgtemp, avg(light) as avglight
having (avgtemp >= 10 and avgtemp<=15) and
(avglight >= 150 and avglight <=200)
insert into EnvCheckStream;

© 00~ Uk WN =

Listing 2:. CEP Query for Checking Environment Conditions during Activity
Execution (Scenario 2).
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Fig. 10. Integration of a derived high-level process event in a production process (Scenario 1).
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5.3.3. Results and discussion

The two scenarios show that the combination of BPM with CEP and
the extension of “normal” process-based systems with event-driven
behavior on the process layer is rather easy to achieve and very use-
ful. The streaming service and CEP platform allow for an integration and
processing of real-time data from arbitrary distributed sources to derive
complex events with relevance for the processes [32,33]-either as
business level events or as contextual data [24] (R4 V). Both the
modeling of the processes (e.g., in BPMN 2.0 supported by templates
in Camunda Modeler) and writing of the SQL-like CEP queries (sup-
ported by drag & drop features of the CEP platform Siddhi’s graphical
editor) do not require deep programming skills and can also be achieved
in a low-code fashion by process engineers. Especially the second sce-
nario shows that it can be very beneficial to link data from sensors to
the corresponding process activities, i.e., to also put sensor data in
a process context. This new information helps with analysis and
seg-mentation of the potentially large data streams from IIoT, which are
now enriched with process data [8] to for example enable
traceability of process activity executions where certain
environmental conditions were not met (e.g., in cold chain logistics
[89]).

5.4. Mining of production processes

Among the advantages of combining WfMS with IIoT for modeling
and executing production processes is that the corpus of tools and
concepts of BPM, in particular for process monitoring and mining, be-
comes available for IIoT at rather low cost [11] (AS4). The WfMS is
able
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to monitor and create digital traces of the process executions in an event
log. This log can be exploited by process mining techniques to discover
processes and obtain statistics, to check for conformance, and to opti-
mize processes, both offline [22,23] and even online at runtime with the
IIoT environments constantly streaming process-related data [83,84].

5.4.1. Scenario and implementation

Fig. 13 shows a process map and statistics obtained using the process
mining tool Fluxicon Disco from a given event log for the executions of an
exemplary, more complex production process in the smart factory. The
process was executed based on the presented systems architecture with
the Camunda BPM Platform as WfMS on the process layer, which also
created the event log. The map shows the execution of activities as
directly-follows graph with mean execution times and absolute fre-
quencies of process activities and transitions for two cases of one process
variant. The labels of the activities follow the proposed naming
schemes (cf. Sect. 4.6) indicating the instance of production machine
(i.e., process resource) and production functionality that was executed.
Using the process mining tool we are able to derive that the process
consists of 16 production-related activities (Burn, Drill, Mill, Punch),
storage and transport operations, and Check Workpiece for quality
control. The event log contains 23 process events in total per case with
a mean case dura-tion of 15.7 min. The event log not only contains
data regarding the control flow, but also additional attributes allowing
further analysis, e.g. to analyze the performance of the resources
(here: 12 production stations) that executed the process activities (cf.
Fig. 14). We were able to derive all this information via the process
mining algorithms for
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Fig. 14. Resource analysis obtained by a process mining tool.
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process discovery based on data stored in the event log. It was not
necessary to have the underlying BPMN 2.0 process model available.

5.4.2. Results and discussion

The lack of visibility and traceability regarding interactions among
devices and componentsis identified as a negative side effect of the loose
coupling and high flexibility in event-driven, distributed systems such as
IIoT [21], which may often also feature autonomous behavior of soft-
ware components (agents). Using WEMS for monitoring of these in-
teractions in a more choreography-style and for partial orchestration
already opens up opportunities for applying process mining on the event
logs or event streams generated by the WfMS and thus for making the
often hidden end-to-end workflows visible and explicit (AS3, AS4). With
using a WEMS for the (business) process-based control and monitoring of
the smart factory, we can rely on the WfMS as central entity to track the
status of all process executions, which can be beneficial for online and
offline analysis of processes, e.g., for process optimizations and ad-
aptations [12,94]. As shown in [84], event logs and streams suitable for
offline and online process mining can also be partially derived directly
from the raw IIoT data using CEP (R4 v')-thus making the existence of a
WIMS in the IloT environment optional in case the focus is only on
monitoring and not on orchestration, e.g., when computing resources
are scarce and running a dedicated WfMS for coordination is not feasible
or necessary.

Process mining algorithms can then be applied on the available event
logs and event streams to discover the interactions of IloT devices in the
form of process models as-is and process statistics (end-to-end work-
flows). As we also know the underlying BPMN 2.0 model of the pro-
duction process displayed in Fig. 13, we could now start analyzing the
executions for conformance to determine if the execution of an
instance deviated from the normative model e.g., using the ProM’
framework. Moreover, the statistics obtained from the event logs
may provide valuable insights into the performance of resources and
potential bot-tlenecks within the production processes and thus open
up opportunities for process enhancements and optimizations [23].

5.5. Summary of contributions

In Sect. 3.3 we identified a research gap concerning the integration of
IIoT components with BPM systems and vice versa. Proposed systems
architectures either do not sufficiently address aspects related to the
BPM lifecycle; or BPM-related approaches do not sufficiently elaborate
on the individual software systems architectures and development steps.

Our proposed layered systems architecture provides a detailed
reference framework of necessary development steps, architectural de-
cisions, and software components that enable the integration of IloT
with BPM technology. Moreover, we demonstrate an instantiation of the
framework for two different smart factory configurations. All the aspects
of our solution involve best practices and design patters from software
engineering and software architecture. We discuss the communication
between industry-grade process-oriented information systems with
sensors and actuators of an IloT environment along the entire BPM
lifecycle with exemplary use cases related to process modeling, process
automation and process mining in a smart factory model. Additionally,
we show how to integrate context data from IloT devices on a BPM level
via complex event processing.

6. Conclusion and future work
The goal of our work was to establish a closer communication and
interaction between the rather low-level hardware components of an

IIoT environment with PAIS on a process management level to actively
monitor and control production processes as part of an enterprise’s

9 https://www.promtools.org/
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business processes. Related research has focused on the selective inte-
gration of IloT-related aspects into business processes without providing
detailed descriptions of the underlying architectures. On the other hand,
proposed software and systems architectures for IIoT do not explicitly
address the interactions with existing PAIS and BPM in general.
Addressing requirements of abstraction and encapsulation, remote ac-
cess, handling of concurrency, and integration of IloT data (R1-R4), we
presented a systems architecture for process-based management of IIoT,
which fits into the general RAMI 4.0 framework [28,55]. This systems
architecture was developed following the design science research
methodology (DSRM) [15,25]. We provided descriptions of the indi-
vidual software components and their interactions to close the gap be-
tween the shop floor and PAIS in both directions. We were able to show
the feasibility and many benefits of our approach to use BPM technology
in IIoT environments with a proof-of-concept implementation of the
architecture for a smart factory model. The systems architecture and its
components have already proven to be rather generic, as we have suc-
cessfully instantiated it for another smart factory with a different to-
pology without much effort [84]. To what degree the developed
concepts can be transferred to larger scale and more realistic smart
factories remains open for future investigations. All in all, the systems
architecture makes the corpus of BPM technologies available to be used
in IIoT environments for process modeling, automation, and mining [11,
12] (AS1-AS5), which opens up many new opportunities for research on
BPM and IIoT [11].

Future research includes the instantiation of the systems architecture
in other IoT environments that have similar properties and
requirements (e.g., smart homes [43], smart health [35], smart
emergency man-agement [44]) to enable BPM and IoT research [11].
Here we expect the modifications to be mostly necessary in creating
the specific domain core classes. We will also use the systems
architecture as basis to investigate more advanced BPM and
software engineering concepts regarding flexible and adaptive
processes [43,12,45] as well as process mining techniques for IIoT
[12,84]. Moreover, we will investigate the use of model-driven
software engineering for describing the software components of the
domain core, the event processing applications and the operational
processes with the goal of synthesizing the corre-sponding software
artifacts as well as Digital Twins of the smart factory for simulation
[95,96,22,97].
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