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Abstract. Digital traces of processes executed in the physical world
without Information Systems (IS) support are composed of high-level
events derived from low-level physical world events (e.g., from IoT). Due
to this, frequently these high-level events are ambiguous, i.e., they yield
multiple interpretations. As current IS lack ambiguity-awareness, ambi-
guity in digital traces can compromise process analytics. Motivated by
this and current trends toward multi-dimensional analytics, we introduce
an ambiguity-aware object-centric representation of digital traces by ex-
tending Event Knowledge Graphs with ambiguity. We integrate its con-
struction into a framework to enable analytics for ambiguous IoT-based
digital traces. A prototype implementation shows the applicability of the
construction from ambiguous process event streams in online settings.

Keywords: event knowledge graphs - ambiguity - iot-based analytics

1 Introduction

Two significant emerging research directions arise in the current Business Process
Management (BPM) landscape: multi-dimensional process analytics [2] and the
integration of the Internet of Things with BPM for process monitoring [141/6].
On the one hand, multi-dimensional analytics represent a shift toward a more
comprehensive understanding of business processes by incorporating diverse per-
spectives such as actor behavior, resource utilization, and entity interactions,
beyond the traditional case-centric focus. This shift has led to the development
of novel analysis paradigms, such as object-centric process mining [I], and ad-
vanced representation formalisms, such as Event Knowledge Graphs (EKGs) [9],
able to model and analyze rich interdependencies in business processes [I5/16].
On the other hand, the integration of IoT technologies into process moni-
toring has significantly expanded the scope of BPM. Specifically, the BPM-IoT
integration enables the real-time generation of digital traces of processes exe-
cuted in the physical world without Information System (IS) support [33]. This
requires the observation of the physical world via sensors that generate low-level
IoT events—usually without process semantics—and to abstract these IoT events
into high-level events with process semantics [27]. However, this is challenged
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by the fact that IoT event streams are frequently characterized by noise, incom-
plete or missing sensor data, and limited process context-awareness [19]. This
leads to uncertainty about how to interpret IoT events, i.e., to ambiguity [10].
Ambiguity-awareness in the event abstraction step, i.e., the ability to explicitly
consider the multiple event interpretations when generating process events, is
critical to avoid misrepresenting the actual process executions. Therefore, am-
biguity originating from the IoT events must be explicitly propagated to the
process events to avoid compromising the subsequent process analytics.

Here, we set our focus on two specific challenges posed by ambiguity. A
first challenge (C1) arises from the ambiguity in IoT-based events during the
sensing and abstraction [19]. IoT sensors often lack the process awareness or
contextual information needed to clearly correlate observed events with specific
process instances or entities in the situational context. This results in multiple
possible interpretations of the same event and its correlations with the contextual
entities [I0], which can compromise process analytics outcomes [2]. A second
challenge (C2) stems from the ambiguity in entity roles, which is also rooted
in the IoT event abstraction. IoT data often provides limited information about
the roles entities play in events (e.g., whether an agent is the performer or target
of an activity; cf. the concept of endurants in [3]), leading to multiple possible
role interpretations that also compromise process analytics outcomes [24].

To overcome these challenges with the object-centric paradigm in mind, we
address the research question: How to explicitly represent ambiguities in process
events derived from the IoT-driven monitoring of processes that lead to C1-C2?

As our overarching goal is to enable IoT-based multi-dimensional process an-
alytics, we first set requirements and outline a software framework to support
such analytics. We integrate within this framework the main contribution of this
paper: an extension of EKGs with ambiguity (EKGAs) for the object-centric rep-
resentation of digital traces with ambiguity, and an EKGA construction method.
EKGAs allow modeling the uncertainty in interpreting ambiguous events and the
different roles with which entities participate in events, overcoming challenges
C1-C2. We show the applicability of EKGA construction in online settings by
testing a prototype implementation on a stream of healthcare process events.

Our main contribution facilitates the creation of an object-centric represen-
tation of process executions from IoT data, explicitly modeling ambiguity that
leads to uncertainty about event-entity correlations and the roles entities play in
events. The EKGA bridges the current gap between object-centric digital trace
representation and explicit modeling of event ambiguity. Integrating our contri-
bution with an information system paves the way to the development of novel
ambiguity-aware systems capable of performing multi-dimensional analytics of
digital traces with ambiguous events. It further stimulates the development of
new methods of online event disambiguation to support online process monitor-
ing and conformance checking driven by IoT technologies.

Paper structure. Sect. 2| motivates our work setting requirements. Sect.
presents a framework integrating EKGA construction. Sect. [d] presents a proto-
type implementation. Sect. 5] discusses related work. Sect. [f] concludes the paper.
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Fig.1: Lab setup to simulate the IoT-monitored blood donation process, with two donor stations
(red boxes) and one shared hand hygiene station (green box)

2 Motivation and Requirements

2.1 DMotivating Scenario

As a motivating scenario, we take the IoT-driven online conformance checking
of a blood donation process, for which we can simulate the execution of two
concurrent, co-located instances in our lab setup, shown in Fig. [I] as detailed
in [I1]. As a normative blueprint to check the conformance, we take the process
specification extracted in [I1] from the WHO guidelines in [20J26] and validated
by healthcare experts. We translated the validated specification into constraints
and derived the simplified process model shown in Fig. [2[as a DCR graph [13].
We assume one process instance to be associated with one donor (a patient
donating blood), and that multiple co-located instances can run simultaneously.

The first step for the healthcare worker (HCW) is to perform a hand hy-
giene, then HCW proceeds with the preliminary operations (identify the donor,
check the drawing machine, disinfect the injection site). Then, HCW again per-
forms a hand hygiene, after which HCW performs the venipuncture and initi-
ates the blood drawing. During the blood drawing, HCW closely monitors the
donor. Once enough blood is drawn, HCW ends the blood drawing, removes
and disposes the needle, and performs a hand hygiene. Lastly, HCW performs
final operations (dismiss the donor, store the blood sample), and a hand hy-
giene. Any other activity performed by HCW during the process (e.g., signing a
document, touching another donor) is considered as a hand contamination (cf.
“Contaminate hands” in Fig. [2)) and requires a hand hygiene before continuing.

Like many healthcare processes, the blood donation process is not driven by
an IS and is mostly manual. To monitor its execution and check its conformance
we rely on IoT technologies for sensing, aggregating, and abstracting multiple
low-level IoT events into high-level process events, as proposed in [6I27], with
the ultimate goal of providing online feedback about process conformance to the
users. In our lab setup, we leverage sensors such as proximity, motion, and touch
sensors; we deliberately do not use cameras due to privacy concerns in health-
care settings. Additionally, healthcare settings are inherently noisy environments
characterized by the occurrence of unpredictable events such as medical emer-
gencies and concurrent treatments [36]. Digital traces of events generated via
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Fig.2: Blood donation process as a DCR graph [I3]. Orange arrows: condition constraints; blue
arrows: response constraints; red arrows: exclusion constraints; purple arrows: milestone constraints

the IoT are likely affected by ambiguity [I0], which results in uncertain event-
entity correlations and uncertain entity participation roles in events. We describe
examples in relation to the challenges outlined in the introduction.

Example for challenge C1. Assume that one HCW is attending simultane-
ously two donors D1 and D2 in proximity of each other (cf. the two donor
stations in Fig. . When we observe a “Perform hand hygiene” event by HCW
at a hand hygiene station shared by D1 and D2, ambiguity arises regarding
which donor the hand hygiene is for, i.e., which entity correlates with the event.
This means that we are uncertain whether to interpret the hand hygiene as part
of the blood donation by D1 or D2. This event could be retrospectively dis-
ambiguated by observing a subsequent event revealing more information. For
example, if the next event is “Perform preliminary operations” on D1, we can
confidently establish the event-entity correlation of the hand hygiene with D1.
Still, without an explicit representation of this ambiguity, we would either treat
both interpretations as certain events, or keep only one of the two, potentially
discarding the correct one—in either case risking to get incorrect analysis results.

FEzample for challenge C2. In healthcare processes like the blood donation
process, HCW’s hand hygiene is of utmost importance. Specifically, a HCW’s
hands must be always sanitized before treating a patient (donor); this must be
done also when shifting between patients to avoid cross-contamination. So, after
“Perform preliminary operations” on D1, HCW must perform a hand hygiene if
the next step is a treatment on D2. As such, “Perform preliminary operations”
on D1 is not an event in the treatment process of D2. However, it still has an
influence on it because its occurrence adds a new precondition for the next step
in D2’s process—executing “Perform hand hygiene”. Here, we must be able to
distinguish between two participation roles in treatment events: either a donor is
the target of a treatment (the treatment is done on her as part of her process) or
is affected by another donor’s treatment (the treatment is not done on her, but it
still affects her process). For the former, the event has the semantics of a normal
process step; for the latter, the event has the semantics of a hand contamination.
Depending on the role, the respective process instances should have different
continuations. Knowing about the specific role allows us to establish how the
respective instance should continue and to conclude about process conformance.
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In the blood donation process, adherence of the HCW to the hand hygiene
regulations is crucial to prevent infections spreading from contaminated surfaces
to the donors or from one donor to another donor. The conformance of the pro-
cess executions has to be checked in near real-time to inform the HCW about
potential contamination and missed hand hygiene events so that they can take
counter-measures through additional disinfection steps. A post-mortem analysis
would only be able to reveal non-conformance but would be too late to take
effective counter-measures. The conformance checking has to be aware of poten-
tial ambiguities emerging from the IoT sensor processing to identify the unclear
roles of the donors in the treatment activities mentioned above, which need to
be resolved in a next step to inform the HCW.

2.2 Requirements

Our overarching goal is to define a software framework enabling multi-dimensional
analytics and ambiguity resolution of digital traces of processes executed without
IS support and monitored via IoT. Here, we focus on a specific component of this
framework: the explicit modeling of ambiguity that results in uncertain event-
entity correlations and uncertain entity participation roles in events. Aligning
with [12], we assume uncertainty to be known in stochastic terms.

A framework achieving this goal should meet the following functional require-
ments, drawn from our experience with event sensing and abstraction, ambiguity,
and the IoT contexts that the system should operate in. F1: it should support
the online sensing of low-level event data from the process environment. Our
goal is to enable analytics of processes monitored via IoT; specifically in our
lab setup we aim to check and provide feedback about process conformance in
near real-time. Thus, we need to consider data from IoT sensors as streams of
low-level events. F2: it should be able to abstract low-level event data into the
correct high-level process events recording activity name, timestamp, and infor-
mation about all entities possibly involved in each process event to facilitate the
application of (online) process mining techniques in later steps. F3: it should
emit all events when multiple interpretations of the low-level events as process
events, and multiple interpretations of the entity-event correlations, are possible.
F4: it should allow for the online translation of process events from an event
stream in a data structure suitable to support multi-dimensional process ana-
lytics. This structure should include all possible interpretations of ambiguous
events and correlations, allowing the explicit representation of ambiguities. We
also define N1: performance as a non-functional requirement, as the framework
should be able to handle input with latencies acceptable for online settings.

3 Framework to Enable Multi-dimensional Analytics

In this section, we outline a four-step framework (depicted in Fig. [3) that ad-
dresses the requirements listed in Sect. [2| and contextualizes our main contribu-
tion, i.e., an extension of EKG with ambiguity and a method for its construction.
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Fig. 3: Framework to enable multi-dimensional analytics of processes executed without IS support in
the presence of ambiguity based on EKGAs; the focus of this paper is highlighted with the red box

3.1 Step 1: Low-level Event Sensing

Analyzing digital traces of physical world processes executed without IS sup-
port requires these processes to be observable. This can be achieved using IoT
technologies, specifically sensors able to emit low-level event streams describing
the events happening in the physical world [I4]. Here, a challenge is selecting
the right sensors to describe the physical world events that are relevant in the
process, i.e., that correspond to process activity executions. Depending on the
specific process, a domain expert selects and positions different sensors in the
process environment to sense these physical world events (cf. requirement F1),
which can then be related to process activity executions (how this is done is out
of this paper scope). Still, even with the deployment of all permissible sensors
within the process environment, there remains the possibility that these sensors
cannot unambiguously capture and describe the targeted physical world events.
Beyond the limitations posed by constrained brownfield integration scenarios,
this could be attributed to the sensors’ inability to provide adequate contextual
information during sensing, or the insufficiency of the generated low-level events
in distinguishing between physical world phenomena. Factors such as limited
sensor precision, which might also be an intentional choice to safeguard user pri-
vacy [19], further contribute to this challenge. This results in multiple physical
world events being represented by the same low-level events, which are undistin-
guishable. We assume that, when positioning the sensors, the expert is aware of
which physical world events correspond to which low-level events and of any po-
tential ambiguities. In contrast to related approaches, we leverage this awareness
to explicitly model ambiguity in the following event abstraction step.

Ezample. In our lab setup (cf. Fig. 7 to be able to detect hand hygiene ac-
tivity occurrences, we chose a proximity sensor and a scale, and positioned them
in the hand hygiene station. The proximity sensor continuously emits events
describing how close something is from the sensor at each point in time. The
scale is positioned under the hand sanitizer dispenser, and it continuously emits
events describing the weight it measures at each point in time. The reason is
that, to perform a hand hygiene, a HCW must be in proximity of the hand hy-
giene station and press the sanitizer dispenser (causing an increase in the weight)
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to release the sanitizer, and these sensors help us to detect these events. How-
ever, the sensor configuration in the setup does not provide any contextual data
about which donor is the target of the hand hygiene activity, if multiple donors
are present. Thus, hand hygiene activities done for a donor in the left station
and for a donor in the right station are represented by the same low-level events.
Similarly, in our lab setup, we use in conjunction a motion sensor, a proximity
sensor, and an ambient light sensor (sensing a donor’s arm presence on the arm-
rest) to detect three distinct process activities: apply the tourniquet on the arm,
disinfect the arm, and insert needle in the arm. These activities are represented
by the same low-level events from these sensors. Since no additional sensors can
be introduced and we cannot use cameras to disambiguate, the low-level events
generated by these sensors can be interpreted as either of the three activities.

3.2 Step 2: Low-level to High-level Event Abstraction with
Ambiguity

Low-level events emitted by sensors in Step 1 do not yield process semantics. For
example, events generated by a proximity sensor only state how close something
is from the sensor, but do not specifically inform about any process activity. The
event abstraction step fuses and translates low-level events into high-level events
with process semantics (cf. requirement F2) [I4]. Typically, this is achieved by
matching specific low-level event patterns signifying the occurrence of a process
activity. In this step, we distinguish between a design-time and a run-time phase.

At design-time, a domain expert chooses an appropriate event abstraction
approach, defines patterns of low-level events (e.g., based on domain knowl-
edge [28]), and mechanisms for matching these patterns to process events. The
discussion of details on the pattern specification is out of scope of this work.
Suitable approaches may involve, for instance, developing Complex Event Pro-
cessing (CEP) applications, like in [27], or training Machine Learning (ML)
models, like in [I8]. Leveraging process and domain knowledge, each high-level
event to be generated upon pattern matching is specified. Each high-level event
comprises an activity name, a timestamp attribute, and additional attributes
that describe the entities correlated with the event and whose values are derived
from the low-level events. Current event abstraction approaches do not account
for the existence of multiple high-level interpretations of a given low-level event
pattern—they may either assume all interpretations as correct and generate all
respective high-level events as they all occurred, or select a single interpretation
and generate the respective event, e.g., [18]. To explicitly model ambiguity, we
propose leveraging the ambiguity-awareness from the first step and augment-
ing the event abstraction procedure with a wrapper that generates each possible
high-level event interpretation of a pattern, adding a representation of ambiguity
to it (cf. requirement F'3). Specifically, we model ambiguity in terms of stochas-
tically quantified uncertainty, i.e., a probability representing the confidence value
of an interpretation [29]. While a domain expert can leverage domain knowledge
to specify how probabilities are determined during event abstraction, a domain-
agnostic naive strategy is also possible. This strategy simply distributes the



8 M. Franceschetti et al.

<event>
<string key="concept:name" value="Hand hygiene"/>
<date key="time:timestamp" value="2024-09-13T11:36:50.000+00:00"/>
<string key="perform:hcw" value="HCW0001"/>
<string key="location:station" value="Hygiene station"/>
<container key="uncertainty:discrete_weak">
<container key="uncertainty:entry">
<string key="target:donor" value="D035"/>
<double key="uncertainty:probability" value="0.5"/>
</container>
<container key="uncertainty:entry">
<string key="target:donor" value="D036"/>
<double key="uncertainty:probability" value="0.5"/>
</container>
</container>
</event>

Fig. 4: Ambiguous event example, with uncertainty regarding the specific correlated entity in the role
of activity target. The event is represented using the XES extension for uncertain event data [23].

probabilities equally across all interpretations of one ambiguity, for a total mass
of 1. In general, however, the total probability mass for one ambiguity might be
lower than 1-which is the case of indeterminate events discussed in [22].

At run-time, the event abstraction approach is deployed (e.g., as a CEP
app or service, like in [27]) to fuse and analyze low-level events being produced
by the sensors. Upon the detection of a defined low-level event pattern that
has a single interpretation, the respective high-level event is generated. If a
pattern can be interpreted as multiple high-level events, a high-level event per
interpretation is generated with the respective probability attached, as defined
at design-time. If a pattern can be interpreted as one high-level event but the
event-entity correlations have multiple interpretations, one high-level event is
generated with one attribute per interpretation with the respective probability
(cf. requirement F'3). Note that the run-time phase can help to inform the design-
time phase by discovering low-level event patterns that unexpectedly result in
multiple or incorrect high-level events. Here, an analyst can iterate between the
two phases to incrementally refine event abstraction with ambiguity, for instance
by defining new interpretations or re-assigning the associated probabilities.

Ezample. In our lab setup, we can detect the occurrence of activity Perform
hand hygiene by observing a concurrent proximity within 20 cm from the hand
hygiene station and a weight on the scale higher than 2kg. Accordingly, we
defined a low-level event pattern for a CEP service that results in the generation
of a high-level event with name Perform hand hygiene and with an attribute
specifying that the location is the hand hygiene station. However, in the presence
of two donors, when generating the high-level event we are not able to determine
which of the two donors is the activity target. Therefore, since in our setup we
follow the naive strategy to distribute the probabilities, one high level event for
the hand hygiene activity is generated with both donors indicated as target of
the activity, each with a probability of 50%. Fig. |4| depicts this event using the
XES extension for uncertain event data [23].
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3.3 Step 3: EKGA Construction

Here, we assume that the previous event abstraction step generates a stream
of high-level events with ambiguity, e.g., encoded in the XES format extended
with uncertain event data [23], as in our lab setup, through the near real-time
fusion and analysis of low-level events. In this step, we aim to translate this
stream of events with ambiguity into a representation suitable for performing
multi-dimensional analytics (cf. requirement F4). To this end, we build upon
the work in [9], which introduced Event Knowledge Graphs (EKGs), and extend
EKGs to additionally model ambiguity. As here we focus on defining EKGs with
Ambiguity (EKGAs), we refer the reader to [9] for a formal definition of EKGs.

Informally, we define an Event Knowledge Graph with Ambiguity as a La-
beled Property Graph [32] in which the set of relationship labels defines directly-
follows relationships and event-entity correlation types, and in which each rela-
tionship label has in addition a probability p as a property. The intuition is that
a correlation type label states the specific participation role of an entity in an
event, and that a probability states the likelihoods of the respective event-event
or event-entity relationship. Since correlation type labels are domain-specific,
we do not impose restrictions on their set of values. We specifically propose spe-
cialized correlation labels instead of reified correlations (i.e., each correlation is
transformed into a new entity representing it; this new entity is correlated with
the originally correlated entities by a generic relationship [5]). This is because
reification introduces additional nodes and edges in the graph, increasing its size
and making it more challenging in terms of cognitive demand for analysts to read
and understand [35]. Additionally, in an EKGA we always specify probabilities
for all relationship labels, even when their value is 1.

Formally, we define an Event Knowledge Graph with Ambiguity as follows:

Definition 1 (Event Knowledge Graph with Ambiguity). An event knowl-
edge graph with ambiguity is a labeled property graph G = (N, R, \,#) with
node labels { Event, Entity} C Ay and relationship labels {df, riype} indicating
“directly-follows” and correlation relationship types between entities and nodes,
with Teype € AR and the following properties:

1. Every event node e € NEU™ records an activity name e.act #1, a times-
tamp e.time #1, and records a probability e.p € [0, 1].

2. Every entity node n € NP has an entity type n.type #L and an identifier

n.id #1.

All correlation relationship types are subsumed by the set R = |J R"tvre.

4. Every correlation relationship r € R, 7= (e,n) is defined from an event
node e € NEV™ to an entity node n € NE™™W  we write n € corr(e) and
e € corr(n) as shorthand. Every r € R records a probability r.p € [0, 1]
and a type r.type.

5. Any directly-follows relationship df € R¥, d_f = (e1,e2) is defined between
event nodes e1,ea € NEV™  records a probability df.p € [0,1], a pair of
correlation relationship types df.rel € R"wee x R™wre and refers to a specific
entity df.ent =n € NE gnd two correlations c1,cq such that:

o
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(a) c1 = (e1,n), ca = (ea,n) € R

(b) e1.time < eg.time;

(c) e’ € NEvert such that (e/,n) € R and e;.time < €' .time < eg.time;
(d) df.p=-e1.p X ¢1.p X €2.p X ¢2.p;

(e) df.rel = (c1.type, ca.type).

The original EKG definition in [J] states that a directly-follows relationship
between two event nodes depends on the existing event-entity correlations of
the nodes and their timestamp property. It can be established only if the event
nodes correlate with the same entity node and there exists no other event node
that correlates with the same entity node and whose timestamp is between the
timestamps of the two nodes. The definition implies that an event can directly
follow multiple events based on different event-entity correlations. The intuition
is that a directly-follows relationship models a temporal order relation that is
local to the entity that the events correlate with. This allows representing the
behavioral information relevant to each individual entity separately from other
entities’ behavioral information [9]. Extending the original EKG definition, Def.
states that in an EKGA a directly-follows relationship is established on the basis
of a correlation with a common entity node, with the additional assignment of
the probability property. The probability of the directly-follows relationship is
determined as the product of the probabilities of the events and of the probabil-
ities of the correlation relationships that determine it. Note that, given an event
node and an entity node, due to ambiguities there can be multiple relationships
between them with a probability < 1. Therefore, in the presence of ambigu-
ity, there can be multiple directly-follows relationships between two given event
nodes due to the same entity node, with probability < 1. We denote with (I, p)
a (correlation or directly-follows) relationship with label | and probability p.

The procedure we propose for the online translation of a stream of high-
level events into an EKGA is similar to the one for EKG construction described
in [9], with the difference that it adds additional roles and probabilities, and
computes the directly-follows relations after each new event is added to the
graph. For each event in the input stream, a new event node FE is added to
the EKGA. The new event node is created with properties activity name as
node identifier, event timestamp as the node timestamp, and node probability
as specified in the event or 1 if not specified. For each context attribute in the
event, a new entity node N, if not preexisting, is created in the EKGA (otherwise
this preexisting N is fetched from the graph), and a new correlation edge R is
created between F and N, along with the role property for R as specified in
the event attribute. If a probability is specified for the attribute, this is assigned
to the correlation probability property, 1 otherwise. Lastly, the directly-follows
relationships for the new event are computed, based on the correlation with
the entity nodes. The probability of a directly-follows relationship is computed
by multiplying the probabilities of the new event, of its correlation with entity
N, of the most recent event correlated with NV, and of its correlation with N
(cf. Def. . In principle, the directly-follows relations can be computed after all
events have been added to the graph (cf. [9]). However, when considering an event
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Fig. 5: Example EKGA. Squares = event nodes; circles = entity nodes; dashed lines = correlations;
arrows = directly-follows relations. Event probabilities and timestamps are at each event bottom-left
and bottom-right corner, respectively

stream as input, this would mean postponing the directly-follows computation
indefinitely (cf. requirement F4). Therefore, the proposed procedure computes
new directly-follows relations after each new event (with its entities) is translated
into the respective EKGA elements. To avoid establishing incorrect directly-
follows relations, we require events to be ordered by increasing timestamp value.

Example. Fig. [5] illustrates an EKGA resulting from four high-level events
encoded in XES extended with uncertainty (cf. Fig from the blood dona-
tion process in our lab setup. The EKGA depicts four event nodes e to ey, all
with probability 1 (ej.act = Donor check-in, es.act = Donor check-in, eg.act =
Perform preliminary operations, and e4.act = Perform hand hygiene, with e;.time =
i) and six entity nodes (n; with ni.type = Donor and ny.id = D1, ny with
ng.type = Donor and no.id = D2, ng with nz.type = HCW and ns.id = H1, ny
with ng4.type = Station and ng4.id = Left station, ns with ns.type = Station and
ns.id = Right station, and ng with ng.type = Station and ng.id = Central station).
ey is correlated with ng with (perform, 1), meaning that we are certain that H1 is
the performer of the hand hygiene. ey is correlated with nq by (target,0.5) and
ey is correlated with ny by (target, 0.5), meaning that D1, resp. D2, is the donor
for which e4 occurred with probability 50%. Thus, e4 directly follows e; with
probability 50% due to ni, resp. e4 directly follows eg with probability 50% due
to ng, signifying that these df-relations are ambiguous.

3.4 Step 4: Multi-dimensional Analytics and Ambiguity Resolution

The EKGA representing a digital trace derived in Step 3 enables multi-dimensional
analytics [9]. For example, the EKG-based deterministic analyses of actor behav-
iors in [16] can provide insights into the interactions between HCWs in the blood
donation process (cf. Sect. ; another example is multi-dimensional conformance
checking [8], e.g., supported by the model in Fig. 2l However, to the best of our
knowledge, existing approaches to multi-dimensional analytics do not contem-
plate the presence of stochastic event data. Developing new ambiguity-aware
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approaches requires considering the stochastic information associated with the
event occurrence and the correlations. An option is to extend the deterministic
approach in [16] to deal with stochastically known correlations between activ-
ities and the performing actors. Additionally, as interpretations of ambiguities
are context-dependent [I7], we foresee disambiguation methods to leverage the
representation of the events situational context in terms of event-entity correla-
tions. Specifically, knowing about event-entity correlations enables the definition
of strategies to infer the admissible and most likely interpretations of ambiguous
events, i.e., context-dependent ambiguity resolution. Possible strategies include
unsupervised (e.g., LLM-driven) and supervised methods (i.e., domain expert-
driven). We plan to investigate different ambiguity resolution approaches. On
the one hand, we will leverage domain knowledge integrated with the EKGA, in
analogy to the ontology-based approach in [30] to derive missing entity identi-
fiers. On the other hand, we will use the all optimal alignments described in [25]
to determine the most likely interpretations. These are only initial examples
of the opportunities enabled by EKGAs for analytics and ambiguity resolution:
here, an exhaustive and in-depth discussion of these opportunities is out of scope.

4 Implementation and Experiments

Having demonstrated in prior work the capabilities of event sensing and ab-
straction in near real-time (cf. [27]), we implemented a prototype for the EKGA
construction procedure to assess its ability to process input in online settings.
The prototype is able to receive in input an event stream in the MQTT-XES
format [7]. To support the representation of stochastic uncertainty, we specifi-
cally consider the XES extension with uncertainty introduced in [23]. The proto-
type is implemented in Python; it uses the graph database Neo4;j E| to store the
EKGA, with Cypher as the query language. The implementation is available at
https://github.com/ics—unisg/ekga. Our execution environment is a
Win Server 2025 machine with a 12-core CPU@3.80GHz and 48GB of memory.

To assess the applicability of the prototype to an online setting (cf. require-
ment N1), we measured the latency for translating each new event in an input
stream of process events (originating from a log file) into an EKGA. To the
best of our knowledge, no event logs with uncertainty describing real process
executions are publicly available to be used as input. Therefore, we took an
event log describing 36 executions of the blood donation process conducted in
our lab setup (cf. Sect. [2)) in the period 11-13 September 2024 by a group of
local medical students acting as HCWs El Due to our lab setup being limited
to two donor stations, a maximum of two blood donors treated concurrently by
the same HCW is recorded in the log. The log contains a total of 800 events,
of which 328 uncertain, 83 unique entities, and 39 uncertain event-entity cor-
relations. We then artificially extended this log, generating an event log with

! https://neo4j.com/
2 They executed a more realistic version of the process shown in Fig. [2l with a fine-
grained specification of the activities: this specification is available in github.
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Fig. 6: Average latencies (in s) for translating events from input streams of varying size into EKGAs

400800 events, of which 164328 uncertain, and 19539 uncertain event-entity cor-
relations. In the extended log we kept the unique entities the same as in the
original log without adding new ones. This is because having events that cor-
relate with always new entities requires only local traversals of the EKGA to
compute the directly-follows relationships, which is unrealistic and it would bias
the latency measurement. We used this artificially extended log as the input for
the prototype by streaming it using MQTT-XES and measured the latency to
translate each event. The average time to process each event in the stream was
0.302s, with a standard deviation of 0.195s, and 95th percentile 0.645s. Having
measured the latency for each event, we observed a growth in the latency with
the total number of processed events. Hypothesizing that the growth is linear, we
performed a doubling test, in which we generated additional logs (all available on
github) by linearly expanding the original one to measure the respective average
translation latencies. With these measurements, we observed a linear trend in
the average event translation times, supported by a coefficient of determination
R? = 0.99903, indicating an extremely strong fit to a linear model (cf. Fig. @
Overall, the average latencies are below 1.0s, therefore compatible with the
online translation of an event stream into an EKGA for an application domain
such as healthcare. For application domains where scalability is an additional re-
quirement (not considered here), and safety-critical IoT systems requiring strict
real-time capabilities, however, further experiments might need to be conducted.

5 Related Work

Managing ambiguity in digital traces is a recognized challenge. Ambiguity is in-
dicated in [I0] to affect multiple artifacts managed in the BPM lifecycle, among
which event logs. The work in [I0] analyzes sources of ambiguity in event logs
such as missing and incomplete data, which frequently happen in IoT settings.
The manifesto paper in [I4] recognizes the necessity to deal with event log am-
biguity as one of the challenges resulting from the integration of IoT and BPM.
It specifically points out the problem of establishing event-instance correlations,
caused by the lack of a 1:1 mapping between process events and process in-
stances. Among the most pressing challenges in BPM indicated in [4] are chal-
lenges related to data quality and adequate data granularity for analysis. Data
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quality issues and inadequate data granularity are enablers of ambiguity about
event-entity correlations and entity participation roles addressed here.

The work in [30] extends EKGs with entity and activity context, introduc-
ing a rule-based inference mechanism to derive missing information in an EKG
derived from an event log. The proposed mechanism constitutes a potential al-
ternative to our proposed approach and underscores the potential of ambiguity
resolution in EKGAs. It assumes that at least one occurrence of each identifier
appears in the original event log to be able to process the whole log at once for
the inference of the missing identifiers. In contrast, we assume entity identifiers
to be always present: relaxing this assumption would allow us to study how to
apply the inference mechanism to our incremental EKGA construction. In [31],
authors implement object-centric event data models using EKGs, while in [34],
authors propose an approach for extracting object-centric event logs using knowl-
edge graphs. We expect EKGAs to allow the extension of the set of application
scenarios of these works to settings with stochastically known uncertainty.

In [2], authors studied uncertainty in event logs, proposing conformance
checking methods for logs with uncertainty [22]. With the object-centric repre-
sentation enabled by EKGAs, these works stimulate further research on how to
transfer these methods to EKGAs. The relevance of uncertainty in log data was
further highlighted in [12], focusing on challenges related to stochastically known
logs. Our stochastic modeling of ambiguity further underlines the significance of
these challenges and promotes developing new approaches to tackle uncertainty.

6 Conclusion

The convergence of multi-dimensional process analytics and the BPM-IoT inte-
gration brings forth the challenge of modeling ambiguity in IoT-based events to
enable ambiguity-aware multi-dimensional analytics. Here, we set requirements
and outlined a framework to enable the analytics of IoT-based digital traces
with ambiguous events. Within the framework, we focused on the step of explic-
itly modeling ambiguity in process events derived from IoT data as this work
main contribution. The extension of EKG with ambiguity and the definition of
the EKGA online construction method are critical constituents of this step and
pave the way to developing multi-dimensional ambiguity-aware analytics. Hav-
ing focused on modeling ambiguity, in future work we will refine the remaining
steps, develop and evaluate an end-to-end framework implementation including
analytics, and evaluate its scalability. We will also conduct a user-centered study
of EKGA understandability. Moreover, we plan to study ambiguity resolution
methods in EKGAs based on graph transformation rules and, alternatively, opti-
mal alignments to pinpoint the most likely interpretations of ambiguous events.
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