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Aggregation Statistics
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Data Breaches!! Need for Robust Solutions!

Source (time.com)
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Source: Rachel Lin 6 / 28



Main requirements

Privacy Robustness Accuracy EfficiencyRobustnessPrivacy   

Data Silos

- Privacy Laws
- Competition

Legal Frameworks and Technologies 
to facilitate privacy preserving access

5

Ï EU Data Governance ACT (DGA) (effective from 2023)
facilitate the reuse of protected public-sector data
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Aggregation Statistics: Examples
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Should we have a single server?
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Should we have a single server?
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What about Malicious Clients?
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Aggregation Statistics in Federated Learning

...

...

Client 1

Client 2

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

Client n

<latexit sha1_base64="O0AXAaHNE2NvqJuwaaQFVgXk1N0=">AAACCXicbVA9SwNBEN3zM8avqKXNYhCswl0KtQzYWEYwH5CEMLc3lyzZ2zt294TjSGvjX7GxUMTWf2Dnv3GTXKGJDwYe783szjw/EVwb1/121tY3Nre2Szvl3b39g8PK0XFbx6li2GKxiFXXB42CS2wZbgR2E4UQ+QI7/uRm5nceUGkey3uTJTiIYCR5yBkYKw0rNO/rkCKwMU1AmYxGMEFNQdI0CcDgdFipujV3DrpKvIJUSYHmsPLVD2KWRigNE6B1z3MTM8jt45wJnJb7qcYE2ARG2LNUQoR6kM8vmdJzqwQ0jJUtaehc/T2RQ6R1Fvm2MwIz1sveTPzP66UmvB7kXCapQckWH4WpoCams1howBUyIzJLgClud6VsDAqYseGVbQje8smrpF2veZc1765ebTSKOErklJyRC+KRK9Igt6RJWoSRR/JMXsmb8+S8OO/Ox6J1zSlmTsgfOJ8/9yyZ3g==</latexit>

each party makes an update
<latexit sha1_base64="gODNDHsU8xRDZlCNeptuTCsTm9Q=">AAACBnicbVDLSgMxFM3UV62vUZciBIvgqsx0oS4LblxWsA9oh5LJZNrQTDIkd4QydOXGX3HjQhG3foM7/8a0nYW2HrhwOOfe5N4TpoIb8Lxvp7S2vrG5Vd6u7Ozu7R+4h0dtozJNWYsqoXQ3JIYJLlkLOAjWTTUjSShYJxzfzPzOA9OGK3kPk5QFCRlKHnNKwEoD9zTvmxhnhssh5mCwUJQIHBGwb8J04Fa9mjcHXiV+QaqoQHPgfvUjRbOESaCCGNPzvRSCnGjgVLBppZ8ZlhI6JkPWs1SShJkgn58xxedWiXCstC0JeK7+nshJYswkCW1nQmBklr2Z+J/XyyC+DnIu0wyYpIuP4kxgUHiWCY64ZhTExBJCNbe7YjoimlCwyVVsCP7yyaukXa/5lzX/rl5tNIo4yugEnaEL5KMr1EC3qIlaiKJH9Ixe0Zvz5Lw4787HorXkFDPH6A+czx8a5Zjj</latexit>

using its local dataset
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<latexit sha1_base64="FX2MM6H78ubFyN93E6gSV1TEDVM=">AAACAnicbVDLSgMxFM3UV62vUVfiJlgEV2WmC3VZcOOygn1AO5RMeqcNzSRDkhHKUNz4K25cKOLWr3Dn35hpZ6GtBy4czrk3ufeECWfaeN63U1pb39jcKm9Xdnb39g/cw6O2lqmi0KKSS9UNiQbOBLQMMxy6iQIShxw64eQm9zsPoDST4t5MEwhiMhIsYpQYKw3ck6yvI5wQZRhorMdEAeaSEj4buFWv5s2BV4lfkCoq0By4X/2hpGkMwlBOtO75XmKCLH+acphV+qmGhNAJGUHPUkFi0EE2P2GGz60yxJFUtoTBc/X3REZiradxaDtjYsZ62cvF/7xeaqLrIGMiSQ0IuvgoSjk2Eud54CFTQA2fWkKoYnZXTG0KhBqbWsWG4C+fvEra9Zp/WfPv6tVGo4ijjE7RGbpAPrpCDXSLmqiFKHpEz+gVvTlPzovz7nwsWktOMXOM/sD5/AEw45dK</latexit>

parties share local
<latexit sha1_base64="qu/Rxr+aBr5QvXuCVnbvPcmHNDE=">AAACBnicbVDLSsNAFJ3UV62vqEsRBovgqiRdqMuCG5cV7APaUCaTm3ToZCbMTIQSunLjr7hxoYhbv8Gdf2OaZqGtZ3U4517uucdPONPGcb6tytr6xuZWdbu2s7u3f2AfHnW1TBWFDpVcqr5PNHAmoGOY4dBPFJDY59DzJzdzv/cASjMp7s00AS8mkWAho8Tk0sg+zYY6xGkSEAMah1JhEkUKosKejey603AK4FXilqSOSrRH9tcwkDSNQRjKidYD10mMlxFlGOUwqw1TDQmhExLBIKeCxKC9rHhjhs9zJSgyhFIYXKi/NzISaz2N/XwyJmasl725+J83SE147WVMJKkBQReHwpRjI/G8ExwwBdTwaU4IVSzPiumYKEJN3lwtL8FdfnmVdJsN97Lh3jXrrVZZRxWdoDN0gVx0hVroFrVRB1H0iJ7RK3qznqwX6936WIxWrHLnGP2B9fkDeyOZIQ==</latexit>

updates for aggregation
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server aggregates updates
<latexit sha1_base64="FdKSuRfbYdodAtKEjhpwITaILYs=">AAACCHicbVC7SgNBFL0bXzG+opYWDgbBKuymUMuAjWUE84AkhNnZu8mQ2dllZlYIS0obf8XGQhFbP8HOv3E2SaGJBwYO59zH3OMngmvjut9OYW19Y3OruF3a2d3bPygfHrV0nCqGTRaLWHV8qlFwiU3DjcBOopBGvsC2P77J/fYDKs1jeW8mCfYjOpQ85IwaKw3Kp1lPh4TKgGiUgSY+ZWNiYpJQZTjq6aBccavuDGSVeAtSgQUag/JXL4hZGqE0TFCtu56bmH6Wj2MCp6VeqjGxS+gQu5ZKGqHuZ7NDpuTcKgEJY2WfNGSm/u7IaKT1JPJtZUTNSC97ufif101NeN3PuExSg5LNF4WpyC/NUyEBV8iMmFhCmeL2r4SNqKLM2OxKNgRv+eRV0qpVvcuqd1er1OuLOIpwAmdwAR5cQR1uoQFNYPAIz/AKb86T8+K8Ox/z0oKz6DmGP3A+fwAmrpls</latexit>

and sends back to parties

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

11 / 28



Aggregation Statistics in Federated Learning

...

...

Client 1

Client 2

Client n

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

<latexit sha1_base64="zED4E2zI8cKJTamMaxXC8EU0ocQ=">AAACCHicbVC7TsMwFHXKq5RXgJEBiwqJqUo6AGMlFsYi0YfURpXj3KRWHSeyHaQq6sjCr7AwgBArn8DG3+C0GaDlSJaPzjlX9j1+ypnSjvNtVdbWNza3qtu1nd29/QP78KirkkxS6NCEJ7LvEwWcCehopjn0Uwkk9jn0/MlN4fceQCqWiHs9TcGLSSRYyCjRRhrZp/lQhViBNCFMokhCRDQonKVBcc9Gdt1pOHPgVeKWpI5KtEf21zBIaBaD0JQTpQauk2ovJ1IzymFWG2YKUkInJIKBoYLEoLx8vsgMnxslwGEizREaz9XfEzmJlZrGvknGRI/VsleI/3mDTIfXXs5EmmkQdPFQmHGsE1y0ggMmgWo+NYRQycxfMR0TSag23dVMCe7yyquk22y4lw33rllvtco6qugEnaEL5KIr1EK3qI06iKJH9Ixe0Zv1ZL1Y79bHIlqxyplj9AfW5w81FZoX</latexit>

server aggregates updates
<latexit sha1_base64="FdKSuRfbYdodAtKEjhpwITaILYs=">AAACCHicbVC7SgNBFL0bXzG+opYWDgbBKuymUMuAjWUE84AkhNnZu8mQ2dllZlYIS0obf8XGQhFbP8HOv3E2SaGJBwYO59zH3OMngmvjut9OYW19Y3OruF3a2d3bPygfHrV0nCqGTRaLWHV8qlFwiU3DjcBOopBGvsC2P77J/fYDKs1jeW8mCfYjOpQ85IwaKw3Kp1lPh4TKgGiUgSY+ZWNiYpJQZTjq6aBccavuDGSVeAtSgQUag/JXL4hZGqE0TFCtu56bmH6Wj2MCp6VeqjGxS+gQu5ZKGqHuZ7NDpuTcKgEJY2WfNGSm/u7IaKT1JPJtZUTNSC97ufif101NeN3PuExSg5LNF4WpyC/NUyEBV8iMmFhCmeL2r4SNqKLM2OxKNgRv+eRV0qpVvcuqd1er1OuLOIpwAmdwAR5cQR1uoQFNYPAIz/AKb86T8+K8Ox/z0oKz6DmGP3A+fwAmrpls</latexit>

and sends back to parties

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6

A baseline FL algorithm: FedAvg [McMahan et al., 2017]

Algorithm FedAvg (server-side)

initialize ✓

for each round t = 0, 1, . . . do

for each party k in parallel do

✓k  ClientUpdate(k , ✓)

✓  
PK

k=1
nk

n
✓k

Algorithm ClientUpdate(k , ✓)

Parameters: # steps L, step size ⌘

for 1, . . . , L do

✓  ✓ � ⌘rLoss(✓;Dk)

send ✓ to server

6
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Aggregation Statistics in Federated Learning
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Main Objectives in Secure Aggregation

Ï Decentralise the computation of aggregation statistics

Ï Robust computation of aggregation statistics (considering malicious clients/servers)

Ï High efficiency (communication & computation)

Ï Understand Trade-offs between objectives we care about!

Privacy Robustness Accuracy EfficiencyRobustnessPrivacy   
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Can we solve this?

Ï FHE based solutions?
Ï Can be expensive for general functions!
Ï May require key management for multiple parties!

Ï Can we do better?
Ï Need a solution that scales well and provides strong privacy and efficiency guarantees!
Ï Secret Sharing & Function Secret Sharing!

13 / 28



What is Secret Sharing (SS)?
Ï Share a value x ∈G among multiple parties
Ï Parties have no information on x

Ï x can be re-constructed from xi ’s
Ï Denoted with [x ]

Sharing types

Ï Boolean SS: x ∈ {0,1}n, for each j ∈ [m], party Pj holds {[xi ]j }i∈[n] that ⊕n
i=1[xi ]j = xi

Ï Arithmetic SS: x ∈ {0,1}n, for each j ∈ [m], party Pj holds [x ]j that∑m
j=1[x ]j = x mod Z2n
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Computations using Secret Sharing

Ï Widely-used, e.g., biometric authentication, PPML.
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What is Function Secret Sharing 1 (FSS)?

Ï Share a function f : {0,1}n →G among multiple parties
Ï Parties have no information on f
Ï fi can be evaluated efficiently at any x

Ï f (x) can be re-constructed from fi (x)’s

1Boyle, Elette, Niv Gilboa, and Yuval Ishai. Function secret sharing. EUROCRYPT 2015
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Computation using 2-Party FSS 23

Ï Reverse roles of function/program and input
Ï Share size can grow with program size

2Boyle, Elette, Niv Gilboa, and Yuval Ishai. Function secret sharing. EUROCRYPT 2015
3Boyle, Elette, Niv Gilboa, and Yuval Ishai. Secure computation with preprocessing via function secret

sharing. TCC 2019
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Constructions and applications

Very efficient constructions for simple classes from OWF
Ï Distributed Point function

Ï fα,β(α)=β
Ï fα,β(x)= 0 for x 6=α

Ï Distributed Comparison function
Ï fα,β(α)=β for x <α
Ï fα,β(x)= 0 for x ≥α

Ï Interval Containment function, etc.

Applications

Ï Reading (e.g., PIR)
Ï Writing (e.g., private storage )
Ï General secure computation.
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Applications: Private information Retrieval

Ï Keyword search with payloads
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Applications: Secure aggregation
Ï Client does not need to know which items are being tracked
Ï Server’s work proportional to number of items being tracked
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Related Work

Ref. Techniques Aggregation Pro Con

Prio4 SNIPS
Sum, variance; Or/and;
Max/min; Frq Count

Non-interactive Validation
Lightweight proof

Heavy encoding
Limited efficiency

Prio+5 SNIPS + Boolean SS - Reduced overhead Limited efficiency

Poplar6 IDPF+ Malicious Sketching t−heavy hitters Efficiency Result must be revealed
Doplar7 V-IDPF - One-round reduction -

Ï Prio and Prio+ assume malicious clients and semi-honest servers.
Ï Poplar and Doplar assume both malicious clients and malicious servers.

4Corrigan-Gibbs, H., Boneh, D. Prio: Private, robust, and scalable computation of aggregate statistics.
(NSDI 2017)

5Addanki, Surya, et al. Prio+: Privacy preserving aggregate statistics via boolean shares. (SCN 2022)
6Boneh, Dan, et al. Lightweight techniques for private heavy hitters. (S&P21)
7Davis, Hannah, et al. "Verifiable Distributed Aggregation Functions." (PETS 2023)
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Incremental Distributed Point Function (IDPF)

Definition. Given a random binary string α ∈ {0,1}n and values β1 ∈G1, · · · ,βn ∈Gn, it
outputs a key pair (k0,k1).

(k0,k1)← IDPF.KeyGen(α,β1, · · · ,βn)

ensuring that ∀j ∈ {1, · · · ,n},x ∈ {0,1}j ,

IDPF.Evalf (k0,0,x)+ IDPF.Evalf (k1,1,x)=
{
βj if x =Prefix(α, j)
0 otherwise.
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DPF vs IDPF
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Main Project Objectives

Task 1: Compute aggregation statistics against malicious clients

Ï Avoid (data or even model) poisoning attacks of the final computation

Ï Traditional approach use zero knowledge (range) proofs

Ï Use Function Secret Sharing (FSS) which provides high efficiency guarantees.
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Main Project Objectives

Task 2: Compute aggregation statistics against malicious servers

Ï Servers may bias the final result and provide false aggregation computations

Ï Control malicious servers behaviour using secure multi party computation techniques
(e.g., MAC verification of SPDZ)

Ï Combine in an efficient way function secret sharing and MAC approach from SPDZ
framework
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Main Project Objectives

Task 3: Computing aggregation statistics with high efficiency guarantees

Ï Consider that the servers perform the input verification instead of the clients before
the actual aggregation;

Ï Recent advances of FSS based computation gates with optimised communication
rounds and volume (e.g., DPF, DCP, ICF) suitable for conditional checks.
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A Preliminary Result

Input Boolean SS from potential malicious clients

Ï Flexible for different sources
Ï Easy to validate client inputs.

Computing secure aggregation (e.g., kth ranking element) using IDPF/VIDPF

Ï sub-linear communication volume cost.
Ï communication rounds depends only on input length
Ï communication rounds indepedent with the number of submissions
Ï can be easily extended to a malicious server setting using SPDZ
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Thank you for your Attention!

Contact: https://cybersecurity.unisg.ch/people
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