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“Futuristic as this may sound, the vision of individuals and groups as so many objects to be continu-
ously tracked, wholly known, and shunted this way or that for some purpose of which they are una-
ware has a history. It was coaxed to life nearly sixty years ago under the warm equatorial sun of the
Galapagos Islands, when a giant tortoise stirred from her torpor to swallow a succulent chunk of cac-

tus into which a dedicated scientist had wedged a small machine.

It was a time when scientists reckoned with the obstinacy of free-roaming animals and concluded that
surveillance was the necessary price of knowledge. Locking these creatures in a zoo would only elimi-
nate the very behaviour that scientists wanted to study, but how were they to be surveilled? The solu-
tions once concocted by scholars of elk herds, sea turtles, and geese have been refurbished by surveil-
lance capitalists and presented as an inevitable feature of twenty-first-century life on Earth. All that

has changed is that now we are the animals.”

- Shoshana Zuboff, The Age of Surveillance Capitalism
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Summary

Discussions on the protection of data privacy have been following in the shadow of all major
digital innovations of the past twenty years. Consumers’ data privacy concerns are growing
globally, and several strict data protection regulations have been passed as a response. Conse-
quently, most organisations are confronted with the question of how their data processing
activities could be more closely aligned with their customers” privacy needs. Marketing as
function plays a central role in answering this question; both as a driver of problematic data
processing and as a potential solution to it. While there have been several marketing studies
looking at the psychology and economics of privacy, the field is still missing a lens to unify
these disparate research streams. Specifically, a conceptualisation of privacy orientation on an
organisational level is needed to drive privacy research from a managerial perspective. This

dissertation aims at providing such a basis by answering the following questions:
How can companies use their consumer data privacy protection approaches for strategic differentiation?

Which are the relevant dimensions of organisational privacy orientation and how do they contribute to

a company’s marketing performance?

To this end, the relevant research streams at the intersection of marketing and data privacy of
the past twenty years are systematically analysed. Across six articles, a customer centric ap-
proach is used to define a conceptual framework of organisational privacy orientation. The
tirst four articles explore privacy orientation as a construct and how it is currently understood
in the market. The fifth article provides a thorough theoretical basis for the construct and pro-
vides first insights into its dimensionality. The last article reports a series of five studies detail-
ing the definition, development and validation of a self-assessment scale for organisational
privacy orientation. Taken together, the findings explain what organisational privacy orienta-
tion entails, how it is achieved and what is consequences are. The self-assessment scale can be
used to measure the degree of a firm’s current privacy orientation and to help formulate ac-
tionable strategies to increase it. Taken together, this dissertation’s results provide marketing
managers with the knowledge to deliver consistent, transparent privacy protection to their

customers while still reaping the benefits from processing customer data.
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Zusammenfassung

Diskussionen iiber Datenschutz standen im Schatten aller grofien digitalen Innovationen der
letzten zwanzig Jahre. Datenschutzbedenken von Konsument:Innen nehmen seit den Tagen
des Webs 2.0 weltweit zu und als Reaktion darauf, wurden weltweit strengere Datenschutz-
grundverordnungen erlassen. Infolgedessen sehen sich Unternehmen immer 6fter mit der
Frage konfrontiert, wie sie ihre Datenverarbeitungsaktivitaten besser auf die Datenschutzbe-
diirfnisse ihrer Kundschaft abstimmen konnen. Das Marketing spielt bei der Beantwortung
dieser Frage eine zentrale Rolle; sowohl als Treiber problematischer Datenverarbeitung als
auch als eine potenzielle Losung dafiir. Obwohl es mehrere Marketingstudien gibt, welche
sich mit der Psychologie und den wirtschaftlichen Aspekten des Datenschutzes befassen,
fehlt es noch immer an einem vereinenden Ansatz fiir diese Forschungsrichtungen. Um die
Datenschutzforschung aus einer Managementperspektive voranzutreiben, wird insbeson-
dere eine Konzeptualisierung der Datenschutzorientierung auf Unternehmensebene bend-
tigt. Diese Dissertation zielt darauf ab, eine solche Grundlage zu schaffen, indem sie die fol-

genden Fragen beantwortet:

Wie konnen Unternehmen ihre Ansitze zum Schutz von Kundendaten zur strategischen Differenzie-

rung nutzen?

Welches sind die relevanten Dimensionen der organisationalen Datenschutzorientierung und wie tra-

gen diese zur Marketingleistung eines Unternehmens bei?

Zu diesem Zweck werden die relevanten Forschungsstrome an der Schnittstelle von Marke-
ting und Datenschutz der letzten zwanzig Jahre systematisch analysiert. In sechs Artikeln
wird ein kundenorientierter Ansatz verwendet, um einen konzeptionellen Rahmen fiir die
Datenschutzorientierung von Unternehmen zu definieren. Die ersten vier Artikel befassen
sich mit der Datenschutzorientierung als Konstrukt und mit der Frage, wie sie derzeit auf
dem Markt verstanden wird. Der fiinfte Artikel schafft eine theoretische Grundlage fiir das
Konstrukt «Organisationale Datenschutzorientierung» und gibt erste Einblicke in seine Di-
mensionalitit. Der letzte Artikel berichtet {iber eine Reihe von funf Studien, welche die Defi-
nition, Entwicklung und Validierung einer Selbstbewertungsskala fiir die Datenschutzorien-
tierung von Unternehmen beschreiben. Gemeinsam erklédren die Ergebnisse, was organisato-
rische Datenschutzorientierung bedeutet, wie sie erreicht wird und welche Konsequenzen
fiir Unternehmen diese hat. Die Selbstbewertungsskala kann verwendet werden, um den
Grad der aktuellen Datenschutzorientierung eines Unternehmens zu messen und um Strate-
gien zur Verbesserung der Datenschutzorientierung zu formulieren. Insgesamt zeigen die
Ergebnisse dieser Dissertation Marketingmanagern auf, wie sie ihrer Kundschaft einen kon-
sistenten und transparenten Datenschutz bieten konnen, ohne auf die Vorteile der Verarbei-

tung von Kundendaten zu verzichten.
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Introduction

In the 128" Stanford commencement speech on June 16t 2019, Apple's CEO Tim Cook ad-
dressed the tech giants of Silicon Valley and reprimanded them for their lax approach to the

topic of privacy:

In a world without digital privacy, even if you have done nothing wrong other than
think differently, you begin to censor yourself. Not entirely at first; just a little. Bit by bit.
To risk less, to hope less, to imagine less, to dare less, to create less, to try less, to talk
less, to think less. The chilling effect of digital surveillance is profound, and it touches
everything. (Cook, 2019)

This attack on Apple's neighbours in the Silicon Valley was not unexpected. Just a week earlier,
Apple unveiled its new privacy-focused advertising campaign at the Computer Electronics
Show. With the slogan "What happens on your iPhone, stays on your iPhone", Apple report-
edly did not just want to offer a sales argument, but rather to restate a company mission
(Fazzini, 2019). In a news cycle dominated by "fake news", Chinese and Russian espionage and
data abuse scandals, Apple's declaration of privacy was well-received. However, the question
arose whether this promise would mark the beginning of a larger industry trend or if it was
just an advertising slogan. Of the "four most influential companies in the world" (Galloway,
2017), Apple may have produced the fewest data protection scandals, but it still benefits from
the loose handling of customer data. For example, Safari, the iPhone's standard browser, is set
up to run all search queries through Google. A privilege for which Google is said to have paid
over $9 billion (Cao, 2018). In addition, numerous applications, which have both access to us-
age data and a questionable reputation in dealing with them (e.g., Facebook, FaceApp, TikTok,
etc.), are still distributed via the Appstore (Akpan, 2019; Feldman, 2020; Fowler, 2020).

Relevance & Motivation

All this is not intended to call Apple's efforts to increase their customers’ privacy into question,
but rather to demonstrate that the issue of informational privacy is of high strategic and tech-
nological complexity. In particular, the example of mapping software shows the impotence of
data protection policies such as Apple's. In a small experiment, Hill (2019) investigated what
happens when the services of Silicon Valley's technology giants are blocked using a self-made
VPN. When it came to Google’s services, Hill discovered that many of their apps like Uber,
Yelp or Lyft stopped working because they depended on the Google Maps API. Similar inter-
actions can be observed with most modern digital platform systems: by design, these applica-

tions are linked and require a variety of customer data to function (Oxera, 2018).
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Palmatier & Martin (2019, p. 87) point to this problem with their research; they conclude that
the increased implementation of "big data technologies" (such as face recognition, voice recog-
nition, geolocation, IoT, etc.) will escalate the vulnerability of consumers regarding data pro-

tection and privacy.

The countertrend to the escalation scenario proposed by Palmatier & Martin (2019, p. 87) man-
ifests in the ratification of stricter data protection policies. In May 2018 the new General Data
Protection Regulation (GDPR) of the European Union (EU) was ratified. Its seven basic prin-
ciples are intended to address many of today’s and tomorrow’s privacy problems in a sustain-
able manner (ED6B, 2018, p. 2). Corresponding voices in the USA, which would support a
nation-wide law reform, have been growing louder for years (Auxier et al., 2019; Cisco, 2019;
Clemons et al., 2014; Lee Rainie & Duggan, 2015; Salesforce, 2019). In January 2020, the Cali-
fornia Consumer Privacy Act (CCPA), intended to protect the privacy of its almost 40 million
inhabitants, became effective. A strong political statement for the home state of the Silicon
Valley (Worcester, 2019). Only a year later, the People’s Republic of China introduced the Per-
sonal Information Protection Law (PIPL) and the Data Security Law (DSL), heralding a “thor-
ough reorganisation of the way through data is collected, stored, and managed” within all

adjacent Asian countries (Creemers, 2022, p. 1).

This creates a tension between the increasingly data-driven (marketing) applications and pri-
vacy legislation. Yet, from a marketing point of view, the main question should be focused
around where the customer stands on this issue. In the EU, there has been a slight trend in the
average acceptance of the need to use personal data for certain services in recent years. Yet,
the same report also shows customers do not like making such decisions in the first place (Rid-
ley-Siegert, 2015). This is not a new finding - Acquisti (2004, p. 21) demonstrated in the early
days of the Web 2.0 that customers, regardless of their level of knowledge, are both expressing

concerns about privacy and still use data-intensive services (e.g., Social Media).

Research on this so-called “Privacy Paradox” (Barnes, 2006) has been published throughout
the past decade — most of it declaring it either “a relic of the past” (Dienlin & Trepte, 2015, p.
295)or a “myth” (Solove, 2021, p. 51). Yet, the still ongoing debate on the paradox highlights
the difficulty in trying to map customers’ privacy behaviour in a general model. A systematic
literature review by Barth & de Jong (2017) looked at 32 decision models trying to explain the
“Privacy Paradox” and concluded that the depiction of rational decision-making behaviour is
only practicable to a limited extent, seeing that several moderating variables influence cus-
tomer behaviour. For this reason, the recommendation was made to tailor data-intensive ser-
vices closer towards the customers’ needs: " Creating privacy awareness in combination with
tools that support users in their privacy decisions should help users to avoid paradoxical be-
haviour”(Barth & de Jong, 2017, p. 1051).

To date, little research has been conducted on what data privacy strategies on an organisa-

tional level should look like. Approaches such as more transparent communication (T. Kim et
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al., 2019), incentive systems (Fuller, 2019) or increased control over shared data (Feng & Xie,
2019) have so far had mixed effects on customers. Most consumers are primarily concerned
with the overall purpose of commercial data processing (Beke et al., 2018, p. 7). Therefore,
single improvements to data processing without any strategic oversight cannot alleviate their
privacy concerns. Martin & Murphy (2017) also support this conclusion in their literature re-

view on privacy’s role in marketing:

"Although a coherent subset of theoretic approaches has provided a robust understand-
ing through deep insights, in some respects this focus has limited our view of privacy
too much to individual silos such as consumers, organisations, ethics and law. (...) Future
research directions should embody a holistic approach, blending the many consumer,
organisational, ethical, and legal concerns that feature in contemporary data privacy
questions. Since stakeholders are affected in multiple and potentially unforeseen ways,

additional work in this important domain remains critical and needed" (p. 153).

In other words, there is a need in both research and marketing practice to understand data

protection as a sustainable organisational strategy.

The Four Dimensions of the Research Question

In accordance with the recommendations of Martin & Murphy (2017, p. 153), Choi, Park &
Jung (2018, p. 50), Acquisti, et al. (2017, p. 32) and Beke, Eggers & Verhoef (2018, p. 47) the
overall research questions of this thesis are designed to both explore the intersection between
marketing & privacy from an organisational-strategic point of view while still taking the cus-

tomers’ needs into account. Thus, the overarching research questions are formulated as:

RQ1 “How can companies use their consumer data privacy' protection approaches for strategic

differentiation??”

RQ2 “Which are the relevant dimensions of organisational privacy orientation’ and how do they

contribute to a company’s marketing performance*?”

The detailed meaning of the four aspects of data privacy, strategic differentiation, privacy ori-
entation and their link to marketing performance are discussed in the following. The theoret-
ical basis and the placement within research streams of these constructs is discussed within
the studies featured in this dissertation.

Defining Privacy

Privacy has historically been a “notoriously hard to capture” concept (Koops et al., 2017, p.

487), as it has legal, psychological, philosophical and varying colloquial meanings (Parker,
3
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1974, p. 276). As such, several distinctions between types of privacy can be drawn, e.g., be-
tween “privacy of communication” and “privacy of data and image” (Finn et al., 2013, p. 5).
The term “information privacy” or “data privacy” is also often invoked in any context where
“personal information is communicated to others” (Son & Kim, 2008, p. 503). While this term
comes the closest to the topic of this dissertation, it still shows considerable overlap to other
definitions. Hence, especially when discussing customer data, the need for an overarching def-

inition of data privacy arises.

Martin & Murphy (2017, p. 136) propose a definition based on the work of Nissenbaum (2010),
which encapsulates most aspects relevant to privacy from a marketeer’s point of view: Privacy
is the “claim to appropriate flows of personal information within distinctive social contexts”.
The flow of information from the customer’s point of view can be deemed as appropriate, if
they have control over how much they can be “sensed” (using any sense) by others (i.e., in this
case, a company) (Parker, 1974, p. 273; Petronio, 2010, p. 179). What information or data con-
stitutes “personal data” is defined in legal practice as any information relating to a “directly
or indirectly identified or identifiable person” (GDPR, Art. 2-5 & Art. 26). As such, within this
dissertation, the term “data privacy” is used interchangeably with “informational privacy”.
Finally, because customers’ estimation when their personal privacy is being violated depends
on the distinctive social context of this exchange (Parker, 1974, p. 279; Westin, 2003), it is in-

cluded in this definition.

Current research strongly suggests, that while several measures to improve consumers’ data
privacy are known to us, their effectiveness are highly dependent on external conditions
(Dinev et al.,, 2012; James et al., 2015; Morlok, 2016; Plangger & Montecchi, 2020; Waters &
Ackerman, 2011) as well as the “context and personality” of consumers (Bansal et al., 2016, p.
13). This is not surprising, considering the “interdisciplinary nature of privacy research” which
needs to consider the individual, organisational and societal context of each research question
(Ginosar & Ariel, 2017, p. 955).

In the broader literature, these different levels and their effects are generally viewed through
the lens of the “Privacy Calculus” (Laufer & Wolfe, 1977; Martin & Murphy, 2017; Plangger &
Montecchi, 2020, p. 32). The calculus tracks how a given variable affects the perceived benefits
of data disclosure versus the perceived risk of said disclosure (Dinev et al., 2012; Dinev & Hart,
2006; Jiang et al., 2013; Pomfret et al., 2020; Xu et al., 2011). Yet, even when implementing pri-
vacy measures on a strategic level, their efficacy and effectiveness on the “Privacy Calculus”
will be mediated by factors outside the company’s control (Martin & Murphy, 2017, p. 151).
This is especially true when utilizing more complex behavioural privacy models, such as the
“Antecedents-Privacy Concerns—Outcomes (APCO)” model, which also considers pre-exist-
ing biases or concerns (Dinev et al.,, 2015, p. 644). Therefore, this dissertation analyses data
privacy exclusively from an organisational perspective, considering “that it is impossible to

develop a one-size-fits-all conceptualisation of general privacy” (Smith et al., 2011).
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Strategic Differentiation

Public discourse about privacy policy is most often framed dichotomously: either companies
are forced to regulate by the state, which potentially harms the beneficial effects of information
sharing (Bowie & Jamal, 2006), or they are left to self-regulate, which potentially creates large
costs for consumers down the road (e.g., through data breaches) (Acquisti et al., 2016, p. 479;
Martin et al., 2017a, p. 39; Solove, 2013, p. 1880).

Currently, the EU falls largely on the side of regulating firms” data processing (see e.g., DLA
Piper, 2020). However, this still leaves most firms with a large possibility space to further pro-

tect or exploit their customers” privacy (Pomfret et al., 2020, p. 540) (see fig. 1).

high

wasted
effort,

customer
confusion

Privacy Orientation

Laws &
Regulations
(GDPR)

high
legal / compliance
risk

medium & legal /
compliance risk

low high
Utilisation of Data Sources 18

Figure 0-1 The tension between consumer privacy and firm utilisation of data sources (Gotsch & Schigel, 2022)

Because the benefits of processing customer data are apparent to most companies, the question
arises, why they should consider voluntary self-regulations or even defining alternate revenue
streams not based on the algorithmic targeting of consumers. Companies like to use a utilitar-
ian framework when talking about privacy issues; postulating that it is a market exchange like
any other. Like exchanging currency for goods, customers trade their data for targeted promo-

tions or personalisation.

However, this reasoning is flawed, as it ignores that the former example is driven mainly by
the customers’ needs, while the latter “provides significantly more utility to marketers and
advertisers (...) fostering an unbalanced exchanged relationship that may be seen as one-
sided” (Rapp et al., 2009, p. 54). Even with equal benefits, the exchange would still favour

companies. Due to the increasing complexity involved in understanding companies” privacy
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policies, giving informed consent is difficult for most consumers (Milne et al., 2006). It has also
been suggested that especially digital platform companies are purposefully exploiting this in-
formational imbalance through their design to extract consent from consumers (Nouwens et
al., 2020; Sanchez-Rola et al., 2019; Waldman, 2020). This does not negate the fact that compa-
nies can extract benefits from customer data which are useful to customers. However, it also
hints at the existence of a strategic benefit derived from empowering customers to more effec-

tively leveraging their personal data (Martin et al., 2017a).

Hence, for customer privacy to be considered by firms as more than just a compliance issue, a
strategic focus on it must first produce such a competitive advantage. Meaning, it should give
companies the capability to perform in one or many ways that competitors would find difficult
to reproduce now and in the future (Kotler, 2000). However, to test which strategies contribute
to privacy orientation and to track their effects, a conceptualisation of privacy orientation from

an organisational perspective is needed.

Privacy Orientation

Greenaway, et al. (2015, p. 580) defined company privacy orientation as “The extent to which
a firm delivers consistent, transparent privacy protection to its customers while achieving
other important organisational objectives.” In their conceptualisation, they established privacy
orientation as a three-dimensional construct which is distinguished by control over data
streams, perceived procedural justice and legal obligations. As such, privacy orientation is un-
derstood as a means to navigate the tension between customers’ privacy demands and the

data processing needs of a firm (Greenaway et al., 2015, p. 581).

However, by understanding privacy orientation largely in terms of legal risk mitigation, any
potential upsides of treating privacy orientation as a strategic objective in its own right might
be overlooked. Privacy is a nigh universal customer need (Lombardi & Ciceri, 2016), which is
currently being underserved by data processing firms (see e.g., Cisco, 2019; Orange, 2019;
Salesforce, 2019). This suggests a first-mover advantage for firms able to sustainably position
themselves as privacy oriented (Martin & Murphy, 2017).

Similar to how the benefits of green marketing orientation are driven by a long-term invest-
ment in green products and an environmentally aware company culture (Fraj et al., 2011; Tariq
et al., 2019), it is expected that organisational privacy orientation is driven by more than just a
compliance strategy. Also analogous to green marketing efforts, it is expected that a consistent
privacy orientation can be perceived by customers as a unique positioning when compared
with companies merely partaking in privacy greenwashing (S5zabo & Webster, 2021). Hence, a
common conceptualisation of organisational privacy orientation would allow researchers to
distinguish more effectively between a strategic commitment to privacy and deceptive privacy

branding.
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Privacy and Marketing Performance

The demand for marketing performance measurements grows in tandem with the ongoing
digitalisation of company processes, (Katsikeas et al., 2016). Marketing performance itself is a
challenging construct to operationalise. Previous studies have divided the various measure-
ments for marketing performance into two rough categories: financial or non-financial (Rah-
man et al., 2017; Rust et al., 2004; Stewart, 2009). It is expected that successful marketing per-
formance first drives operational performance (e.g., customer behaviour, product market per-
formance, etc.) which, in turn, translates in organisational performance (e.g., accounting per-

formance, financial market performance) in the long-term (Katsikeas et al., 2016).

Since the benefits of data processing affect both operational performance and organisational
performance, it is expected that organisational privacy orientation might influence both. Past
studies have illustrated that neglecting privacy has a negative impact on organisational per-
formance (e.g., through negative spill over effects after data breaches) (Martin et al., 2017b).
Unfortunately, most studies so far have only investigated very specific performance measure-
ment outcomes, such as customer trust & satisfaction (Dehghanpouri et al., 2020; Eastlick et
al., 2006; Featherman et al., 2010; Wu et al., 2012), when it comes to the effects of privacy
measures. Additionally, all these studies used different tactical measures of privacy orienta-
tion and therefore lack comparability. Hence, this dissertation’s goal is to create a unified un-
derstanding of organizational privacy orientation, which allows for a meaningful comparison

between studies exploring the intersection between data privacy and marketing.

Thesis Outline

Considering that the intersection between marketing and privacy is still missing a cohesive
overarching framework and treating customer privacy “as a focal domain for proactive mar-
keting strategy is relatively new” (Palmatier & Martin, 2019, p. 180), the stated research ques-

tions are best answered in three consecutive steps (see fig. 2).

Explorative Descriptive Prescriptive

How is organisational How can companies Which are the relevant

privacy currently understood use privacy orientation dimensions of

and implemented by market for strategic organisational privacy

actors? differentiation? orientation and how do
they contribute to
marketing performance?

Figure 0-2 Overarching structure of the thesis (own illustration)

The goal of this thesis is to understand organisational privacy orientation and what effects this

construct has or could have on marketing performance. Hence, the first step, and the subject



Introduction Mauro Luis Gotsch

of the first three papers, is creating a better understanding of how privacy orientation is cur-
rently addressed in the market. Specifically, estimating the impact of the GDPR on European
companies (Paper 1), testing how the transparency and control demanded by the GDPR affect

customer perception (Paper 2) and what role marketing as a function plays in both (Paper 3).

The second step involved establishing a theoretical basis on which organisational privacy ori-
entation as a construct could be built upon. The lens of “customer centricity” was used to unify
the different perspectives on privacy into a cohesive set of actionable measures (Paper 4). In
combination with previous literature on organisational privacy initiatives, a better under-
standing on the possible contexts and circumstances, in which privacy measures could suc-

cessfully be employed, was developed.

Finally, the findings from all four papers were combined into a robust and valid conceptuali-
sation of the privacy orientation construct (Paper 5 and 6). The construct and its corresponding
self-assessment scale can be used to catalogue the strategic measures available to companies
when orienting themselves towards privacy as well as observing the effects of said measures.
Such an overview is not just necessary to explore the possibility space from a marketer’s point

of view, but also to make privacy orientation measurable for experimental testing.

Apart from being able to aid in the assessment of privacy measures across different industries
(e.g., through comparing effect sizes) the scale is also able to identify different dimensions
along which companies can adjust their existing policies to gain competitive advantages

through organisational privacy orientation.
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Papers at a Glance

The first three papers explore specific facets of the intersection between marketing and data privacy. Paper 1 was written as a retrospective on
the impact of the GDPR on commercial data processing and how marketers have and could have reacted to it. Paper 2 and Paper 3 quantitatively
explore the impact of three major factors contributing to higher organisational privacy from a marketing point of view: customer control over
data streams, transparent data processing and employee privacy literacy. Paper 4 creates the foundation for the concept of organisational privacy
orientation and posits the customer centric thinking as its major component. Finally, Papers 5 and 6 conceptualise organisational privacy orien-

tation, describe how it is built within organisations, how it can be measured and what impacts it has on a company.

Explorative

Authors and
Title

Research

Question

Research
Method

Publication
Status

Results

P1 Gotsch, 2020:
Whathave marketers learned
after two years of GDPR?

What strategies have
companies used to reconcile
their data processing activities
with the GDPR?

Conceptual, desk research

Swiss Marketing Review, 2020
6). 4-9.

P2 Gotsch, 2021:

The individual and joint effects
of data usage control &
transparency on customers’
privacy responses

How do data usage control and
transparency in a corporate
context affect situational trust
and privacy behavior before
and after a data breach?

2x2 experimental survey,
analysis of variance, mediation

2021 AMA Summer Academic
Conference, Poster Submission

P3 Friesenecker, Gotsch &
Schogel, 2022:

Knowing is half the Battle - The
Effect of Marketers’ Privacy
Literacy on SMEs’ Privacy
Crientation

How do data usage control and
transparency in a corporate
context affect situational trust
and privacy behavior before
and after a data breach?

Quantitative data collection,
mediation modelling

Marketing Review St. Gallen,
2022 (2). 36-43.

P4 Gotsch, 2022:
Customer Centricity & Data
Privacy: A story of
misunderstanding

How can customer centric data
privacy be conceptualized? Is
customer centricity beneficial
to organizational privacy
orientation?

Conceptual, desk research

Marketing Review St. Gallen,
2022 (2). 12-19.

P5 Gotsch & Schégel, 2021:
Addressing the Privacy
Paradox on the Organisational
Level - Review and Future
Directions

How can companies address
the privacy paradox to improve
their customers’ information
privacy?

Systematic literature review

Management Review
Quarterly, 2021. 1-34.

P6 Gotsch & Schdégel, 2023:
Organisational Privacy
Crientation - Scale
Development and Validation

How can organizational privacy
orientation be conceptualized?

Scale development across 5

studies

Journal of Business
Research, under review

Literature overview,
conceptual development and
definition of research gap.

Demonstrating the limitations
of tactical organizational
privacy measures.

Identifying the marketing
function as a vital influence on
privacy orientation

Identifying the marketing
function as a vital influence on
privacy orientation

Framework establishing the
dimensionality and processes
behind privacy orientation

Measurement development
for the organizational privacy
orientation construct

Figure 0-3 Papers and publication status in overview (own illustration)
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Abstract

In May 2018, the European Union’s General Data Protection Regulation (GDPR) was ratified.
At the time, it was the most demanding and comprehensive data protection regulation for a
market of this size. Companies around the world have since tried to adapt their internal poli-
cies to meet European customers' needs for more control over personal data streams. But how
have marketers reacted to this change and what have companies learned about customer cen-

tricity in data privacy over the last few years?

Keywords: privacy marketing, DSGVO, strategic marketing management, customer centricity
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Introduction

Since the European Parliament adopted the new “General Data Protection Regulation on the
protection of individuals regarding the processing of personal data” (GDPR) in April 2016,
management magazines have speculated what the end of the Wild West of data collection
would mean for marketers (Murphy & Field, 2018). GDPR, which is based on the concept of
data privacy as a fundamental human right, was predicted to “dramatically affect the way
data is collected” worldwide (Downes, 2018). On the one hand, because its protection should
extend to all citizens in the European Union (EU), no matter where their data is processed. On
the other hand, the seven GDPR core principles presented in Figure 1 should make it impos-

sible to collect data automatically without explicit customer consent.

GDPR Principles

1. Legality, fairness & transparency: Collectionon

an understandable & lawful basis.

2. Purpose limitation: Data may only be used for
f— stated purposes. et e—
= Col\lrer‘t. i 3. Data minimisation: Only as much data may be E —
-0 - collection collected as is necessary for the stated purposes.
B—. 4. Accuracy: Stored data should be up to date and E -
— LI.'.I.I. - accurate. =]
Collnset.nt—based 5. Storage limitation: Data must not be stored longer Verifiable dat
Gusiomar collection o e erifiable data Legally
data 6. Security: Adequate data security must be ensured. processable data

7. Accountability: Compliance with the principles
must be recorded and verifiable.

Figure 1-1 The seven core GDPR principles (own illustration)

Despite the potentially costly consequences for unprepared companies, many industry experts
referred to the GDPR as “good news for marketers” (Gilbert, 2017). For example, Goddard
(2017, p. 705) stated that the newfound transparency in data processing would put companies
on an equal footing with their customer base and thus foster sustainable trust. Seo et al. (2018)
further speculated that gained insights from optimised data processing would lead to more

secure data management overall.

Since then, over 160,000 data breaches have been reported to the EU Data Protection Supervi-
sor. Moreover, surveys have repeatedly shown that consumers do not feel any safer about their
data privacy than they did before the ratification of the GDPR (see e.g., Insight Intelligence,
2020; Orange, 2019; SUSE, 2019). Of course, part of this uneasiness among customers can be
explained by the media hype surrounding the legal changes and, more recently, the public
discourse on tracking technology that emerged during the COVID-19 pandemic. However,
given the exponential rise in customer data collection (Reinsel et al., 2018), it seems more likely

that customers will continue to be concerned about data protection for the foreseeable future.
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This trend has long been apparent: in several pre-pandemic consumer surveys, 72% of partic-
ipants said they would “stop shopping with a company because of privacy concerns” (Cisco,
2019, p. 4; Salesforce, 2019, p. 21).

As one of the biggest beneficiaries of data processing, marketers increasingly have had to ask
themselves the following: How can we meet our customers’ growing concern for data privacy?
What does a sustainable data processing strategy look like? And what have we learned about

data privacy in recent years since the introduction of the GDPR?

How GDPR sheds light on a longstanding marketing problem

Long before GDPR, data privacy legislators and researchers alike called for the private sector
to pay more attention to the privacy needs of their customers. Wang and colleagues (1998)
warned of the erosion of customer privacy through "internet marketing" (p. 70) almost 25 years
ago. The authors argued that marketers in particular were in a good position to collect and
implement customers’ legal and operational privacy requirements across the organisation.
With the proliferation of the first social networks, these recommendations were given added
emphasis. For example, Sarathy et al. (2003) noted that “firms will need to pay continuous
attention to privacy issues if consumer goodwill and successful marketing are to be achieved”
(p. 124).

These recommendations were then—as they are now—based on two trends: the increasing
need among consumers globally (see e.g., Clemons et al., 2014) for sustainable data privacy
(Goldfarb & Tucker, 2012), and the escalated vulnerability of consumers’ privacy to digital
(marketing) technologies (Palmatier & Martin, 2019).

Prior research showed that consumers often feel their online privacy is being violated, but at
the same time they do not know how to effectively fend off such privacy violations (Lombardi
& Ciceri, 2016). This is not a new finding. Acquisti (2004, p. 21) has already shown in the early
days of the Web 2.0 that customers—regardless of their level of knowledge —express privacy
concerns while still using data-intensive services (e.g., social media). Since then, the study of
this so-called “Privacy Paradox” (Barnes, 2006) has developed into its own branch of research,
but with inconsistent results. A literature review by Barth and de Jong (2017) examined 32
decision models from studies on the Privacy Paradox and concluded that the definition of a
general decision-making process has only limited viability, as too many variables influence

consumer behaviour.

One of the most frequently cited explanations for consumers’ “paradoxical” behaviour is the
one-sided power relationship of sharing personal data (Martin & Murphy, 2017). Companies
often falsely claim that this is a market exchange like any other: Customers exchange data for

personalised services. However, this assumes the exchange has been initiated by consumers
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and is based on an equitable balance of power. Yet, since data points are worth almost nothing
individually, customers lack the bargaining chips to establish a fair trade. The value of per-
sonal data comes from its aggregation and subsequent processing. The power imbalance is
turther reinforced by the fact that a seller of such data can ignore potential costs resulting from
the sale. However, any person whose data is being sold may face hidden costs (e.g., by sensi-
tive data being published) (Varian, 1996). As a result, customers often engage in data ex-
changes that “[provide] significantly more utility to marketers and advertisers” and foster
such an “unbalanced exchange relationship that may be seen as one-sided" (Rapp et al., 2009,
p. 58).

But even with equally distributed benefits, consumers are at a disadvantage: the legal terms
of data sharing agreements are usually too opaque. Both privacy policies and collection meth-
ods are increasingly complex to understand (Milne et al., 2006; Milne & Boza, 1999; Slepchuk
& Milne, 2020). Additionally, many digital platforms intentionally exploit this information im-

balance through their design to gain consumer consent more easily (Nouwens et al., 2020).

Nevertheless, customers may still be willing to pay for services with personal data. In the EU,
even before the implementation of GDPR, there was a small yet significant trend towards ac-
ceptance of sharing personal data in exchange for tangible consumer benefits. However, the
same study also showed that customers did not like to make such decisions, as it was perceived

that companies alone determine the terms of said exchange (Ridley-Siegert, 2015).

The direct impact of GDPR

The GDPR’s implications quickly became apparent to companies worldwide: If they indeed
wanted to continue doing business with EU citizens, they would quickly need to understand
and adhere to EU data processing law. Accordingly, the immediate impact for companies was
mainly monetary through legal fees and process restructuring. Online companies with free-
mium models that relied on reselling customer data had to rethink their business model. Of-
fline companies that rarely focused on maintaining their databases suddenly found them-
selves forced to take drastic steps. For example, the pub restaurant chain Wetherspoons deter-
mined it to be more efficient to delete its entire customer email database than to separate data
obtained under consent from legacy data recorded pre-GDPR (Manthorpe, 2017). For Fortune
500 companies, it was estimated that on average of 16 million USD has been spent on com-
pany-wide GDPR compliance projects (Smith, 2018). Teixeira and colleagues (2020) deter-
mined that the most common issue of such compliance projects was harmonising data pro-
cessing across multiple sales and communication channels. Many companies reported a lack
of access to technical and EU-specific legal knowledge. Shastri and colleagues (2019) argued
this was due to GDPR being fundamentally incompatible with previous data architectures.
Accordingly, adaptations would have to be implemented from the ground up and company-
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wide. Anything else “would amount to fixing a leaky faucet in a sinking ship” (Shastri et al.,
2019, p. 1).

These difficulties were also reflected in privacy statements around the globe. One survey (Lin-
den et al., 2020, p. 62) of 6,278 companies within and outside of the EU found that while virtu-
ally all companies surveyed had changed their privacy statements, the benefits for consumers
were scant. On average, the authors found improvements in transparency and specificity of
the declarations could be observed (especially within the EU), but many declarations failed to

achieve the full disclosure and transparency required by the GDPR.

At the same time, the notification requirement of the GDPR demonstrated that updating data
privacy practices was necessary for many companies. Before the pandemic, the daily average
number of data leaks reported in the EU was 278, an increase of 12.6% when compared to the
previous year (DLA Piper, 2020, p. 4). Despite this, the EU’s Data Protection Commissioner
remained reluctant to prosecute breaches to the extent that the law intended. The 50 million
EUR fine imposed on Alphabet (previously known as Google) in 2019 accounted for 89.X% of
total fines in the first year of the GDPR, a far cry from the maximum possible fine of 3.7 billion
EUR (i.e., 4.0% of Alphabet’s global revenue) (Herrle & Hirsh, 2019).

However, this could change in the foreseeable future: As soon as models for automatic and
objective verification of GDPR compliance find wider use, there will be more instances that
can reliably detect data protection breaches (Torre et al., 2019). As legislators become more

familiar with these rules, stricter sanctions for breaches are to be expected (Vinocur, 2019).

What does this mean for the future of marketing?

Despite the impact of the GDPR to-date, the situation for consumers may not improve in the
long-term. Palmatier and Martin (2019, p. 84) suggested the increased use of Big Data (e.g.,
facial recognition, voice recognition, Internet of Things) will further escalate consumers’ pri-
vacy vulnerability —whether data processing is consent-based or not. These recent advances
in technology show high potential for use in marketing but rely on a foundation of consumer
trust. Accordingly, by building the necessary infrastructure for privacy-oriented strategies
(e.g., anonymisation processes, data-minimising analytics, effective privacy training), compa-

nies could gain a crucial strategic advantage in their market (Li et al., 2019; Seo et al., 2018).

Nevertheless, the attested potential of data privacy as a strategic option in its own right has
rarely been transferred into practice. This is the case despite initial findings pointing to the
significant benefits of a privacy-oriented marketing strategy. A stronger focus on customers’
digital privacy has previously been associated with higher trust and customer satisfaction
(Dehghanpouri et al., 2020; Eastlick et al., 2006; Featherman et al., 2010; Wu et al., 2012), greater
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willingness to share data (Dinev & Hart, 2006; Hui et al., 2007; Morlok, 2016), data leak miti-
gation (Malhotra & Malhotra, 2011), and corporate economic performance (Martin et al., 2017).

If companies wish to secure these strategic advantages, a shift in company culture is a prereq-
uisite. As many GDPR restructuring projects have shown, it is not enough to focus solely on
minimum compliance with the law. Marketers should learn not to view data protection
through a legal lens, as this view “cannot achieve the goals demanded of it” (Solove, 2013, p.
1903). Instead, marketers should build on the foundation that GDPR has laid and actively help
customers “navigate an otherwise very uneven playing field” (Acquisti & Varian, 2005, p. 503).
This requires a shift from asking, “Who collects what data?” to asking, "How is that data used?"
(Matz et al., 2020, p. 116).

Current privacy paradigm Customer-centric privacy paradigm

* Lens: Privacy as a legal issue * Lens: Privacy as a marketing strategy

+ Central concern: Who collects what data? + Central concern: How is the data used?
» Tools: Notice and consent » Tools: Dialogue and service mentality

« Approach: Reactive » Approach: Pro-active

+ Central driver: Law & policy + Central driver: Customer needs

* Focus: Data quantity * Focus: Data quality

Figure 1-2 Paradigm shift (based on Matz et al., 2020)

At first, the changes under GDPR were mainly communicated to customers through numerous
informational emails, laying out how company privacy policies would be adjusted. Since then,
marketers have not noticeably improved at selling the value of their data processing practices
to customers. The herein discussed Privacy Paradox will persist as long as customers feel that

companies are not accommodating their stance on data privacy.

The GDPR remains an opportunity for marketers to create sustainable privacy awareness
within their own companies. Today, marketers have the tools at their disposal to support cus-
tomers in the customer journey with adequate data privacy decisions. Old ideas, such as con-
sent-based dialogue marketing (Gerdes & Hesse, 2013), not buying and selling data, or em-
powering the customer (e.g., through increased transparency, more control, or easier opt-out)

can help customers “overcome their paradoxical behaviour” (Barth et al., 2019, p. 65).
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There are many philosophical, legal, technological, and ethical reasons for promoting data pri-
vacy. But from a marketing perspective, the goal is to “first satisfy the customer” (Gunther,
2009, p. 19) and to engage them in an equitable dialogue on data privacy. Not because it is
required by the GDPR, but because it is an essential part of the customer experience for many

companies.

Avoiding vulnerabilities in customer data . il ~ Anticipate global consumer and legislative

storage through data minimisation and "f":‘ f;‘”“ trends. Develop simple, customer-focused
\ / data processing policies.

higher transparency & customer control

Gain strategic

Reconciling big data and data privacy: advantages Regaining trust after data breaches

Personalisation and targeting should not be dva ge < through apologies and protective

overdone. through data settlements
privacy

Explain the value of data sharing for the ;” "\.\ Build internal data privacy knowledge &

customer and the company. Protecting - '”‘J"‘ W~ implement a data protection scorecard,

customer data from third parties is helpful. T to track data protection metrics.

Figure 1-3 Strategic advantages through data privacy (based on Palmatier & Martin, 2019)
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Abstract

New (marketing) technologies drive an exponential increase in globally collected data (Reinsel
et al.,, 2018, p. 3), a trend which is expected to further “escalate” customers vulnerability (Pal-
matier & Martin, 2019, p. 87) in the coming years (see fig. 5). If unchecked, it is feared the trend
may permanently erode consumers’ ability “to take make meaningful action” (Fast & Jago,
2020, p. 44) to protect their privacy. Together with the increasing number of yearly data
breaches across industries (DLA Piper, 2020, p. 4), the question on how to prevent and recover

from corporate privacy failures grows in importance.

Previous literature has proposed firms should increase their customers’ data usage control and
transparency to both reduce customers’ risk exposure and allow them to make more informed
choices (Acquisti et al., 2013; Beke et al., 2018; Martin et al., 2017). While control and transpar-
ency have been shown to mediate negative customer reactions after a privacy failure (Martin
et al., 2017), it is not clear what their individual effect is on the initial evaluation of a company

as well as their individual importance for recovery after a corporate privacy failure.

This paper expands on existing privacy literature by juxtaposing the effects of data usage con-
trol and transparency individually, demonstrating that data usage transparency even without

increased control has a more central role in trust recovery than previously reported.

The results have several implications for corporate data collection processes, first and foremost

on the efficiency and effectiveness of engaging customers in a transparent privacy dialogue.

Keywords: Privacy Marketing, Customer Behaviour, Data Leak, Trust Generation
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Key Contributions in Overview

Research Questions

Palmatier & Martin (2019, p. 102) cite data usage transparency and control as the central in-
struments at a company’s disposal to “empower” their customers and reduce their vulnerabil-
ity to privacy failures. Although their effectiveness as mediators between privacy failures and
customer behavior has been demonstrated (Ayaburi & Treku, 2020; Bansal & Zahedi, 2015;
Martin et al., 2017), it is still unclear on how they directly affect customer behavior. Hence, this

paper aims at answering two questions:

¢ RQI: How do data usage control and transparency in a corporate context affect situa-
tional trust and privacy behavior before and after a data breach?
e RQ2:Is the joint effect of data usage control and transparency significantly higher than

their individual effectiveness?

Method

In a 2x2 experimental survey with 221 participants it was tested whether differing levels of
data usage control and transparency would change participants’ perceived trust and protec-
tive behavior before and after a data breach scenario was introduced to them. The independent
variables of data usage control and transparency were operationalised using four fictional pri-
vacy policies, with the levels for each of the variables (high & low) being manipulated accord-
ing to the criteria for evaluating privacy policies detailed by Martin et al. (2017) and Dinev, et
al. (2012). Based on the privacy policy, trust before breach (adapted from Chen & Jai, 2019) and
perceived control and transparency (adapted from Dinev et al., 2012, p. 313; Martin et al., 2017,
p.- 54) was measured across all groups. All participants were then presented with a fictional
data breach scenario, which was adapted from three real data breach cases (eBay Inc., 2014;
Equifax, 2017; Target Corporation, 2013). Finally, their trust and switching intention to com-
peting firms were measured using the proposed scale by Martin, et al (2017, p. 54).

Results

It was found that both trust before and after the breach were significantly higher by the group
with high transparency and control (group 1, n=56). At the same time, switching intention was

significantly lower in group 1 when compared to the group with both low transparency and
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control (group 4, n=57). Additionally, the experiment showed that the group with low trans-
parency, but high control (group 2, n=55) was less trusting and more likely to engage in pro-
tective behavior after the breach in comparison with the group which offered high transpar-
ency and low control (group 3, n=53). Hence, while customers clearly profit from the joint
effect of transparency and control, they evaluate them individually and differently. This hints
at the higher importance of a transparent privacy dialogue between customers and firms being

a central driver of behavioral outcomes.

Finally, since the levels of trust before breach were significantly different between all the
groups, we tested whether it was a mediator between the IVs and behavioral outcomes. Using
the PROCESS Macro by Hayes (2017), we found the effect of the IVs on trust after the breach
and behavioral outcomes to be significantly mediated by the trust before the breach (see fig.
2).

Conclusion

The results affirm the hypothesised positive effect of data usage transparency and control on
customers privacy evaluation and behavior. Additionally, through the direct manipulation of
the IVs, it was shown that high transparency is more effective at fostering trust in customers
when compared to high control alone. Hence, for companies to build trust regarding their data
collection processes, engaging the customer in a transparent privacy dialogue can be seen both
as a prerequisite to build trust and to protect the company from the negative fallout of a po-

tential privacy failure.

In a next step, we’d like to repeat the study as a field experiment, to see if the effectiveness of
transparency and control is as context sensitive as privacy concerns in general are (Bansal et
al., 2016).
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Abstract

In the face of far-reaching privacy regulations such as the General Data Protection Regulation
of the EU (GDPR), Marketing as a function needs to formulate long-term privacy goals to not
become a central driver of risky customer data processing. Marketers are in a unique position
to promote and enforce firm-wide data privacy measures; both by specifying its own data
needs and by promoting adequate protection measures on a touchpoint level. This is especially
true in small and medium-sized enterprises (SME), where marketers often exert direct control
over touchpoints such as company websites. Yet, to utilise this potential, marketers require a
basic level of privacy literacy. Using survey data of 55 SMEs, we evaluated the link between
marketers’ privacy literacy and their SME’s website privacy orientation. The results show that
most marketers in the sample do not demonstrate a higher privacy literacy than the general
public. Additionally, almost half of the websites analysed did not implement all the privacy
measures demanded under the GDPR. These first results establish a link between high privacy

literacy and website privacy orientation.

Keywords: Privacy Literacy, Information privacy, Privacy concern, Survey, Privacy strategy, OPLIS
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Core Hypothesis

e Since marketers in SMEs have more direct control over their firm’s touchpoints, the level
of their privacy literacy will help to determine the privacy orientation of these touchpoints.

e Marketers with a higher privacy literacy will perceive a higher risk for customers to share
personal data via their firm’s website.

e The privacy orientation of most SME websites will be geared towards the minimum legal
requirements instead of the customers” potential privacy benefits.

e Marketers with an academic or professional background in IT will exhibit a higher general
privacy literacy.

e A customer-oriented privacy policy implemented by SME marketers could help them ex-
ceed current privacy regulations while building the internal know-how and customer trust

essential for the usage of data-intensive marketing technologies.

Managerial Implications

e Marketers in SMEs show little in terms of above average privacy literacy and about one in
five of SME websites in the sample did not even feature an explicit privacy policy. This
unpreparedness suggests a higher privacy risk when sharing customer data with SMEs.

e Swiss SMEs should invest in meeting the GDPR’s six basic principles — not only because
they most likely apply to them, but also because they represent a shift to a more customer-
oriented privacy strategy.

e Investing in privacy trainings for marketers could improve the privacy orientation of data
collecting touchpoints and thus reduce legal and image risks.

e Moving from a compliance-oriented towards a customer-oriented privacy strategy re-
quires marketers with a high general privacy literacy.

e Hiring marketers with an IT-background is a short-term solution to raise the privacy liter-

acy within a given firm.
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Introduction

While big enterprises like Google, Amazon, Facebook, Apple or Microsoft are under intense
scrutiny regarding their data privacy practices (see e.g., Stuart, 2021), comparatively little at-
tention has been paid to the privacy practices of small and medium enterprises (SME). Natu-
rally, SMEs generally collect and utilise far less customer data and have access to less advanced
analytical capabilities (Bianchini & Michalkova, 2019). However, as a result, both research
about and tools regarding SME privacy practices and IT-security have so far been “largely
neglected” (Heidt et al.,, 2019, p. 1286). As SMEs’ capabilities and access to data processing
tools (e.g., Al-aided customer relationship management software) are expected to increase
(Bianchini & Michalkova, 2019; Coleman et al., 2016; Sen et al., 2016), this knowledge gap could
become a risk factor. In light of far-reaching privacy regulations such as the General Data Pro-
tection Regulation of the EU (GDPR) and the “exceptional vulnerability” of SMEs to cyber-
attacks (Van Haastrecht et al., 2021, p. 1), more research to understand and improve SMEs’
privacy orientation is needed. However, since SMEs tend to be more “resource constrained”
(Hernandez-Linares et al., 2021, p. 179) and potential solutions should therefore build upon

already existing capabilities or functions.

Past research has showcased a variety of approaches to improve a firm’s privacy orientation
and marketing as a function “is often specifically named as being the central node of the mod-
ern privacy debate” (Gotsch & Schogel, 2021, p. 24). In SMEs, marketing capabilities are both
used to “attain superior business results” (Lekmat et al., 2018, p. 213) and are often concen-
trated in the hands of a few natural persons (Camra-Fierro et al., 2012). This means, the control
of data-collecting touchpoints like websites are often directly shaped by a single person or a
small team. SME marketers are therefore in a unique position to both specify their firm’s in-
formational needs to reduce surplus data being collected (Zuboff, 2019) and to ensure the sat-
isfaction of customers’” privacy demands throughout their journey. Yet, to utilise this potential,
it is likely that SME marketers require a basic level of privacy literacy (Baruh et al., 2017).

Hence, this study aims to answer the following question:

RQ: Does the privacy literacy of marketers working in a business-to-consumer SME influence

the privacy orientation of their firm’s website and privacy policy?

A quantitative approach following a three-step procedure was chosen to provide first insights
into the link between privacy literacy in marketers and privacy orientation. In a first step, the
privacy literacy of SME-employees with influence over their firm's touchpoints was recorded
using a structured online questionnaire. In a second step, the corresponding privacy state-
ments and websites were analysed. This was done on the basis of the legal minimum require-
ments defined within the GDPR and recorded by means of a structured evaluation form. Fi-
nally, the link between privacy literacy and data protection orientation of the website was

tested using a multiple regression approach together with an analysis of variance (ANOVA).
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Theoretical Basis

Privacy is a construct that is “notoriously hard to capture” (Koops et al., 2017, p. 487), as it has
psychological, philosophical, ethical and legal dimensions. For the purpose of this study, Nis-
senbaum’s (2010, p. 4) definition covers the most important aspects of informational privacy
as a “claim to appropriate flows of personal information” within the “distinctive social con-
text” of a customer-firm interaction. Hence, for an SME’s privacy policy to be “privacy-ori-
ented”, it should allow the customer to easily view and adjust the level of how much they can
be “sensed” by said SME through the data shared with them (Belanger et al., 2002, p. 245;
Parker, 1974, p. 273; Petronio, 2010, p. 179).

While most modern data privacy laws set a baseline of protection which should be upheld by
any entity collecting data (“privacy by design”, GDPR, Art. 25), the sharing of personal data
is still largely treated as a matter of personal responsibility. Yet, consent-driven privacy self-
management faces the “inherent limitation” (Barocas & Nissenbaum, 2014, p. 31; Solove, 2013,
2021) of most customers being unable to overcome the “rational, irrational and structural”
factors influencing their decision-making process (Gotsch & Schogel, 2021, p. 4). As a result,
customers’ expressed privacy concerns often do not match with their level of disclosed per-

sonal data across various platforms (Acquisti, 2004; Norberg & Horne, 2007).

This limitation can be partially addressed by increasing the privacy literacy of all the parties
involved. Trepte et al. (2015, p. 339) elaborate on this notion and state that privacy literacy is a
combination of factual or declarative ("knowing that") and procedural ("knowing how")

knowledge on the protection of one’s own privacy.

Generally, increasing privacy literacy within a firm’s human-resource pool to achieve a higher
privacy orientation overall has been recommended within several studies (Amiri et al., 2018;
Bulgurcu et al., 2017; Gotsch & Schogel, 2021; Kokolakis, 2017; Schogel, 2016; Solove, 2013;
Taneja et al., 2014). However, the link between marketers’ privacy literacy and touchpoint pri-
vacy orientation has not been established so far. This study aims to test the feasibility of this
recommendation within the SME context, where such a connection is more direct than in a

large firm. Hence, we hypothesise:

H1: The presence of SME-marketers with a high privacy literacy will increase the privacy orientation

of the touchpoints under their influence.

Since the decision to collect personal data from a SME'’s perspective is also a rational weighing
of customer risks and benefits, it is assumed that marketers perform a privacy calculus similar
to their customers (Dinev & Hart, 2006; Zhu et al., 2017). To properly assess both the benefits
and risks of their customer’s disclosure of data, marketers need a certain level of privacy liter-
acy (Trepte et al., 2015).
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H2a: SME-marketers’ privacy literacy positively affects the perceived risks of customers disclosing per-

sonal data over touchpoints under their control.

H2b: SME-marketers’ privacy literacy negatively affects the perceived benefits of customers disclosing

personal data over touchpoints under their control.

While privacy literacy is assumed to have a direct effect on the privacy orientation of touch-
points, it is also likely, that this effect is partially mediated by the privacy calculus, as it is with

customers’ protective behaviour (see e.g., Yun et al., 2019).

H3a: SME-marketers” perceived risks of customers disclosing personal data over touchpoints under

their control positively influences the privacy orientation of said touchpoints.

H3b: SME-marketers” perceived benefits of customer’s disclosing personal data over touchpoints under

their control negatively influences the privacy orientation of said touchpoints.

Process
Privacy Calculus
v Perceived Risk _ bv.
Privacy Literacy N of Disclosure 43, Privacy Orientation
OPLIS H1(+) Privacy
Scale Principles
4, A
% y
Perceived
Benefits of
Disclosure
Figure 3-1 Hypotheses & research design
Methodology

The data was collected in two steps: first via an online survey, manually targeted towards
SME-owners or employees with marketing responsibility and second by using a structured
evaluation form for the corresponding websites and privacy policies. The data set was col-
lected using direct mailings to SME marketers from Switzerland. A firm was determined to be
an SME if it employs less than 250 people (Bfs, 2020). Additionally, all the SMEs in the sample
had to operate within a business-to-consumer (B2C) context with access to their customers’
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personal data. The final sample came down to 55 SMEs operating a B2C business within Swit-
zerland or Lichtenstein. Of those SMEs, micro firms (<10 employees) made up almost half of
the sample, followed by small firms with approx. 40% (<50 employees) and finally medium
companies with about 10% (<250 employees).

The questionnaire the SMEs were sent was structured in two parts — first asking for de-
mographics and measuring the calculus and various control variables (e.g., IT-background).
Second, the Online Privacy Literacy Measurement Scale (OPLIS) developed by Trepte et al.
(2015, p. 338) was used to measure privacy literacy. The scale was developed on the basis of a
qualitative content analysis of research articles and adapted to be deployed in the German-
speaking market (Masur et al., 2020). It was reduced by Masur et al. (2017, p. 256) to a 20-item
validated scale, able to “predict the implementation of data protection measures”. To evaluate
SMEs’ privacy orientation, the evaluation method by Martin et al. (2017, p. 42) was used. It

treats SMEs’ privacy policies as meaningful proxies for their actual privacy practices.

Hence, for each SME, their privacy policies and their primary website were analysed. The eval-
uation was based on the legal requirements of the GDPR. The following aspects were taken

into account:

J Provides support for exercising the right to object (opt-out options).

J Explanation of what data are collected (type and scope of data collection).

J Explanation of how data are used (purpose or use)

J Explanation of how data will be shared in the course of exchange

L Provides contact information for privacy inquiries

. Informs about the use of cookies on the website

. Informs about (or offers) the possibility to deactivate cookies

] Informs if and which analysis tools are used (e.g., Google Analytics)

. Information about users’ rights such as the right to information, deletion, correction

and transfer of personal data

. Deploys cookie banners on pages utilizing them

The stricter requirements of the GDPR were applied to judge the Swiss SMEs’ privacy policies,
because it is assumed that the majority of data collecting companies in Switzerland are affected
by EU law due to the market location principle (see GDPR Art. 13, Ebert & Widmer, 2018, p.
12; FDPIC, 2018, p. 3; Mdhle, 2021). We chose to sample Swiss SMEs, because despite most
likely having to adapt GDPR guideline, they in general demonstrate a low expertise about
these principles (Ebert & Widmer, 2018, p. 11).
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Results

The data of the 55 SMEs was compiled by one author and checked for accuracy (e.g., by re-
reading privacy policies) as well as prepared for analysis by the other. All data was compiled
and analysed using IBM SPSS Statistics.

Privacy Literacy within SMEs

In order to put the overall privacy literacy of the SME participants in the proper context, their
results were compared to the norm table for privacy literacy within the general German pop-
ulation from the OPLIS guide created by Masur, et. al (2020, p. 13). It shows that the population
average of 12 was slightly but not significantly lower than the SME-mean of 13.2 correctly
answered questions. In total, only around 60% of SMEs demonstrated a privacy literacy that
is above the population average. Unsurprisingly, the 11 SME participants with a background
in IT were found to have a significantly higher (p<0.01) mean OPLIS score, than other partici-

pants.

OPLIS is designed to measure privacy literacy across four knowledge dimensions. Figure 4
shows the cumulative percentage of how high the knowledge levels are across the dimensions
within the sample. It shows that there are knowledge gaps relating to the data processing prac-
tices of third-party institutions as well as the current legal practices. Both of these dimensions
are critical in the assessment of potential risks of disclosure of personal data (Masur et al.,
2017), which in turn might also explain the gap in cyber security capabilities between SMEs
and larger firms (Heidt et al., 2019; Van Haastrecht et al., 2021). These findings are also in line
with previous studies, which suggest that privacy literacy training is of low importance in
SME:s (Ebert & Widmer, 2018; Heidt et al., 2019).

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Technical privacy knowledge

Knowledge of privacy protection strategies

Knowledge of institutional privacy practices

Knowledge of societal privacy practices

mlow medium high

Figure 3-2 OPLIS knowledge levels (n=55)
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Figure 3-3 Website privacy orientation items (n=55)

The data on the privacy orientation of the SMEs was collected in a two-month period by one
researcher, directly following upon a participant answering the questionnaire. Once the data-
set of 55 SMEs was collected, another researcher reviewed all the criteria again, to ensure a
reliable reading while decreasing the chance of misinterpretation. Figure 5 shows the individ-

ual percentages of requirements met by the SMEs.

The informational requirements (points 1 to 5) were met by the majority of SMEs in the sample
(56%). SMEs usually informed customers that personal data would be collected, although it
was not always specified exactly which data would be stored.

When providing contact information for privacy inquiries, most of the SMEs listed their stand-
ard address (info@XYZ). This suggests that there is no specific office or person entrusted with
the task — further supporting the idea of SME-marketers being able to exercise direct control

over collected customer data.
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Figure 3-4 Privacy orientation of SME websites (n=55)

Overall, a majority of SMEs showed a medium to high privacy orientation on their website
and privacy policy (see fig. 5). However, considering the measurement was derived from the
minimum requirements found in the GDPR, the SMEs are only oriented towards minimal
compliance. Almost all privacy policies in the sample provide customers with some infor-
mation on how data is collected, but without mentioning any specifics. This finding is in line
with a larger shift in the “landscape of privacy policies” triggered by the ratification of the
GDPR: coverage of privacy policies might have improved, but often at the cost of reduced
specificity (Linden et al., 2020, p. 47).

The Connection between Privacy Literacy & Orientation

The descriptive results paint a picture of how privacy is understood and practiced within the
SMEs in the sample, but it does not provide additional information on the relationship be-
tween the variables. Figure 7 shows the correlations between all the variables in the proposed

model.
OPLIS Per. Risk Per. Benefits Privacy Orient.
OPLIS 1 A21%* 026 313**
Per. Risk 427 1 .248* .103
Per. Benefits .026 .248* 1 -.151
Privacy Orient. 313%* 103 =151 1

Figure 3-5 Corelations between model variables / * sign. at the 0.05 level (2-tailed) / ** sign. at the 0.01 level (2-tailed)
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Since several of the independent variables were found to be significantly correlated, the vari-
ance inflation factors were calculated to test for multicollinearity, but none of them exceeded
the value of 2. While the focus lied predominantly on testing the research model presented in
tigure 1, alternative models were calculated to test the mediating effect of the privacy calculus,
control for SME variables (e.g., industry) and interactions. However, these models did not
show significant loadings (i.e., a p < .05) and hence we proceeded to evaluate the original

model’s fit and path coefficient results shown in figure 6.

Process
Privacy Calculus

v
Privacy Literacy

DV
Privacy Orientation

Perceived Risk
of Disclosure

OPLIS 312
Scale

Privacy
Principles

Perceived
Benefits of

Disclosure

Figure 3-6 Model with standardised path coefficients / *sign. at the 0.01 level

With the rather small R* = .123, the models’ errors are only about 5% smaller on average than
those of the constant-only model. The direction of the effects is as hypothesised, with privacy
literacy increasing perceived risks and privacy orientation and perceived benefits decreasing

privacy orientation. However, only the first two paths showed a significant effect.

To test the effect on a group level, the sample was then divided according to the OPLIS ranking
suggested by Masur et. al (2020). Three groups were formed with low OPLIS scores (<11 Pt.),
medium OPLIS scores (12-15 Pt.) and high OPLIS scores (>15 Pt.). The difference in the mean
value of the privacy orientation between the three groups is statistically significant (p=0.041).
While the mean of the medium group showed no significant difference to the others (5.2), in
companies with a low privacy literacy, the privacy orientation of the website (3.5) was found
to be significantly lower than that of companies with a high privacy literacy (6.5). Despite the
limited sample, first indices for privacy literacy affecting the privacy orientation in SME touch-

points could therefore be found.
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Discussion

We examined how privacy literacy of SME-marketers impacts their privacy calculus and the
privacy orientation of the touchpoints under their control. By using a multiple regression ap-
proach together with an analysis of variance, we were able to support the hypothesis of pri-
vacy literacy influencing privacy orientation but had to reject our proposed model of how this

influence manifests in a cause-and-effect relationship.

Hypothesis  Variables Result

H1 Privacy Literacy & Privacy Orientation Supported
H2a Privacy Literacy & Perceived Risk Supported
H2b Privacy Literacy & Perceived Benefits Not Supported
H3a Perceived Risk & Privacy Orientation Not Supported
H3b Perceived Benefits & Privacy Orientation Not Supported

Figure 3-7 Hypothesis and results in overview

Even though privacy literacy served as a significant predictor for the privacy orientation of the
SMEs touchpoints, the privacy calculus could not be supported as the process used by mar-
keters to translate knowledge into action. Seeing how SME-marketers with a high privacy lit-
eracy still perceived the threats of disclosure to be higher than those with lower literacy, sug-
gests that the decision to follow stricter privacy measures is not driven by a customer-centric
logic. It is likely, that even within the SMEs shorter chain of command, the environmental
context (e.g., less strict privacy laws in Switzerland), technical hurdles (e.g., out-of-the-box
websites), and firm-specific considerations (e.g., marketing culture) have a larger influence
than customer considerations (see also Sarathy & Robertson, 2003). Additionally, in line with
the study by Ebert & Widmer (2018, p. 3), Swiss SMEs also do not seem to regard privacy as

an important strategic mission.

The survey on privacy literacy showed that the knowledge level of SME-marketers was only
slightly above the population average. This hints towards insufficient knowledge among
SMEs in the area of data protection and modern privacy practices — especially considering the

comparatively low difficulty of the OPLIS-scale.

The analysis of the websites and the data privacy statements showed that at least half of the
SMEs only barely comply with current legal requirements. For every fifth firm, an explicit
privacy policy was missing from the website. It can be assumed, that many SME:s still work to
a considerable extent with potentially problematic data regarding their compliance with the
GDPR. The majority of companies with a good data protection orientation met the data pro-
tection requirements under the GDPR. However, the stricter provisions of the GDPR regarding
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a transparent and understandable use of customer data (e.g., what kind of user profiles are
created based on sales data?) or renouncement of social media plugins (i.e., usage of social

network data for retargeting) were hardly met by any SME in the sample.

The hypothesis that higher privacy literacy leads to higher data protection orientation was
supported. However, due to the comparatively low contribution of privacy literacy and the
privacy calculus on data privacy orientation, considerations for the customers’ view are un-

likely to drive further privacy enhancements.

Conclusion

Marketing strategies across industries are increasingly based on the processing of customer
data. Along with these practices, privacy concerns in the population have increased as well
(see e.g., Auxier et al., 2019; Veritas, 2017). At the institutional level, companies are facing
stricter legislation with the introduction of the GDPR and the potential expansion of the nDSG
in Switzerland (Pfister, 2021). Marketers, as key users of customer data, are thus increasingly

caught in the tension between data processing and protection.

In this context, this study researched whether the privacy literacy of SME marketers in a B2C
context has an impact on the privacy orientation of their SME. By means of a standardised
questionnaire, 55 SME marketers were surveyed about their privacy literacy and a sum index
was calculated. Furthermore, the websites and the privacy statements of the corresponding
SMEs were evaluated on the basis of a GDPR-oriented control form. Finally, it was investi-
gated whether there was a cause-and-effect relationship between the privacy literacy of SME

marketers and the data protection orientation of their SME.

The results show that the majority of SME marketers in the sample do not demonstrate a sig-
nificantly higher privacy literacy than the general public. Additionally, almost half of the web-
sites analysed did not implement all privacy measures demanded under the GDPR. A SME'’s
industry was no significant predictor to this end as well. While the privacy literacy of SME
marketers served as a predictor of implementation of said measures, it is not done via the
hypothesised privacy calculus. Hence, other factors not relating to the customers” potential
risks and benefits drove the implementation of privacy measures within these SMEs. These
results are in line with the previously reported reactive and compliance-oriented stance of
SMEs when it comes to data privacy and cyber security (Ebert & Widmer, 2018; Heidt et al.,
2019; Lopes & Melao, 2016; Van Haastrecht et al., 2021). Additionally, a qualitative finding in
the analysis of the privacy statements was the predominant citation of articles of law that were

difficult to understand, and not communicatively oriented toward customers.

Since the privacy calculus is unlikely to serve as a mediator between privacy literacy and pri-

vacy orientation, testing other process variables is still necessary in future research. Examining
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an SME’s structure, IT-budgets, data-processing practices or training efforts might produce a

more complete understanding of how privacy literacy affects privacy orientation.

It is expected that SMEs will increasingly try to build the capabilities to use big data applica-
tions to carve out a competitive advantage within their industries (Bianchini & Michalkova,
2019; Sen et al., 2016). However, the current compliance and self-management focused privacy
strategy “cannot achieve the goals demanded of it” (Solove, 2013, p. 1903). Hence, a shift to-
wards a more proactive privacy strategy — investing early into the resources and the
knowledge-base to build privacy compliant and secure data processes is needed. On the one
hand, to keep up with current privacy legislation, and on the other, to meet the growing cus-

tomer demand for privacy (Palmatier & Martin, 2019, p. 176).

We have shown that marketers acquiring a basic level of privacy literacy can contribute to the
building of these resources and overall privacy orientation. Therefore, further investments into
employee privacy trainings are a good start in the fight against privacy violations — after all,

knowing the how and what of privacy is half the battle.
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Abstract

The argument of customer centricity has been used to justify excessive customer data collec-
tion for well over 20 years now. However, reducing the value of customers to mere data points
that can be further processed in aggregated data sets, often leaves the original definition of
customer centricity behind. This paper shows why a return to the original definition makes

sense for marketers and can at the same time contribute to the data privacy of customers.

Keywords: privacy marketing, data processing, surveillance capitalism
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Core Theses

e The argument of customer centricity has been and still is often used inconsistently to jus-
tify excessive customer data collection.

e Automatic or agnostic data collection is often neither legal thanks to modern data privacy
laws, sustainable, or customer-oriented due to an increasing demand for data privacy.

e Areturn to the basics of customer centricity can help marketers establish forward-looking
data processing practices.

e Investing in customer-centric privacy practices early on builds the necessary trust and

knowledge required to apply innovative marketing technologies.

Practical Implications

e Check how much excess data is generated by your touchpoints and where this data is
stored and processed.

e Invest early in customer-centric structures and processes that are necessary for a tighter
purpose binding of customer data processing.

e Increase the amount of data collected only if existing personnel already have the necessary
technological and analytical skills to process it.

e Investin anonymisation and encryption technology across all used data architectures.
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Introduction

In many companies, the digitalisation of customer processes is being driven by the term cus-
tomer centricity. Yet, it often remains unclear whether customer centricity is cited as a strategy,
structure, orientation, or sales argument. What is clear, however, is that customer-centric dig-
italisation should generate all data necessary to personalise company services (see e.g., Day,
2003; Gulati & Oldroyd, 2005a; Latinovic & Chatterjee, 2019). The underlying assumption is
that the more customer data is being collected, the more product development and sales op-
portunities will arise. However, as target customers are reduced to mere data points, it be-
comes increasingly easier to view them only as such or to even sell them as a product to third
parties. In the past, these data sets were used to engineer marketing algorithms and targeted
advertising campaigns. Recently, aggregating data and using it in artificial intelligence train-

ing sets has evolved into its own distinct business model (Lobschat et al., 2021).

This equation of data collection and customer centricity has been pushed since the late 1990s,
especially by digital platforms such as Google and Amazon, applied in popular discourse (Gal-
braith, 2005; Gulati & Oldroyd, 2005b; Shah et al., 2006; Sheth et al., 2000; Waisberg & Kaushik,
2009), and often accepted as “the holy grail of marketing” to this day (Latinovic & Chatterjee,
2019, p. 3).

However, amid an increased vulnerability of consumer data privacy and rising global demand
for more data privacy, a key question emerges: How customer-centric and sustainable are
these business models? This positioning paper argues that a return to the original marketing
goal of customer centricity is necessary: to place the satisfaction of customer needs in co-crea-
tion with one's own clientele at the centre of entrepreneurial action. This requires a basis of

trust, which can only be realised with a strategic privacy orientation.

Customer obsession, data collection, and behavioural surplus

In 1997, Jeff Bezos outlined the strategic pillars that continue to define Amazon to this day.
Likely the best-known of these pillars is Bezos” often quoted “customer obsession” (Denning,
2013). His goal was a culture built on data-driven familiarity —almost data-driven intimacy —
with customers. Rossmann, former executive at Amazon, described the culture as follows: “It’s
everyone's job to know the customer and get excited about them. [...] Know the details of the
customer experience and find out what causes friction for customers [in the buying process]”
(Rossman, 2019). To this day, Amazon lists “becoming the world's most customer-centric com-

pany” as the core of its mission (Amazon, 2021).

Translated into strategy, this can be summed up as recording and storing every customer in-
teraction across every available Amazon touchpoint. Whether it is via the Amazon online

storefront, Prime Video, Kindle, Twitch, Audible, Wholefoods physical stores, or the Alexa
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virtual assistant, every second of interaction is stored to serve the mantra of customer obses-
sion. Far from just service-related behavioural data (e.g., usage time), this creates a surplus of
seemingly worthless customer information. It is this “behavioural surplus” that drives the en-
gine of modern digital platforms (Zuboff, 2019, p. 13). For example, Alexa and its connected
ecosystem of home and kitchen appliances serve as a veritable personal supply chain of inti-
mate life data. This data is fed into various machine learning algorithms to optimise the cus-
tomer experience across all platforms or to design completely new products (Amazon, 2018).
Whether this process is always completely legal was called into question in 2021 with a 746
million EUR GDPR fine levied against Amazon. The original complaint, which triggered the
lawsuit that was still ongoing at the time of publication, claimed that Amazon’s processing of

personal data was not based on “free consent” (Burgess, 2021).

Nevertheless, the success of this tapping of anticipatory customer data has greatly benefited
Amazon: The majority of US households are estimated to have an active Amazon Prime ac-
count (Kats, 2020) and the company continues to be used as a benchmark for the entire retail
industry (Jindal et al., 2021).

Amazon has also successfully duplicated and sold this same strategy to its competitors in re-
cent years. Thanks to the easy integration of products into the Amazon Marketplace (Ritala et
al., 2014) and the integration of Alexa into products by third-party developers, numerous com-

panies have access to select parts of the Amazon data supply chain.

It is therefore no wonder that “data collection for more customer centricity” still constitutes a
popular dogma for many businesses (see e.g., Microsoft, 2020, p. 5). But if “more customer

data” is so often the answer, what was the original question?

How customer centricity is falling behind

The concept of customer centricity is mostly used by companies to publicly imply “the cus-
tomer is important to us.” However, despite—or perhaps because of —the popularity of the
term, it is discussed rather controversially in marketing literature (Fader, 2012; Habel et al.,
2020; Shah et al., 2006). According to one contemporary definition, a company is customer-
centric if it “places the interests of its customers at the centre of its entrepreneurial activities
[...] by introducing customer-centric organisational structures, customer-centric information
technologies and customer-centric marketing strategies” (Habel et al., 2020, p. 25). The concept
is thus positioned as the antithesis to product centricity (Fader, 2012; Galbraith, 2005; Shah et
al., 2006). Most literature on customer centricity revolves around two issues: the lack of a com-
mon understanding of what factors constitute customer centricity (see e.g., Shah et al., 2006) ,
and the benefits of customer centricity from a business perspective (see e.g., Gummesson, 2008;
J. Y. Lee et al., 2015). But even the aspects of customer centricity that are clearly defined in

theory are rarely encountered in practice.
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Customer-centric organisational structures are estimated to be used by less than 30% of For-
tune 500 companies (J. Lee et al., 2015; Ulaga, 2018). This is because customer-centric structures
increase both the cost and complexity of customer interactions. At the same time, these costs
may not be outweighed in all market positions by the difficult-to-measure benefits of a cus-
tomer-centric organisation (Habel et al., 2020; J. Y. Lee et al., 2015).

Within customer-centric information technologies “customers are an integral and critical part
of the [technology’s] development” (Liang & Tanniru, 2006, p. 11). Open software architec-
tures, such as the Wikipedia architecture, allow for the dynamic development of systems in
tandem with customer needs but are rarely used by companies due to a lack of complete con-
trol (Wagner & Majchrzak, 2006).

The question remains then, whether we can at least observe customer-centric marketing strat-
egies. Here we come back to Amazon’s customer obsession: Bezos’ strategy originally pursued
a purely customer-centric service logic (Bettencourt et al., 2014; Vargo & Lusch, 2004) with his
online bookstore. The “job-to-be-done” was not to sell a particular book to customers, but to
offer each user a suitable read. The interactive rating by customers and the associated recom-
mendation algorithm are an example of customer orientation in platform design (Liang & Tan-
niru, 2006). This is why Amazon allowed competing bookstores and independent publications
on its platform early on: more providers meant more choices for the customer, as well as a
better understanding of their interests. The assumption was also that reduced search efforts
and storage costs, would allow niche products to be sold more often (Meiseberg, 2016). Ama-

zon has since proven that this same logic can be scaled in other product categories as well.

However, the openness of Amazon’s platforms also meant that the majority of offers soon
came from product- or market-oriented companies. For these suppliers, the Amazon algorithm
does not serve to fulfil a “job-to-be-done” with the customer (Christensen et al., 2016) but to
increase sales. The question for a supplier is not "What need does the customer satisfy with
our product? " but "What can we do to make the customer consume our product?"(Riedmann-
Streitz, 2018, p. 213). Amazon recognised this as an opportunity and soon positioned itself as
an interesting partner for the advertising industry; “the driver for Amazon's business success
became not only the transaction and the associated revenue such as commission, but the time
the platform is used” (Kramer, 2018, p. 16).

Digital platforms alongside Amazon have undergone a similar evolution. Google realised
early on that profit lay not in the customer need of finding relevant data alone, but in selling
predictive models to the advertising industry (Zuboff, 2019). Facebook has long been known
not only as a social media company but, thanks to scandals like Cambridge Analytica (Isaak
& Hanna, 2018), as a dystopian product platform (Wakefield, 2021), which according to whis-
tle-blower Frances Haugen “puts its astronomical profits before human welfare” (Haugen,
2021). In virtually all digital platforms, the customer is now traded as a product in one form

or another (Park et al., 2018). The more a customer can be reduced to a data point, the easier it
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is to sell them as a product. The original idea of data-driven customer centricity is thus left in
the dust entirely (Riedmann-Streitz, 2018, p. 212).

From a marketing perspective, this is undoubtedly lucrative but likely unsustainable. From a
business perspective, because it increases both the eventual cost of a data leak (Chen & Jai,
2019; Cheng et al., 2017; Choong et al., 2017; Janakiraman et al., 2017) as well as data processing

costs, e.g., investment in data architectures that are not needed (Experian, 2020).

From a customer perspective, because their potential costs can range from echo chambers,
price discrimination, and psychological damage to identity theft (Acquisti et al., 2020, p. 748).
Privacy concerns are therefore increasingly being voiced by the public (Acquisti et al., 2020;
Cisco, 2019; Plangger & Montecchi, 2020; Salesforce, 2019) and customers are slowly learning
how to defend themselves against unwanted data requests with VPNs and adblockers (Howe
& Nissenbaum, 2017). In such an environment, it will not be enough to collect as much data as
possible; instead, fundamental trust based on an understanding of customer needs will be es-
sential (Gotsch & Schogel, 2021). Jumping on the same trends as Amazon requires major re-
sources and customer data. Nevertheless, small and medium-sized enterprises have shown
that they, too, can execute a functioning customer-centric strategy with far less resources at-
hand (Coleman et al., 2016).

Customer-centric equals privacy-driven

Amazon’s success demonstrates that the goal of data privacy from a corporate perspective
cannot be to avoid data processing all together. Instead, companies should be looking to pro-
cess data to improve their products rather than selling them (Fader, 2012). Improving in this
case means that data is processed only to “look for more customer needs to satisfy" (Galbraith,
2005, p. 11). However, this query should be for the services currently being used, not for hy-
pothetical future products.

This is the core idea of customer centricity: to “generate customer intelligence” by “actively
engaging customers in marketing and innovation processes to co-create value with them”
(Lamberti, 2013, p. 594). At the same time, customer centricity shifts the focus of organisational
processes from the product offered to the customer experience as a whole, with the aim of
improving value creation in relation to the individual customer (Lamberti, 2013; Prahalad &

Ramaswamy, 2004; Wind & Rangaswamy, 2001).

This is also a desirable approach from a privacy perspective. Findings in psychology stated
that data privacy needs of individuals are best captured through dialogue: “Negotiation of
privacy rules is necessary to mitigate or prevent violations by [data] co-owners” (Petronio,
2010, p. 181). In a product-oriented company, the workforce is typically organised around sales
and production (West & Wildeman, 2009), which discourages a company-wide dialogue on
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data privacy due to fragmented data structures between departments (Kim et al., 2016). A cus-
tomer-centric company, however, is focused on the needs of individual customer groups and
can deploy resources across departments to meet them more efficiently (Lessmann & Vof,
2009; Sheth et al., 2000).

Finally, in order to eliminate the current information asymmetry in the data exchange between
customers and companies (Acquisti & Varian, 2005; Eastlick et al., 2006; Varian, 1996), market-
ers need to be able to reach out to their customers and proactively educate them about poten-
tial opportunities and threats beyond their privacy policies (Milne & Bahl, 2010). This is only
possible if data processing endeavours are valued individually and that this value creation is

reflected in the company's performance measures (Lamberti, 2013).
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L Data processing

. Data Maximizing
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—
Touchpoint
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Customer Data Flow Interaction
Evaluation Analysis — -+ Dataminimizing
— + Purpose limitation
+ Transparent
+  Consent-driven
+ Controllable
Service
Improvement

Figure 4-1 Customer-oriented and speculative data flows (adapted from Zuboff, 2019)

Responsible and customer-centric

In recent years, The market power of digital platforms such as Amazon has vacated the mean-
ing of customer centricity. Instead of a collaborative fulfilment of the customer’s “job-to-be-
done,” products and services are created for a multitude of data supply chains under the guise
of customer centricity. The benefits of the data collected are rarely transferred directly and to
the full extent to these same customers (Acquisti et al., 2020, p. 747). The collection and aggre-
gation of such data surplus is still propagated too often, especially in marketing, despite
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tougher data protection laws. Yet, some developments already point to the lucrative return to

a privacy-oriented customer centricity:

e Customers across the world have an innate need for (digital) privacy that is currently
not being met by most data-collecting companies (Lombardi & Ciceri, 2016; Newell,
1995; Oulasvirta et al., 2012).

e The erosion of data privacy through Al-driven (marketing) technologies (Fast & Jago,
2020; Reinsel et al., 2018) increases both the demand for privacy and the opportunity
for competitive differentiation by using privacy as a strategic focal point (Palmatier &
Martin, 2019).

e Customers’ need for privacy is inadequately met by relying on self-regulation through
a reactive, compliance-driven privacy strategy (Acquisti et al., 2020; Slepchuk & Milne,
2020; Solove, 2013, 2021; Varian, 1996). This is because under prevailing law, obtaining
customer consent is easy, even with guiding design, while using protective technolo-
gies involves further resources (i.e., time and money) from the customer’s perspective
(Nouwens et al., 2020; Waldman, 2020).

e Marketing as a function has the capabilities to pursue a proactive privacy strategy (Pal-
matier & Martin, 2019; Rapp et al., 2009), while marketing theory (with customer cen-
tricity) enables the creation of an overarching evaluation framework for privacy strat-
egies (Gotsch & Schogel, 2021).

e It has already been shown that a sustainable and proactive approach to privacy con-
cerns has benefits in the areas of legal safeguarding (Solove, 2013), resource and talent
management (Anhalt-Depies et al., 2019), branding (Fazzini, 2019; Mcgee et al., 2017)
and the collection of high-quality customer data (Wang & Yu, 2015).

With customer-centric privacy strategies, companies in select markets are thus more likely to
sustainably meet the increasing demand for data privacy and gain a competitive first mover
advantage (Martin & Murphy, 2017, p. 152).

Several companies have already started to disrupt their industry’s standard on data pro-
cessing. Even cross-industry initiatives, such as the Privacy Icons Association launched by Mi-
gros, Swisscom, SBB, and Credit Suisse, show how comparatively simple means can be used
to increase the transparency of data requests (Hotz & Glatthaar, 2020). Start-ups for so-called
data clean rooms like Decentriq (Sturzenegger, 2021) or for synthetic data like Statice
(Statice.ai, 2021) prove that even privacy-preserving collaborations between companies are
possible. In a similar vein, the messenger app Threema, with its consistent data protection
branding and focus, has managed to replace competitors such as WhatsApp as the permitted

communication channel for the Swiss army (Hollenstein & Novak, 2022).

It is up to such future-oriented companies to prove that data-driven marketing and data pri-
vacy need not be contradictory. This requires a return to the promise of customer centricity:

aligning with the needs of the customer rather than the value of customer data.
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Figure 4-2 Customer-oriented view of data protection (based on Gotsch & Schigel, 2021)
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Abstract

The discrepancy between informational privacy attitudes and actual behaviour of consumers
is called the “privacy paradox”. Researchers across disciplines have formulated different the-
ories on why consumers’ privacy concerns do not translate into increased protective behav-
iour. Over the past two decades multiple differing explanations for the paradox have been
published. However, authors generally agree that companies are in a strong position to reduce
consumers’ paradoxical behaviour by improving their customers’ informational privacy.
Hence, this paper aims at answering the question: How can companies address the privacy
paradox to improve their customers” information privacy? Reviewing a sample of improve-
ment recommendations from 138 papers that explore 41 theories in total, we determined that
companies can generally align their privacy practices more closely with customers” expecta-
tions across 4 inter-connected managerial processes: (1) strategic initiatives, (2) structural im-
provements, (3) human resource management, and (4) service development. The findings of
this systematic literature review detail how companies can address both the rational and irra-
tional nature of the privacy decision-making process. Furthermore, we propose a dynamic

model able to identify weaknesses and strengths in companies’ privacy orientation.

Keywords: Privacy paradox, Information privacy, Privacy concern, Decision-making, Privacy strat-

egy, Systematic literature review
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Introduction

The “Social Media Age of Privacy” (Yun et al., 2019, p. 573) started about 20 years ago . With
it came an increased concern regarding personal information privacy, commonly defined as
the concern of consumers about companies’ privacy practices which could compromise their
ability to control their personal information (Smith et al., 1996, p. 191). This escalation of con-
cerns continues to this day, with 81% of U.S adults feeling like “they have no or little control
over the data companies collect from them” and thinking the “potential risks of companies
collecting data about them outweigh the potential benefits” (Auxier et al., 2019, p. 4). However,
early studies observed that customers’” stated high privacy concerns did neither translate into
a lower willingness to share personal data (Acquisti, 2004) nor into increased protective be-
haviour (Norberg & Horne, 2007). This value-action gap, which Barnes (2006) popularised un-
der the term “privacy paradox”, is still a prevalent topic amongst privacy researchers across

various disciplines.

In their systematic literature review, Barth & de Jong (2017) examined 32 decision models from
journal articles on the topic of the privacy paradox. They arrived at the conclusion that con-
sumers’ privacy behaviour is probably only predictable to a limited extent, as several moder-
ating variables influence customer behaviour. For this reason, the recommendation was made
to orientate data-intensive services more strongly towards the customers’ needs: "The creation
of data protection awareness in combination with tools that support users in their data protec-
tion decisions should help them to avoid paradoxical behaviour”(Barth & de Jong, 2017, p.
1051). Martin & Murphy (2017, p. 153) also support this conclusion in their literature review
on the role of privacy in marketing: "Although a coherent subset of theoretic approaches has
provided a robust understanding through deep insights, in some respects this focus has lim-
ited our view of privacy too much to individual silos (...) Future research directions should
embody a holistic approach, blending the many consumer, organisational, ethical, and legal
concerns that feature in contemporary data privacy questions." In other words, companies are
in a strong position to reduce consumers’ paradoxical behaviour by improving their custom-
ers’ informational privacy. Despite the prevalent recommendation for companies to adapt a
“more proactive approach” (Dinev et al., 2015, p. 652), current literature across disciplines does
not sufficiently address the privacy paradox on an organisational level . Hence, this paper aims
at answering the following question: How can companies address the privacy paradox and

improve their customers’ information privacy?

In this paper, we review 138 papers with 41 different theoretical approaches to the privacy
paradox and evaluate their recommendations on what companies could learn from their stud-
ies. We begin by staking out our theoretical position and its importance for data collecting
companies. Afterwards, we detail our methodological approach and the steps taken in search-
ing and appraising the past twenty years of privacy paradox research. Our findings elaborate
on how the recommendations of these papers can be structured in order to create a dynamic

model of how to address the privacy paradox on the organisational level. We conclude the
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article by discussing our review’s contributions and limitations and finish by identifying ave-

nues for future research.

Theory

Greenaway & Chan (2005, p. 172) identified three “levels” information privacy research is
usually conducted on: the “personal” level (consumer research), the “sectoral/national” level
and the underrepresented “organisational” level. The first level is the most well-represented
within information privacy research, as consumer concerns about and reactions towards pri-
vacy are directly observable (Amiri et al., 2018; Barth & de Jong, 2017; Feng & Xie, 2019; Ko-
kolakis, 2017). The sectoral level is focused on policies and regulations intended to protect
privacy (e.g. Citron, 2009; Mcneely & Hahm, 2014; Richards, 2008; Whitman, 2004). Greena-
way & Chan (2005, p. 190) suggested the “middle” level of the “organisational view” as a
necessary addition, reasoning that “organisations are increasingly required to develop and
implement information privacy policies and programs” to protect consumer privacy. How-
ever, even though “information privacy research can be conceptualised as a multi-level con-
cept”, it “is very rarely researched as such” (Bélanger & Crossler, 2011, p. 1028) as most re-
search either starts from or is concerned with addressing challenges arising on the personal
level. We argue in line with both new and old marketing research on the topic (K. D. Martin
& Murphy, 2017; Palmatier & Martin, 2019, p. 58; Sarathy & Robertson, 2003; H. Wang et al.,
1998): To tackle the increasing privacy vulnerability of consumers, privacy processes and

outcomes should be increasingly studied on the organisational level.

Theoretical Gap

The lack of research considering the organisational level can be illustrated by the large number
of literature reviews featuring extensive insights on the personal or sectoral level, while either
completely omitting the organisational level from their research question (e.g. R. Bandara et
al.,, 2017) or only summarizing the effect organisational privacy practices have on individuals
(e.g. Beke et al., 2018). The few reviews explicitly addressing the organisational level note the
“surprisingly” low number of “studies on the organisational level” (Bélanger & Crossler, 2011,
p- 1029) while “advocating for a holistic way of thinking about organisational use of consumer
data” (K. D. Martin & Murphy, 2017, p. 153).

Of course, this is not to suggest that previous privacy research offers no insights on how to
address the privacy paradox on the organisational level. As Bélanger & Crossler (2011, p. 1027)

note, the results of these studies offer a variety of implications on other levels. Yet, so far, the
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majority of studies are not conducted on the organisational level and the plethora of implica-
tions from results on other levels have not been systematically analysed. This paper’s theoret-

ical contribution is centred specifically around these implications.

The lack of papers from an organisational perspective and the inconsistent measuring of many
privacy constructs (Smith et al., 2011, p. 997) make it difficult to conduct a meta-analysis. Yet,
by focusing on recommendations arising from papers basing their insights on established the-
oretical frameworks, we are able to sketch out a dynamic model which has the potential to

serve as a unifying basis upon which future studies on the organisational level can be built.

The Privacy Paradox

Six years ago, Dienlin & Trepte (2015, p. 295) declared the privacy paradox to be “a relic of the
past”. Their argument was based on the “principle of compatibility” — stating that attitudes
such as privacy concerns serve as better predictors for behaviour when measured at the same
level of specificity (Ajzen, 2011; Ajzen & Fishbein, 1970, 1977). In their own words: “Broad and
abstract attitudes such as privacy concerns are less likely to predict narrow behaviours such
as the use of public versus private profiles on SNSs [social networking systems]” (Dienlin &
Trepte, 2015, p. 286). They conclude that, if the level of specificity is matched, “paradoxical”
behaviour will disappear. This argument highlights an old problem; as Smith et al. (2011, p.
997) also noted: “Because of the near impossibility of measuring privacy itself (...), almost all
empirical privacy research in the social sciences relies on measurement of a privacy-related
proxy of some sort.” While this argument does justice to the highly contextual nature of indi-
viduals’ privacy decision making (Mourey & Waldman, 2020), it is ultimately still based on

the assumption of rational disclosure —i.e. only one part of the privacy paradox.

Individual choice can only explain the observed paradoxical behaviour under a rather narrow
“zone of effectiveness” (Reidenberg et al., 2014, p. 517) where requests to share data are infre-
quent, the risks of disclosure are comprehensible and consumers have an incentive to take
requests seriously (Richards & Hartzog, 2019, p. 1492). As long as the “irrational” side of indi-
vidual privacy decisions (Gambino et al., 2016; S. Sundar & Kim, 2019; S. S. Sundar et al., 2013)
and the structural hurdles to informed consent (Mourey & Waldman, 2020; Reidenberg et al.,
2014; Richards & Hartzog, 2019; Solove, 2013, 2021; Waldman, 2020) are not taken into account,

our understanding of the privacy paradox remains incomplete.

Hence, addressing the privacy paradox on an organisational level necessitates the often de-
manded “holistic perspective” (Bélanger & Crossler, 2011, p. 1027; K. D. Martin & Murphy,
2017, p. 153), i.e. trying to unify the rational, irrational and structural approaches in order to
reduce the discrepancy between expressed privacy concerns and actual privacy behaviour.

Any model attempting to do so must first consider the well-established theories used to
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“solve” the privacy paradox on a personal and societal level. From their arguments, a theoret-

ical basis for organisational privacy research can be drawn.

Why Should Companies Care?

While there are many scientific and ethical reasons to research information privacy, from a
firm’s perspective the goal is to “first satisfy their customers” (Gunther, 2009, p. 18). Hence,
trying to reduce the discrepancy between customers’ globally increasing demands for more
privacy (Clemons et al., 2014) and the predicted rise in data collection needs of new (market-
ing) technologies (Palmatier & Martin, 2019, p. 58) should be a central concern of marketers.
Big data technologies have a high potential for use in marketing, but rely heavily on consumer
trust (C. Bauer & Lasinger, 2014; C. Bauer & Strauss, 2016; Michler et al., 2020). Accordingly,
by building the necessary capabilities to address the privacy paradox (i.e., aligning the ra-
tional, irrational and structural privacy conditions with the customers” expectations), compa-
nies could gain a strategic advantage in the market today (Li, Yu, & He, 2019; Seo et al., 2018).
These capabilities have already been linked to higher trust and customer satisfaction
(Dehghanpouri et al., 2020; Eastlick et al., 2006; Featherman et al., 2010; Wu et al., 2012), will-
ingness to share data (Dinev & Hart, 2006; Hui et al., 2007; Morlok, 2016), damage control for
data breaches (A. Malhotra & Malhotra, 2011) and even firm performance (K. D. Martin et al.,
2017).

However, since no cohesive overarching framework of how to address the privacy paradox
on an organisational level exists (Palmatier & Martin, 2019, p. 180), different organisational
capabilities were examined and measured across all of these studies. Additionally, most of
these studies looked at individual privacy measures (e.g., transparency and control) and their
effects on customer behaviour. So far, there is little comparability between these results. Nev-
ertheless, taken together, they at least provide enough evidence to suggest a “first-mover ad-

vantage on consumer privacy protection” (K. D. Martin & Murphy, 2017, p. 152).

Method

We performed a literature review of publications researching the privacy paradox and offering

implications or recommendations for companies on how to address it. The review aimed to

(1) highlight the different theories used in the literature to answer the question posed in the

introduction;

(2) organise and classify said recommendations according to the management process they

intend to impact;
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(3) create a dynamic model able to classify future recommendations and identify weaknesses

and strengths in companies’ privacy orientation; and
(4) identify gaps in the current literature to indicate future research directions.

The review phases conducted correspond to the four phases described by Okoli (2015, p. 884):
planning; literature selection; data extraction; and execution (see fig. 1). This method was cho-
sen as it synthesises the methodology from diverse fields and allows for the analysis of both
quantitative and qualitative results. This was necessary as the reviewed papers originated
from different fields, including marketing, information system science, psychology, socio-psy-
chology, ethics and law and used both qualitative and quantitative research designs. Further-
more, Okoli’s (2015, p. 905) process is designed to both assure rigor through reproducibility
and increase the chance not to leave out any relevant literature. Additionally, to guide the
qualitative nature of the data extraction in this review, the approach of Bandara et al. (2015, p.

160) was used, as recommended by Okoli (2015, p. 895), to supplement the overall structure.

3. Extraction

Purpose: Inclusion criteria: Data extraction: Analysis:

1. Highlight the different « Expands theories used to 1. Data extracted will be * Whichtheories are used to
theories used in literature explain the privacy paradox tabulated. explain the privacy

2. Classify recommendations * Uses existing theories to 2. Ten datapoints (e.g. year, paradox?

3. Create a dynamic model explain the privacy paradox central constructs, ...) willbe * Whatrecommendations are
able to classify future Brlisicn afiers: extracted from each paper made?
recommendations and : 3. Recommendations from + How to classify these

* Not subjectedto peer review

identify weaknesses in . Not in Enalish each paper will be recommendations?
companies’ privacy o in Englis . summarized and coded « Are there gaps?
e + Not cm_ng an explicit o ) ]

4. Identify gaps in the current theoretical background Qualitative appraisal: Synthesis:

« Not featuring direct or « Are the inclusion criteria
indirect recommendations

« Propose a dynamic model
able to classify future
recommendations and
identify weaknesses and
strengths in companies’
privacy orientation

literature o
explicitly met?

Clear theoretical basis?

.

Driving question: . ;
H . Searching for literature j

« How can companiesaddress . WebOfSci Eb Recommendations for
the privacy paradox and E € d Z:e;cel(, sdco organizations made?
improve their customers’ orwarl ackwar * Evidence-based, cohesive

A ; : 5 sampling (aided by Google N7
information privacy? Scholar & Mendsley) argumentation?

Figure 5-1 Guide to the four phases of a literature review (based on Okoli, 2015, p. 885)

Planning Phase

In the planning phase, the paper’s four goals and the driving question of “How can companies
address the privacy paradox to improve their customers’ informational privacy” were defined.
The systematic literature review was chosen due to the available wealth of information aimed
at answering the privacy paradox across disciplines. Most of these papers feature recommen-
dations on how addressing the paradox may help both customers and firms in the long run.
However, since there is no cohesive overarching model to categorise these recommendations,
the effects of privacy strategies are often measured through expressed privacy concerns (Dinev
et al., 2012) and therefore lack comparability. Any model attempting to create a framework
which would allow comparability between different privacy strategies must therefore draw
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its conclusions from arguments derived from well-established theories which have been
shown to have predictive power both in, and outside of, privacy research (see goals 1 and 2 of
this review). Hence, the results of the review should guide managers in their endeavours to
align their company’s data collection practices with their customers’” expectations as well as

help researchers identify future research directions.

To coordinate and inform all researchers involved in the review process, a protocol based on
Kitchenham & Charters (2007, p. 54) was drafted. Due to the comparatively small team size

involved in this review, no further training steps were taken.

Selection Phase

The selection phase consists of defining a practical screening process with inclusion and ex-

clusion criteria and utilizing these to search for relevant literature (Okoli, 2015, p. 893).

Our review considered papers published between January 1%t 2001 and December 1<t 2020.
These dates were chosen to incorporate privacy research since the beginning of the “Social
Media Age” of privacy, as this was the time period the privacy paradox was first considered
as such (Yun et al., 2019, p. 573). To cover the broad spectrum of privacy literature across dis-
ciplines, we placed no restrictions on the chosen research method — as long as it aimed at ex-
panding or using existing theory to find an answer to (a part of) the privacy paradox. Papers
not explicitly mentioning the privacy paradox were not automatically excluded, as the term is
not equally widespread across disciplines (see e.g. Child et al., 2009). However, we rejected
any papers not subjected to peer review (i.e., most book chapters) or not written in English (to

ensure equal comprehensibility for all researchers involved).

We utilised a hierarchical search strategy for the literature search process to capture relevant
articles from multiple fields, starting with the most reliable sources. To this end, the databases
WebofScience and EbscoHost were searched using the terms “privacy paradox” or “privacy
behaviour” or “privacy protection” (or a combination thereof) in the title, abstract or key-
words. These two platforms were prioritised due to their interdisciplinary nature and collec-
tion of peer-reviewed articles and conference proceedings. We repeated the process on Google
Scholar to ensure we obtained a comprehensive selection of papers across multiple sources
and disciplines. Since the search yielded 9"250 papers (often duplicated) even after applying
all the exclusion criteria, only the topmost 100 articles were screened. This initial search
yielded 456 papers —not counting duplicates. As recommended by Bandara et al. (2015, p. 184),
we used backward and forward sampling to increase the quality of the sample overall. For
backward sampling we used the references found in literature reviews and meta-analyses
published in journals with an impact score higher than 2 across different disciplines (psychol-
ogy, marketing, information system science, socio-psychology). Finally, forward sampling
was carried out (using Mendeley & Google Scholar) for often-cited papers published in A or
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A+ journals across the same disciplines (psychology, marketing, information system science,

socio-psychology). The complete list came down to 538 papers to be screened.

The papers were screened manually. Papers neither citing an explicit theoretical background
nor proposing a new theory to explain the privacy paradox (or a related question) as well as
papers not proposing direct or indirect implications to improve privacy orientation at an or-
ganisational level were rejected. Whenever a paper had been published in more than one jour-
nal or conference report, only the most complete version was chosen. After two rounds of

screening, the initial selection was reduced to 289 papers.

The selection process is illustrated in Fig. 2 to show “the initial number of identified studies
and the number of studies eliminated at each stage of the literature search process” as recom-
mended by Kuckertz & Block (2021, p. 3).

Keyword-based
database search

N

12 Clarivate
Web of Science”

456 papers 41 theoretical

approaches
across 7
disciplines

Database aided
forward & backward

sampling N=138

12 Clarivate .
Web of Science

MENDE Y

82 papers

Figure 5-2 Literature selection process

Extraction Phase

During the extraction phase, the first data points are collected, and the selection of papers is

further reduced through a qualitative appraisal of their content.

We extracted ten data points for each paper — amongst them identifiers such as the author and
title, classifications such as research stream and theories cited, and the recommendations made
to address the privacy paradox on an organisational level. The data per paper was extracted

and tabulated by one researcher and checked by another one.
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For the appraisal of quality, we used a qualitative approach in combination with a scoring
system recommended by Kitchenham & Charters (2007, p. 53) to further refine the number of
papers considered. This approach was chosen over a quantitative method to accommodate for
the diverse nature of privacy research (i.e., different disciplines as well as research designs).

The questions driving the appraisal were:
Question 1: Are the inclusion criteria explicitly defined in the paper?

e Yes — they are explicitly defined in the paper.
e Partially — the criteria are implicitly met.

¢ No - the inclusion criteria are neither met nor are they implicitly referable.

Question 2: Is the paper based on or expands on one or multiple clearly defined theory/theo-

ries?

® Yes — the theoretical approach is explicitly defined in the paper.
e Partially — the theoretical approach can be inferred from citations and/or variables
used.

¢ No - the paper makes no mention to the chosen theoretical approach.

Question 3: Does the paper offer any practical implications on how to address the privacy

paradox on an organisational level?

e Yes - the recommendations are clearly defined in their own paragraph.
e Partially — the recommendations can be inferred from the paper’s conclusion.
e No - the paper offers neither recommendations nor inferences on how to address

the privacy paradox on an organisational level.

Question 4: Are the recommendations within the paper based on evidence and a cohesive ar-

gumentation?

e Yes — the recommendations follow logically and directly from the paper’s results.
e Partially — the recommendations follow logically from the paper’s results.

e No - the recommendations are not connected to the paper’s results.

“Yes” answers yielded 1 point, “partially”, 0.5 points and “no”, 0 points. All papers with one

or more “nos” were rejected, and so were papers scoring no more than 2 points.

After this qualitative appraisal, the final sample comprised 138 papers which were considered

for the execution phase.
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Execution Phase

During the execution phase, the screened, selected, and scored papers are combined to “make

comprehensive sense” (Okoli, 2015, p. 899) of their content.

As a first step, we aggregated a list of all the theories used to explain the privacy paradox. This
was done to ensure that the intended model was based on established theories covering the
rational, irrational and structural elements making up the privacy paradox. Among the 138
papers, 42 different theories across 7 academic disciplines were used. Other descriptive statis-

tics, such as the years of publication, the research design, etc., were also summarised.

We coded the recommendations using the inductive process described by Bandara et al. (2015,
p- 169) to capture the recommendations found in the literature to address the privacy paradox
on an organisational level. The grounded theory approach was chosen to arrive at a clear data
structure which could serve as the foundation for “a vibrant inductive model grounded in
data” (Gioia et al., 2013, p. 22).

After an initial round of coding covering all the recommendations, the resulting codes and
memos were surveyed. Codes which were sufficiently similar in terminology and meaning
were merged. This led to a classification of thirteen second-order themes related to resolving
the privacy paradox. Based on this codebook, the intercoder reliability was tested with unaf-
filiated PhD students, resulting in an intercoder reliability of 64.28 % (calculated according to
the Holsti method; (Mao, 2018)). After discussing the results with the students, the descrip-
tions in the codebook were updated and narrowed. A second round of testing with other re-
searchers resulted in a 71.42% intercoder reliability, falling within an acceptable reliability
window, especially considering the sample size and the possible number of codes per question
(Hruschka et al., 2004, p. 317).

As a final step, we aggregated these 13 themes into four dimensions. To test their reliability,
we asked three researchers to cluster the themes themselves based on the information in the
codebook. The four resulting aggregate dimensions cover the managerial processes through
which the privacy paradox can be addressed: (1) strategic initiatives; (2) structural improve-

ments; (3) human resource (HR) management; and (4) service development (see fig. 3).
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1st Order Concepts® 2" Order Themes Aggregate Dimensions
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Invest and be audited by a third party privacy seal ——————— |
Don't buy or sell customer data ——__—?
Create demand for less infrusive analytic method—s__—’_______/——
Develop metrics to measure privacy orientation /

Voluntarily adopt more stringent privacy regulations I Reallocation of control over customer
Allow for dynamic controls over which deuaﬂmeW

Offer users full control over all their shared data data

Implement stricter data control & security across the company ————————== Change in company structure

Align data practices across the firm ] Changing data collection processes
Exclude extraneous data points from analytical processes —’7

Don't ask for data collection permission after a cognitively taxing task

Develop metrics to measure the effectiveness of privacy officer: > Influencing employees’ privacy related
motivations

Develop privacy based KPls
Privacy related skill acquisition of HR Management

Asserting industry influence
Creating long-term privacy goals

'R2)

+

Structural Improvements

'y’

¥

Privacy trainings for employees handling personal data ————————
Advice employees on how to ask different customer segments for data — employees

Alow for direct personal interaction with the company for privacy questions ———g  Privacy related personal interactions
Coordinate with customers to formulate mutually understood privacy rules —— |
Use nudges in the Ul to lead customers to privacy tools —_\
Privacy dashboard tracking the totality of data being collected —————————}
Wam users before they share data
Highlight the difference between private and publicly visible data —_ |
Allow users to barter with their personal data ——————————————— |
Offer direct benefits in exchange for personal data
*selected examples

v

Adding additional privacy features
Communication of privacy related issues
= Influencing customers’ privacy related
motivations

Service Development

Figure 5-3 Data structure of the literature review (based on Gioia et al., 2013, p. 21)

This data structure was the basis which enabled a deeper exploration of the research question.
Specifically, it guided the inquiry about (1) what recommendations are made to address the
privacy paradox on an organisational level, (2) what (if any) gaps are there in the literature
addressing the privacy paradox. The results and the connection between these themes are dis-

cussed in the following section.

Addressing the Privacy Paradox

The four aggregate dimensions mentioned above give a bird’s eye view on what management
processes the recommendations have an impact on. Together they form the parts of a dynamic
model on how to address the privacy paradox on the organisational level. ‘Addressing” hereby
refers to the potential actions a company can take to align customers’ privacy concerns and

expectations with its actual data collection and processing activities.

The dynamic nature of the model is owed to the need to depict “complex changes relating to
all aspects of an organisation” (Leonard & McAdam, 2004, p. 258) along a temporal axis while
allowing for recursive behaviour (A. Bauer et al., 2000). The four dimensions represent four,
sequentially interdependent approaches that help companies align their privacy practices

more closely with their customers’ expectations (see fig. 10).

The code for “service development’ is cited the most, with 67 citations within the sample, fol-
lowed by the code for ‘strategic initiatives” with 43 citations. ‘Structural improvements’ and
‘HR management’ appear 38 and 35 times, respectively. This is not surprising, considering that
both psychology and marketing papers are often concerned with solutions to the paradox on
a personal level, while sociology, information system science and management papers usually

take a more structural approach. However, these numbers make no statement on the depth or
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quality of the recommendations, nor do they provide any insight on the connection between

the codes.

Most “solutions’ to the privacy paradox are either based on the assumption of a (semi-rational)
“risk-benefit calculation” or the assumption of “little to no risk assessment” being possible for
individuals (e.g. due to knowledge deficiencies) (Barth & de Jong, 2017, p. 1043). The presented
model tries to bridge this gap by considering both explanations as valid, depending on the
context. Hence, while individual aggregate dimensions might be more efficient in addressing

one end of this dichotomy, they are formed to address both.

The connections between the aggregate dimensions and the second-order themes were induc-
tively inferred from the source material by looking at the temporal or directional relationships
used in the papers’ arguments. Wirtz & Lwin (2009, p. 204), for example, write on the subject
of privacy goals: “Reducing privacy concerns may be sufficient for first-time or one-off trans-
actions but will not be sufficient in relationship marketing, where an ever deeper understand-
ing of customers, their background, motivations, and consumption patterns will enhance ser-
vice delivery.” This passage is illustrative of how privacy goals inform trust-building activities
while leading to more meaningful personal interactions and ultimately individual privacy fea-
tures. Additionally, the regulatory focus theory used in the same paper suggests that custom-
ers learn from interactions with companies by reacting to the companies” motivational sys-
tems, further cementing the view that companies” actions should precede their customers’ re-
actions. Interpretations of such passages were collected in memos and later used to construct
the model, the sub-models and their interrelationships, as suggested by Bandara et al. (2015,
p. 170).

The sub-models and their most central connections are discussed in detail in the following

paragraphs.

Structural Improvements

. . Ci Structi
Strategic Initiatives L e

Internally driven Data Control

- Service Development
Privacy Goals Collection Processes
Trust-Building Privacy Features

Communications

Sy diten HR-Management Customer Motivation

Privacy Branding
Industry Influence

Employee Motivation

Privacy Skills

Personal Interaction

Figure 5-4 Relationship between the aggregate dimensions
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Strategic Initiatives

The codes aggregated in this dimension all aim at addressing the privacy paradox through a
strategic management focus, i.e., they seek to “guide those aspects of general management that
have material effects on the survival and success of the business enterprise” as a whole and in
the long term (Teece et al., 1997). Therefore, these recommendations should reduce paradoxi-
cal behaviour by “identifying difficult-to-imitate internal and external competences” (Teece et
al., 1997) most likely to improve privacy capabilities within a firm or to signal high privacy
standards to the market. In accordance with the “dynamic capabilities” perspective on strate-
gic management, both externally focused strategic orientation and internally driven initiatives,
such as setting privacy goals and engaging in trust-generating tactics (see fig. 4), form the basis
all other privacy efforts have to build on (Zhou & Li, 2010).

Privacy Goals

The code for privacy goals is featured most prominently across marketing papers, with 8 out
of the total of 11 citations. Their recommendations aim to eliminate paradoxical behaviour on
the customer’s side by creating a privacy-aware culture within a company. It is usually framed
as the first step to undertake, or as Lanier & Saini (2008, p. 28) put it: “Firms should look be-
yond being reactive, and instead embrace proactive approaches to managing privacy. Two
areas in which this proactive adaptation can play out include organisational structure and
strategy.” Thus, these strategies aid customers in their risk-benefit calculation by explicitly
declaring privacy as being central to a company’s strategy (Lanier & Saini, 2008). A fitting
example for this strategy is the crypto-messenger Threema, which is able to uphold a high
standard of privacy since almost every one of its visible features is subservient to their users’

privacy (Bickelmann, 2021).

Alternatively, measures such as implementing internal fair data usage procedures (Son & Kim,
2008), investing heavily in the company’s information systems for added security and trans-
parency (Teng et al., 2019), or “dismantling the epistemic and normative power of the claim
that privacy is a matter of individual control of information” within one’s company culture

(Hull, 2015, p. 99) address the structural hurdles causing the privacy paradox.

Taken together, the sample’s recommendations still give an incomplete picture of what con-
stitutes an “aware” or “proactive” privacy culture. Future studies aimed at defining the “cul-
tural web” of organisational privacy culture (rituals, symbols, heroes, values; (Sun, 2008, p.

139) may enable us to measure their effects on customer privacy outcomes.
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Trust-Building

Trust is one of the central variables affecting the success of privacy measures (Wirtz & Lwin,
2009), customer support of big data technologies (C. Bauer & Strauss, 2016; Michler et al., 2020)
and the negative consequences of privacy turbulences for firms (K. D. Martin et al., 2017).
While many of the recommendations in this review ultimately aim at earning the trust of cus-
tomers, this code only addresses strategic initiatives with the explicit goal of building or re-
building a basis of privacy-related and sustained trust. Since “trust is an important condi-
tion”(Dinev & Hart, 2006, p. 76) for any other privacy initiatives, it works in tandem with the

long-term privacy goals to create the conditions for all other privacy efforts (see fig. 5).

However, most papers are unspecific in their recommendations on how to build such a basis.
In general, the call for “investments in trust generating tactics”(Bansal et al., 2016, p. 13) is
followed by recommendations to generate positive experiences first, e.g. by offering social in-
teractions at crucial moments or by offering less (or non) data-intensive alternatives to new

customers first (Guo et al., 2016).

In this way, customers are able to more realistically evaluate the potential benefits of a given
service before deciding to disclose information, thus reducing paradoxical behaviour. There-
fore, companies should actively measure their customers’ trust over time (Schade et al., 2018)
or whether customers perceive their services and actions as “fair” (Wirtz & Lwin, 2009). Both
aspects are indices of whether customers are able to perceive the benefits of a potential disclo-
sure of data and whether internally driven privacy goals and externally driven privacy brand-

ing positions are successful.

Privacy Branding

Privacy branding helps address the privacy paradox by signalling a company’s stance on pri-
vacy in relation to its competitors. This either means positioning a product using higher or
clearer privacy standards as a selling point (see e.g. Fazzini, 2019 for an example) or by using
third party privacy seals to signal a privacy benchmark met by the company (Mothersbaugh
et al.,, 2012). Either way, these efforts help customers make a more informed decision when
evaluating offers. As Martin & Murphy (2017, p. 151) put it: “As companies continue to grap-
ple with consumer information privacy questions, and as long as they compete in markets
where privacy protections can be differentiated and are valued by customers, using privacy
as a (branding) strategy remains a viable option to marketers.” Of course, privacy branding
can only be effective in the long term if it is either backed up by a privacy seal which inde-
pendently searches for and reports infringements (Hui et al., 2007) or if it is backed by long-
term privacy efforts which are believably signalled to the market (Tang et al., 2008).
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As such, privacy branding is highly dependent on existing trust-building initiatives and an
internal vision for a company’s privacy goals. Future research regarding the “drivers of brand
extension success” (Volckner & Sattler, 2006, p. 18) or the “stretchability” (Ahluwalia, 2008, p.
337) of data collecting brands may shed further light on how privacy branding can contribute

to aligning consumers’ privacy expectations more closely with firms’ data collection processes.

Industry Influence

The final code within this aggregate dimension combines recommendations regarding collab-
orations, joint ventures or agreements with vertical or horizontal industry participants to cre-
ate more favourable privacy outcomes for customers. Similar to privacy branding, the goal is
to address the privacy paradox by increasing signal accuracy regarding privacy practices.
Hence, recommendations range from emphasizing privacy concerns as an entire industry
(Oetzel & Gonja, 2011) to distancing the company from industry actors with questionable pri-
vacy practices (Casadesus-Masanell & Hervas-Drane, 2015; Hui et al., 2007). A current exam-
ple are Apple’s continued efforts to make Facebook’s data tracking activities through their
apps more transparent (Rodriguez, 2021). Since the negative spill-over effects of a privacy
breach (e.g. through a data leak) are felt throughout the industry, such efforts aid both in gen-
erating trust and in believable privacy branding (K. D. Martin et al., 2017). Additionally, such
efforts are often driven by a firm’s internally defined privacy goals.

Furthermore, addressing structural barriers for customers trying to act on their privacy pref-
erences also requires asserting influence on the respective industry sector. Common recom-
mendations are pro-actively trying to establish an industry standard in privacy management
(Karwatzki et al., 2017; Plangger & Montecchi, 2020) or creating an industry-wide demand for
privacy friendly data collection processes (K. Martin, 2020).

Strategic Initiatives

Internally driven (Basis) Externally driven
Enable

v

Privacy Goals

Privacy Branding

Measures Directs Improves Reinforces

Improve

Trust-Building Industry Influence

Figure 5-5 Connections between strategic initiative codes
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Structural Improvements

An often-cited explanation for consumers' paradoxical behaviour is the one-sided power rela-
tionship when it comes to sharing personal data. The privacy calculus, resource exchange the-
ory or social contract theory try to analyse privacy behaviour in terms of a market exchange:
customers exchanging data for personalised services. Of course, this assumes that this ex-
change is initiated by the consumer and that it is based on a balanced power relationship. The
codes aggregated under this dimension mostly try to address the prevalent power imbalance
by changing the company structure. The connections between the individual codes largely
follow the relationships found in information system science. Specifically, the company struc-
ture is essential “in leveraging the technological architecture” (i.e. the collection processes) to
“encourage sharing and collaboration across boundaries within the organisation” (i.e. allow-

ing the design of company-wide data control initiatives; see fig. 6) (Gold et al., 2001)

Company Structure

In order to adopt long-term privacy goals such as the 10 principles of the General Data Protec-
tion Regulation (GDPR; Art. 5-11), changes in company structure, hierarchy or business model
often become necessary (see e.g. Teixeira et al., 2020). Recommendations like appointing and
empowering a Chief Privacy Officer (CPO) (Solove, 2013), banning the transmission of highly
personal information across departments (Hermalin & Katz, 2006), or abandoning revenue
streams based on predatory data practices (Waldman, 2020) serve to enforce compliance with
strategic privacy initiatives. This addresses the privacy paradox by more closely aligning the
actual risk of disclosure with customers’ expectations. Unfortunately, there are few structural
recommendations which go beyond compliance and trying to work with the customer to profit
from data collection while addressing the privacy paradox. The advice that comes closest is
the suggestion by Child, Haridakis, & Petronio (2012, p. 1871) to take a more customer-centric
approach to understand how they “experience privacy missteps, miscalculations, and regret-
ted disclosures.” Yet, in order to take that step, a more customer-centric company structure
may be necessary to both collect data and address the diverse privacy needs of customers,

which in turn would shape data control and collection processes.

Data Control

Most of the danger related to the loss of privacy stems from a loss of control over the flow of
personal data (Nissenbaum, 2010). The code “Data Control” applies to all recommended
changes in control structures (viewing-privileges, collection privileges, usage privileges, mod-
ification privileges) relating to customer data within a firm. The argumentation behind redis-

tributing control over data usually stems from theories which postulate that customers will
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protect themselves if given the chance to. Hence, recommendations for “consumer empower-
ment” through “control over their private data flow” (Prince, 2018, p. 30) are often repeated.
Specifically, users should be able to “add, delete, and modify at will, the information in the
organisation’s databases” (N. K. Malhotra et al., 2004, p. 350) — if possible for each individual
datapoint (Ozdemir et al., 2017). These recommendations are in line with the GDPR’s stance
on data ownership and help to resolve the privacy paradox by allowing customers to more
effectively leverage their personal data. Hence, data control recommendations should also ex-
tend to who within a company is able to utilise customer data. Unfortunately, almost none of
the recommendations give clear instructions on this matter. The advice that comes closest is
the suggestion by Raento & Oulasvirta (2008) to offer customers the choice to modify their
shared data depending on the target audience. A guideline on how to translate such a system

into a corporate context to address the privacy paradox is largely missing.

At the same time, it is important to acknowledge that customers might not protect themselves
even if they have the means to do so (see, e.g., protection motivation theory, third person effect
theory, etc.). Hence, data control options can only ever be effective when paired with employee

training and transparency efforts — as will be discussed in the following paragraphs.

Collection Processes

While the company structure largely determines where customer data is used, the collection
processes determine how data is generated and ultimately utilised. This code incorporates all
recommendations regarding the instruments, methods and processes used to collect, filter, ag-
gregate and analyse customer data. Their goal is to address the privacy paradox in two ways:
On the one hand, by trying to reduce biases and increase transparency at the point of disclo-
sure, e.g. by not asking for customer data after cognitively taxing tasks (Alashoor & Basker-
ville, 2015; Barth et al., 2019) or by using just-in-time alerts to pro-actively warn users about
the context of their disclosure before doing so (S. S. Sundar et al., 2020). On the other hand, the
recommendations aim at reducing the actual risk of unwanted disclosure, e.g. by restricting
data collection to specific time periods or contexts (Williams et al., 2016) or by focusing data
collection only on highly specific but relevant data points (Choi et al., 2018). Outside the sam-
ple, literature concerned with data security and anonymisation already offers a wealth of con-
crete and implementable recommendations to address the privacy paradox by improving col-
lection processes (see e.g. Freudiger et al., 2014; Mohassel & Zhang, 2017; Vergara-Laurens et
al., 2017). Thus, the goal of further research should be to incorporate these insights into the

larger organisational privacy discussion and expand on how they organise data control.
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Structural Improvements

Company Structure

Determines Facilitates

Data Control - Collection Processes

Necessitate

Figure 5-6 Connections between structural improvement codes

HR Management

Human resources, both as the workforce and as a business function, has long been recognised
as an important strategic lever which creates value by “contributing directly to the implemen-
tation of operating and strategic objectives of firms” (Becker & Gerhart, 1996, p. 780). Value
generation through (1) acquiring a “human capital resource pool” (i.e. skills and abilities), (2)
the “specification of required human resource behaviours”, and finally measuring the (3) firm-
level outcomes (Wright & McMahan, 1992, p. 299) work the same way in a privacy context.
The three codes and their relationships within this dimension are analogous to this process
(see fig. 7). A variety of (1) “privacy skills” is necessary to implement even the most basic
privacy goals (e.g., having a CPO). Translating privacy goals into action requires codifying
them in (2) “employee motivation” through KPIs or other incentive structures before the re-
sults can be studied and honed through (3) “personal interactions” with the customer. Since
this process is aided by the company structure but not dictated by it, the two aggregate dimen-
sions of “structural improvements” and “HR Management” are considered to have a joint ef-

fect on a company’s privacy outcomes (see fig. 4).

Privacy Skills

Privacy orientation requires a human resource capital pool that includes legal experts, data
security experts, system engineers, privacy officers and many more. The recommendation to
invest early in the human capital necessary to leverage privacy-enhancing technologies (e.g.
anonymisation, statistical modelling, etc.) is repeated throughout the sample (Amiri et al.,
2018; Bulgurcu et al., 2017; Kokolakis, 2017; Solove, 2013; Taneja et al., 2014). The benefits of
reducing paradoxical behaviour by lowering the customers” actual risk of exposure may be
secondary for the company when compared to the potential strategic value conveyed by a

skilled workforce of data security and analytics experts. As Anhalt-Depies et al. (2019, p. 7)
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put it: “It is possible to provide high-quality, spatially explicit data (...) while protecting sen-
sitive information in ways that provide protections to privacy and resources. However, doing
this well requires significant investment in (understanding) technological solutions, data pol-

icies, and transparency efforts.”

Moreover, the acquisition of soft skills is not to be neglected, especially in companies with
close customer contact. Therefore, recommendations such as those by Steiner & Maas (2018)
who advise to co-create the value produced by sharing data by accommodating customers

throughout the customer journey present an interesting avenue for further research.

Employee Motivation

By far the most underrepresented code is concerned with initiatives, performance indicators
or nudges designed to influence employees’” motivation to proactively pursue protective
measures regarding customers’ privacy. This is likely due to the organisational perspective on
privacy being underrepresented in the sample in general and because even simple measures
(e.g., nudges for back-end systems) are difficult to study. In detail, the recommendations sug-
gest to reduce internal hurdles for employees to use privacy controls (Acquisti et al., 2016;
Taneja et al., 2014), e.g. by affording extra time for privacy-critical processes or by using exter-
nal instruments to reward employees for compliance (Bulgurcu et al., 2017). However, the
question whether internal privacy-related KPIs or rewards programs can effectively address
the privacy paradox on an organisational level remains under-researched. Since this code ul-
timately aims at controlling privacy-related HR goals while providing guidance for personal
interactions, expanding it with concrete recommendations (e.g., employee privacy literacy

tests) represents a valuable future research direction.

Personal Interaction

Customer-facing employees are essential for instilling trust throughout the customer journey
(“moments of trust” — e.g., by purposefully conducting sales talks in a secluded and private
room). As the cues-filtered-out theories suggest, personal interactions convey more infor-
mation more efficiently — even in a privacy context (P6tzsch et al., 2010). Hence, personal in-
teractions along the customer journey help make a company’s privacy policy both more tan-
gible to the customer and more believable (Morey & Krajecki, 2016, p. 179; Potzsch et al., 2010).
The opportunity to speak with a company representative effectively reduces privacy concerns
while increasing perceived rewards of disclosure, thus reducing paradoxical behaviour. As
the final step in the process of anchoring privacy skills within a company’s HR pool, personal
interactions also serve as a key source of learning for employees and thus help align a firm’s

privacy protections with their customers” demands.
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Exactly where and when to employ human interaction touchpoints to efficiently address pri-
vacy concerns while setting up feedback loops presents a promising avenue for future re-

search.

HR Management

Privacy Skills

Improves

”
.

Employee Motivation

Guides

Personal interaction

.
w

Figure 5-7 Connections between HR management codes

Service Development

Most recommendations in the sample revolve around improving customers’ privacy at poten-
tial points of data collection, e.g., by increasing an app’s number of data control settings or by
improving how these features get communicated. Usually, these recommendations aim at ad-
dressing the privacy paradox by giving the customers both more control over and transparent
information on requested data flows. The importance of creating services with both transpar-
ency and control in mind has been established (Beke et al., 2018, p. 8) and was largely incor-
porated into the GDPR’s central principle of “Privacy by Design” (Art. 47 GDPR). However,
while this current paradigm is a step towards more privacy protection, it cannot fully circum-
vent the privacy paradox due to the numerous problems with consent-driven disclosure (Rich-
ards & Hartzog, 2019; Solove, 2013). Hence, the codes “privacy features” and “communica-
tions” are two sides of the same coin, the former necessitating a dialogue with the customer
base to function as designed, the latter providing insights into which improvements are de-
manded by the customer. Both determine the context of customers” motivation on the how and

why they will engage with a company’s privacy features.

Future studies will have to build on these foundations to actively gauge customers’ privacy
needs (Matz et al., 2020) across various contexts. The codes within this aggregate dimension

are meant to guide such efforts.
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Privacy Features

Unlike the codes “collection processes” or “data control”, “privacy features” refers to any de-
sign choices within an individual product or service that increase the transparency of the col-
lected data and give users more (granular) control over data flows. Of course, an increase in
control does not only mean giving customers an easy way to opt out of sharing data (Dienlin
& Metzger, 2016; Dinev et al., 2009), it also means allowing for audience management of this
data (de Wolf & Pierson, 2014), providing selective options for anonymity and confidentiality
(Dinev et al., 2012) or creating a privacy dashboard showing all currently shared data or its
value to the customer and the company (Hallam & Zanella, 2017). Naturally, the effectiveness
of these privacy features is highly dependent on corresponding communication efforts and the
inclusion into other service developments. These individual privacy features only represent
the final step to address the privacy paradox. However, current research already provides am-
ple evidence for the importance of privacy features (C. Bauer & Lasinger, 2014; C. Bauer &
Strauss, 2016; Michler et al., 2020) as well as many rather detailed design instructions for both
improving the rational and irrational sides of customers’ privacy decision-making process (see
e.g. Acquisti et al., 2017).

Communications

Almost a third of all the papers in the sample give a recommendation on or stress the im-
portance of engaging the customer in a privacy dialogue, i.e., information campaigns or com-
munication strategies aimed at improving customers’ privacy-related knowledge. The reason-
ing is that a reduced informational asymmetry between customers and companies will dimin-
ish paradoxical behaviour through more informed choices. As Boerman et al. put it (2018, p.
19): “People are aware of the threat to their online privacy. However, many people do not
know what to answer in questions about highly effective behaviours — which is an indication
for little knowledge. (...) People could be educated about the severity of the threat by explain-
ing to them how the collection, usage, and sharing of their personal data online could be a
threat to one’s privacy.” Apart from educating customers in general, recommendations are
also made on how to improve the readability of privacy notices (Hann et al., 2007), emphasiz-
ing the positive aspects of privacy when communicating (Huang & Bashir, 2020) or by simply

putting the value proposition of disclosure before the actual disclosure (Baruh et al., 2017).

While the call for more transparency addresses the privacy paradox in the long run, an em-
phasis on the details of data collection might inflate customers’ perceived risk, thus punishing
such efforts (see e.g. Kim et al., 2019). Apart from the aforementioned personal interactions,

there are not enough recommendations in the sample for circumventing this effect.
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Customer Motivation

Individual data points are almost valueless, as their value is only realised by bundling them
into data sets to be used in statistical modelling. While the case of monetary compensation for
customer data has been made (Hann et al., 2007), it is likely to exacerbate paradoxical behav-
iour by playing to hyperbolic discounting biases or even increasing privacy concerns (Chen et
al., 2017). However, other recommendations within this code cover incentives, rewards, or
nudges designed to influence customers’ motivation to proactively pursue protective
measures regarding their privacy. Often and clearly highlighting the social value of using pri-
vacy controls might incentivise customers to protect themselves and others (Morlok, 2016).
The same could be achieved by piquing users’ curiosity by an incremental release of infor-

mation about privacy protection (Kitkowska et al., 2020).

However, what motivates customers with regard to their privacy is highly individual and is
probably not easily predictable in general (Barth & de Jong, 2017). Hence, firms could survey
and segment their customer base for incentives which would effectively motivate them to en-

gage in a privacy dialogue. Further research on such a direction is still needed.

Service Development

Necessitate

- Communications

Contextualizes

Privacy Features

Justifies

Customer Motivation

Figure 5-8 Connections between service development codes

Theoretical Approaches to the Paradox

Our understanding of the privacy paradox has grown over the past two decades beyond the
dichotomous view of rationality vs. irrationality. However, the nature and appearance of the
paradox is highly context- and personality-sensitive (Bansal et al., 2016; Dinev et al., 2012;
James et al., 2015; Morlok, 2016; Plangger & Montecchi, 2020; Waters & Ackerman, 2011). This
is reflected in the increased use of the ‘Antecedents — Privacy Concerns — Outcomes’ (APCO)
model (Dinev et al., 2015) outside of IS research streams and in the fact that more than half of

all analysed papers utilise two or more theories to explain the privacy paradox (see fig. 9).

However, the privacy calculus is still the most frequently used model within the sample. Its
user-centric assumptions have been especially useful in driving recommendations for the “HR

management” and “service development” dimensions (Dinev et al., 2012; Kehr et al., 2015;
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Keith et al., 2014; Zhu et al., 2017). This is not surprising as, from a marketing manager’s point
of view, addressing the privacy paradox by aiding the customer in aligning their semi-rational
calculation with their actual behaviour should be a primary goal. After all, offering immedi-
ately perceivable benefits tied to the disclosure of data while increasing transparency by guid-
ing the customer “throughout their journey” is a fixture of customer centricity literature
(Lemon & Verhoef, 2016, p. 89).

Theoretical approaches to the privacy paradox
Theories based on a (biased) | Theories based on little to no risk | Theories based on systemic or
risk-benefit calculation assessment societal hurdles
1. APCO 17. Bounded Rationality 35. Public Value Theory
2. Privacy Calculus 18. Theory of incomplete Information 36. (Adaptive) Structuration Theory
3. CPMT 19. Cues-filtered out Theory 37. Social Representation Theory
4. Gossip Theory 20. Third Person Effect Theory & Optimistic Bias 38. Peer Pressure & Conformity
5. Commitment-Trust Theory of Relationship Theory 39. Social Cognition Theory
Marketing 21. Ritualized Media Use & Routine Activity Theory 40. Resource-based View

6. PMT 22. Dual Process Model of Cognition & ELM 41. Institutional Theory
7. TRA&TBP 23. Cognitive Absorption Theory
8. Expectancy Theory 24. Adaptive Cognition Theory
9. Privacy Regulation Theory 25. Two-Component Model of Self-Presentation
10. Prospect Theory Online
11. Uses and gratification 26. Feelings-as-Information Theory
12. Resource Exchange Theory 27. Hyperbolic Discounting & Self-Control Bias
13. Reactance Theory 28. Cognitive Heuristics
14. Media Richness Theory 29. Symbolic Interactionism
15. Utility Maximization Theory 30. Attribution Theory
16. Social Contract Theory 31. Regulatory Focus Theory

32. Quantum Theory

33. Construal Level Theory

34. Information Gap Theory

Figure 5-9 Categorisation of theories (adapted from Barth & de Jong, 2017, p. 1043)

While this marketing-oriented approach may help improve customers’ decision-making pro-
cesses, it largely fails to address the many systemic problems reinforcing the privacy paradox.
Assuming the decision to disclose personal information is based on little to no risk assessment,
the only way to reduce paradoxical behaviour is to lower the actual risks of disclosure. The
theory of bounded rationality or theories which take the emotional reality of privacy into ac-
count (e.g. the feelings-as-information theory) suggest several nudges within the collection
processes (Acquisti et al., 2017) to address the privacy paradox. So far, these insights have been

mostly applied to collection processes and not to organisations at large.

The discussion of how to address the structural problems driving paradoxical behaviour has
so far been mostly the domain of law- and policy-oriented papers (Reidenberg et al., 2014;
Richards & Hartzog, 2019; see e.g. Solove, 2013, 2021). How to apply these insights on an or-
ganisational level is so far under-researched. The theories represented within this sample (e.g.,
the structuration theory and the resource-based view) hint towards the feasibility of other
management theories as potentially viable avenues to address systemic privacy problems on

the organisational level.
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By only considering recommendations born out of well-established theories whose merits
have been tested across different contexts and disciplines, the soundness of the theoretical ba-
sis of our suggested model is ensured. Additionally, the model highlights the viable theoretical

pathways to research privacy on an organisational level for future studies.

Discussion

The purpose of this systematic review is to summarise and structure the recommendations
from the past 20 years of privacy paradox research on how to address paradoxical behaviours
by customers on an organisational level. We were able to review and code the recommenda-
tions from 138 papers and captured a theoretical process of how and where to best reduce
paradoxical behaviour —i.e. “claiming to have privacy concerns but disclosing private infor-
mation nonetheless” (Barth & de Jong, 2017, p. 1050). In the following paragraphs, the main
conclusions drawn from the papers are analysed, and directions for future research directions

will be given.

Classification of Organisational Privacy Processes

We have shown that the recommendations from the past two decades paint a complex picture
of how the privacy paradox can be addressed on the organisational level. By aggregating these
processes within four dimensions, we hope to provide a common underlying structure for
further research on improving customers’ informational privacy. As Forrester (1968, p. 413),
the originator of industrial dynamics, put it: “The nonlinear, multiple, feedback loop structur-
ing of systems with associated dynamic principles should grow into a foundation and a central
core to unify management education” — or in the case of this paper: organisational privacy

processes.
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Figure 5-10 Dynamic model for addressing the privacy paradox as a firm
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The model shows that addressing the privacy paradox on an organisational level requires a
privacy orientation guided by a corporate strategy throughout the business units and down to
different functional areas. The temporal dimension is suggested by two arguments. Firstly, the
corporate and business level aggregate dimensions largely comprise codes with recommenda-
tions that cannot be implemented as short-term patches. Secondly, from a strategic manage-
ment perspective, the cumulative learning of both the organisation (Argote et al., 2003) and
the customer “are based on the total purchase and consumption experiences with a product or
service over time” (Y. Wang & Lo, 2003, p. 492). From literature on trust recovery after data
breaches we also know that a reorientation of data collection processes takes considerable time
(K. D. Martin et al., 2017; Wirtz & Lwin, 2009). Hence, from a resource-based view, a superior
privacy orientation cannot arise from any single one of the discussed recommendations, but
rather from a “complex combination of processes, routines, technologies and individual skills”
(Y. Wang & Lo, 2003, p. 495).

While there are currently no studies on the direct effect of the processes outlined in the four
dimensions on the individual level, theories like the APCO model suggest that strategic initi-
atives and structural improvements may affect individuals” privacy concerns (Dinev et al.,
2015, p. 643). At the same time, the changes brought on by the dimensions “HR management’
and ‘service development’ may directly affect the situational privacy calculus (Kehr et al.,
2015) and behavioural reactions of customers (Dinev et al., 2015, p. 643). Apart from structural
improvements invisible to the customers, companies should therefore be able to communicate

and practice data collection in closer alignment with their customers” expectations.

The Central Role of the Organisational Level

We argue that management science in general, and marketing management in particular, are
well suited and underutilised streams of research to address the privacy paradox on an organ-
isational level. Since marketing management has always been a multidisciplinary science re-
searching the “activity, set of institutions, and processes for creating, communicating, deliver-
ing, and exchanging offerings that have value for customers, clients, partners, and society at
large” (Wilkie & Moore, 2011, p. 64), it would make sense for it being used to unify the neigh-
bouring fields of privacy research into a cohesive framework. This is not without precedence:
Wang, Lee & Wang (1998, p. 70) recognised the erosion of the customers’ need for privacy
through “internet marketing” at an early stage and called for an “overall privacy framework”
to “achieve the vision of the perfect marketplace that will change the face of commerce as we
know it today.” Additionally, even before the height of “the third Era of Privacy” (Westin,
2003, p. 443), there have been successful attempts by marketeers to define guidelines on how
and when organisations should protect their customers’ privacy (Nowak & Phelps, 1995, p.
57).
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Finally, companies have all the tools at their disposal to not only reduce customers” vulnera-
bility to the invasion of their privacy but also to make a positive change in their respective
markets. As Sarathy & Robertson (2003, p. 142) put it: “Firms will need to pay continuous
attention to privacy issues if consumer goodwill and successful marketing are to be achieved.”
Marketing as a function is often specifically named as being the central node of the modern
privacy debate: caught in the “perpetual tension” between the data needs of advanced analyt-
ics and the rising informational privacy needs of their customers (Michler et al., 2020; Palmat-
ier & Martin, 2019). We therefore propose that management science and the organisational
perspective in particular offer a hitherto under-researched avenue for effectively addressing

the privacy paradox.

Gaps and Future Research

Despite each paper in the sample giving direct or indirect recommendations for addressing
the privacy paradox on an organisational level, very few of the sampled research designs
aimed at doing so from the outset. The majority of recommendations are extrapolated from
effects tested on a personal level. It is therefore not surprising that the most detailed recom-
mendations are aimed at communicating privacy processes and measures, adding additional
privacy features or addressing collection processes as a whole. Based on these recommenda-
tions, we offer avenues for future research which we think will provide useful insights for
developing an organisational response to the privacy paradox. In doing so, we hope to con-
tribute to establishing privacy orientation as a viable and actionable strategy. The following
list is not intended to be exhaustive; it just highlights the most noticeable research gaps found

in our sample:

e Privacy goals: What elements and themes define an organisational privacy culture?
When and under what conditions can companies transition from a compliance-ori-
ented privacy culture towards a customer-oriented privacy culture?

e Trust building: When and under what conditions can firms rebuild customers’ trust
after past privacy failures? How can the effectiveness of such trust-generating tactics
be measured? Do customers differentiate between general brand trust and privacy
trust?

e Privacy branding: When and under what conditions is privacy branding effective in
reducing privacy concerns amongst customers? What are the drivers of brand exten-
sion success with regard to customer privacy? What determines the stretchability of a
brand regarding the successful incorporation of privacy-oriented messages to custom-
ers?

e Industry influence: Do industry-level privacy initiatives encourage deeper consumer—

company relationships? When and under what conditions are companies’ efforts to
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assert industry influence with regard to encouraging stricter privacy policies noticed
by customers?

e Company structure: Could more customer-centric company structures be used to im-
prove organisational privacy?

e Privacy skills: What skills should be actively improved within a company’s human
resource pool to improve customers’ privacy outcomes? Within which departments
can privacy trainings generate the most impact?

¢ Employee motivation: When and under what circumstances are privacy-oriented key
performance indicators effective in improving customers” informational privacy?

e DPersonal interactions: When and under what circumstances can personal interactions
throughout the customer journey aid customers’” privacy calculus?

e Customer motivation: What motivates customers to engage a firm in a privacy dia-

logue? What incentives motivate customers to use protective privacy measures?

Research Limitations

Due to the limited research addressing the privacy paradox on an organisational level, this
review opted to analyse recommendations and implications across different disciplines and
levels. This means that the coding is mostly based on the researchers” arguments, not their
direct research results. Hence, while the logical congruence of individual recommendations
with their corresponding study results were qualitatively appraised, they are still often based
on untested claims. For example, Dinev et al. (2012) demonstrated that anonymity, secrecy and
confidentiality positively influence survey participants” perceived privacy. Hence the recom-
mendation “to develop (website) privacy control features (...) to maintain the anonymity, se-
crecy, and confidentially of their personal information” (Dinev et al., 2012, p. 309) may be log-
ically sound, even when extended to a company’s data collection as a whole, but it still is an
untested claim. By focusing on arguments based on well-established theories only, we aim to
maintain a high level of scientific rigor. Still, the presented dynamic model is to be understood
as a theoretical framework which serves as a foundation for further research, not a predictive

model based on experimental data.

Furthermore, privacy is a highly contextually dependent and fluid concept (Schaub et al.,
2015), which is nevertheless treated as a stable concept in a lot of studies (Xu et al., 2011).
Criticism has also been expressed regarding the fact that various prior measurements do not
distinguish between “privacy”, “informational privacy” or “perceived privacy” and related
concepts such as “psychological privacy” or “social privacy” (Dienlin & Trepte, 2015). Simi-
larly, some studies may be suspected to violate the “principle of compatibility” (Ajzen, 2011)
—i.e. measuring privacy concerns at a low level of specificity while researching within a highly
specific context. By incorporating recommendations based on such measurements, this study

might exaggerate the general effectiveness of certain recommendations.
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Finally, while we strove for high transparency and replicability of the review process, the qual-
itative appraisal of sources and the coding of recommendations might still be prone to institu-
tional biases, despite actively working to increase intercoder reliability (for details on the codes

and processes used see the supplemental materials).

Conclusion

The purpose of this paper was to review the recommendations made in the past 20 years of
privacy paradox research on how to address it on an organisational level. We determined that
companies can generally align their privacy practices with customers’ expectations across four
inter-connected managerial processes: (1) strategic initiatives, (2) structural improvements, (3)
human resource management, and (4) service development. The overall findings detail how
companies can address both the rational and irrational nature of the privacy decision-making

process.

With this model, we are trying to dispel the notion that a focus on privacy law compliance is
enough to help customers avoid paradoxical behaviour. Barocas & Nissenbaum (2009) high-
lighted the three biggest problems with their “notice and consent” rationale: (1) Sharing data
with other companies usually includes third-party access. This means that customers would
need to understand which actors have access to what data for what purposes and what privacy
policy applies to any of those transactions to make an informed choice. (2) In many countries
privacy policies may be changed with an advance warning of just thirty days. (3) With the
“ever-increasing number of players in the ad network and exchange space”, understanding
the flow of data becomes impossible for customers. Hence, several researchers within the sam-
ple have questioned the reliability of self-regulation and passive customer empowerment (Ac-
quisti et al., 2015; Barocas & Nissenbaum, 2014; Cate & Mayer-Schonberger, 2013; Sanchez-
Rola et al., 2019; Solove, 2013). Therefore, should a company wish to sustainably address the
privacy paradox, it would have to move beyond the reactive thinking of privacy law compli-
ance. In doing so, companies can hope to differentiate themselves from other industry actors
(K. D. Martin & Murphy, 2017, p. 151), streamline data collection processes (Choi et al., 2018),
acquire a future-oriented human resource pool (Bulgurcu et al., 2017) and improve an

important part of each customer’s journey.

The dynamic model presented within this paper serves as a foundation for guiding further
privacy research in an organisational context. We believe that looking at the problem through
a marketing management lens has the potential to both unearth new methods of addressing
the privacy paradox and to gain insights into whether privacy could be leveraged by compa-
nies to obtain a strategic advantage. To expand on the conclusion of Barth & De Jong's (2017,
p- 1052) literature review on the privacy paradox: Attempts to theoretically explain the privacy
paradox are not scarce; however, ways “to practically solve the problem of the privacy para-

dox are still scarce and we feel the subject (still) deserves far more research attention”.
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Supplemental materials published with this article are available at:

https://link.springer.com/article/10.1007/s11301-021-00239-4#Sec36
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Abstract

As new personal data processing capabilities are made available to more firms, demonstrating
privacy friendly marketing strategies becomes an essential part of a firm’s value proposition.
Yet, so far, no research has operationalised all the organisational facets which could categorise
a firm’s marketing strategy as privacy oriented. Hence, this paper reports a series of five stud-
ies and develops a self-assessment scale meant to holistically measure organisational privacy
orientation. The proposed construct consists of four dimensions: strategic privacy orientation,
structural privacy orientation, customer centric privacy orientation and tactical privacy orien-
tation. The resulting scale shows internal consistency, reliability as well as construct and no-
mological validity. The results are used to provide a basis for future research and a guide for

managers to analyse or further develop their organisational privacy strategy.
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Introduction

Even though consumers bear “the entirety of downsides” (Rapp et al., 2009, p. 59) of commer-
cial data sharing, they often do not perceive the benefits of providing their data to companies
(Cisco, 2019; KPMG, 2021; Salesforce, 2019) or are manipulated into giving consent to share
their data (Lupidfiez-Villanueva et al., 2022; Nouwens et al., 2020; Waldman, 2020). Conse-
quently, marketing strategies often fail to address both privacy regulations and consumers’
growing demand for more data privacy (Quach et al., 2022). Although past privacy research
has revealed “deep insights” into consumers’ privacy concerns, privacy technologies, struc-
tural forces, and legal compliance, “this focus has limited our view of privacy too much to
individual silos” (K. D. Martin & Murphy, 2017, p. 153). Hence, this paper addresses the need
for a more holistic analysis of organisational privacy practices through the definition of an
organisational privacy orientation construct (OPO) to capture the relevant dimensions that
operationalise the idea of a privacy-oriented organisation. In doing so, we hope to provide a
unifying framework upon which organisational privacy initiatives benefitting consumers and

companies alike can be built.

The need for a deeper understanding of OPO is driven both by technological and societal de-
velopments. The protection of consumers’ privacy in digital spaces as a fundamental human
right has only recently been comprehensibly codified in several modern legislations; most no-
tably the general data protection regulation of the EU (GDPR), the California Consumer Pri-
vacy Act (CCPA) and the Personal Information Protection Law of the People’s Republic of
China (PIPL). Yet, the push for organisations to protect their customers” digital privacy is as
old as the internet (see e.g., Wang et al., 1998). Sarathy & Robertson (2003, p. 124) postulated
20 years ago, that “firms will need to pay continuous attention to privacy issues if consumer
goodwill and successful marketing are to be achieved”. Firms that can instil trust in their cus-
tomers through superior data privacy may increase their customers’ satisfaction
(Dehghanpouri et al., 2020; K. Martin, 2018) and willingness to share data (Dinev & Hart, 2006)
while decreasing the negative outcomes of data leaks on a firm’s performance (A. Malhotra &
Malhotra, 2011; K. D. Martin et al., 2017). Additionally, with the growing support for the “en-
vironmental, social and governance risk” (ESG) scores among investors, any firm looking for
capital “would be well advised” to improve their organisational privacy orientation (Bloemen-
dal, 2022, p. 47).

Prior research has provided a rich foundation to define privacy-oriented customer interactions
(Acquisti et al., 2017, 2020; Bandara et al., 2017; Barth & de Jong, 2017; Brough & Martin, 2021;
Gerber et al., 2018; Kitkowska, Shulman, et al., 2020; Kokolakis, 2017; Yun et al., 2019), privacy
oriented organisational measures (Beke et al., 2018; Bélanger & Crossler, 2011; Gotsch &
Schogel, 2021; Lanier & Saini, 2008; K. D. Martin & Murphy, 2017; Smith et al., 2011) as well as
privacy-oriented policies (Acquisti et al., 2016; Solove, 2013, 2021; Williams et al., 2016). While
these studies offer the theoretical and conceptual insights necessary to define the dimensions

of privacy orientation, they have limitations. Recommendations on how firms can holistically
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“deliver consistent, transparent privacy protection to their customers while achieving other
important organisational objectives” are still lacking (Greenaway et al., 2015, p. 601). While
studies like Gotsch & Schogel (2021) provide a theoretical framework which combines the stra-
tegic, structural, human resource and service dimensions of organisational privacy, a rigorous

operationalisation of the construct has yet to be developed.

To contribute to this extant literature stream, this study builds upon the frameworks proposed
by Greenaway et al. (2015), Wirtz et al. (2022) and Gotsch & Schogel (2021) to create a self-
assessment scale for organisational privacy orientation. The paper provides clear definitions
for all the dimensions which make up OPO and conceptualises and operationalises their do-
mains. It empirically tests both the theoretical antecedents and possible outcomes of a privacy-
oriented company. The findings extend prior empirical studies by supporting a relationship
between corporate social responsibility and OPO as well as OPO and marketing performance.
More generally, the scale offers both researchers and managers a holistic view on the dimen-
sions which make up OPO. In doing so, it provides them with a reliable and valid measure-
ment for the level of privacy orientation of any given company. The findings open opportuni-
ties for research into the importance of privacy orientation on company success and customer

perception.

Theoretical Basis

Historically, informational privacy or data privacy has been researched on three levels (Green-
away & Chan, 2005, p. 172): the personal, organisational and the sectoral level. Of the three,
the organisational level has often only been studied in its relation to the other two (Bélanger
& Crossler, 2011, p. 1028; Gotsch & Schogel, 2021, p. 3). This gap is surprising, considering
organisational informational privacy, defined as the claim to “appropriate flows” (Parker,
1974, p. 281) of personal information within an organisational context (K. D. Martin & Murphy,
2017, p. 136; Nissenbaum, 2010, p. 4), has been in the forefront of discussions on almost any
technical innovation of the past twenty years. Be it social media (Jozani et al., 2020), voice as-
sistants (Vimalkumar et al., 2021), the internet of things (Sicari et al., 2015), or artificial intelli-
gence (Puntoni et al., 2020) — all these technologies and business models connected to them
run on the capture of surplus behavioural data from their users (Zuboff, 2020). Hence, any
firm processing customer data contributes to their “customers” vulnerability escalation” re-

garding informational privacy (Palmatier & Martin, 2019, p. 88).

First discussions of OPO have therefore mostly concentrated on the potentially hazardous con-
sequences organisational data processing could have on consumers (see e.g., Baruh & Cemal-
cilar, 2014; Li, 2011). Regrettably, very few managerially oriented studies have tried to address
informational privacy as its own strategic direction to be included into current marketing prac-
tices (Gotsch & Schogel, 2021; Greenaway et al., 2015; K. D. Martin & Murphy, 2017). This also

seems to be true for most firms, who often view privacy as a compliance issue or cost factor to
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be avoided (Ebert & Widmer, 2018; Linden et al.,, 2020; Lupidfiez-Villanueva et al., 2022;
Nouwens et al., 2020; Pelteret & Ophoff, 2016) rather than an integral part of their marketing

function.

As a consequence, we have a detailed understanding on how firms neglecting risks to their
customers’ privacy can lead to a loss of revenue (Baruh et al., 2017; Chellappa & Sin, 2005;
Johnson et al., 2020; Pavlou et al., 2007; Tsai et al., 2011), higher exposure to litigation (Solove,
2013; Son & Kim, 2008) or loss of access to high-quality data (Awad & Krishnan, 2006; Dinev
& Hart, 2006; Jiang et al., 2013; K. Martin, 2018; Son & Kim, 2008). Additionally, past studies
have suggested, that a reactive, compliance-oriented approach is insufficient in sustainably
avoiding these risks (Acquisti et al., 2016; Solove, 2013).

At the same time, comparatively little attention has been paid to the potential upsides of a
privacy-oriented strategies (Bleier et al., 2020; Gotsch & Schogel, 2021; K. D. Martin & Murphy,
2017). The effects of individual measures might hint at OPO increasing customer trust and
satisfaction (Dehghanpouri et al., 2020; Eastlick et al., 2006; Wu et al., 2012), willingness to
share data (Dinev & Hart, 2006; Hui et al., 2007; Morlok, 2016) or firm performance (K. D.
Martin et al., 2017). However, these studies lack comparability, since none of them rely on a
common conceptualisation of privacy orientation; A problem most privacy research has in
common (Smith et al., 2011, p. 997). As such, the goal of this paper is to conceptualise OPO
and provide a reliable measurement, so that both potential up- and downsides of a strategic

focus on privacy can be tested and compared in future studies.

Conceptualisation of organisational privacy orientation

Previous research on OPO has defined it as “the extent to which a firm delivers consistent,
transparent privacy protection to its customers while achieving other important organisational
objectives” (Greenaway et al., 2015, p. 580). The definition implies an inherent tension between
a firm’s demand for customer data to fulfil their objectives and their customers’ demand for
privacy — an observation which has often been repeated in other studies (Gerlach et al., 2019;
Pelteret & Ophoff, 2016). Therefore, OPO is often also eluded to in constructs with a similar
trade-off between “short-term profit or market share goals (...) and a culture that fosters the
well-being of multiple stakeholder groups” (Allen & Peloza, 2015, p. 636), e.g., as part of cor-
porate social responsibility (Allen & Peloza, 2015; Pollach, 2011), corporate digital responsibil-
ity (Lobschat et al., 2021; Wirtz et al., 2022) or environmental, social and governance reporting
(ESG) (Bloemendal, 2022).

Analog to those constructs or other “orientation” measurements such as “market orientation”
(Alberto Fernandes Sampaio et al., 2018; Kohli et al., 1993) or “green marketing orientation”

(Papadas et al., 2017), OPO is usually portrayed as a multi-dimensional construct. Greenaway,
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et al. (2015, p. 587) define privacy orientation as improving the control of customers over col-
lected data, the procedural justice in the collection of said data (i.e., the degree to which its use
being perceived as ‘fair’) and the legal obligations of the company. Analogous to the three-
level model of Greenaway & Chan (2005) and the categorisation of the role of privacy in mar-
keting by Martin & Murphy (2017), “privacy orientation” must address consumer antecedents,
structural forces, and societal demands. The model of Gotsch & Schogel (2021, p. 12) builds
upon these ideas of privacy orientation and proposes a companywide process influenced top

down from a strategic level. Table 1 provides an overview of these related constructs and de-

tails on how their findings are integrated within this study.

Construct

Definition

Organisational Privacy Orientation (OPO)

Company Information
Privacy Orientation
(CIPO) (Greenaway et
al., 2015)

The extent to which a firm delivers consistent,
transparent privacy protection to its customers
while achieving other important organisational
objectives.

The dimensions of control and justice are re-
flected in the strategic dimension of OPO, espe-
cially in the notion of using privacy as a posi-
tioning tool. At the same time, its more tactical
implications are reflected within the short-term
tactical aspects of OPO.

Corporate Digital Re-
sponsibility (CDR)
(Lobschat et al., 2021;
Wirtz et al., 2022)

The set of shared values and norms guiding an
organization’s operations with respect to four
main processes related to digital technology
and data.

The central conceit of CDR to consider cultural
and structural processes as central driver of pri-
vacy-oriented behaviour as well as their effects
on stakeholders and an ecosystem at large are
reflected in the 4-dimensional structure of pri-
vacy orientation.

Privacy as Strategy
(K. D. Martin et al.,
2017; K. D. Martin &
Murphy, 2017)

Firms using their consumer information protec-
tion approaches as competitive differentiation.

To evaluate the level of privacy offered by any
organization, a holistic view blending con-
sumer, organizational, ethical, and legal con-
cerns is necessary — which is why OPO is con-
ceived as a multi-dimensional and reflective
construct.

Activity-oriented Cus-
tomer Centricity
(ACC) (Hassler, 2021;
Riedmann-Streitz,
2018)

Thinking and acting consistently from the per-
spective of people based on a forward-looking
human-centred attitude and brand vision re-
garding data-driven marketing activities.

Using strategic marketing as the unifying lens
to guide disparate organizational privacy activ-
ities.

Digital Trust (Wort-
mann et al., 2022)

Digital trust in an industry or company is in-
duced across three actionable domains: (1) digi-
tal trust strategy, (2) digital trust operating
model, (3) digital trust foundation.

The strategic and top-down nature of this digi-
tal trust model is also reflected in the strategic
dimension of OPO driving its structural, hu-
man resource and tactical aspects.

Information security
policy compliance cul-
ture (Amankwa et al.,
2018)

The attitudes, assumptions, beliefs, values, and
knowledge that employees use to interact with

the organization’s information security systems
and procedures at any point in time.

ISPCC provides possible antecedents and rele-
vant constructs for the structural dimensions of
OPO.

(Personal) Privacy
Orientation (Baruh &
Cemalcilar, 2014)

Personal privacy orientation consists of (1) the

belief of “privacy as a right” (2) “other-contin-

gent privacy” (3) “concern about own informa-
tional privacy” and (4) “concern about privacy
of others”.

The four dimensions of personal privacy orien-
tation are incorporated in both the strategic and
cultural aspects of OPO as important values to
be anchored within employees.

111



6. Article Mauro Luis Gotsch

Classification of or- Firms can align their privacy practices with cus-  Both the dimensionality and the idea of OPO as
ganisational privacy tomers’ expectations across four inter-con- an iterative process were taking as a basis in
processes (Gotsch & nected managerial processes: (1) strategic initia-  this study to conceptualize the construct.
Schogel, 2021) tives, (2) structural improvements, (3) human

resource management, and (4) service develop-

ment.

Table 6-1 Constructs related to organisational privacy orientation.

Synthesizing the results from table 1 and adopting the cultural view suggested by Lobschat et
al. (2021) & Greenaway, et al. (2015), this study conceptualises the OPO construct as a reflective
construct across four dimensions: strategic privacy orientation, structural privacy orientation,
human resource privacy orientation, and tactical privacy orientation. This approach lends it-
self as a basis for the development of a measurement scale, as it consists of four dimensions,
which address both external and internal, short, and long-term activities contributing to pri-

vacy orientation.

In the following chapters, each dimension and relevant their sub-dimensions as well as previ-

ous research related to them is discussed in more detail.

Strategic Organisational Privacy Orientation

Strategic OPO refers to all actions by general management which “have material effects on the
survival and success” (Teece et al., 1997, p. 528) of long-term organisational privacy initiatives.
Specifically, the customer data strategy guiding data processing (Greenaway et al., 2015), pri-
vacy collaborations with other industry actors (Gotsch & Schogel, 2021; K. D. Martin et al.,
2017; Wortmann et al., 2022), positioning within an industry (Gotsch & Schogel, 2021; K. D.
Martin & Murphy, 2017) and trust building within one’s customer base (Lobschat et al., 2021)
all determine strategic OPO.

Martin & Murphy (2017, p. 153) introduced the term “privacy as strategy” into marketing lit-
erature and postulated to successfully differentiate a firm from another using privacy prac-
tices, it would need to (1) involve its customers in the process, (2) align data processing activ-
ities across all aspects of the firm, (3) commit to these changes in the long-term and (4) foster
trust in the customer base towards the company. While these recommendations give an im-
pression on how to improve customers’ privacy, they do not provide the necessary infor-
mation to delineate several distinct customer data strategies. Greenaway, at al. (2015) had pre-
viously described existing privacy strategies based on who has control over customer data
(customer vs. firm vs. third parties) and how said customer data is used within a given busi-
ness model (exploitation vs. customer centricity). Both ideas were later elaborated upon by
Quach, et al. (2022), defining firm-level data strategies as being either sharing-focused (i.e.,

allowing other industry partners to utilise a firm’s collected data) or on monetisation-focused
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(i.e., a firm using all data for its own benefits), while still being beholden to privacy laws and

demands by customers.

Customer data strategies are formulated within a specific industry context — meaning they are
also dependent on how well a firm’s given strategy is supported by its partners. Both new
privacy regulations (Peukert et al., 2022) and larger privacy violations (K. D. Martin et al., 2017)
have wide-spread spill over effects on a firm’s data strategy. This is largely due to the inter-
connectedness of most data ecosystems and the prevalence of second party data in marketing
(Schneider et al., 2017). As such, past studies have concluded that privacy concerns should
also be addressed by an industry at large (Casadesus-Masanell & Hervas-Drane, 2015; Oetzel
& Gonja, 2011; Pavlou et al., 2007). To this end, industry-level initiatives like NIST or GAIA-X

also serve to improve OPO.

All these strategic efforts pay into improving customers’ trust in data processing and support
for data-driven business models (Bauer & Strauss, 2016; Wirtz & Lwin, 2009) or new technol-
ogies (Michler et al., 2020). Trust and fairness, fostered by long-term goals which are publicly
communicated and internally upheld are essential for OPO (Gotsch & Schogel, 2021; Greena-
way et al., 2015; K. Martin, 2018; Wirtz & Lwin, 2009).

Structural Organisational Privacy Orientation

The structural aspects of OPO refer to the rules, architecture and company structure features
which are influenced by OPO. This refers mostly to how privacy risks are managed within a
company and how such measures are translated into a “privacy enforcement architecture”
(Ashley et al., 2002, p. 47). It therefore refers to all the forces which guide and inform commer-

cial processing of data, but not to the people working within these structures.

Organisational changes (departmental or company-wide) to foster OPO are most often named
when discussing the role the chief privacy officer (CPO) should play in the overall organisa-
tional structure (Bamberger & Mulligan, 2010; Solove, 2013) or when talking about inter-de-
partmental data transmission (Hermalin & Katz, 2006). While recommendations about a more
customer-centric organisational structure helping to align privacy processes with the needs of
customers are sometimes mentioned (Child et al., 2012; Hassler, 2021), they so far have not
been substantiated within a quantitative research project. However, it would stand to reason
that organisational structures allowing for easier supervision by a data privacy or data gov-

ernance team would improve OPO (see e.g., Tahaei et al., 2021).

At the same time, the data privacy architecture, i.e., the rules, contexts and infrastructure
which determine the “meaningful control, ownership, and other claims to data” (Hummel et
al., 2021, p. 12) within an organisation, is usually closely influenced by its organisational struc-

ture. As such, recommendations to empower consumers by including them into said structure
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and providing them with “control over their private data flow” (Prince, 2018, p. 30) are often
repeated in privacy research papers (Bleier et al., 2020; N. K. Malhotra et al., 2004; Nissenbaum,
2010; Ozdemir et al., 2017; Raento & Oulasvirta, 2008). How such a system should look like
from the technical side is a rich and ongoing stream of research (see e.g., Domingo-Ferrer et
al,, 2019; Hassan et al., 2020). However, studies on the management side of data privacy archi-

tecture —i.e., how it develops and is enforced — are few and far between.

The same knowledge gap is found in managerial approaches to privacy preserving data pro-
cessing in general. Studies concerned with improving the safety and privacy of data collection
processes have been published throughout the last decade (Freudiger et al., 2014; Mohassel &
Zhang, 2017; Ribeiro-Navarrete et al., 2021; Rodiya et al., 2013; Vergara-Laurens et al., 2017).
Additionally, a wealth of information exists on how to reduce biases and information asym-
metry at the point of collection (Alashoor & Baskerville, 2015; Barth et al., 2019; Sundar et al.,
2020). Yet, there are only a few studies on how these insights should be incorporated within
an organisational context —e.g., recommending fitting time periods for privacy preserving col-
lection (Williams et al., 2016) or restricting collection only to specific data points (Choi et al.,
2018).

Finally, the most clearly defined structural force is the overall privacy risk management, which
plays a central role in the OPO. Mainly, the idea of enforcing privacy principles through reg-
ular privacy audits (Makri & Lambrinoudakis, 2015), insuring against high privacy risks
(Cheng et al., 2021) and measuring whether these efforts manifest in higher perceived privacy
(Chang et al., 2018). Many of these insights have already been codified into law (GDPR Art.
39, Art. 47, Art. 58) or are requirements of cybersecurity and privacy frameworks (e.g., NIST,
ISO, etc.).

Human Resource Organisational Privacy Orientation

Human resource OPO involves building and anchoring the skills, resources, and positions
necessary for a privacy-oriented company culture. Such efforts include hiring a diverse team
of privacy professionals (Bamberger & Mulligan, 2010; Kayworth et al., 2005; Muscatella, 2020)
and fostering employee privacy awareness (Bulgurcu et al., 2017) through regular trainings

and early investment in privacy support infrastructure (Schogel & Gotsch, 2021; Solove, 2013).

While privacy research has stressed the importance of an organisational privacy culture for
years (Bélanger & Crossler, 2011; Greenaway et al., 2015; Power & Trope, 2007), “there are still
few examples and little guidance on how to build privacy culture in organisations” through
facilitators such as chief privacy officers or privacy champions (Tahaei et al., 2021, p. 1). Com-
paring the expected growth in analytical capability and access to customer data even in small
enterprises (Bianchini & Michalkova, 2019; Coleman et al., 2016; Sen et al., 2016) with the per-

sonnel necessary to successfully navigate modern privacy regulations (see e.g., Peukert et al.,
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2022; Teixeira et al., 2020) it becomes clear, how important building a privacy aware human

resource pool has become.

At the same time, providing customers with the opportunity to speak to a company repre-
sentative on regards to its privacy policy, while personnel-intensive, helps in reducing privacy
concerns while increasing the perceived procedural fairness (Gotsch & Schogel, 2021, p. 18;
Morey & Krajecki, 2016, p. 179; Potzsch et al., 2010). The importance of this “customer centric”
approach to communicating data privacy is often stressed in marketing guides (Hassler, 2021;
Palmatier & Martin, 2019) or in commercial blogs (Brodherson et al., 2021; Sarnot, 2020) but
has so far only partially been addressed in scientific literature. Still, it would stand to reason,
that giving employees tasked with handling customer data and customers alike the oppor-
tunity to talk to a privacy champion would have beneficial effects on customer trust and re-

sponsible data processing.

As such it is unfortunate, how comparatively little is known about benchmarking or guiding
privacy efforts through key performance indicators or similar measures. While benchmarking
systems for privacy policies have been proposed (Tesfay et al., 2018), it is still unclear how
such tools are or could be used to guide employees needing to comply with them (Z. S. Li et
al., 2022).

Tactical Organisational Privacy Orientation

Tactical OPO concerns all short-term actions which aid in providing customers with more
transparency and control over their personal data flows within a given organisation. As it is
mostly concerned with product or service-related features (de Wolf & Pierson, 2014; Dienlin
& Metzger, 2016; Dinev et al., 2009, 2012), or the effective communication of said features (Ba-
ruh et al., 2017; Boerman et al., 2018; Hann et al., 2007, Huang & Bashir, 2020), it is probably
the most well-researched of the four dimensions. However, other tactics, such as providing
compensation for sharing data (Chen et al., 2017; Hann et al., 2007), highlighting the social
value of using privacy controls (Morlok, 2016) or nudging costumers within user interfaces to
incentivise the use of privacy controls (Acquisti et al., 2017; Kitkowska, Wastlund, et al., 2020)

have also been suggested as potential improvements.

The idea of ensuring transparency and control in the design of products and services has been
repeated often and across different studies (Beke et al., 2018; Bélanger & Crossler, 2011; K.
Martin, 2018; K. D. Martin & Murphy, 2017). Most existing recommendations should be cov-
ered by the privacy by design principle, enshrined in regulations such as the GDPR (Art 47
GDPR). Yet, considering how many companies struggle with providing their customers trans-
parency and control over their data flows (Ibdah et al., 2021; Milne et al., 2006; Palmatier &
Martin, 2019) or even design their touchpoints to nudge customers into sharing more data
(Lupianez-Villanueva et al., 2022; Nouwens et al., 2020; Waldman, 2020) it is clear that tactical
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OPO is just the most visible part of a bigger strategy (Gotsch & Schogel, 2021; Shastri et al.,
2019).

Scale development methodology

For the development of a reliable scale, we followed the recommended process laid out by
Mackenzie, et al. (2011, p. 297). The design of the individual studies was based on the scale
development processes by Walsh & Beatty (2007, p. 131), adapted for strategic management
scales by Papadas, et al. (2017, p. 239). Table 2 provides the overview across all 5 five studies
- including a qualitative study, item generation, a survey amongst privacy experts as well as
two quantitative studies to finalise the scale. Appendix 1 chronicles the conceptualisation of
OPO and the definitions of its dimensions and Appendix 3 provides the full initial list of the

items created as well as its iterations.

Stages of Scale Development Process Details

Study 1:
Domain specification and dimensions

Literature review

36 in-depth interviews, 5 privacy laws and guidelines

The first study confirms the four dimensions comprising the con-
struct “organisational privacy orientation” and provides detailed in-
sights about the strategic, structural, human resource and tactical ac-
tions an organization could use to improve their privacy orientation.

Study 2:
Sharpening definitions, item generation and
expert review

Qualitative study

6 management researchers and 4 PhD candidates judge the defini-
tions for the 15 subdimensions and the items for conciseness and va-
lidity

Generation of 67 items based on 4 dimensions

12 items are reworded, 2 are eliminated. Two constructs as well as
their subdimension definition are merged.

65 items are retained for the next step

Study 3:
Clarification and rating items by practitioners

Survey to 41 data privacy professionals

The importance of all 65 items to their dimensions is rated with a
scale from 1 to 5 as well as with qualitative feedback.

51 items are retained for the next step

Study 4:

Scale purification and item refinement; initial
reliability assessment, factor loadings, dimen-
sionality, item refinement and reduction

Survey to 353 manager-level executives or business owners from the
EU, CH & UK

Exploratory factor analysis

32 items meet the criteria and are retained for the next and final step

Study 5:

Finalization of the scale; reliability and di-
mensionality, convergent validity, discrimi-
nant validity, Nomological validity

Cross-sectional survey with 387 firms in the EU, CH & UK
Repetition of the exploratory factor analysis, 22 items retained
Confirmatory factor analysis, 4 items deleted

18 items meet the criteria and are retained for validity tests
Validation of the scale using AMOS

Establishment of nomological validity

Table 6-2 Scale development process
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Study | - Domain specification and dimensions

According to Mackenzie, et al. (2011, p. 299), the first step in construct conceptualisation is to
undertake a thorough review of the extant literature on organisational privacy literature and
“conduct preliminary research using an inductive approach with subject matter experts or
practitioners”. To this end, we undertook 36 in-depth interviews with experts and individuals
in relevant positions in European companies. Specifically, we talked to 19 data privacy officers,
10 CEO/CMOs of smaller firms with data protection responsibilities as well as 5 data privacy
consultants and 2 data privacy auditors. Additionally, we followed the recommendations of
several of these interviewees and included the data privacy and security criteria catalogues of
the GDPR, the ISO-IEC 27000, GAIA-X, digital trust label, and the NIST Privacy Framework
in our documentation. To ensure the relevance of the sample, we made sure to only include
experts from B2C companies or companies with direct access to customer data. The composi-
tion of the individuals was chosen to ensure familiarity with high privacy standards; We in-
cluded 11 experts from the (online) retail sector, 9 from the IT/Telecommunication sector, 5
from the banking/fintech sector, 5 data strategy consultants, 3 from the mobility/automotive
sector, 2 privacy auditors/trainers and 2 from medical start-ups. Appendix 2 provides an over-

view to each interview.

The interviews were recorded to ensure a verbatim transcription. Each expert was interviewed
based on a previously provided interview guide (Assarroudi et al., 2018, p. 8). Interviews
started with open-ended questions with the aim to define “organisational privacy orientation”
(e.g., which characteristics do you associate with organisational privacy orientation? What dis-
tinguishes an organisation with high privacy orientation from one with low privacy orienta-
tion?) and followed up with directed questions (e.g., how does your management support the
privacy measures of your team?). With all questions, it was made clear that the organisation

as a whole is the intended unit of analysis (Graneheim & Lundman, 2004, p. 107).

Their insights were analysed using directed content analysis (Assarroudi et al., 2018; Hsieh &
Shannon, 2005) based on the CIPO construct by Greenaway, et al. (2015), Corporate Digital
Responsibility (Lobschat et al., 2021) and the classification of organisational privacy processes
by Gotsch & Schogel (2021). All models were integrated and served as the main categorisation
matrix which was expanded using the emerging new categories through the inductive ap-
proach of coding all documents (Assarroudi et al., 2018, p. 9). As a result, the definitions we
first identified in the literature review of the theoretically derived 4 main dimensions were
slightly adjusted, and additional sub-dimensions formed (see Appendix 1). First signs of the-
oretical saturation (i.e., lowered numbers of unique themes per run and high repetition rate of
existing data structure points) were noted at interview 28. At this point, efforts were made to
include additional experts from industries with already heightened data privacy regulations
such as finance and health care. This effort yielded additional insights, with the number of

unique themes dropping again at interview 34. After two additional interviews and the inclu-
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sion of recommended criteria catalogues (NIST Privacy Framework; GAIA-X, digital trust la-
bel, GDPR implementation guidelines and the ISO-IEC 27000) any further data collection was
stopped.

Based on this data, organisational privacy orientation was defined as the extent to which an
organisation engages in strategic, structural, human-resource and tactical processes and activ-
ities which aim at developing, delivering, and maintaining products and/or services which
ensure consistent and transparent privacy protection to its customers. The listing of the main
4 dimensions as well as their definitions can be seen in table 3, the model also including all

their sub-dimensions can be found in Appendix 1.

Important to note is that each of the dimensions is “viewed as a manifestation of the focal
construct” OPO, which “exists separately at a deeper and more embedded level than its sub-
dimensions” (Mackenzie et al., 2011, p. 301). Meaning, we understand OPO as a uni-dimen-
sional construct that is measured across four reflective indicators (Coltman et al., 2008). There-
fore, high OPO is understood as giving rise to the strategic, structural, human resource and
tactical OPO, which are in turn measurable by observable indicators(Diamantopoulos & Sig-
uaw, 2006).

Dimensions Definition

Strategic organizational The extent to which a firm integrates consistent, transparent privacy protection to its
privacy orientation customers in their strategic marketing decisions.

Structural organizational The extent to which a firm's established rules, norms or structures guide privacy pre-
privacy orientation serving behaviour.

Human resource organizational =~ The level of knowledge and assimilation of corporate privacy preserving values by all
privacy orientation internal stakeholders.

Tactical organizational The extent to which privacy preserving values are embodied in tactical marketing deci-
privacy orientation sions.

Table 6-3 Organisational privacy orientation dimensions

Study 2 - Sharpening definitions & item generation

Before any items were generated, the construct’s sub-dimensions, their relationship and their
definitions were presented to 6 management researchers as well as 4 doctoral researchers un-
affiliated with the study. They were provided with an overview of the study’s progress so far
and then confronted with the name of all sub-dimensions as well as their definitions. After
each definition they were asked to rate the perceived usefulness (taken from Bosmans, 2006)
of the definition, suggest adjustments to the definitions and/or add specific comments regard-
ing the sub-dimensions. Additionally, the reflective nature of OPO is once again considered

against a formative conceptualisation. Since both the literature and the results from study 1
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suggest a cultural and structural understanding of OPO versus a more behavioural concept
which is shaped by a reallocation of resources, a reflective model was favoured (Coltman et
al., 2008). The resulting 15 sub dimensions and their definitions build the basis for the formu-

lation of the items.

Since the goal of item generation is “to produce a set of items that fully captures all of the
essential aspects of the domain of the focal construct, while minimizing the extent to which
the items tap concepts outside the domain of the focal constructs” (Mackenzie et al., 2011, p.
304), several items per sub-dimension were written by one researcher and reviewed by the
other. Care was taken to translate the theoretical dimensions into broader, more comprehen-
sive statements, while adding variations and tangential items to add the necessary redundancy
suggested by a reflective approach (Anna Clark et al., 1995, p. 311; Coltman et al., 2008, p.
1252). This process yielded an initial set of 67 items.

These items were then presented to another 5 unaffiliated researchers for a basic pre-test on
the items’ clarity, content validity, and face validity (Hardesty & Bearden, 2004). They were
instructed with the research team present, and all concerns and notes were recorded. After this
process, 12 items were reworded to be more concise, and 2 items were deleted because they

were deemed misleading. The resulting 65 items were used as the basis for the next study.

Study 3 - Assessing item validity

Following the steps laid out by Mackenzie, et al. (2011, p. 297) the remaining 64 items were
included into a survey to be submitted to expert review. With the aid of the Swiss association
for organisational data privacy (“Verein Unternehmerischer Datenschutz”, VUD) and the In-
ternational Association of Privacy Professionals (IAPP) the items were evaluated by 41 data
protection officers from Switzerland and the European Union. The survey presented them
with definitions for the dimensions as well as their corresponding items. They were tasked
with rating each item’s representativeness and importance for its corresponding dimension on
a 5-point evaluation scale (Papadas et al., 2017, p. 240). Additionally, each participant was ask
asked to comment on the items” face validity and content validity (Assarroudi et al., 2018;
Hardesty & Bearden, 2004) via a corresponding comment field. All items which scored below
a mean of 3.5 on representativeness were deleted or if corresponding comments were made,
adjusted. The remaining items were all rated to be highly representative of their respective

dimension by the majority of the respondents and none were rated to be unrepresentative.

The resultant 51 items were presented one last time to a group of 4 marketing doctoral re-
searchers who were tasked with assigning the items to the four OPO dimensions and asked to
evaluate their clarity and conciseness. The set of 51 items was then translated into German,
once again presented to 3 doctoral researchers for an evaluation of clarity and then retained

for the next step in the scale development process.

119



6. Article Mauro Luis Gotsch

Study 4 - Scale purification and item refinement

All 51 items were scaled to a 7-point Likert scale (1= strongly disagree to 7= strongly agree) to
“provide more varieties of options which in turn increase the probability of meeting the objec-
tive reality of people” (Joshi et al., 2015, p. 398) while still allowing participants to easily and
quickly gauge their preferred answer (Dawes, 2008). For pilot testing, a “convenience sample”
of 16 employees with management experience was recruited over a survey exchange platform
(Netemayer et al., 2003, p. 116). Since the testing revealed no difficulties in understanding, the
survey was sent out in German and English. To guarantee sample representativeness, the sur-
vey was distributed through a closed pool of 1584 managers and the official mailing list of the
Swiss Marketing Association containing 3121 marketing professionals. The mailing with re-
minders yielded 426 completed surveys. These were further screened to exclude answers from
people who failed the attention checks or whose professional profile did not include any man-
agerial responsibilities or managerial experience. Table 4 provides a basic overview of the

study’s participants.

The resulting 353 answers were used in an exploratory factor analysis (EFA) using direct obli-
min rotation for constructs with multiple dimensions (Brown, 2009), to reduce the number of
viable items and test the underlying dimensions of the OPO construct (Watkins, 2018). The
parallel analysis methodology (Glorfeld, 1995) was used to select the number of factors to re-
tain and to “avoid proliferation of superfluous constructs and weak theories” (Patil et al., 2008,
p. 170).

The resulting four factors were mostly consistent with theory. It was found that most theorised
aspects of human resource OPO either loaded only on the structural construct or showed fac-
tor loadings below 0.5. However, since all the customer interaction related aspects of HR OPO
loaded on a single vector, it was decided to retain it as a new dimension called customer centric
OPO (CC OPO). All 4 factors explained 57.3% of variance, above the adequate level of validity
average to be accepted (Mackenzie et al., 2011, p. 314; Merenda, 2019, p. 160; Peterson, 2000, p.
261). Additionally, to avoid issues of cross loadings, factor loadings ranging between 0.60 and
0.90, and corrected item-to-total correlations of 0.50 and above, 19 items were removed from

the scale.

The resulting factors were tested for reliability using Cronbach’s Alpha (Coltman et al., 2008,
p- 1252). All values were found to be satisfactory (Strategic OPO = .928, Structural OPO =.932,
CC OPO = .886, Tactical OPO = .728), with the first three suggesting fitting redundancy in the
items due the high alpha value while the tactical OPO meeting the recommended threshold of
0.7%, suggesting some items might need to be reworded to be more precise (Taber, 2018). A

final set of 32 items was used as the basis for the final step of the scale development process.

120



6. Article Mauro Luis Gotsch

Categories % (n =353)
Professional Experience in current position 1-5 years 43.6%
>5 years 56.4%

Job post Upper management 12.5%
Middle management 39.7%

Junior management 19.3%

Employee with management responsibilities 28.6%

Market B2C 31.2%
B2B 24.4%

B2B&B2C 44.4%

Country Switzerland, UK, Liechtenstein 51.4%
EU 48.6%

Table 6-4 Study 4 — sample characteristics

Study 5 - Finalisation and validation of the scale

To finalise the scale, the EFA was followed up by a second, large quantitative study to confirm
the developed scale’s dimensionality, reliability, and validity (Coltman et al., 2008; Mackenzie
etal., 2011).

The questionnaire was rewritten to feature only the 32 OPO items and included a marketing
and financial performance scale (Fraj et al., 2011), a measurement of competition intensity
(Homburg et al., 2012), an information security policy compliance culture scale(Amankwa et
al., 2018), and a general corporate social responsibility scale (Turker, 2009) to assess the validity

of the OPO scale. All scales and their wording used in this study can be found in Appendix 4.

A sample of managers from publicly traded customer facing companies from the EU, UK,
Switzerland, and Liechtenstein was recruited through the research platform prolific.co. All
participants were filtered with the platforms’ filter options according to the above stated in-
clusion criteria and paid for filling out the questionnaire. Publicly traded firms of larger size
were chosen to ensure that they fall under the GDPR mandate of employing a data privacy
officer — either directly or by the market location principle (see GDPR Art. 13, Mdhle, 2021).

The recruiting process yielded 418 participants. These were filtered to exclude any partici-
pants who failed attentions checks. 387 answers were chosen as a basis for the final study.

Table 5 details the characteristics of the sample used.
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Categories % (n = 387)
Professional Experience in current position 1-5 years 60.7%

>5 years 39.3%

Job post Upper management 3.9%
Middle management 25.1%

Junior management 23.0%

Employee with management responsibilities 55.5%

Market B2C 42.9%
B2B&B2C 57.1%

Country Switzerland, UK, Liechtenstein 74.9%
EU 24.1%

Industry Accounting 1.0%
Administration & Office Support 2.3%

Adpvertising, Arts & Media 1.0%

Banking & Financial Services 11.9%

Customer Service 2.3%

Construction & Architecture 1.5%

Consulting 0.5%

Training & Education 7.0%

Engineering 3.9%

Government & Defence 5.4%

Healthcare & Medical 12.1%

Hospitality & Tourism 4.9%

Human Resources & Recruiting 0.3%

IT & Communication 9.0%

Insurance 2.1%

Manufacturing & Logistics 7.5%

Marketing 0.5%

Resources & Energy 1.3%

Real-Estate & Property 1.3%

Retail & FMCG 15.0%

Sales 1.6%

Science & Technology 2.3%

Trades & Services 1.3%

Table 6-5 Study 5 - sample characteristics

Reliability assessment and dimensionality

Prior to the confirmatory factor analysis, the exploratory factor analysis with direct oblimin

rotation from study 4 was repeated the same way (Papadas et al., 2017). The results again

confirmed the construct’s dimensionality, showing the same four-factor structure and explain-

ing 65.8% of total variance. To remove superfluous items, all cross-loading items and items

with a factor loading outside the 0.6 to 0.9 range were removed. After deleting 10 items, all

others loaded onto their single predicted factor, suggesting no further elimination of items is

necessary. Cronbach’s Alpha was calculated for each factor to assess reliability, with Strategic
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OPO = .868, Structural OPO =917, CC OPO = .904 and Tactical OPO = .805. Each individual
item within each of the dimensions showed an average item to total correlation of .708 and all
exceeded .568 — demonstrating satisfactory levels of internal consistency (Taber, 2018). As

such, 22 items were retained for the next step.

Convergent and discriminant validity

All items of the scale were loaded to their respective dimensions in a confirmatory factor anal-
ysis. All indicators loaded significantly on their theoretical dimensions. To improve model fit,
the standardised residual covariances were observed and 4 items with more than 2 instances
of standardised residual covariance of >2.0 were removed from the model (Maydeu-Olivares
& Shi, 2017). The resulting measurement model with 18 items provided a good fit to the data

(x2 = 383.407; df = 129;p < 0.001; CFI = 0.94; TLI = .93; RMSEA = 0.07;222 = 2.97; SRMR =
DEF

0.05) and was chosen for the final configuration of the scale.

Table 6 shows the final list of the 18 retained items within their respective dimensions. Their

respective ranges, factor loadings, means and standard deviations are listed as well.

Factor Item (“At my company...) Range  Mean SD Load

Strategic organizational marketing orientation (alpha =0.837)
1.  top management explicitly names data privacy as an important part of our com-
pany’s strategy.
2. top management emphasizes that the protection of costumers’ data privacy is the

1-7 5.35 1.64 0.85

responsibility of each employee. 17 566 1.54 085

3.  the protection of the data privacy of customers is named within our mission state-

1-7 4.79 1.83 0.70
ment.

Structural organizational marketing orientation (alpha =0.913)

1. we have created a separate department specializing in data privacy issues. 1-7 4.61 2.07 0.64
2. we have clear guidelines on how to react to a detected personal data breach. 1-7 5.33 1.83 0.80
3. all accesses to our customer data are logged and recorded. 1-7 5.20 1.81 0.79
4. weregularly conduct internal privacy risk assessments with a clearly defined scope. 1-7 4.83 1.84 0.87
5. we conduct an external privacy audit at least once every year. 1-7 484 1.86 0.71
6. our company has a system in place that ensures that improper or frequent accesses

. . . 1-7 4.89 1.77 0.84
to customer data are immediately noticed.

7.  we organize presentations for our employees to inform them about our data privacy
regulations.

8. we have access to an online archive or training platform, where our employees can
learn about our privacy regulations.

1-7 4.85 1.96 0.70

1-7 5.26 1.90 0.69

Customer centric organizational marketing orientation (alpha =0.920)

1. our customers understand, what data we collect from them. 1-7 5.11 1.61 0.89
2. our customers understand, why we collect data from them. 1-7 521 1.53 0.91
3. our data processing activities are transparent to our customers. 1-7 5.09 1.63 0.88

Tactical organizational marketing orientation (alpha =0.805)

1. we only collect enough data from customers to fulfil their order(s). 1-7 5.25 1.61 0.66
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2. our customers can test our products and services without sharing a lot of personal 1.7 425
data. ’
3. we do not collect customer data unless the customer receives a clear benefit in re- 1.7 418
turn.
4. we make efforts to use as little personal data for our products and services as pos- 1.7 459

sible.

1.93

1.85

1.74

Mauro Luis Gotsch

0.66

0.71

0.85

Table 6-6 Study 5 scale items with descriptive statistics and factor loadings

Convergent validity was tested by additionally looking at inter-item correlations of each di-

mension. All of them exceeded a value of 0.5, suggesting convergent validity. Additionally,

average variance extracted (AVE) was calculated for each construct exceeded the recom-

mended level of 0.5 (dos Santos & Cirillo, 2021). Finally, discriminant validity was tested with

0.85 cut-off in a comparison of AVE and shared variance between the construct and found to

be satisfactory (Voorhees et al., 2016, p. 124). An overview is provided in Table 7.

Construct AVE Squared correlations

1 2 3 4
1.  Strat.OPO 0.64
2. Struc.OPO 0.59 0.49
3. CCOPO 0.79 0.26 0.34
4. Tact.OPO 0.52 0.09 0.18 0.27
5. CSR 0.68 0.20 0.32 0.22 0.27
6. Competition 0.75 0.01 0.05 0.01 0.04
7. SOC 0.53 0.48 0.70 0.36 0.20
8. Lead 0.75 0.38 0.51 0.31 0.18
9. MP 0.54 0.12 0.18 0.16 0.12

Cl

Table 6-7 Study 5 - Discriminant validity tests
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Figure 6-1 Study 5, CFA model and results for the OPO scale. Note: all coefficient values are standardised and appear next

to the associated path (all values sig. at a p < 0.001 level).
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Nomological validity

To test whether OPO exhibits not just predictive but also nomological validity, a system of
antecedents and consequences for the construct was formulated, pre-registered on Wharton’s
“as predicted” service and tested in the final sample (Hagger et al., 2017, p. 3). This study relied
on structural equation modelling to investigate three antecedents of OPO, and two potential
consequences identified in study 1. Each was operationalised with a previously established
scale, using a measurement of competition intensity (Homburg et al., 2012), an information
security policy compliance culture scale(Amankwa et al., 2018) and a general corporate social
responsibility scale (Turker, 2009) used for antecedents as well as a marketing and financial
performance scale (Fraj et al., 2011) for the consequences. Appendix 4 details the used items as
well their alpha and mean values. Using SPSS AMOS, a structural model was estimated and
demonstrated a good fit for the data (x* = 2358.993; df = 1053;p < 0.001;CFI = 0.91;TLI =

.90; RMSEA = 0.06; P;Z;N = 2.24;SRMR = 0.06). An overview to the model in fig. 2 can be found

in table 8 which illustrates the correlations among all the OPO dimensions and variables as

well as the paths of the nomological validity test.

Antecedents Organizational Privacy Outcomes
Orientation

Corporate
Social

Responsibility ) Strategic Financial
OoPO Performance

Competition
Intensity

: Structural

____________________ OPO

Information Security
Compliance Policy Culture

Compliance ' Customer
Supportive Centric
Organizational OPO
Culture /

Marketing
Performance

Compliance
Oriented

Leadership

Tactical
OPO

Figure 6-2 Study 5, test of the nomological validity of the scale. Note: all path coefficients are standardised estimates.
0 < 0,05 / *p < 0.01/ *p < 0.001

Seeing how CSR promotes proactive engagement in several stakeholder interests and has also
been discussed as an important foundation in constructs such as corporate digital responsibil-
ity (Lobschat et al., 2021; Wirtz et al., 2022), it was included as an antecedent. It was found that
it drives the tactical and customer centric OPO dimensions (8 = .399,p < 0.001; § =.194,p <
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0.01). However, CSR did not significantly affect the strategic and structural OPO dimensions
(B =.0.093,p = 0.246; B =.156,p = 0.120). Since both the strategic and structural OPO di-
mensions are focused on how data is used and its processing enforced within a company, it
would make sense that the more general stakeholder benefit focus of CSR would only drive
the downstream benefits of OPO. Since both CSR and tactical and CC OPO are focused on
procedural justice within a company, its influence is bound to be felt the strongest there
(Greenaway et al., 2015).

To predict the strategic and structural aspect of OPO two variables associated with infor-
mation security policy compliance culture were included — namely a compliance supportive
organisational culture (SOC) and an information security policy compliance leadership
(LEAD) (Amankwa et al., 2018). The model supports this prediction, with SOC being a poten-
tial driver to strategic OPO (f = 1.176,p < 0.001), structural OPO (f = 2.723,p < 0.001), and
CC OPO (B = 1.155,p < 0.001), but not tactical OPO (B = 0.444,p = 0.091). Yet, an overly
strict security policy compliance leadership was found to significantly reduce strategic OPO
(B = —1.139,p < 0.001), structural OPO (B = —2.026,p < 0.001) and CC OPO (B =
—0.659,p < 0.05), but not tactical OPO (8 = —0.265,p = 0.311). This finding suggests that a
purely compliance orientated leadership is inconducive to a more holistic understanding of
organisational privacy which does not only involve top-down edicts but also a corresponding
culture and support network of employees. This argumentation is in line with the research of
Alholgail & Mirza (2014) that also suggests that employees and users should be closely in-
volved in data security and privacy decision making to instil a sense of ownership. Addition-
ally, it corroborates long-standing recommendations in privacy literature to switch from a “re-
active” compliance orientation to a more “proactive” privacy culture (Gotsch, 2022; Hull, 2015,
p- 99; Lanier & Saini, 2008, p. 28).

The final antecedent, competition intensity (COMP), was included because it has been hypoth-
esised to play an “important role” in shaping how well firms could compete with a privacy
positioning (Casadesus-Masanell & Hervas-Drane, 2015, p. 242) and because — like with CSR
—would impede the long-term innovation and learning cycle necessary for anchoring privacy
learning processes within a firm (Vilanova et al., 2009). However, COMP showed no signifi-
cant effect on OPO, neither on the strategic (f = —0.115,p = 0.084), structural (f =
—0.009,p = 0.910), CC (8 = —0.093, p = 0.096) nor tactical (8 = 0.093,p = 0.085) dimensions.
Potentially, the small effect size and significance was caused by the variable being measured
with a self-assessment scale, which might not fully correlate with the actual competition in-
tensity in the market. However, since the theoretical basis for the effect is strong and almost
fell within an acceptable significance level, it would be worth to revisit competition intensity

as a potential antecedent to OPO in a future study.

Finally, our interviews as well as previous studies (K. D. Martin et al., 2017) suggest, that an
increased OPO could lead to higher levels of marketing performance (MP) by more closely

aligning customers’ privacy expectations with the data processing of a given firm (Gotsch &
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Schogel, 2021). This in turn would ideally translate into higher financial performance (FP). At
this point it must be acknowledged that both MP and FP are measured subjectively within this
study. Meaning they provide adequate data to establish a positive link in the context of nomo-
logical validity but are not to be understood as a causal relationship. Within this context, all
customer facing measures of OPO, meaning the structural (8 = 0.184,p < 0.05), CC (f =
0.179,p < 0.01)and tactical (f = 0.203,p < 0.001) aspects of OPO have a positive effect on MP,
which in turn is a significant driver for FP (f = 0.673,p < 0.001). On the other hand, the effect
of strategic OPO on MP is non-significant (f = 0.070,p = 0.387), which may result from its
focus providing results which are only experienced over years rather than individual encoun-
ters. However, since strategic OPO is responsible for the alignment of the other OPO dimen-
sions, it could be positively linked with other important organisational measurements such as

organisational identification or employee satisfaction (Park & Back, 2020).

Path B (standardized) S.E. p
CSR = Strat. OPO +0.093 0.072 0.246
CSR = Struc. OPO +0.156 0.086 0.120
CSR = CC OPO +0.194 0.063 0.004
CSR = Tact. OPO +0.399 0.048 <0.001
COMP = Strat. OPO -0.115 0.057 0.091
COMP = Struc. OPO -0.009 0.069 0.910
COMP =>CC OPO -0.093 0.050 0.084
COMP = Tact. OPO +0.093 0.035 0.096
SOC = Strat. OPO +1.776 0.367 <0.001
SOC = Struc. OPO +2.723 0.652 <0.001
SOC =» CC OPO +1.155 0.312 <0.001
SOC = Tact. OPO +0.444 0.218 0.091
LEAD = Strat. OPO -1.139 0.338 <0.001
LEAD = Struc. OPO -2.026 0.587 <0.001
LEAD - CC OPO -0.659 0.289 0.016
LEAD = Tact. OPO -0.265 0.202 0.311
Strat. OPO = MP +0.070 0.055 0.387
Struc. OPO -» MP +0.184 0.064 0.042
CC OPO » MP +0.179 0.043 0.007
Tact. OPO -» MP +0.203 0.056 <0.001
MP - FP +0.673 0.068 <0.001

Table 6-8 Study 5, statistics for the paths of the nomological validity test

In total, the test showed that OPO can be supported in a nomological network featuring related
antecedents and consequences. Hence, it sheds first light on the patterns and relations which
drive and are driven by the construct (Hagger et al., 2017).
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Discussion

The digitalisation of most aspects of our lives will most likely continue for years to come. For
each stakeholder to profit from the data streams captured from customers and directed to-
wards companies, the latter need to build their awareness and competences for data privacy
and security. However, to evaluate which strategies positively contribute to OPO, marketers
need a uniform conceptualisation of the construct and know how to measure it. Hence, the
contribution of this paper is threefold: 1) in a 5-step scale development process, we created the
tirst holistic measurement for privacy orientation on an organisational level; 2) building on
previous research and our own studies, we conceptualise OPO as a four-dimensional con-
struct; 3) by testing the nomological validity of the construct, we provide first insights in the
previously only hypothesised benefits of a more holistic focus on organisational privacy. All
these results provide a series of theoretical and managerial implications, which are discussed

below.

Theoretical implications

The central theoretical contribution of this study is to unite previous research streams on the
role of privacy on an organisational level (K. D. Martin & Murphy, 2017) to conceptualise and
operationalise a model of organisational privacy orientation and construct a comprehensive
and tested framework to set a basis for future privacy research. In total, our results provide

three main theoretical implications.

First, our results categorise the insights of earlier studies into organisational privacy (e.g.,
Gotsch & Schogel, 2021; Greenaway et al., 2015; Lobschat et al., 2021) by updating and con-
firming the dimensionality of the construct. So far, previous literature has focused on the stra-
tegic (Brodherson et al., 2021; Hassler, 2021; K. D. Martin et al., 2017; K. D. Martin & Murphy,
2017) and tactical aspects (Acquisti et al., 2020; Adjerid et al., 2018; Lanier & Saini, 2008)of
organisational privacy. Yet, our interviews as well as the scale itself demonstrate, that the
structural forces shaping OPO as well as the people working within these structures are para-
mount in securing data privacy within organisations. This holistic understanding of OPO al-
lows both managers and consumers to distinguish between companies with a long-term in-
vestment in their privacy and companies using only superficial transparency and control at
the touchpoint level to nudge customers into giving consent to share their data (see also Lu-

pidfiez-Villanueva et al., 2022).

Second, the five studies provide researchers with a solid conceptualisation of OPO, which of-
fers a holistic view on privacy from a businesses’ perspective. Both the qualitative insights
from study 1-3 as well as the quantitative insights from study 4 and 5 based on relevant sam-

ples confirm the feasibility of the construct as well as its reliability and validity. As such, it
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may prove a useful foundation for future privacy research in an organisational context and

allow for the comparability of said studies.

Third, the fifth study gives support to the hypothesised positive effects of OPO on marketing
and firm performance. While forthcoming privacy practices have been linked to firm perfor-
mance in the past (K. D. Martin et al., 2017), it was usually framed from the perspective of
crisis avoidance, rather than an asset in and of itself. Our results find that structural, CC and
tactical OPO may be drivers of marketing performance in general. Additionally, by looking at
compliance culture and CSR as antecedents, we provide a more nuanced understanding of
how OPO is distinct but related to both constructs. The corelations between the four OPO di-
mensions also support the hypothesis that privacy orientation is guided by the strategic di-
mension and from there shows its effects on the other, more short-term oriented dimensions.
Consequently, the results highlight the value of looking at OPO holistically to understand why
some organisations enjoy the trust of their customers regarding data privacy and some do not,

despite similar tactical OPO choices (see e.g., de Langhe & Puntoni, 2021).

Managerial implications

This study provides useful insights to (marketing-) mangers looking to align their data pro-
cessing activities more closely with the privacy expectations of their customers. Firstly, by un-
derstanding OPO as a four-dimensional construct across various levels of organisational hier-
archy, the analysis of potential weaknesses becomes clearer. As an example, if all previous
privacy efforts went into easily understandable privacy features on the touchpoint level with-
out investing equivalently into structural OPO, customers’ privacy vulnerability is still in-
creased due to potential mishandling of data by employees. Similarly, if an effective data gov-
ernance team has been assembled but it has neither the support from top management nor is
known by the employees processing customer data, their efforts are likely to be wasted. As
such, companies might use the OPO construct as a template to devise data privacy strategies,
starting at the strategic level down to HR and structural measures, which in turn manifest in

effective day-to-day tactical decisions.

Secondly, from the relationship between each of the dimensions, implications on building a
privacy-oriented organisation can be drawn. Seeing how privacy orientation is likely deter-
mined top-down, both through strategic direction and a corresponding company culture, it
presents a logical starting point for a discussion on OPO. If the business model stands in con-
flict with privacy preserving values (e.g., by relying exclusively on the capture of behavioural
surplus data), it can be presumed that no amount of investment in research and development
or privacy controls on the touchpoint level will increase OPO. However, it is not enough for
an organisation to orientate itself only around legal compliance, as study 5 showed that a
purely compliance driven leadership is likely to reduce the potential benefits which could be

gained from OPO. As a contrast, a compliance supportive organisational culture and a focus
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on CSR in general are likely to create the kind of organisational culture and human resource
pool which allows for the processing of customer data while still fulfilling their customers’

privacy needs. From there, a truly unique and future proof human resource pool can be built.

Finally, the nomological validity test provides first indices that organisations able to increase
their privacy orientation might do so to the benefits of their marketing and financial perfor-
mance. On the one hand, by creating a respectful data processing culture, which understands
privacy as a collective endeavour and a vital part of the customer experience, rather than a
limitation of it. On the other hand, growing the strategic, structural, HR and tactical compe-
tences for a privacy-oriented organisations may result in a unique and hard to imitate set of
organisational capabilities with applications in other fields of marketing (e.g., innovation mar-

keting, data analytics, customer retention, etc.).

Limitations and directions for further research

The results of this study are to be understood within the following limitations. First, while
study 1 was based on several extensive systematic literature reviews and interviews with a
balanced mix of industry professionals, they are by no means representative for any specific
industry or market. As such, a narrower investigation of industry-specific organisational pri-
vacy practices might capture a deeper understanding of individual privacy practices. Apply-
ing the OPO scale to industries with specific privacy needs (e.g., health care, insurances, bank-

ing) may yield additional insights for the future of data processing in these fields.

Second, the OPO construct was designed with the European market in mind. As such, it re-
flects a European understanding of management processes and privacy as a human right —
analogue to the GDPR. However, considering how context-sensitive all other privacy research
has shown itself to be (K. D. Martin & Murphy, 2017) the proposed framework might be ex-
panded by taking different management styles, cultures, markets, or legal guidelines into con-

sideration.

Third, in study 3 we focused our sample on privacy professionals from customer facing, large
enterprises in Europe. This was done to ensure the practicability and relevance to other profit-
driven businesses. However, we acknowledge that other professionals (e.g., legal experts or
policy makers) might have advocated for even stricter measures to improve OPO. Conse-
quently, we suggest future studies focus on evaluating OPO from the perspective of different

stakeholders to draw comparative results and to further expand our understanding of OPO.

Fourth, throughout this paper, research efforts were focused on the privacy of customer data,
meaning private individuals, not other companies. As such, all results mostly relate to organ-
isations in a business to consumer (B2C) market. However, we suspect that the benefits of

privacy orientation might also increase the digital trust in organisations looking to participate
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in a larger data ecosystem (Wortmann et al., 2022). Future studies might therefore use the OPO

construct to explore its benefits and downsides in a business-to-business context.

Finally, the results of our last study suggest several paths for future research. Our initial model
looked at three antecedents and two consequences. All the measurements relied on the accu-
rate self-assessment of the participants and might therefore be skewed by their perception. By
using a longitudinal study design or using market data in combination with the OPO scale,

additional insights into its effects are sure to be gained.

Conclusion

This paper conceptualises organisational privacy orientation (OPO) as an organisation-wide
effort to provide consistent, transparent privacy protection while allowing for data processing
to better satisfy customers’ needs. Consumers grow increasingly savvy with regards to their
personal data and about how their information is used for marketing. As such, firms looking
to respect this growing need have a corresponding obligation to understand how privacy is

guaranteed and protected within an organisational setting.
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Managerial Implications

Taken together, the 6 articles presented within this dissertation lay the groundwork for future
organisational privacy research and demonstrate, that data privacy and data-driven market-

ing need not be contradictory. In short, the key take-aways from a managerial perspective are:

e Article 1: The GDPR is not a compliance problem for marketers, but a chance to inte-
grate and understand data privacy as part of the customer experience of any data-in-
tensive product or service.

e Article 2: The transparency and control over commercial data processing demanded
under the GDPR increases trust and improves trust recovery after data leaks. If evalu-
ated separately, high transparency has a greater impact on trust when compared to
high control.

e Article 3: Marketers’ play a central role in defining the privacy orientation of their com-
pany. However, to do so, they need a level of privacy literacy as basis and the possibil-
ity to act upon that knowledge.

e Article 4: The focus on customer centricity has been and is often used inconsistently as
a justification for the excess collection of customer data. Customer centric data pro-
cessing is categorised by a high degree of purpose limitation and needs to be built in
co-creation with the customer.

e Article 5: Organisational privacy orientation is determined top-down from the strate-
gic level, translated into corresponding organisational structures that facilitate a
unique human resource pool which enacts privacy policies on the tactical level. Im-
proving or building organisational privacy is an iterative process, where information
from the tactical level is used as a basis to adjust strategic direction.

e Article 6: Organisational privacy orientation is a measurable construct, which is aided
by a generally high focus on corporate social responsibility and is harmed by a strict
focus on compliance. Privacy orientation, in turn, was found to increase the marketing

and financial performance of a given firm.

In total, the results make the case for managers in general and marketers specifically to work
to align their organisation’s data processing activities with the privacy needs of their custom-
ers (Gotsch, 2020, 2022). In doing so, they may increase their organisation’s resilience against
data breaches, increase customers’ trust in the brand and create a future-ready human resource
pool. This final chapter explains how customer-centric data management practices can be
translated from the strategic level to individual customer journeys, employees and finally
touchpoints. The goal: a culture of organisational privacy orientation in line with customers’

needs and modern data protection laws.
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What is the Idea behind Organisational Privacy Orientation?

While there is no doubt that the digitalisation of our daily lives has given rise to several bene-
ficial and innovative business models, the data processing underlying them has often not kept
up with the demands of modern data privacy legislation. This is demonstrated by the illegi-
bility of most privacy policies (Slepchuk & Milne, 2020) and the widespread use of nudging
techniques on digital platforms used to coax customers into giving consent (Lupianez-Vil-
lanueva et al., 2022).

Organisational privacy orientation (OPO) as a construct stands for data processing in accord-
ance with digital privacy as a human right. As such, it is defined as the degree to which “a
firm delivers consistent and transparent privacy protection to its customers” (Greenaway et
al.,, 2015, p. 580) through strategic, structural, human resource and tactical measures (Gotsch
& Schogel, n.d.). However, coming from a managerial point of view, OPO aims to achieve this

goal while still reaping the benefits from modern data processing.

First studies within and outside this dissertation attest to the value of the strategic resources

to be gained while pursuing OPO:

— Positioning Benefits: Using privacy as a differentiation tactic has mostly been dis-
cussed within two paradigms: The first is providing privacy as a core service, as it is
the case with data intermediaries (e.g., VPN services). While these models are assumed
to allow “customers to purchase a certain degree of privacy (...), the overall amount of
privacy and privacy-based customer utility will continue to erode” (Rust et al., 2002, p.
455). The second is closer to the subject of this dissertation: competing with privacy as
a strategic focus in a disclosure heavy market. The study of Casadesus-Masanell &
Hervas-Drane (2015, p. 240) suggests, that offering customers a privacy-oriented alter-
native to existing market actors can yield a profit, if the consumers’ general willingness
to pay is high.

However, positioning is not only communicated to potential customers, but to other
industry actors as well. Since customer data is often used in a larger ecosystem of data
controllers and processors, OPO increasingly becomes a barrier to entry for new actors
wishing to participate. The example of Facebook demonstrates this well: In 2018, it was
revealed that Facebook had given away personally identifiable data of over 87 Million
users to Cambridge Analytica through its open API, without seeking their consent
(Isaak & Hanna, 2018). The consequences were not only felt by Facebook itself: apart
from starting an industry-wide dialogue on privacy (Isaak & Hanna, 2018), it resulted
in a lowered general trust in social media by consumers (Maineri & Reeskens, 2019)
and even calls for political action to split up the Silicon Valley tech firms to curb their
influence on society (Cadwalladr, 2019). Such industry-wide spill-over effects are to be
expected and have been observed in other contexts, such as product recalls (Borah &
Tellis, 2016). Hence, industry actors would do well to position themselves as privacy-
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oriented and protect themselves from potential negative spill-over effects (Martin et
al., 2017b). At the same time, they signal to the rest of their industry, that they can be
trusted as part of a larger data ecosystem (Wortmann et al., 2022).

— Branding Benefits: In 2015, following the privacy and surveillance debate started by
the Snowden revelations, Apple released the Iphone 6s with a controversial encryption
feature. Apple claimed that this feature supposedly prevented both Apple and the gov-
ernment to access customer data without consent (Mcgee et al., 2017). Shortly after, this
claim was tested in the arena of public opinion, as the FBI reached out to Apple for
help with unlocking Iphones connected to a terror attack in San Bernardino. The com-
pany refused, with Apple CEO Tim Cook making the following statement: “The way
that we simply see this is, if this (...) can be used to force us to do something that would
make millions of people vulnerable, then you can begin to ask yourself: If that can hap-
pen, what else can happen? In the next Senate you might say: Well, maybe it should be
a surveillance OS. Maybe law enforcement would like the ability to turn on the camera
on your Mac” (Grossman, 2016). While Apple has emphasised privacy as a selling point
before, especially to distance themselves from its Silicon Valley rivals, it was this event
which cemented privacy as “one of Apple’s core values” (Apple, 2020) — with one of
the iPhone’s current central branding claims being “Privacy — that’s iPhone” (Chen,
2020; Fazzini, 2019).

Apple might be the most visible example of using privacy both as branding instrument
and selling point —but studies looking at “internet companies” have been emphasizing
privacy as a central selling point for well over a decade (Bart et al., 2005; Tang et al.,
2008; Y. Wang & Haijli, 2014). The idea is that branding a product as privacy-oriented
plays to the highly related concept of trust. Milne & Boza (1999) even suggested, that
improving trust through a privacy focus is a more effective strategy for improving dis-
closure behaviour than reducing privacy concerns. Other industries, which rely heav-
ily on trust, such as the newspaper industry, have also recently discovered the brand-
ing potential in emphasizing privacy measures such as foregoing programmatic ads
(see e.g., Flaig, 2020). It has also been shown that customers of online market-places
were willing to pay up to a 5% price premium to buy from a seller with stricter privacy
policies (Tsai et al., 2011).

Morey & Krajecki (2016, p. 184) support these findings, saying that trust-building with-
out focusing on information privacy will be a major challenge, concluding: “Personal
data and consumer trust are the building blocks of the personalised experience econ-
omy. They must be earned by firms, and willingly given by consumers. It is the new
face of brand building, and very much the domain of marketers.”

— Human Resource Benefits: The position of the Chief Data Officer (CDO) has grown in
importance even before the GDPR was ratified and made it a mandatory post. Lee et
al. (2014, p. 1) define this “new breed of executive” as overseeing “collaboration direc-
tion, data space & structure and value impact” (deciding how and what data is pro-

cessed for which reason). Often either suggested as an accompanying role or merged
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in the same role is the Chief Privacy Officer (CPO). Both positions have the potential
to shape and enforce a firm’s privacy strategy — which is why adequate training and
hiring for the right leadership style is an effective tool to successfully use a privacy-
oriented strategy (Kayworth et al., 2005, p. 121).

During the first wave of internet-focused privacy research, Sipior & Ward (2002) made
the following recommendation to protecting companies from privacy related lawsuits:
“In order to effectively coordinate proactive and reactive organisation-wide action to
potential consequences, we recommend expanding the role of the existing CPO”. Ad-
ditionally, it was recommended to train employees on the privacy policy of the com-
pany to ensure the future protection of the firm even as “the reliance on the Internet
continues to grow”. (p. 77)

Looking at the recommendation from a resource-based view (see e.g., Gassmann et al.,
2016), this point has only become more relevant. Similarly, to how early investment
into acquiring high skilled labour to build big data architecture has resulted in higher
growth and returns (Tambe, 2014), so will investing in the talent which knows how to
facilitate OPO (see e.g., Adams & Bennett, 2018).

Building these capabilities (early) will convey two benefits. First, OPO is likely to im-
prove the data architecture of a firm overall, as seamless data streams and central stor-
age (instead of data silos) easier to analyse (J. Kim et al., 2016). Additionally, a central
data storage can more adhere to current data privacy laws (Gupta et al., 2018), e.g., by
allowing customers to check their shared data across the entire company instead of just
single touchpoints. Second, there already exists a wealth of research on privacy pre-
serving big data applications, which will require considerable talent to effectively uti-
lise for marketing purposes (Freudiger et al., 2014; Gupta et al., 2018; Zheng et al., 2018).
OPO drives both ends — as Anhalt-Depies et al. (2019, p. 7) put it “It is possible to pro-
vide high-quality, spatially explicit data (...) while protecting sensitive information in
ways that provide protections to privacy and resources. However, doing this well re-
quires significant investment in (understanding) technological solutions, data policies,
and transparency efforts.”

— Data Quality Benefits: Prior to the ratification of the GDPR, a lot of industry-facing
articles predicted this new law to “dramatically affect the way data is collected”
(Downes, 2018), ending a lot of big data processing and monetisation tactics which had
been in use prior. The idea that big data business models are incompatible with modern
privacy regulations is intuitively correct, but only partially true. Looking at it from an
economics perspective, the widespread availability of personal data would lead to a
lowering of the informational value of individual data points (D’ Acquisto et al., 2015).
Part of this deterioration of data quality can already be observed, because if customers
are faced with a situation where risk and reward of sharing data are intertwined, they
will start protecting themselves by falsifying data instead of opting out of using said
service all together (Jiang et al., 2013; Martin et al., 2017b).
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Hence, it has long been argued, that in order to secure high-quality data, it is necessary
for “privacy building trust in big data” (D’ Acquisto et al., 2015, p. 18). While there are
many factors which more effectively drive customers to share their data (e.g., offering
an immediate benefit) (Kehr et al., 2015), perceived privacy or ownership of data does
so as well (Dinev et al., 2012; Hui et al., 2007; Morlok, 2016; Z. Wang & Yu, 2015), with
the added benefit of mitigating potential negative effects down the road (Martin et al.,
2017b). Additionally, it has been suggested, that increased privacy not just increases
the amount of data willingly disclosed, but also the quality of said data (Z. Wang &
Yu, 2015).

Finally, all these benefits also pay into increasing customers’ overall experience when interact-
ing with a company. Currently, the binary consent offered on many data collecting touch-
points (e.g., cookie banners) are both ineffective and a hinderance in the overall customer ex-
perience. By closer specifying the purpose of data processing and by learning which parts of
the data processing might potentially be unconscionable for customers, consent request can
both be deployed more precisely and offer more meaningful information to the customer
(Gotsch & Schogel, n.d.).

These benefits can be realised by incorporating OPO across its four dimensions:

- Strategy level: Customer-centric data processing - i.e., ensuring all data processing is
bound to a purpose which directly benefits the customer sharing said data.

- Structural level: Consent-based marketing - i.e., guaranteeing the effectiveness of data
processing while upholding the organisation’s privacy principles.

- Personnel level: Promoting a data privacy culture - i.e., providing the necessary re-
sources and incentives for save and privacy-oriented data processing.

- Tactical level: Frictionless satisfaction of needs - i.e., guaranteeing the efficiency of data

processing on the touchpoint level.

As the implementation of GDPR guidelines have shown, such a process of alignment can be
long and arduous for any firm (Teixeira et al., 2020). However, for companies looking to ex-
pand their digital capabilities or introducing a new digital business venture, OPO is a useful
positioning tool. While it is difficult to provide general guidelines on how OPO can be in-
creased, the following chapters provide an overview for managers how the OPO of their place

of work could be assessed or developed.

Strategic OPO

Strategic OPO is defined as “the extent to which a firm integrates consistent, transparent pri-
vacy protection to its customers in their strategic marketing decisions” (Gotsch & Schogel,
n.d.). Strategic guidance is necessary for the development of any corporate resource, as this is
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the best way to create "hard-to-imitate internal and external competencies" (Teece et al., 1997,
p- 515). OPO is no exception: it needs an externally communicated and internally lived vision
that serves as a foundation for all other OPO efforts (Gotsch & Schogel, 2021, p. 12). Internally,
this means that data privacy is not simply defined as a compliance problem but is directly
addressed like other strategic goals. In branding terms privacy is to be understood as a core
value and a part of the customer experience. How this is realised might look differently be-
tween industries — e.g., depending on the type of product being sold (Gotsch & Schogel, 2022,

p- 6):

— Fast moving consumer goods: For low-involvement products with a high degree of
substitution (e.g., food or beverages), the decision and purchase phase are usually short
or even spontaneously. Accordingly, privacy-oriented data processing strategies
should focus on finding the necessary data to eliminate frictions in the purchasing pro-
cess and facilitate the upsell.

— Consumer goods: Low-involvement products with a low degree of substitution (e.g.,
drugs) have a longer consideration phase. Hence, it is important that collected data is
used to improve both the product itself and the care at the individual touchpoints (e.g.,
better consultation or more intuitive product design).

— Loyalty goods: Products with a high degree of substitution and high involvement (e.g.,
consumer electronics) are characterised by a long decision phase. Since further pur-
chases depend on high customer loyalty, data processing should not only contribute to
the improvement of the customer journey, but also to the continuous improvement of
products in question.

— Evaluation goods: The lower the degree of substitution for a high-involvement prod-
uct (e.g., financial services), the longer and more important the pre-purchase phase
becomes. Data processing should therefore help customers in their research, evaluation

and consideration steps.

Strategic OPO requires understanding what data the organisation needs in any of the exam-
ples mentioned above while also learning at which steps and for which data customers feel

the most vulnerable if data is disclosed.

At the same time, an OPO positioning entails being vary of industry actors with a different
trajectory and distancing itself from them. In the short term, this means auditing suppliers or
other actors in the same data ecosystem with dubious data privacy practices. A prominent
example would be Apple's battle against Facebook over more transparent data collection on
iOS devices (Rodriguez, 2021). In the long term, OPO can only be used for a sustainable dif-
ferentiation, if the company is committed to better privacy standards in its markets, either
through the voluntary adoption of recognised privacy standards or the pro-active establish-
ment of new standards. As an example: two years ago, the Swiss companies Migros, Swisscom,

SBB and Credit Suisse proved that this is possible with comparatively simple means with their
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"Privacy Icons'"-initiative. This established a uniform visual language to inform customers

more efficiently about data requests for services (Hotz & Glatthaar, 2020).
Relevant indicators for the self-assessment of strategic OPO:

— Our top management explicitly names data privacy as an important part of our com-
pany’s strategy.

— Our top management emphasises that the protection of costumers’ data privacy is the
responsibility of each employee.

— The protection of the data privacy of our customers is named within our mission state-

ment.

Structural OPO

Structural OPO is “the extent to which a firm’s established rules, norms or structures guide
privacy preserving behaviour” (Gotsch & Schogel, n.d.). From the customer’s point-of-view,
strategic OPO mainly influences how they view the company, but it contributes little to how
fair they evaluate the exchange of data for benefits to be (Greenaway et al., 2015). From a pri-
vacy perspective, informed consideration of data sharing is only possible for customers in a
rather narrow “zone of effectiveness” (Reidenberg et al., 2014, p. 517). Specifically, requests to
share data should only be presented to customers if the following conditions are met (Richards
& Hartzog, 2019, p. 517):

1. Infrequent: Not every interaction over every touchpoint needs to be recorded. As
such, requests for consent should only pop-up in the customer journey where they
are needed.

2. Comprehensible: The benefits (and potential risks) of disclosure should be immedi-
ately obvious to the customer. This is the case if the benefits are directly tied to the
disclosure of data and the risks are presented in the order of severity rather than
hidden behind a privacy policy.

3. Serious: Customers need to be in a situation where they can take requests seriously
—i.e., not while being distracted or nudged to a predetermined conclusion.

4. Protected: Any data shared by customers is stored in line with current cyber security

standards and internal access is limited to as few employees as possible.

These are the goals of Structural OPO: to ensure through rules, regulations, data architec-
ture and audits, that these conditions are met for all data processing activities (Lu et al.,
2014).

Relevant indicators for the self-assessment of structural OPO:

— We have created a separate department specializing in data privacy issues.
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— We have clear guidelines on how to react to a detected personal data breach.

— All accesses to our customer data are logged and recorded.

— We regularly conduct internal privacy risk assessments with a clearly defined scope.

— We conduct an external privacy audit at least once every year.

— Our company has a system in place that ensures that improper or frequent accesses to
customer data are immediately noticed.

— We organise presentations for our employees to inform them about our data privacy
regulations.

— We have access to an online archive or training platform, where our employees can

learn about our privacy regulations.

Human Resource OPO

HR OPO is defined as “the level of knowledge and assimilation of corporate privacy preserv-
ing values by all internal stakeholders” (Gotsch & Schogel, n.d.). The acquisition and promo-
tion of skills in the human resource pool contributes directly to the implementation of a com-
pany's operational and strategic goals. The exact mix of skills required will depend on the
strategic objectives, but the tendency should be for the internal demand for analysts and IT
staff to increase as more data sources are tapped. Additionally, all employees need to be reg-

ularly trained on how the company’s privacy strategy affects their daily tasks.

Soft skills should not be neglected in this context either, especially in companies with intensive
customer contact (e.g., financial services). After all, communicating the customer's benefit re-
garding the processing of their data is an important part of the customer experience. It is up
to employees to create little moments of trust throughout the customer journey, which ensure
that the consent to share data is genuine. (Gotsch & Schogel, 2022)

If these capabilities are available in the company, they must in turn be anchored in the com-
pany's incentive structure through a transparent data architecture and guiding key figures. As
the final step in the process of embedding data privacy skills in a company's workforce, face-
to-face interactions serve as an important source of learning for employees, helping to align a
company's data protection with the needs of its customers. (Schogel & Gotsch, 2021, p. 18).
Hence, the effects of human resource OPO are felt by customers, if they understand the value

being generated through the company’s data processing as explained by its employees.
Relevant indicators for the self-assessment of human resource OPO:

— Our customers understand, what data we collect from them.
— Our customers understand, why we collect data from them.

— Our data processing activities are transparent to our customers.
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Tactical OPO

Tactical OPO is defined as “the extent to which privacy preserving values are embodied in
tactical marketing decisions” (Gotsch & Schogel, n.d.). One of the main focuses of marketing
related privacy research has been improving the data gathering processes themselves. Martin
& Murphy suggested (2017) to give the customers both more control and transparent infor-
mation over requested data flows. The importance of creating processes with both transpar-
ency and control in mind “has been established” (Beke et al., 2018, p. 8) and partially incorpo-
rated into e.g., the GDPR. Especially being able to provide transparency over data processing
contributes to brand trust (Gotsch, 2021). Apart from that, there exist multiple privacy enhanc-
ing analytics methods which can be employed instead of relying on more data intensive meth-
ods (D"Acquisto et al., 2015; Freudiger et al., 2014; J. Kim et al., 2016).

Of course, just relying on anonymisation techniques alone is not enough. From the experience
of many companies with the implementation of the GDPR principles, we know that one of the
biggest hurdles is the lack of a clear privacy strategy and the lack of translation to the opera-
tional level (Linden et al., 2020; Teixeira et al., 2020; Zaeem & Barber, 2020). This is also the
reason why the stream of complaints about non-compliant processing in Europe has not yet

stopped four years after its ratification (Lupidfiez-Villanueva et al., 2022).

On the other hand, companies that have already taken steps to comply with the GDPR have a
wide range of instruments at their disposal that make data processing even more transparent
and easier to monitor for their customers. The most frequently mentioned privacy practices at
a touchpoint level are transparent communication (i.e., not written like a legal text), simple
data management (i.e., GDPR-compliant) and refraining from manipulative nudges. Best prac-
tices for individual aspects of data privacy are to be found among big tech companies. From
Apple’s app tracking transparency to Google's privacy check, to Facebook's step-by-step tour
of privacy features, there are plenty of ideas for most companies on how to make their own

touchpoints more privacy-oriented. (Gotsch & Schogel, 2022)
Relevant indicators for the self-assessment of tactical OPO:

—  We only collect enough data from customers to fulfil their order(s).

— Our customers can test our products and services without sharing a lot of personal
data.

—  We do not collect customer data unless the customer receives a clear benefit in return.

— We make efforts to use as little personal data for our products and services as possible.
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Conclusion

In the last twenty years, a lot has been invested in the digitalisation of processes and business
models across all industries. For many companies, data privacy has been and is just another
hurdle that requires a lot of investment and resource acquisition to overcome. With the global
data ecosystem growing by the day, time is right to challenge this view. The recommendations
in this dissertation are not out of reach for most companies - but they require a conscious and
timely commitment from marketing management to understand their customers’ privacy as

an integral part of customer engagement.

This does not mean that companies should forego data processing or that every SME must
keep up with Apple's security standards. The degree of one's privacy orientation will always
depend on the extent to which customer data is processed to deliver customer value. However,
the goal for every company should be to be able to conduct an open dialogue with its custom-
ers about data processing - without making them uncomfortable or being deliberately obtuse.
A high organisational privacy orientation is only reached if customers are able to fully reap

the benefits of their willingly shared data.

Currently, customers are still coming to terms with the exponential logic of data driven busi-
ness ventures and are therefore at a disadvantage, when it comes to avoiding or regulating
firms looking to exploit this power imbalance. However, children of younger generations, who
grow up with smartphones in their hands today, will have experienced three decades of pri-
vacy discussions and scandals by the time they are able to vote with their wallet. At the same
time, privacy cannot be expected to go out of fashion, as it is a deliberate and basic human
desire and therefore a human right. As such, brands and companies able to instil privacy ori-
entation as a core value in the minds of young generations today, will be the only ones able to

build the sustainable data ecosystems of tomorrow.
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