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Summary 

While new information technologies (IT) have brought opportunities and prosperity, the 
flip side of the coin is that these technologies have increased society’s reliance on and 
vulnerability to them. Every interruption in the confidentiality, integrity, and availability 
of data and services can have severe consequences. Such threats, termed cyber risk, can 
comprise large-scale data breaches or the breakdown of critical IT systems and can 
spread quickly around the globe. Due to its emerging nature, the extant academic litera-
ture on cyber risk is scarce and our knowledge is quite limited. My doctoral thesis is 
composed of four essays, all aiming to improve our understanding of cyber risk and 
derive recommendations for action.  

The first essay sets the stage by providing an in-depth discussion of cyber risk. Starting 
with a systematic literature review, we derive what we know about cyber risk, how it can 
be modeled, and the obstacles when it comes to insuring against cyber risk. We find that 
the data quality with respect to cyber risk is not satisfactory and, consequently, academ-
ics and practitioners lack sound risk models. Managing and pricing cyber risk especially 
hinders the development of a cyber insurance market. Moreover, we find that cyber in-
surance peculiarities such as small portfolio sizes, heavy tails, high and potentially non-
linear correlations, and risks of change (parameter and model risk) additionally present 
obstacles to the development of a cyber insurance market. This paper has been published 
in the Journal of Risk Finance.  

The second essay uses the findings of the first one and analyzes the consequences for 
risk management. It contrasts the characteristics in cyber risk data with the regulatory 
models Solvency II, US risk-based capital (RBC), and Swiss solvency test. We identify 
the shortcomings of the regulatory models from both an operational and underwriting 
cyber risk perspective. The models applied to cyber risk do not guarantee the shortfall 
probability the regulator aims for. Especially for small portfolio sizes and high cover 
limits, the heavy-tailedness and high dependency in cyber risk reduce the merits of di-
versification and consequentially lead to lower survival probabilities. In general, we find 
that the current regulatory models are not well equipped to handle cyber risk.  

The third essay models the cyber insurance market and analyzes the interaction of de-
mand and supply as a function of the portfolio (and market) size. We show that previ-
ously identified cyber risk characteristics, such as strong tail dependence, high costs, 
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information asymmetries, and modeling risk, lead to a market trap. This describes a sit-
uation in which it is not optimal for insurers and insurees to start transferring cyber risks 
and a market does not develop. Since beyond a minimum market size the trap can resolve, 
insurers are advised to pool their risks with other insurers, and governments should in-
centivize such behavior. Moreover, sharing data on cyber risk can reduce the modeling 
risk, and IT security standards can mitigate asymmetric information.  

The last essay analyzes the dependence between cyber risks (policy) and systemic com-
ponents in more detail. Due to incomplete datasets, modeling dependence and frequency 
distributions is challenging. Because the inductive approach of network pandemics al-
lows one to model the spreading of threats across entities (policyholders), it can fill in 
the missing data with model estimates. Our results show that the existing actuarial de-
pendence models, such as linear correlation and copulas, and frequency distribution, 
such as binomial and Poisson distribution, systematically misjudge cyber risks. This im-
plies that regulatory capital models underestimate the strength and nonlinearity of de-
pendence. Moreover, network pandemics allow for analysis of systemic events and 
worst-case scenarios. In addition, insurers can differentiate premiums based on the con-
nectivity and IT security levels of the policyholder. This enables risk adequate pricing 
and internalization of systemic costs.  
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Zusammenfassung 

Der Einsatz neuer Informationstechnologien (IT) hat das Leben der Menschen in weiten 
Bereichen verbessert. Die Kehrseite der Medaille ist jedoch, dass die Gesellschaft 
stärker von IT abhängig geworden ist. Neue Bedrohungen, die die Vertraulichkeit, In-
tegrität und Verfügbarkeit von Daten und Services beeinflussen, sind eminent und 
werden unter dem Begriff Cyberrisiken zusammengefasst. Aufgrund ihrer Neuartigkeit 
wurden Cyberrisiken weder in der Forschung detailliert untersucht, noch konnten Ver-
sicherer damit bereits Erfahrung sammeln. Diese Dissertation setzt hier an, indem sie in 
vier kumulativen Beiträgen Cyberrisiken näher analysiert und Handlungsempfehlungen 
für Versicherer und Aufsichtsbehörden herleitet.  

Der erste Essay setzt den Rahmen für die weiteren Arbeiten, indem er einen um-
fangreichen Überblick über die bestehende Literatur zu Cyberrisiken liefert und offene 
Forschungsfragen identifiziert. Über 200 wissenschaftliche Artikel, Beiträge und Inter-
views mit der Versicherungsindustrie wurden strukturiert und ausgewertet. Das Ergebnis 
zeigt, dass spezifische Charakteristiken von Cyberrisiken, wie Verteilungen mit dicken 
Enden und starke, nicht-lineare Abhängigkeiten, Ursachen für die fehlende Versi-
cherbarkeit sind. Weiter Hindernisse für die Versicherbarkeit sind fehlende Daten und 
als Folge unzulängliche und unsichere Modelle. Der Artikel wurde 2016 im Journal of 
Risk Finance publiziert. 

Der zweite Essay befasst sich mit der Frage, ob die aktuellen regulatorischen Kapitalan-
forderungen für Versicherer der Bedrohung durch Cyberrisiken gerecht werden. Dazu 
wird ein prototypisches Versicherungsportfolio bestehend aus einzelnen Cyber-Policen 
modelliert, aggregiert und mit den regulatorischen Risikomassen ausgewertet. Diese 
werden anschließend mit den regulatorischen Kapitalerfordernissen verglichen. Die 
Analysen zeigen, dass die herkömmlichen regulatorischen Modelle den neuartigen Cy-
berrisiken nicht gerecht werden. Dazu berücksichtigen sie die Verteilungen mit dicken 
Enden und starken Abhängigkeiten zu wenig. Das Paper wurde 2019 im North American 
Actuarial Journal (online) publiziert. 

Im dritten Essay wird der Cyberversicherungsmarkt in seiner Gesamtheit modelliert. 
Indem die Interaktion zwischen Nachfrage und Angebot analysiert wird, wird auf die 
mögliche Existenz eines Cyberversicherungsmarkts geschlossen. Damit wird erklärt, 
warum der Markt für Cyberversicherungen hinter den Erwartungen geblieben ist. Wir 
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finden, dass die hohen Kosten, Informationsasymmetrien, Modellierungsrisiken, die al-
lesamt mit der Neuartigkeit von Cyberrisiken verbunden sind, sowie starke Korrela-
tionen in extremen Ereignissen das Marktversagen erklären können. 

Der letzte Essay befasst sich mit der Analyse von Abhängigkeiten zwischen einzelnen 
Cyberrisiken (-policen). Unvollständige Datensätze machen das Modellieren von Ab-
hängigkeiten und Häufigkeiten schwierig. Der induktive Ansatz eines Netzwerkep-
idemiemodells, der die Ausbreitung von Bedrohungen zwischen einzelnen Entitäten 
modelliert, ermöglicht die unzulänglichen Daten mit Modellschätzungen zu ergänzen. 
Die Analysen zeigen, dass die gängigen aktuariellen Modelle für Abhängigkeiten, wie 
lineare Korrelation, Copulas, sowie für Häufigkeiten, wie die Binomial- und Poisson-
Verteilungen, Cyberrisiken systematisch falsch einschätzen. Unter anderem impliziert 
dies, dass die regulatorischen Modelle die Stärke und Nicht-Linearität der Abhäng-
igkeiten unterschätzen. Zudem ermöglichen Netzwerkepidemiemodelle das Analysieren 
von systemischen Ereignissen. Versicherungen können Prämien aufgrund der Netzwerk-
Zentralität und Sicherheitsvorkehrungen einzelner Kunden differenzieren und so sys-
temische Kosten internalisieren. 
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Essay I  

What do we know about cyber risk and cyber risk insurance? 

 

Martin Eling & Werner Schnell  

 

Abstract 

Purpose – This paper aims to provide an overview of the main research topics in the 
emerging fields of cyber risk and cyber risk insurance. The paper also illustrates future 
research directions, from both academic and practical points of view. 

Design/methodology/approach – The authors conduct a literature review on cyber risk 
and cyber risk insurance using a standardized search and identification process that has 
been used in various academic articles. Based upon this selection process, a database of 
209 papers is created. The main research results findings are extracted and organized in 
seven clusters. 

Findings – The results illustrate the immense difficulties to insure cyber risk, especially 
due to a lack of data and modelling approaches, the risk of change and incalculable 
accumulation risks. The authors discuss various ways to overcome these insurability 
limitations, such as mandatory reporting requirements, pooling of data or public–private 
partnerships in which the government covers parts of the risk. 

Originality/value – Despite its increasing relevance for businesses at present, research 
on cyber risk is limited. Many papers can be found in the IT domain, but relatively little 
research has been done in the business and economics literature. The authors illustrate 
where research stands currently and outline directions for future research. 

 

Keywords  

Risk management, accumulation risk, cyber insurance, cyber risk, insurability 
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1 Motivation and aim of the paper 

Despite its increasing relevance for businesses today, research on cyber risk is limited.1 
Many papers can be found in the IT domain, but relatively little research has been done 
in the business and economics literature. The existing articles emphasize the lack of data 
and modelling challenges (see, e.g., Maillart & Sornette, 2010; Biener, Eling, & Wirfs, 
2015a), the complexity and dependent risk structure (see, e.g., Hofmann & Ramaj, 2011; 
Ögüt, Raghunathan, & Menon, 2011), and adverse selection and moral hazard issues 
(see, e.g., Gordon, Loeb, & Sohail, 2003). More applied research is concerned with the 
potentially huge losses from worst-case scenarios such as the breakdown of critical in-
frastructure (see, e.g., WEF, 2010; CCRS, 2014; Lloyd’s, 2015b; Long Finance, 2015). 
In short, the existing studies highlight the challenges in the risk management and insur-
ability of cyber risks. 

The aim of this paper is to establish a database on studies, articles, and working papers 
on cyber risk and cyber risk insurance2. Based on this goal, we provide insurance prac-
titioners and academics with an overview on the main research topics and future research 
directions in the field. The focus of the analysis is on the business and economics liter-
ature in the field of risk and insurance. In order to provide a structured discussion, we 
pursue seven core topics:  

1. Definition and categorization of cyber risks 

2. Costs and detrimental effect caused by cyber risk 

3. How to find data on cyber risk 

4. How to model cyber risk 

5. How to organize cyber risk management 

6. Whether cyber risk is a threat to the global economy and society 

7. What does the cyber insurance market looks like, and what are the main insurability 

challenges? 

We first present a short description of the methodology (Section 2). Then we provide a 

 
1  As shown in Appendix A, research on the topics of cyber risk and cyber insurance has been very 

limited until the year 2010, but since then it has grown exponentially. This emphasizes the increasing 
relevance of the topic, from both a practical and an academic perspective. 

2  In this paper, we use the terms cyber risk insurance and cyber insurance interchangeably. 
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structured review of the existing literature considering the above seven research topics 
(Section 3). Finally, we consider what the insurance industry and the government3 might 
do to prevent cyber risk and to support cyber insurance. Potential research questions for 
academics are also formulated (Section 4).  

2 Research approach 

We conduct our review on cyber risk and cyber risk insurance using a standardized 
search and identification process that has already been used in various academic articles 
(see, e.g., Biener & Eling, 2012; Biener et al., 2015a, 2015b). First, we search for the 
terms “cyber risk,” “cyber risk insurance,” and “cyber insurance” in the journal data-
bases EBSCOhost (Business Source Premier and EconLit) and ABI/INFORM Complete. 
In addition, we search for the same terms in the Social Science Research Network 
(SSRN) and via Google Scholar. We then review journal issues from January 2000 to 
December 2015 from a predefined list of journals4 and also review all working papers 
from the annual meetings of the American Risk and Insurance Association (ARIA) for 
2011, 2012, and 2013, the 2010 and 2015 World Risk and Insurance Congress, and other 
relevant conferences in the fields (EGRIE, APRIA). Finally, we review citations in the 
identified papers to explore additional relevant materials.  

Based upon this selection process, a database of 209 papers is created, and the main 
research results findings are extracted. In Appendix C, we structure the papers by year, 
author (academic, industry), discipline (Economics, Finance/Insurance/Risk Manage-
ment, IT, Law, Management), and methodology (Empirical, Theoretical, Data Collec-
tion, Qualitative). We also classify the studies within the risk management process by a 
set of selected key words. The review contains papers published between January 2000 
and May 2016. On the highest hierarchical level, we identify seven different research 
clusters (or core topics) that form the structural basis for the discussion presented in 

 
3  Our view on the government includes all potential activities by public authorities, including legisla-

tion, regulation, and other work of the authorities. 
4  Journal of Finance, American Economic Review, Journal of Risk and Insurance, Insurance: Mathe-

matics and Economics, Geneva Papers on Risk and Insurance - Issues and Practice, and The Geneva 
Risk and Insurance Review. Other journals from the field of risk and insurance are also reviewed 
(Journal of Insurance Regulation, Risk Management & Insurance Review, ASTIN Bulletin, North 
American Actuarial Journal, European Actuarial Journal). 
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Section 3. 

3 Research results 

3.1.  Definition and categorization of cyber risk 

We scan all 209 references for different definitions of cyber risk and systematically com-
pare them (see Appendix D). Since our focus is on cyber risk from an insurance per-
spective, we propose a definition comprising all risks that show similar characteristics 
(e.g., with respect to distribution, correlation, and mitigation instruments) in order to 
facilitate the modelling and management of such risks. 

Cyber risks can be classified according to the activity (e.g., criminal and non-criminal), 
the type of attack (e.g., malware, insider attack, spam, distributed denial of service, and 
botnet), and the source (e.g., terrorists, criminals, government). The attacks depend 
mainly on criminal activity and are reinforced by network effects (e.g., worms). The 
vulnerability of the company then determines whether an attack is successful. As the 
vulnerability is determined to some extent by organization-specific parameters such as 
technology, processes, and people, it is characterized by an idiosyncratic risk component, 
and an insurer potentially faces moral hazard. Moreover, due to the public good charac-
ter of IT security investments (the security level of a company depends on security 
measures of other partners in the supply chain), companies tend to invest less than the 
amounts optimal for the economy (Biener et al., 2015a). Finally, regarding the conse-
quences, depending on the aim of the attackers (e.g., espionage, sabotage, extortion, and 
exploiting information), the attack might compromise the availability of IT services, the 
integrity and confidentiality of data that in turn lead to monetary loss, reputational dam-
age, business interruption (see CRO Forum, 2014), and even damage to humans. 

The term “cyber” has two constitutive elements, i.e., it relates to electronic communi-
cation networks and virtual reality. Both characteristics fundamentally distinguish 
cyber risk from other types of risks. Firstly, the virtual reality emphasizes the intangible 
nature and therefore the difficulties in assessing the losses. Secondly, networks are 
closely connected to the term cyberspace, which is frequently used synonymously with 
the Internet. While the Internet might be the main source of cyber threats (due to its 
public domain), cyberspace describes every network that connects IT systems (e.g., 
LAN, WAN). Several other definitions emphasize the significance of networks (Swiss 
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Re, 2014; CRO Forum, 2014; Lloyd’s, 2015a, 2015b; Willis, 2013a). 

In comparison, other authors do not stress the term “network” explicitly as constitutive 
and use broader definitions. For example, Cebula and Young (2010) define cyber risks 
as “operational risks to information and technology assets that have consequences af-
fecting the confidentiality, availability, or integrity of information or information sys-
tems”. Similarly, the National Association of Insurance Commissioners (2013) lists 
identity theft, disclosure of sensitive information, and business interruption as examples 
of cyber risk. Other researchers investigate only one particular type of cyber risk, such 
as data breaches (Böhme & Kataria, 2006). Others see the motivation of the attacker 
as relevant. For instance, Mukhopadhyay et al. (2005, 2013) concentrate only on mali-
cious events.  

Another relevant aspect with respect to insurance is that cyber risk can affect insurance 
companies in two fundamentally different ways. Firstly, since an insurance company 
relies critically on its IT infrastructure, it is highly vulnerable to cyber risk. This expo-
sure is treated by a regulatory framework as part of the operational risk category (oper-
ational cyber risk). Secondly, writing cyber risk policies seems to be an attractive busi-
ness opportunity for insurance companies (underwriting cyber risk). Both aspects 
should be considered in risk management and the regulation of insurance companies. 

Overall, it must be emphasized that cyber risk’s characteristics are distinct from those 
of most other common risks. While most insurers have historically provided protection 
mainly for rather uncorrelated risk (e.g., motor insurance), cyber risks might be signifi-
cantly correlated with each other (e.g., Ögüt, Raghunathan, & Menon, 2011). The global 
interconnection of different IT systems causes geographical boundaries that would po-
tentially provide some segmentation to vanish. Moreover, as the production of IT sys-
tems is characterized by huge economy of scales, the variety of products in the market 
is limited. Thus, if a security leak is spotted, it can be exploited in a multitude of systems. 
This homogeneity is especially true for the systems that should provide IT security (e.g., 
antivirus software). Eling and Wirfs (2016a) derive the main characteristics of cyber risk 
as follows: Cyber risks are highly correlated and global, result in first- and third-party 
losses, and can be both short-tail and long-tail. Eling and Wirfs (2016a) also distinguish 
between the “cyber risks of daily life,” such as the usual hacker attack on a single com-
pany which is insurable today, and extreme risks, in which cyber losses are not inde-
pendent (leading to potential accumulation risk). 
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3.2. Costs and detrimental effect caused by cyber risk 

Estimating the costs caused by cyber risk is difficult, as there is high uncertainty and no 
accepted source of information. Some types of cybercrime might even generate no costs 
at all or cannot be quantified (e.g., spreading of racism, mobbing, or trading of illegal 
drugs). However, several industry contributions try to estimate the overall costs, costs 
per incidence, and cost per record of a data breach (see Appendix E for an overview). 
The global costs of cyber risk are generally estimated to be above one hundred billion 
US$, which emphasizes the economic significance of cyber risk. However, depending 
on the definition applied, the estimates vary quite substantially. While Symantec (2013; 
estimating 113 billion US$) takes only direct costs into account, McAfee (2014; esti-
mating 445 billion US$) also incorporates indirect costs such as the reputational costs 
for the hacked company. The wide range provided by Kshetri (2010; estimating between 
100 and 1,000 billion US$) is based on secondary literature and emphasizes the consid-
erable uncertainty present when estimating cyber risk costs. The costs per data breach a 
hacked company faces show less variation and are estimated to be between 2.1 to 3.8 
million US$. Moreover, the loss of each record (e.g., credit card number) generates costs 
from 217 to 956 US$. McAfee (2014) also provides estimates of the cyber risk costs for 
different countries, showing strong variations between different countries (e.g., 0.64% 
(1.60%) of GDP for the US (for Germany)).  

Given these extreme ranges, it seems that the existing cost estimates are far from perfect. 
Moreover, the numbers must be interpreted with caution, as most of them have been 
estimated by security firms and consulting companies that might have incentives to in-
flate the cost estimates to benefit their business. Anderson et al. (2013) discuss the 
methodological flaws of such estimates and suggest an improved alternative, which, 
however, in aggregate also yields a number in the hundreds of billions of US dollars.5 
Anderson et al. (2013) also argue that a majority of cyber costs are indirect losses (e.g., 
loss of trust) and defence costs (e.g., antivirus software, insurance), excluding direct 
losses (e.g., theft of money).  

As a way to comprehensively evaluate both direct and indirect effects, several studies 
investigate the effects that cyber risk incidences have on companies’ stock prices. For 

 
5  The authors, however, explicitly say that an aggregation is not meaningful. 
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example, Cavusoglu et al. (2004) show in an event study that a security breach nega-
tively affects a company’s stock price. They estimate the loss to be as high as 2.1% of 
the market volume or 1.65 billion US$ per security breach.6 A major part of the discount 
is explained by the reputational damage (Sinanaj & Muntermann, 2013). On the contrary, 
Campbell et al. (2003) as well as Hovav and Arcy (2003) find only limited evidence that 
data breaches or denial of service attacks negatively influence the company’s stock price. 
However, Campbell et al. (2003) show that a breach of confidential data has a larger 
negative effect on the stock price than non-classified information; Hovav and Arcy 
(2003) show a negative price effect for companies with a business model that is heavily 
based on the Internet. Thus, market participants seem to behave rationally, as the dis-
count is proportional to the expected loss associated with different data. 

3.3.  How to find data on cyber risk 

The availability of data on cyber risk is rather scarce. This might be because institu-
tions that have been compromised do not disclose incidences (Symantec, 2016). How-
ever, since 2002, US entities that experienced security breaches are required to report 
the incidence to their customers and other parties (NCSL, 2016), which enhances data 
availability. But even if historical data are available, the fast-changing environment 
for cyber risk might render these data useless (CRO Forum, 2014). Some sources for 
aggregated cyber risk statistics have already been discussed in the previous section. In 
Panel A of Appendix E, we list all sources for aggregated cyber risk data we found in 
our review. The usefulness of aggregated statistics is, however, limited. The most useful 
data for modelling would be the claims an insurer actually faces, as recorded by NetDil-
igence (2014). In Panel B of Appendix E, we list all additional alternative sources of 
raw data potentially suitable for actuarial modelling. 

  

 
6  Interestingly, Cavusoglu et al. (2004) also show that stock prices of information security providers 

increase on average in value by 1.36%, or 1.06 billion US$, after the announcement of another com-
pany’s security breach. 
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3.4. How to model cyber risk 

Maybe due to lack of data, there is no established method to model cyber risk, and not 
much research has been done so far. Some authors also suggest avoiding the use of the 
classical stochastic modelling, and rather relying on scenario approaches instead 
(Lloyd’s, 2015b). Rakes, Deane, and Rees (2012) argue that, especially for sparse but 
high-impact IT security breaches, it might be better to rely on an expert’s judgement in 
defining worst-case scenarios and their likelihood.  

Two of the few papers that model cyber risks with stochastic modelling techniques are 
Maillart and Sornette (2010) and Wheatley, Maillart, and Sornette (2016). The first one 
investigates personal data breaches (e.g., credit card, social security numbers, banking 
accounts, or medical files) and finds that the frequency of such incidences has been 
exponentially growing during the period from 2001 to 2006. However, from 2006 on-
wards, the development reached a plateau. Moreover, the authors find that the severity 
per incidence is extremely heavy-tailed-distributed (Pareto index of 0.7) and that the 
laws governing its distribution have been stable over time. While personal data breaches 
are only one type of cyber risks, the authors argue that this finding is representative for 
other types of cyber risks originating from the Internet. Building upon this work but with 
up-to-date and broader data set, Wheatley, Maillart, and Sornette (2016) conduct a sim-
ilar analysis and find that the number of breached items per incidence has been even 
heavier-tailed-distributed since 2007 (Pareto index of 0.37 for 2015). The size of data 
breaches is expected to double in the next five years, from an estimated 2 billion per-
sonal items to 4 billion.7 

The results show that the laws governing the properties of cyber risk, whether frequency 
or severity, are highly dynamic. Also, the fast-changing technology environment re-
quires continuous revisions of modelling approaches. The quality of available data also 

 
7  Similarly, Edwards, Hofmeyr, and Forrest (2015) investigate trends in data breaches between 2006 

and 2015. However, they find no evidence for an increasing trend in frequency or in severity (number 
of records per incident). They argue that the widespread intuition that frequency and severity of data 
breaches increase might be just an artefact of heavy-tailed loss distributions (while severity is best 
described by the log-normal distribution, the frequency follows a negative binomial distribution). 
Eling and Wirfs (2016b) apply a dynamic version of the peaks over threshold approach from extreme 
value theory and consider a self-constructed database of cyber loss incidents. 



Essay I: What do we know about cyber risk and cyber risk insurance? 23 

 

limits the improvements that can be made in modelling. Especially for insurance pur-
poses, the number of data breaches is not sufficient to calculate premiums, capital, or 
reserves. Instead, to each data breach, a price tag corresponding to the potential claim 
must be allocated. Finally, classical risk or premium measures based on mean and vari-
ance might fail to be applicable, and the merits of diversification might vanish due to 
the infinite moments that characterize cyber risks (see, e.g., Chavez-Demoulin, Em-
brechts, & Nešlehová, 2006). 

In addition to modelling the marginal distribution of cyber risk, the second challenge is 
their aggregation, especially when the risks are correlated, as is the case with cyber risk. 
Indeed, correlation of cyber risks has been discussed as being detrimental to the devel-
opment of a cyber insurance market. Böhme and Kataria (2006) systematically investi-
gate correlations on two levels. Firstly, an event could affect several systems within a 
single entity (e.g., company). Secondly, there is a correlation across different entities 
(e.g., an insurer’s portfolio of policies). The authors build a model describing that insur-
ance is especially suited for risks that show high internal and low global correlation. 
The implication is that low internal correlation would allow a company to eliminate the 
risk by self-protection more efficiently. Moreover, a high global correlation is detri-
mental to the insurer’s diversification merits and would drive the charged premium up. 
The authors suggest that increasing diversity of the system platforms could reduce in-
ternal and external correlation. For example, the government should use competition 
laws to increase the diversity of available software products. 

Due to rather complex dependencies, aggregation of different cyber risks can be quite 
challenging. The use of copulas has an advantage in that it allows for any potential mar-
ginal distribution (what might be especially helpful for the diverse cyber risk classes) 
and accounts for non-linear dependencies. Böhme and Kataria (2006) suggest the t-cop-
ula, as it is suitable for modelling the correlation of extreme events. However, these 
researchers employ the t-copula purely for simulation exercises and emphasize that bet-
ter data would be required in order to estimate suitable copulas and parameters empiri-
cally. However, they also conduct empirical tests and estimate a correlation coefficient 
for global attacks of only 0.03 and 0.18 depending on the model applied. Moreover, their 
estimates for the internal correlation coefficient are smaller than 0.1. Herath and Herath 
(2011) analyze losses due to virus incidents and find that the marginal distributions are 
not normal and the risks are correlated in a non-linear fashion. As a remedy, the authors 
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suggest using Archimedean copulas (Clayton and Gumbel) and conduct simulation ex-
ercises. Mukhopadhyay et al. (2013) use the normal copula to aggregate the number of 
failures (frequency) and the loss given default (severity), which can finally derive the 
overall loss distribution on a cyber risk portfolio. To conclude, as more data on cyber 
risk become available, research should be aimed at improving the understanding and 
modelling of the rather complex and interdependent cyber risk.  

3.5. How to organize cyber risk management 

The first and maybe most important aspect for sound cyber risk management is that 
cyber risk management is not the responsibility of the IT department; it requires an over-
arching dialog between different departments (e.g., sensitization, trainings). Moreover, 
the institutional commitment – demonstrated by having a person responsible for infor-
mation security – is also very essential. Firms with a Chief Information Security Officer 
(CISO) or a similar position have lower average costs when a breach occurs (US$ 157 
per record vs. US$ 236 per record for firms without strategic security leadership; see 
Shackelford, 2012). 

The first step in the classical risk management process is to define the initial situation 
and goals of the cyber risk management. By now there exist a multitude of industry 
standards, in particular from the field of IT, which can serve as templates for cyber risk 
management (e.g., the family of ISO/IEC 2700x standards, the BSI-IT-Grundschutz 
(BSI, 2008), or the Cyber Security Best Practices (Allianz, 2011).8 There also exists an 
opportunity to achieve certifications according to the above standards. 

For the risk identification, relevant assets with their corresponding business processes 
must be identified. Afterwards, potential threats and their sources must be determined. 
A detailed list of current threats is provided by ISO 27005. A potential first indicator for 
the risk identification can be provided by a cyber-risk self-assessment (e.g., Marsh, 
2016). Those tools can help to determine the risk exposure and risk awareness of a com-
pany and provide indications for unidentified risks. 

A popular tool for risk analysis is the Business Impact Analysis. First, direct costs for 

 
8  Similarly, UK’s Department for Business, Innovation & Skills and Cabinet Office (2014) provides 

an IT security framework and a certification of its implementation.  



Essay I: What do we know about cyber risk and cyber risk insurance? 25 

 

particular scenarios are calculated, and the expected total loss of an incident can be es-
timated while considering the dependencies between different scenarios. The analysis 
must incorporate indirect effects such as potential reputational effects. Since cyber risk 
is a relatively new risk category, there is a lack of data for an adequate estimation of 
probability. Furthermore, since cyber risk is very dynamic and subject to significant risk 
of change, the evaluations of past statistical surveys about the future must be viewed 
carefully.9 

For the actual risk management (avoidance, mitigation, transfer, and retention), risk 
avoidance (meaning no use of IT) is in many cases not plausible. Mitigating risks seems 
to be more effective and is most widespread with instruments to reduce the probability 
of occurrence (e.g., anti-virus software, firewalls, and so on) or the size of losses (e.g., 
emergency guidelines).10 Rakes et al. (2012) point out that most companies do not have 
a sound decision-making process to select the optimal security measures. Thus, they 
propose a framework in which different countermeasures are compared based on their 
suitability in reducing cyber threats. Also, the risk transfer is possible by purchasing 
insurance; this will be discussed in more detail later.  

Since cyber risk is highly dynamic, risk monitoring is another key in cyber risk man-
agement. Given that the attack strategies change constantly, the risk management has to 
be consistently improved. A thorough communication and information sharing are of 
high interest for cyber risk in order to reinforce the security know-how and awareness 
in the whole company. 

3.6. Is cyber risk a threat to the global economy and society? 

One of the most striking questions when it comes to discussing cyber risk is an extreme 
scenario in which a breakdown of the critical infrastructure takes place due to technical 
failure or criminal activity. In theory, it could lead to massive economic losses (see WEF, 
2015) and to a breakdown of any cyber insurance market due to the huge accumulation 
risk. Numerous scenarios were developed and widely discussed both among academics 

 
9  See also Office of the Superintendent of Financial Institutions (2013). 
10  See CIS (2016) or ASD (2014) for guidance on how IT security measures, such as access control, 

authorization of devices and software, malware defense, and network configuration, should be used.  
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and practitioners (see, e.g., RMS, 2016; CCRS 2014, 2016).11 But how likely is such an 
extreme event? 

Although many experts are convinced that a (global) breakdown of the Internet is un-
likely12, in the past, regional but large-sized breakdowns have been possible. For exam-
ple, in March 2013, a truncation of several submarine cables led to an incident in which 
almost the whole African continent was disconnected from the Internet for almost a 
day.13 The exact cause is unclear, but it might be as simple as fishing nets becoming 
entangled in the cable. At least partial failure of the Internet is thus possible. This is 
problematic, especially against the background that there is relatively little contingency 
planning for such a scenario today. Although today many states have defined first na-
tional strategies to protect critical infrastructure, a real plan in case of a widespread fail-
ure does not exist.  

Such a plan is also very important in light of the potential consequences of an extreme 
event, such as the breakdown of the Internet. For example, the World Economic Forum 
(2010) estimates a breakdown of critical information infrastructure at 10% probability 
in the next decade and the financial consequences (losses) within the first few days after 
the breakdown at about US$ 250 billion. Such a scenario would stop all general com-
munication such as text-messaging services or emails. Cloud systems and online bank-
ing are no longer available, and the data stored in the systems are no longer accessible 

 
11  Worst-case scenarios in which IT systems, data, networks, and services are affected on a large scale 

(e.g., critical infrastructures) are sometimes called “Cybergeddon”. The scenario, “Cybergeddon”, 
described by WEF (2014), features an unruly cyber space in which attackers have gained the upper 
hand for good. The permanent disruptions would finally impair trust and individuals, and organiza-
tions would seek to reduce their reliance on ICT. 

12  This assessment is usually justified by the architecture of the Internet; it is highly decentralized, is 
distributed over many servers and devices in different places, and is very robust and resilient (see, 
e.g., Ahamad, 2012; Beckstrom, 2012). However, a few recent research papers question the robust-
ness of the Internet. Bashan et al. (2013) show in a network model that a failure of the Internet is 
certainly possible. Moreover, Hochstätter and Masiero (2009) argue that the Internet Exchange Points 
(IXPs) are especially very vulnerable to attack from cyber-terrorists due to the dominant position of 
the router manufacturer for these IXPs. Another danger can be seen in attacks on Domain Name 
System (DNS) servers. 

13  A second example was the breakdown of the Korean Internet in December 2013. Recently, also the 
majority of the Swiss commercial Internet services broke down for almost a full business day (on 
May 24, 2016) after a software failure. 
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(see Strickland, 2010). In addition, all websites are offline, so there is no online-based 
business activity anymore (e.g., with Amazon). Furthermore, the failure of the Internet 
can lead to far-reaching problems in the supply chains of industries. Manufacturing com-
panies are increasingly connected with suppliers and customers via the Internet so as to 
enable an efficient just-in-time production (see, e.g., Hochstätter & Masiero, 2009). 
Moreover, the capital market on exchanges and Internet platforms cannot be executed 
(see, e.g, Hochstätter & Masiero, 2009). 

3.7. What does the cyber insurance market look like, and what are the main in-

surability challenges? 

Commercial property and liability insurance are available in most insurance markets 
worldwide.14 However, most policies only cover damage to physical assets such as pro-
duction facilities and exclude cyber risk. Also, the contract terms sometimes do not in-
clude information regarding whether cyber events might be relevant (Lloyd’s, 2015b). 
While the customer might think that cyber incidents are covered, the insurer assumes 
that they are not. As this ambiguity might cause legal disputes, the judge’s discretion 
and the legal costs increase the insurers’ financial risk. As a consequence, insurers seek 
to state more explicit contract terms in two ways. Either the insurer could adapt its pol-
icies by explicitly excluding them from traditional policies and providing dedicated pol-
icies (standalone cyber policy) or it could explicitly include them and adjust the premi-
ums accordingly (affirmative cyber policy).15  

Recently, a specialized market providing coverage for cyber risks has emerged, most 
prominently in the US. As of yet, however, market coverage is small. Moreover, outside 
the US, cyber insurance coverage is not well known and little used. In Europe, many 
corporations are not even aware that this type of insurance exists, and only few have 
purchased coverage (Marsh, 2013). Figures for the US show a similarly low average 
level of coverage at about 6%, but large variations exist between industries among the 

 
14  Note that the majority of the discussion on cyber insurance refers to commercial insurance. Cyber 

insurance for retail customers is a new field with only few applications and examples. For this reason, 
the majority of the discussion in this paper focuses on the commercial insurance market. 

15  See London Institute clause 380, ISO Electronic Data Exclusion (2004), Data Breach Exclusion 
(2014), NMA 2912, 2914, and 2915 clauses (2001). This approach also has its limitations, especially 
as the digital world and the physical world are converging more and more. 
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Fortune 1000 companies (Willis, 2013b). According to Betterley (2015), the current an-
nual gross premiums for cyber insurance in the US are US$ 2.75 billion and growing by 
26-50% on average per year. Advisen (2015) estimates the premium volume for the US 
market in 2015 at US$ 2.4 billion. The premium volume in continental Europe is esti-
mated to be around US$ 192 million, but this figure is expected to reach US$ 1.1 billion 
in 2018 (NAIC, 2013). Swiss Re expects an increase of the global cyber insurance pre-
mium volume to US$ 5.9 billion until 2023 (Swiss Re, 2014). 

The US market is much more developed than its European counterpart, partly because 
the US has had reporting requirements in place for cyber-attacks for several years with 
relatively heavy fines for violations. The new regulations have considerably increased 
the awareness of cyber risk and increased the demand, especially for third-party cover-
age. The few policies that already exist in Europe focus more on first-party coverage. In 
2018, obligations to report data breaches will be also introduced in the European Union, 
which might be an important driver in the development of the European cyber insurance 
market. 

Biener, Eling, and Wirfs (2015) discuss cyber risk beyond the background of the insur-
ability criteria by Berliner (1982), outlining three major insurability problems of cyber 
risk. The first problem is that the independence and predictability of losses are not given; 
thus, the risk pooling might not always work appropriately. A second significant problem 
is information asymmetry. Companies that have experienced a serious cyber-attack are 
more likely to buy insurance (Shackelford, 2012), thus resulting in adverse selection. 
Insurers alleviate adverse selection effects through screening (e.g., up-front audits), self-
selection (e.g., underwriting questionnaires), and signaling (e.g., certificates for IT-com-
pliance). In addition, there is moral hazard, i.e., the change of behavior after purchasing 
insurance. One example is the insured’s reduced incentive to invest in self-protection 
measures following the purchase of insurance if full coverage is offered. Insurers use 
screening (e.g., audits) and risk sharing (e.g., deductibles, cover limits) to reduce moral 
hazard. The third essential problem for the development of an insurance market is that 
the existing policies only cover small losses (US$ 10 million to US$ 50 million, depend-
ing on the product and provider, see Biener et al. (2015a); in some cases even up to 
US$ 100 million, see Finkle, 2015) and contain several exclusions (e.g., self-inflicted 
losses, access to unsecure websites, or terrorism). Potential extreme scenarios can thus 
not be well covered by existing insurance policies. Given the large number of exclusions 
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and the dynamic nature of cyber risk, there is uncertainty about what the cyber policy 
actually covers. The policies in the market also have no agreed-upon terminology, which 
makes the offerings very difficult to compare. So overall, the available policies do not 
really cover what the supply side is looking for: efficient protection not for the small 
risks, but for the extreme cases which might lead to big losses. 

The cyber insurance market is thus still in its early stages. But as market development 
continues, the risk pools will become larger and more data will be available. Several 
new competitors have entered the market and have also started collecting data; more are 
planning to do so. This will increase insurance capacity and competition and push prices 
down. Additionally, it will lead to more uniform terminology and standardization of 
products. In light of our discussion, it might also be important to establish standards on 
definitions, coverage, and pre-coverage risk assessment, all of which will help to reduce 
some of the problems of insuring cyber risk.  

Table 1. Summary of results 

1. Definition and categorization of cyber risk 

- Any risk emerging from the use of IT that compromises the confidentiality, availability, or integ-
rity of data or services. The impairment of operational technology eventually leads to business 
disruption, infrastructure break down, and physical damage to humans and properties.  

- Cyber risk is either caused naturally or man-made, where the latter can emerge from human fail-
ure, cyber criminality (e.g., extortion, fraud), cyber war, and cyber terrorism. It is characterized 
by interdependencies, potential extreme events, high uncertainty with respect to data and model-
ling approach, and risk of change. 

2. Costs and detrimental effect caused by cyber risk 

- The enormous global cost estimates (up to 1000 b US$ per year) published by software firms and 
consultants are rough estimators that need to be critically questioned. 

- The manifold detrimental effects have been analyzed, e.g., using event studies and scenario anal-
yses. The major part of the effects is indirect (reputation, loss of trust). 

3. How to find data on cyber risk? 

- Data on cyber risk is scarce, e.g., because the victims are reluctant to report such events. 
- Most empirical papers on cyber risk rely on data breach information (not loss information), but 

recently first loss databases have been set up (NetDiligence in the US; Biener, Eling and Wirfs, 
2015, globally). 

4. How to model cyber risk? 
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- Frequency and severity modelling of cyber risk can be done by applying extreme value theory 
and the peaks over threshold approach. Heavy tail distributions have been proposed, e.g., the 
power law or the log-normal distribution for the severity and negative binomial distribution for 
the frequency. 

- The aggregation of cyber risk needs to take nonlinear dependence into account (typically apply-
ing copulas). The few existing modelling papers emphasize the immense modelling difficulties 
and risk of change. Scenario analysis is a popular tool in such situations.  

5. How to organize cyber risk management? 

- There are special standards and tools for cyber risk management. In each step of the classical risk 
management process, cyber risks show special features. 

- Institutional commitment; effective crisis management; risk communication with employees, 
customers, and suppliers; and continuous monitoring are fundamental. Cyber risk management 
today focuses on risk mitigation, while the risk transfer so far plays only a minor role. 

6. Is cyber risk a threat to the global economy and society? 

- A global failure of the Internet is rather unlikely, but regionally limited breakdowns have already 
occurred; given the globally connected economy and society, the potential consequences of such 
extreme scenarios on companies and individuals are massive.  

- The same holds for other cyber scenarios, such as the blackout of energy systems. For insurers, 
such scenarios pose enormous accumulation risk and hamper insurability. 

7. What does the cyber insurance market look like, and what are the main insurability chal-
lenges? 

- The cyber insurance market is very small at present but is expected to increase significantly in 
the next years. The US is far ahead Europe, e.g., because of reporting requirements. 

- The main insurability problems are the lack of data, risk of change, accumulation risk, and po-
tential moral hazard problems. 

 

4 Derivation of potential future work 

Table 1 summarizes the main results for the seven core topics. Based on these results, 
we now discuss the potential areas of future work both from an academic as well as from 
a practical perspective. First, we consider what the insurance industry and what the gov-
ernment might do to prevent cyber risk and to support cyber insurance. We also 
acknowledge the important role of other fields (e.g., IT security) in developing the topic 
of cyber risk and cyber insurance, which are partly discussed but are not the main focus 
of this paper. 
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4.1. Practical perspective 

One of the current problems in the management of cyber risk is the lack of standards, 
common language, and best practices. The insurance industry could be an important 
lever by which to collect and spread such information. One first approach could be to 
publish methods (or standards or good practices) for cyber risk assessment. One element, 
for example, could be to provide a common scheme to classify cyber-related loss events. 
The insurance industry can also further intensify the analysis of extreme loss scenarios 
in order to identify a better sense of potential probabilities and loss severities given such 
an event. Risk management approaches for complex crises, i.e., methodologies, models, 
or tools for mastering complexity, are needed. Such approaches are useful not only for 
the insurance industry itself, but also for their clients and society in general. One im-
portant activity could also be that the insurance industry initiates or further intensifies 
the dialogue on cyber risk with the relevant stakeholders, one of which is the govern-
ment. For example, the insurance industry could support the government in the prepa-
ration of national cyber risk strategies. 

Another aspect on the technical side is the continuous tracking of the technological 
development. This is especially important, given that new technologies might acceler-
ate cyber risk. One example is cloud computing, and the question one must address is 
then how to protect the cloud. The integrity and confidentiality of outsourced data can 
be highly questioned. Moreover, as the Internet of Things develops, another question 
arises regarding how to prevent attacks on autonomous systems such as smart grids. The 
Internet of Things will increase the vulnerability of the operational technology. Another 
example might be the blockchain technology, e.g., in the context of the bitcoin-technol-
ogy, which is increasingly used by Fintecs, but also by traditional banks. In general, it 
seems that there is a high dependence on a few platform providers (e.g., cloud service 
providers like Amazon, Google, and Microsoft) and software firms (e.g., Microsoft, Or-
acle, and SAP). If one of them fails, it would have a significant impact on millions of 
people and organizations simultaneously. From a risk management point of view, one 
important issue to be addressed is thus what architectural improvements of a company’s 
IT system might increase resilience to cyber risk. From the governmental side, regula-
tion could also be directly aimed at the technology firms, e.g., by expanding product 
liability for IT products. Increasing diversity of IT solutions could be a way to increase 
overall resilience (see, e.g., Böhme, 2005). 
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Regarding cyber insurance, an anonymized data pool might be the easiest way to inter-
vene in the insurance market. Common knowledge can be collected, standards could be 
established, and – most importantly – data can be collected. The implementation will 
thus reduce uncertainties with respect to data and to modelling. An anonymous data pool 
could be developed as a public-private partnership; that is, the industry can self-create 
and manage the pool. But before setting up the data pool, the government has to set the 
legal framework, especially regarding competitive law, since combining data might 
breach existing laws. The first types of such pools already exist in the US in the context 
of cyber liability insurance, although the samples are relatively small (e.g., NetDil-
ligence, 2015, reports 160 data breach insurance claims).16 

The implementation of a data pool might be connected with the creation of an insurance 
pool (see, e.g., Long Finance, 2015; Eling & Wirfs, 2016a). This approach could resolve 
the problems with relatively small insurance portfolios and diversification issues. One 
major advantage of such an insurance pool is the opportunity to accumulate risks of the 
same type in one portfolio, thereby guaranteeing a critical size, which is needed to ben-
efit from diversification effects. Aside from risk sharing, the main advantage of a pool 
is the sharing of data and expertise in order to better understand and calculate the risks. 
However, from an economic point of view, the introduction of an insurance pool consti-
tutes a severe intervention into the free markets, which can be justified only in the pres-
ence of severe market failures. A lack of insurability might be one such market failure 
to justify an intervention. However, the empirical question remains whether the existing 
risk capacity is so small that a strict intervention like pooling can be justified. Some 
market participants rather argue that the existing capacity is already sufficiently high so 
that pooling for purpose of capacity creation is not really needed.17 

Finally, the insurance industry also plays an important role in raising awareness of 

 
16  Also, a governmental institution could support the establishment of cyber risk databases. An example 

would be the National Vulnerability Database (NIST) in the US that collects reported software vul-
nerabilities. A central institution would be able to provide quickly relevant information on new de-
velopments so that people responsible for IT risk management can act in time. 

17  The creation of a pool for cyber risk has already been discussed for the UK, specifically in the context 
of a reinsurance pool (Long Finance, 2015). They suggest a public-private partnership in which the 
insurer’s retention levels and the pool’s funds must be exhausted before the state enters the risk trans-
fer as a Reinsurer of Last Resort. The UK has already adopted such schemes for other risk categories 
(e.g., Pool Re for terrorism and Flood Re for natural catastrophes; see Long Finance, 2015). 
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cyber risk and educating clients on how to deal with it. Moreover, it is also important 
that insurers build up the required knowledge and competences. For example, sales and 
risk management need to acquire specific technical IT knowledge in order to fully un-
derstand cyber risk. It might even be advisable to hire people with an IT background for 
such positions. Biener et al. (2015a) mention that the lack of understanding, both on the 
demand and supply side, is one of the main limitations in the cyber insurance market. 

Looking at the role of government more specifically, these might introduce reporting 
obligations to prevent cyber risk and to promote the development of the cyber insurance 
market. One reason why the US insurance market is far more developed than the Euro-
pean insurance market is that reporting obligations for cyber-attacks have been in place 
for several years. The reporting obligations are connected with heavy penalties for vio-
lations and have significantly enhanced the sensitivity for cyber risks. Every manager 
gets the incentive to do his or her best to prevent cyber risk, because in the event of a 
cyber-attack, significant market discipline from investors, analysts, and customers can 
be expected. Reporting obligations in the European Union already passed legislation, 
and we believe that other countries should also discuss the introduction. It remains an 
empirical question whether reporting obligations might cause the same trigger effect as 
in the US cyber insurance market (also with differences in legal systems, risk culture, 
and so on when comparing Europe with the US), but we believe that it is more likely to 
foster the development of the insurance market. 

Another measure could be the definition of minimal standards for risk mitigation. Min-
imal standards for risk mitigation will reduce moral hazard, which is one of the main 
insurability challenges of cyber risk. Furthermore, it might help to provide a minimal 
level of security, which then reduces contagion (both within a firm and outside the firm) 
and as such mitigates problems with dependence of losses. A regulatory intervention 
like this could be justified on economic grounds, given that cyber security is a public 
good with positive externalities. 

4.2. Academic perspective 

The existing research in the risk and insurance domain mainly focuses on the supply 
side aspects of insurability. The demand side, however, has not been subject to much 
research yet. More could be done, e.g., to analyze the risk perception of customers both 
in commercial as well as in retail business. One interesting behavioral element in this 
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context is the latent fatalism many people demonstrate with respect to cyber risk (“it 
will not happen to me”; “my data is not interesting enough”). Identifying the underlying 
drivers of this perception and increasing the awareness might help to create more de-
mand for cyber risk insurance. It might also be interesting to compare the risk perception 
and risk aversion in the field of cyber risk insurance with other types of insurances or 
other types of risks (e.g., from the capital market). 

In general, more empirical research is needed, both on the demand and the supply sides. 
Under which conditions is insurance or self-protection the more efficient risk manage-
ment tool for cyber risk? What capital standards are needed for both operational and 
underwriting cyber risk? The link between new technologies and insurance will also 
give rise to research questions. For example, what should liability insurance look like in 
the context of self-driving cars or in the context of the Internet of Things? And what 
does the Internet of Things mean for the insurance idea to provide solidarity in a com-
munity of good and bad risks? 

Regarding the macro perspective, more scenarios for measurement and management of 
accumulation risk are needed. Another question related to the macro-perspective is 
whether the sales of cyber insurance lead insurance companies to become systemic. Fi-
nally, the academic community should also be part of the global dialogue on how to 
prevent cyber risk and how to promote cyber insurance in order to provide its point of 
view in the discussions. 
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6 Appendices 

Appendix A. Relevance of cyber risk and cyber risk insurance 

Table A1. Google scholar citations as of 28 February 2016 

Year ‘Cyber Risk’ ‘Cyber Risk Insurance’ ‘Cyber Insurance’ 
2000 7 0 6 
2001 19 4 12 
2002 19 3 10 
2003 35 6 24 
2004 31 10 21 
2005 59 7 39 
2006 63 8 51 
2007 83 8 28 
2008 82 6 33 
2009 88 5 52 
2010 120 4 57 
2011 157 5 64 
2012 187 11 76 
2013 275 27 106 
2014 364 29 152 
2015 494 44 199 

 

Figure A1. Google scholar citations as of 28 February 2016 

 

Note: Papers that contain the words ‘cyber risk’ or ‘cyber insurance’ do not necessarily 
discuss this topic as main field, but also might cover it as a side aspect. 
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Appendix B. Search and identification strategy 

- We search for the terms ‘cyber risk’, ‘cyber risk insurance’ and ‘cyber insurance’ in 
the journal databases EBSCOhost (Business Source Premier and EconLit) and 
ABI/INFORM Complete. In addition, we searched for the terms in the Social Science 
Research Network (SSRN) and via Google Scholar. 

- We review journal issues from January 2000 to December 2015 of the following jour-
nals: Journal of Finance, American Economic Review, Journal of Risk and Insurance, 
Insurance: Mathematics and Economics, The Geneva Papers on Risk and Insurance—
Issues and Practice, and The Geneva Risk and Insurance Review. Other journals from 
the field of risk and insurance are also reviewed (Journal of Insurance Regulation, 
Risk Management & Insurance Review, ASTIN Bulletin, North American Actuarial 
Journal, European Actuarial Journal). 

- We review all working papers from the annual meetings of the American Risk and 
Insurance Association (ARIA) for 2011, 2012, and 2013, the 2010 and 2015 World 
Risk and Insurance Congress, and other relevant conferences in the fields (EGRIE, 
APRIA). 

- We reviewed citations in relevant studies to identify additional relevant material. 

The search and identification strategy described here has been used in various projects 
and articles (see, e.g., www.casact.org/rpp2). 
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Appendix C. List of cyber risk literature 

 

ID Title Author(s) Year Journal Source Discipline Method Field RM Keywords 

1 
If most of your revenue is from e-
commerce, then cyber-insurance 
makes sense 

Luzwick, P. 2001 Comput. Fraud. Secur.  Industry Management Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

  

2 Convention on cybercrime Council of Europe 2001 online Industry Law  Qualitative 
Risk Management 
(broad sense) 

Regulation 

3 
Cyber-risk management: technical 
and insurance controls for enter-
prise-level security 

Siegel, C. A., 
Sagalow, T. R., Ser-
ritella, P. 

2002 
Information Systems 
Security—Security 
Management Practices 

Academia IT  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

IT Security 

4 
Risk management guide for infor-
mation technology systems 

Stoneburner, G., 
Goguen, A., Feringa, 
A. 

2002 
National Institute of 
Standards and Technol-
ogy 

Industry IT        

5 
A framework for using insurance for 
cyber-risk management 

Gordon, L. A., Loeb, 
M. P., Sohail, T.  

2003 
Communications of the 
ACM  

Academia Management Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Asymmetric In-
formation, Cyber 
Insurance 

6 

The economic cost of publicly an-
nounced information security 
breaches: empirical evidence from 
the stock market 

Campbell, K., Gor-
don, L. A., Loeb, M. 
P., Zhou, L. 

2003 J. Comput. Secur. Academia 
Finance, In-
surance, RM 

Empirical Risk Monitoring   

7 
The impact of denial-of-service at-
tack announcements on the market 
value of firms 
 

 

 
 

Hovay, A., D’Arcy, 
J. 

2003 
Risk. Manage.Insur. 
Rev.  

Academia Management Empirical Risk Monitoring Event Study 

8 
Creation of a global culture of cy-
bersecurity, resolution 57/239 
adopted by the General Assembly 

United Nations (UN) 2003 online Industry Economics Qualitative 
Risk Management 
(broad sense) 

Regulation 

Table C1. List of cyber risk literature 
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9 
The impact of denial‐of‐service at-
tack announcements on the market 
value of firms 

Hovav, A., D'Arcy, J. 2003 
Risk Management and 
Insurance Review 

Academia IT  Empirical Risk Assessment   

10 
A model for evaluating IT security 
investments 

Cavusoglu, H., 
Mishra, B., 
Raghunathan, S. 

2004 Commun. ACM Academia IT  Theoretical 
Risk Management 
(Mitigation, Insur-
ance) 

IT Security 

11 

The effect of internet security 
breach announcements on market 
value: capital market reactions for 
breached firms and internet security 
developers 

Cavusoglu, H., 
Mishra, B., 
Raghunathan, S. 

2004 Int. J. Electron. Comm. Academia 
Finance, In-
surance, RM 

Empirical Risk Monitoring 
IT Security, 
Event Study 

12 
Recognising and preparing loss esti-
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prehensive analysis of the evolving 
exposure, today's litigation, and to-
morrow's challenges 

Podolak, G. D. 2015 
Quinnipiac Law Re-
view 

Academia Law  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Contract Design, 
Regulation 

126 Cyber risk insights conference Advisen 2015   Industry         

127 
A guide to cyber risk—managing 
the impact of increasing intercon-
nectivity  

Allianz Global Cor-
porate & Specialties 
(AGCS) 

2015   Industry     
Risk Management 
(Mitigation, Insur-
ance) 

Risk Accumula-
tion 

128 
The Betterley report—cyber/privacy 
insurance market survey 2015 

Betterley 2015   Industry   
Data col-
lection 

  Survey 

129 
Modelling and management of 
cyber risk 

Eling, M., Wirfs, J. 
H.  

2015 Working Paper Academia 
Finance, In-
surance, RM 

Empirical Risk Assessment 
Risk Modelling, 
Risk Accumula-
tion 

130 
Business blackout—the insurance 
implications of a cyber attack on the 
US power grid  

Lloyd’s 2015   Industry         

131 
Promoting UK cyber prosperity: 
public–private cyber-catastrophe re-
insurance  

Long Finance 2015   Industry         

132 
European 2015 cyber risk survey re-
port 

Marsh 2015   Industry   
Data col-
lection 

  Survey 

133 
Share of companies with standalone 
cyber insurance in the United States 
from 2013 to 2014, by industry 

Statista  2015 online Industry   
Data col-
lection 

Risk Identification   
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134 
The extreme risk of personal data 
breaches and the erosion of privacy 

Wheatley, S., Mail-
lart, T., Sornette, D. 

2015 
Working Paper—Cor-
nell University Library 

Academia 
Finance, In-
surance, RM 

Empirical Risk Assessment 
Data breach, 
Risk Modelling 

135 Optimal risk transfer for cyber risk Wirfs, J. H.  2015 Working Paper Academia 
Finance, In-
surance, RM 

Empirical 
Risk Management 
(Mitigation, Insur-
ance) 

  

136 
Global risks report 2015—tenth edi-
tion 

World Economic Fo-
rum 

2015   Industry Politics       

137 
Cyber Risk: Risikomanagement und 
Versicherbarkeit 

Biener, C., Eling, M., 
Matt, A., Wirfs, J.H. 

2015 
I-VW 
HSG Schriftenreihe 

Academia 
Finance, In-
surance, RM 

Empirical Risk Assessment   

138 
Components and challenges of inte-
grated cyber risk management 

Kosub. T. 2015 ZVersWiss Academia Management Qualitative 
Risk Management 
(broad sense) 

  

139 
Hype and heavy tails—a closer look 
at data breaches 

Edwards, B., Hof-
meyr, S., Forrest, S.  

2015 Working Paper Academia 
Finance, In-
surance, RM 

Empirical Risk Assessment 
Data Breach, 
Risk Modelling 

140 Cyber-risk management 
Refsdal, A., Solhaug, 
B., Stølen, K  

2015 
Springer International 
Publishing 

Academia 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(broad sense) 

  

141 Cybersecurity assessment tool 
Federal Financial In-
stitutions Examina-
tion Council (FFIEC) 

2015 online Industry Management Qualitative Risk Identification   

142 Insurance banana skins 
Centre for the Study 
of Financial Innova-
tion (CSFI) & PwC 

2015 online Industry 
Finance, In-
surance, RM 

Data col-
lection 

Risk Identification Survey 

143 

Managing cyber risks in an intercon-
nected world—key findings from 
the global state of information secu-
rity® survey 2015 

PwC 2015 online Industry 
Finance, In-
surance, RM 

Data col-
lection 

Risk Assessment Survey 
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144 
2015 data breach investigations re-
port 

Verizon 2015 online Industry 
Finance, In-
surance, RM 

Data col-
lection 

Risk Assessment Survey 

145 
2015 cost of data breach study—
global analysis 

Ponemon Institute 2015 online Industry 
Finance, In-
surance, RM 

Data col-
lection 

Risk Assessment Survey 

146 

Network and information security 
directive: co-legislators agree on the 
first EU-wide legislation on cyber-
security 

European Commis-
sion 

2015 online Industry Law  Qualitative 
Risk Management 
(broad sense) 

Regulation 

147 
New data protection standards to en-
sure smooth police cooperation in 
the EU 

European Parliament 2015 online Industry Law  Qualitative 
Risk Management 
(broad sense) 

Regulation 

148 
Cyber essentials scheme: assurance 
framework 

Department for Busi-
ness, Innovation & 
Skills and Cabinet 
Office  

2015 online Industry Law  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Regulation 

149 
Principles for effective cybersecu-
rity: insurance regulatory guidance 

National Association 
of Insurance Com-
missioners (NAIC)  

2015 online Industry Law  Qualitative 
Risk Management 
(broad sense) 

Regulation 

150 
Project2020: scenarios for the future 
of cybercrime 

International Cyber 
Security Protection 
Alliance (ICSPA) 

2015 online Industry 
Trend stud-
ies 

Qualitative Risk Identification   

151 
Digital security risk management 
for economic and social prosperity 

OECD 2015 online Industry Economics Qualitative 
Risk Management 
(broad sense) 

  

152 
Cyber-security risks in the supply 
chain 

UK National Com-
puter Emergency Re-
sponse Team 
 
 

2015 online Industry Management Qualitative 
Risk Management 
(broad sense) 

Critical Infra-
structure 
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153 
Partnering for cyber resilience—to-
wards the quantification of cyber 
threats 

World Economic Fo-
rum (WEF)  

2015 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Assessment Risk Modelling 

154 A quick guide to cyber risk Lloyd’s 2015 online Industry Management Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Cyber Insurance 

155 Cyber core data requirements Lloyd’s 2015 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Identification Risk Taxonomy 

156 
Market bulletin: cyber-attack: man-
aging catastrophe-risk and expo-
sures 

Lloyd’s 2015 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Monitoring   

157 

The Internet of things is already 
here, but who bears the risks? A 
model to explain coverage disputes 
in a world of interconnected, auton-
omous devices 

Haas, A., Haas, M., 
Weinert, M.  

2015 Working paper Academia 
Finance, In-
surance, RM 

Theoretical 
Risk Management 
(Mitigation, Insur-
ance) 

Externalities, IT 
Quality, Risk 
Modelling 

158 
Drive-bys, spear-phishing and Tro-
jans—the changing face of cyber se-
curity  

Wüest, C. 2015 
Swiss Re Centre of 
Global Dialogue 

Industry 
Finance, In-
surance, RM 

Qualitative Risk Identification   

159 Has ‘big data’ become ‘too big’?` AXA 2015 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Identification 
New Technolo-
gies 

160 Cyber risk: thread and opportunity 
Hartwig, R., Wil-
kinson, C. 

2015 
Insurance Information 
Institute  

Industry 
Finance, In-
surance, RM 

Data col-
lection 

Risk Identification Data Breach 

161 
Cyber war: the next threat to na-
tional security and what to do about 
it? 

Clarke, R. A., Knake, 
R. K. 

2015 Strategic Analysis Industry Politics Qualitative Risk Identification Cyber War 
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162 
Unique in the shopping mall: on the 
reidentifiability of credit card 
metadata 

De Montjoye, Y.  A., 
Radaelli, L., Singh, 
V. K. 

2015 Science Academia IT  Empirical Risk Identification   

163 Technology: bitcoin  Lloyd’s 2015 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Assessment 
New Technolo-
gies 

164 
Risk nexus: overcome by cyber 
risks? Economic benefits and costs 
of alternate cyber futures 

Zürich 2015 online Industry 
Trend stud-
ies 

Qualitative Risk Assessment   

165 
Risk nexus: global cyber govern-
ance: preparing for new business 
risks 

Zürich 2015 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(broad sense) 

New Technolo-
gies 

166 
2015 cyber security and data privacy 
survey: how prepared are you? 

Cusick, D. 2015 White paper Industry 
Finance, In-
surance, RM 

Empirical 
Risk Management 
(Mitigation, Insur-
ance) 

Survey, Cyber 
Insurance 

167 
IBM 2015 Cyber Security 
Intelligence index 

IBM 2015 online Industry IT  Empirical Risk Assessment 
Cyber Attacks, 
Data Collection 

168 
The Internet organised crime threat 
assessment 

EUROPOL 2015 online Industry Politics Qualitative 
Risk Management 
(broad sense) 

Cybercrime 

169 Cyber risk handbook 2015 Marsh & McLennan 2015 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(broad sense) 

  

170 
Information security and cyber lia-
bility risk management 

Advisen & Zürich 2015 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Cyber Insurance, 
Survey  
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171 
OCIE’s 2015 cybersecurity exami-
nation initiative 

Office of Compli-
ance Inspections and 
Examinations 

 

2015 online Industry Politics Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

  

172 The cyber insurance multi-year plan  PwC 2015 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(broad sense) 

Cyber Insurance 

173 
Cross sector—global: cyber risk of 
growing importance to credit analy-
sis 

Moody's 2015 online Academia Management Qualitative Risk Assessment Rating 

174 Cyber risk and corporate credit Standard & Poor's 2015 online Industry Management Qualitative Risk Assessment Rating 

175 
Topics risk solutions: reputations 
under attack 

Munich Re 2015 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Reputation, In-
surability, Cyber 
Insurance 

176 
S&P: US-Versicherer haben Cyber-
sparte im Griff  

Herbert Frommes 
Versicherungsmoni-
tor 

2015 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Assessment 
Rating, Under-
writing Cyber 
Risk, Cyber In-

 
177 

VdS Quick-Audit für Cyber-Secu-
rity: Verfahren 

VdS Schaden-
verhütung GmbH 

2015 online Industry IT  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Operational 
Cyber Risk, 
Self-protection, 

  

178 
VdS 3473en—cyber security for 
small and medium enterprises, Re-
quirements 

VdS Schaden-
verhütung GmbH 

2015 online Industry IT  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Operational 
Cyber Risk, 
Self-protection, 
IT Security 

179 
VdS 5555en—cyber security for 
small and medium enterprises, Bro-
chure 

VdS Schaden-
verhütung GmbH 

2015 online Industry IT  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Operational 
Cyber Risk, 
Self-protection, 
IT Security 
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180 
Cyber risk: too big to insure? risk 
transfer options for a mercurial risk 
class 

Eling M., Wirfs, J. H. 2016 

Institute of Insurance 
Economics I.VW-HSG, 
University of St. 
Gallen 

Academia 
Finance, In-
surance, RM 

Empirical 
Risk Management 
(broad sense) 

  

181 
Issues paper on cyber risk to the in-
surance sector 

IAIS (International 
Association of Insur-
ance Supervisors) 

2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Cybercrime, Op-
erational Cyber 
Risk, Regulation 
Risk Taxonomy 

182 DataLossDB   2016 online Industry   
Data col-
lection 

Risk Identification 
Data Breach, 
Data Collection 

183 
Fact sheet: cybersecurity national 
action plan 

The Withe House 2016 online Industry Law  Qualitative 
Risk Management 
(broad sense) 

Regulation 

184 
Cyber insurance exposure data 
schema V1.0 

Cambridge Centre 
for Risk Studies 

2016 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Identification Risk Taxonomy 

185 
Cyber exposure data standard and 
preparer’s guide 

AIR Worldwide 2016 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Identification Risk Taxonomy 

186 
Cyber risks spill over into the physi-
cal world  

Zürich 2016 online Industry Management Qualitative Risk Assessment 
Risk Accumula-
tion 

187 
Recommendations for public–pri-
vate partnership against cybercrime 

World Economic Fo-
rum (WEF)  

2016 online Industry Politics Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Regulation 

188 
The benefits and limits of cyber 
value-at-risk 

Deloitte 2016 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Assessment   

https://blog.datalossdb.org/
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189 
Ukraine attack highlights cyber-risk 
to critical infrastructure 

Zürich 2016 online Industry Management Qualitative Risk Identification 
Critical Infra-
structure 

190 
Mitigating the inevitable: how or-
ganizations manage data breach ex-
posures 

Advisen 2016 online Industry Management Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Operational 
Cyber Risk, Data 
breach 

191 
Companies still unprepared for 
mounting cyber risks 

Zürich 2016 online Industry Management Qualitative 
Risk Management 
(broad sense) 

  

192 
Allianz risk barometer top business 
risks 2016 

Allianz Global Cor-
porate & Specialties 
(AGCS) 

2016 online Industry Management Qualitative Risk Identification   

193 
Data protection and the cloud meet-
ing growing security needs 

SCOR 2016 online Industry IT  Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

New Technolo-
gies 

194 
Searching for stability in cyber 
space 

Berkshire Hathaway 
Specialty Insurance 

2016 Risk and Insurance Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

  

195 
UK: businesses don't believe they 
are at risk of cybercrime 

Aviva 2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

  

196 Environmental cyber risk  XL Group plc 2016 Online; White paper Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Critical Infra-
structure 

197 
Staying ahead of emerging cyber 
risks 

XL Group plc 2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

  

198 Technology and cyber risk liability XL Group plc 2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 
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199 
Cyber claim trend: risks go beyond 
data breaches 

XL Group plc 2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

  

200 2016 Internet security threat report Symantec Company 2016 online Industry IT  
Data col-
lection 

Risk Identification 
Data Breach, 
Data Collection, 
Survey 

201 
Managing cyber insurance accumu-
lation risk 

Risk Management 
Solutions Inc. & 
Centre for Risk Stud-
ies, University of 
Cambridge 

2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Critical Infra-
structure, Sys-
temic Risk, Risk 
Accumulation, 
Risk Modelling 

202 
Integrated infrastructure: cyber resil-
iency in society 

Kelly, S., Leverett, 
E., Oughton, E. J., 
Copic, J., Thacker, 
S., et al. 

2016 online Academia Economics 
Data col-
lection 

Risk Identification 

Critical Infra-
structure, Sys-
temic Risk, Risk 
Accumulation, 
Risk Modelling 

203 
IRGC workshop on comparing 
methods for terrorism risk assess-
ment with methods in cyber security 

International Risk 
Governance Council 
(IRGC) 

2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(broad sense) 

Cyber Terrorism 

204 2016 threats predictions McAfee Labs & Intel 2016 online Industry IT  Qualitative 
Risk Management 
(broad sense) 

  

205 Data breach digest Verizon 2016 online Industry IT  Qualitative Risk Identification Data Collection 

206 CIS critical security controls 
Center for Internet 
Security (CIS) 

2016 online Industry Politics Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

IT Security, Self-
protection 
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207 
2016 data breach investigations re-
port 

Verizon 2016 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Assessment Data Collection 

208 
Global cyber insurance update: ex-
panding threats amplify underwrit-
ing Opportunity, Loss Potential 

Fitch Ratings 2016 online Industry Management Qualitative Risk Assessment Rating 

209 
CRO Forum concept paper on a pro-
posed categorisation methodology 
for cyber risk 

CRO Forum 2016 online Industry 
Finance, In-
surance, RM 

Qualitative Risk Identification Risk Taxonomy 

210 
Pool Re should ‘evolve’ to cover 
cyber attacks and pandemics 

Financial Times 2016 online Industry 
Finance, In-
surance, RM 

Qualitative 
Risk Management 
(Mitigation, Insur-
ance) 

Insurability, 
Cyber Insurance, 
Underwriting 
Cyber Risk, 
Cyber Insurance 

211 
Cyber and beyond: insurance and 
risk in a digitally interconnected 
world 

IBM 2016 online Industry 
Finance, In-
surance, RM 

Data col-
lection 

Risk Management 
(broad sense) 

Survey, Cyber 
Insurance, Data 
Collection 
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Appendix D. Definitions of cyber risk 

Table D1. Definitions of cyber risk 

Source Definition 

Mukhopadhyay et al. 
(2005, 2013) 

Risk involved with malicious electronic events that cause disruption of 
business and monetary loss 

Böhme & Kataria 
(2006) 

Breach or failure of information systems 

Cebula & Young 
(2010) 

Operational risks to information and technology assets that have conse-
quences affecting the confidentiality, availability, or integrity of infor-
mation or information systems 

Kshetri (2010) A cybercrime is defined as a criminal activity in which computers or com-
puter networks are the principal means of committing an offense or violat-
ing laws, rules, or regulations. 

Ögüt et al. (2011) Information security risk 

The UK Cyber Secu-
rity Strategy (2011) 

Cyberspace is an interactive domain made up of digital networks that is 
used to store, modify and communicate information. It includes the Inter-
net, but also the other information systems that support our businesses, in-
frastructure, and services. 

World Economic Fo-
rum (2012) 

‘Cyber risks’ are defined as the combination of the probability of an event 
within the realm of networked information systems and the consequences 
of this event on assets and reputation. 

World Economic Fo-
rum (2012) 

‘Cyber’ refers to the interdependent network of information technology 
infrastructures and includes technology ‘tools’ such as the Internet, tele-
communications networks, computer systems, and embedded processors 
and controllers in critical industries. 

Hua & Bapna (2013) Cyber terrorism: Attacks implemented by cyber terrorists via information 
systems to (1) significantly interfere with the political, social or economic 
functioning of a critically important group or organization of a nation, or 
(2) induce physical violence and/or create panic. 

National Association 
of Insurance Commis-
sioners (2013) 

Defines cyber by providing typical examples: Identity theft, business in-
terruption, damage to the firm’s reputation, disclosure of sensitive infor-
mation and business interruption 

National Institute of Defines cyber space as ‘a global domain within the information environ-
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Standards and Tech-
nology (NIST, 2014) 

ment consisting of the interdependent network of information systems in-
frastructures including the Internet, telecommunications networks, com-
puter systems, and embedded processors and controllers.’ 

Tallinn Manual 
(Schmitt, 2013) 

Cyberspace: The environment formed by physical and non-physical com-
ponents, characterized by the use of computers and the electro-magnetic 
spectrum, to store, modify, and exchange data using computer networks. 

Willis (2013a) Cyber risk can be defined as the risk connected to activity online, Internet 
trading, electronic systems, and technological networks, as well as storage 
of personal data 

Swiss Re (2014) Any risk emanating from the use of electronic data and their transmission. 
This encompasses physical damage caused by cyber-attacks, loss or cor-
ruption of data and its financial consequences, fraud committed by misuse 
of data, as well as any liability arising from a failure to maintain the avail-
ability, integrity, and confidentiality of electronically stored information—
be it related to individuals, companies, or governments. In this context, 
cyber risk insurance addresses the first and third party risks associated 
with e-business, the Internet, networks and informational assets. 

CRO Forum (2014) Any risks that emanate from the use of electronic data and their transmis-
sion, including technology tools such as the Internet and telecommunica-
tions networks. It also encompasses physical damage that can be caused 
by cybersecurity incidents, fraud committed by misuse of data, any liabil-
ity arising from data storage, and the availability, integrity and confidenti-
ality of electronic information − be it related to individuals, companies, or 
governments. 

Institute of Risk Man-
agement (2014) 

Any risk of financial loss, disruption, or damage to the reputation of an 
organization from some sort of failure of its information technology sys-
tems. 

Refsdal, Solhaug, & 
Stølen (2015) 

Definition consisting of three elements: 

• A cyber-risk is a risk that is caused by a cyber-threat 
• A cyber-threat is a threat that exploits a cyberspace 
• Cyberspace is a collection of interconnected computerized net-

works, including services, computer systems, embedded proces-
sors, and controllers, as well as information in storage or transit. 

Lloyd’s (2015b) Losses relating to damage to, or loss of information from, IT systems and 
networks. 

Lloyd’s (2015a) Definition of Cyber-Attack: exposures arising from a malicious electronic 
act which for the purpose of this bulletin we label as ‘cyber-attack’. 
Cyber-attack is therefore the proximate cause of loss, although the conse-
quences may include property damage, bodily injury, financial loss or 
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other forms of damage. 

CRO Forum (2016) Cyber risk [is] defined as the risk of doing business in the cyber environ-
ment. The definition of cyber risk covers: 

• Any risks emanating from the use of electronic data and their 
transmission, 
including technology tools such as the Internet and telecommuni-
cations networks. 

• physical damage that can be caused by cyber-attacks. 
• fraud committed by misuse of data. 
• any liability arising from data use, storage and transfer, and 
• the availability, integrity and confidentiality of electronic infor-

mation 
be it related to individuals, companies or governments. 

 

Appendix E. Data sources 

Table E1. Data sources 

Source Description 

Panel A: Aggregated Data 

Cyber Attacks Timeline Mas-
ter Index (Hackmageddon, 
2016) 

Collection of information about author, target, type and country of 
publicly reported cyber-attacks (regularly updated). 

Cost of Data Breach Study 
(Ponemon Institute, 2015b) 

Survey among 350 companies in 11 countries about the total costs 
of data breach and the costs per each breached item (sponsored by 
IBM; updated yearly). 

Global Cost of Cybercrime 
Study (Ponemon Institute, 
2015a) 

Survey among 252 companies in several countries about the costs 
caused by cybercrime (sponsored by HP; updated yearly) 

Cyber Claims Study (NetDil-
igence, 2014) 

Survey among major cyber risk insurers on claims payed out (117 
in total, most of them for data breaches). Additionally they record 
the number of breached records per incident, the type of cost cov-
ered by the policy (e.g. crisis services, legal defense), the type of 
data exposed (e.g. personal, health and financial information) and 
the cause for the data breach (e.g. Hacker, Malware).  
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eRiskHub (by NetDili-
gence)18 

NetDiligence is currently setting up a proprietary database where 
the anonymized data from all cyber claims studies are accessible. 

Internet Security Threat Re-
port, Norton Cybercrime Re-
port (Symantec, 2016) 

Recorded data are based on attack sensor placed all over the world. 
Moreover, the company maintains a database on vulnerabilities. 

Net Losses—Estimating the 
Global Cost of Cybercrime 
(McAfee, 2015) 

Estimates the global loss data based on several data sources (e.g. 
German Office for the Protection of the Constitution, the Nether-
lands Organization for Applied Scientific Research (TNO), China’s 
Peoples Public Security University, the European Commission, the 
Australian Institute of Criminology Research, and estimates by 
government agencies in other countries and consulting and cyber-
security companies around the world.) 

ICSA survey (by ICSA Lab) Survey among 300 companies on the infection rate by malicious 
codes and the associated costs. (used by Herath & Herath, 2011) 

Data Breach Investigations 
Report (Verizon, 2016) 

Data on over 100,000 cyber risk incidents (incl. data breaches) for 
several countries contributed by security service providers, law en-
forcement, and government agencies. 

Panel B: Raw Data  

Biener, Eling & Wirfs 
(2015a) 

Extract cyber losses from a worldwide data set of publicly reported 
operational losses (SAS OpRisk Global Data19) using a predefined 
search algorithm. 

DataLossDB (by Risk Based 
Security)20 

Information on data breaches from 1995 until present including 
number of breached items per incident, involved organizations, 
data type and more (regularly updated, former open security foun-
dation). Is considered as the most comprehensive source of infor-
mation about data breach (used by Maillart & Sornette; 2010 and 
Wheatley et al., 2016)  

Chronology of Data 
Breaches (by privacy rights 

Compiles publicly reported data breaches from 2005 until present 
collected by a U.S. based non-profit organization. It contains infor-
mation about type of data breach, involved organizations and the 

 
18  Retrieved May 5, 2016, from https://eriskhub.com 
19  Retrieved May 5, 2016, from https://www.sas.com/content/dam/SAS/en_us/doc/productbrief/sas-

oprisk-global-data-101187.pdf 
20  Retrieved May 5, 2016, from http://datalossdb.org/primary_sources. Since 2015 the data base is pro-

vided by Risk Based Security (RBS). Retrieved May 5, 2016, from https://www.riskbasedsecu-
rity.com 

http://datalossdb.org/primary_sources
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clearing house)21 number of breached items per incident. 4,486 entries in total. (used 
by Edwards et al., 2015) 

National Vulnerability Data-
base (by NIST, 2016)22 

Collects software vulnerabilities for the U.S. (used by Maillart & 
Sornette, 2010) 

Honeynet23 Honeypot projects (e.g. Leurre.com) conducted by Honeynet, an 
international non-profit organization. The honeypot (software or 
server), simulates a potential target, registers the attacks and 
thereby measures malicious activity in the Internet (used by Böhme 
& Kataria, 2006). 

Internet Storm Center (ISC, 
by SANS Institute)24 

Collects daily number of attacks per origin and target country (sen-
sors register the criminal activity at different places.) 

Cyber Data set (by Ad-
visen)25 

Proprietary database on Cyber risk related events such as data and 
system breaches and security violations. 

 
21  Retrieved May 5, 2016, from https://www.privacyrights.org/data-breach. 
22  National Institute of Standards and Technology (NIST). Retrieved May 5, 2016, from 

https://web.nvd.nist.gov/view/vuln/search-results?query=&search_type=all&cves=on, and 
http://www.us-cert.gov/cve.html 

23  Retrieved May 5, 2016, from https://www.honeynet.org 
24  Retrieved May 5, 2016, from https://isc.sans.edu 
25  Retrieved May 5, 2016, from http://www.advisenltd.com/analytics/advisens-cyber-data set. Cur-

rently there is a growing number of specialised consulting firms that offer insurance companies data 
on cyber risk via web monitoring techniques. 
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Essay II  
Capital requirements for cyber risk and cyber risk insurance: 

an analysis of Solvency II, the US risk-based capital stand-

ards, and the Swiss solvency test 

 

Martin Eling & Werner Schnell 

 

Abstract 

Cyber risk is becoming more significant both in underwriting and operational risk of 
insurance companies. We first describe the characteristics of cyber risk and then analyze 
the current regulatory models with respect to cyber risk. We make recommendations for 
the assessment of cyber risk both in underwriting and operational risk. Our results indi-
cate that regulatory models do not adequately reflect the potential risk exposure. Espe-
cially for small portfolios, which are predominant in practice today, diversification does 
not work, and risk is underestimated. Regulatory models need to take the heavy tails and 
dependence structure observed in cyber risks into account. 
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1 Introduction 

As the global economy becomes increasingly dependent on IT systems and digital net-
works, cyber risk has become a great threat. Global annual losses caused by cybercrime 
have been estimated as high as US$445 billion (McAfee, 2014). According to the World 
Economic Forum (WEF, 2014) there is a 10% probability of a critical information infra-
structure breakdown within the next 10 years that might cost about US$250 billion. In 
response, insurance companies have started to develop policies to protect against those 
emerging risks. While the percentage of cyber losses covered by insurance today is still 
low, the premium spend for cyber risk insurance is expected to grow strongly over the 
next years.1 

Cyber risk can affect an insurance company in two ways. First, since an insurance com-
pany relies critically on its IT infrastructure, it is vulnerable to cyber risk. This exposure 
is treated by regulatory frameworks as part of the operational risk category (operational 
cyber risk). Second, writing cyber risk policies seems to be an attractive business oppor-
tunity for insurance companies in an often quite saturated market (underwriting cyber 
risk). These two risk exposures are treated separately in regulatory frameworks, which 
is why we analyze them separately in this paper.  

A sound understanding of cyber risk when developing regulatory frameworks is of ut-
most importance since insurers rely on IT and networks and increasingly underwrite 
cyber policies. While new insurance regulations and research have been concentrated on 
classical underwriting activities and on operational risk in general, cyber risk has not yet 
been the focus of much regulatory discussions.2 A major challenge for the development 
of adequate regulatory models for cyber risk has been the limited understanding of its 

 
1  See NAIC (2016b), Betterley (2015), Swiss Re (2015), Advisen (2015), and Marsh (2016). The pre-

mium volume for the year 2015 is US$3.5 billion globally, with US$3 billion from the US only. The 
market is expected to grow to US$18 billion until the year 2025 (see Swiss Re, 2015). KMPG (2017) 
estimated that cyber risk insurance will become the biggest non-life insurance business line within 
the next 20 years. 

2  Only recently regulators in the US and UK recognize the increasing importance of cyber risk. For 
example, the NAIC has designed the cybersecurity and identity theft coverage supplement which 
was first filed in 2016 with the 2015 annual statements (see NAIC, 2016b). The UK regulator is 
developing a qualitative cyber risk assessment in the context of the own risk and solvency assessment 
(see Prudential Regulation Authority, 2016). 
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statistical properties due to the lack of data. Recently, however, new research contributes 
to better understand cyber risk.3 For example, Biener, Eling, and Wirfs (2015) and Eling 
and Wirfs (2016) analyze the properties of cyber risk and distinguish operational from 
cyber risk. Since this research shows that cyber risk is different from other types of risk 
such as operational risk, there might also be a need for regulators to calibrate models 
differently.  

We contribute to this emerging new stream of research by analyzing how regulatory 
capital regimes treat cyber risk and comparing it with the results of recent empirical 
studies on cyber risk. In order to compare the empirical properties with the regulatory 
frameworks, we transform incident data from Biener et al. (2015) and Eling and Wirfs 
(2016) to company-specific data. The goal of the paper is to analyze whether regulations 
take cyber risk sufficiently into account and, if not, how it might be done in the future. 
The three regulatory capital models we consider are the most recent and most often dis-
cussed in academic literature: Solvency II (SII), US Risk-Based Capital (RBC) Stand-
ards, and Swiss Solvency Test (SST).4 Our findings indicate that the characteristics of 
cyber risk are not reflected appropriately in the regulatory capital models. 

The remainder of the paper is organized as follows. In the Section “Cyber Risk: Defini-
tion and Properties” we provide an overview on the relevant research done on cyber risk 
and its characteristics. Subsequently, the Section “Data and Methodology” analyzes our 
data on cyber risk and develops the model used to evaluate SII, RBC, and SST in the 
Section “Operational Cyber Risk” and “Underwriting Cyber Risk”. Finally, we conclude 
by discussing the results and suggesting potential recommendations for improving reg-
ulatory models. 

 
3  Probably due to the lack of data, most research about cyber risk does not focus directly on the mon-

etary loss. Instead, proxy variables are used such as number of records breached (Maillart & Sornette, 
2010; Edwards, Hofmeyr, & Forrest, 2016), number of attacks (Böhme & Kataria, 2006), or number 
of system failures (Mukhopadhyay, Chatterjee, Saha, Mahanti, & Sadhukan, 2013). 

4  See Eling, Schmeiser, and Schmit (2007), Holzmüller (2009) and Braun, Schmeiser, and Schreiber 
(2015). The intention of the paper is to analyze the regulatory treatment of policies written on cyber 
insurance (affirmative covers) and operational risk within the insurance firm. On top of these two 
aspects there is the problem of silent cyber risk covers in existing policies (non-affirmative covers) 
which are discussed in the conclusion of the paper but are not the main focus of this analysis. 
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2 Cyber risk: definition and properties  

We define cyber risk as “operational risks to information and technology assets that have 
consequences affecting the confidentiality, availability, or integrity of information or in-
formation systems” (Cebula & Young, 2010). When analyzing cyber risk from the per-
spective of an insurance company, it is necessary to distinguish operational from under-
writing cyber risk. While operational cyber risk is the threat to the insurer’s own IT 
infrastructure, underwriting risk originates from cyber policies. As an insurer’s exposure 
to cyber risk (operational) might be different from its clients’ exposure (underwriting), 
the two types of risk might differ, for example depending on the business processes and 
the IT infrastructure.  

Operational cyber risk might be influenced by the insurer’s business model,5 IT infra-
structure, employees’ education and other cyber risk management policies. IT security 
measures, such as firewalls and antivirus software, mitigate risk exposure. As opera-
tional risk depends on the insurer’s characteristics and its risk management, it is largely 
a company-specific (idiosyncratic) risk. Therefore, when using cyber risk data (such as 
the SAS OpRisk database we consider later) to calibrate operational risk models, com-
pany specifics need to be taken into account.  

In contrast, the underwriting cyber risk consists of a pool of single exposures. Since 
cyber risk insurance is a new topic, the policy pools on the insurer’s balance sheet are 
rather small6 and as a consequence the diversification potential is limited. In the case of 
suboptimal diversification, as we discuss below, capital requirements might need to be 
adjusted. Moreover, the occurrence of asymmetric information (i.e., adverse selection 
and moral hazard), forces insurance companies to set rather low cover limits and high 
deductibles (Biener et al., 2015). This has to be taken into account when inferring from 
cyber risk data. Again the specific characteristics of an insurer’s underwriting portfolio 

 
5  For example, health insurers might have a much larger volume of transactions with the customer 

compared to property & casualty and life insurers. 
6  For example, Wirfs (2016) considers portfolios of 50 policies and Eling and Wirfs (2016) vary the 

portfolio size from 50 to 500 based on expert judgement. An additional clue is given by the report on 
the cybersecurity insurance coverage supplement published by National Association of Insurance 
Commissioners (NAIC, 2016d; Insurance Information Institute, 2017). This report shows that the 
median portfolio size for standalone cyber policies is around 50. 
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need to be accounted for when using cyber risk data for calibrating a loss model. 

Insurance losses are frequently modelled by the lognormal distribution especially in reg-
ulatory frameworks (e.g., Bundesamt für Privatversicherungen, 2006, for SST; EC, 2010, 
for SII). However, empirical analyses question lognormality of the loss distribution of 
cyber risk. It has been found that the lognormal distribution underestimates the proba-
bility mass in the tails and thus underestimates risk measures such as value at risk (VaR) 
or tail value at risk (TVaR). For example, Eling and Wirfs (2016) investigate the statis-
tical properties of cyber risk based on the SAS OpRisk database. Losses from cyber risks 
show relatively high skewness and kurtosis compared to losses in the property and lia-
bility domain. For the tail distribution, Eling and Wirfs (2016) estimate a Pareto index7 
around 0.63 depending on the region, industry, and time.8 This result is confirmed by 
Maillart and Sornette (2010) as well as Wheatley, Maillart, and Sornette (2016) who 
estimate a Pareto index of 0.7 and 0.37 to 0.57 respectively.9  Thus, the preliminary lit-
erature suggests that extremely heavy tailed distributions govern cyber risk.10 

Another important aspect, especially when aggregating a portfolio, is the dependency 
between cyber risks. The interconnectedness by physical and social networks can be 
expected to cause cyber risks to be strongly related (see Baer & Parkinson, 2007; Haas 
& Hofmann, 2014). Moreover, the use of the same technologies and software exacer-
bates the problem since one bug can be exploited on all systems hosting the same soft-
ware. The correlation might be especially high in the case of extreme events, such as a 
breakdown of global communication (Bashan, Berezin, Buldyrev & Havlin, 2013; 

 
7  For a formal definition of the Pareto index 𝛼𝛼 see, e.g., Neslehová, Embrechts, and Chavez-Demoulin 

(2006).  
8  Wirfs and Eling (2016) also find that cyber risk is slightly less heavy tailed than non-cyber opera-

tional risk (Pareto index of 0.61). In fact, Pareto indexes lower than 1 are a reliable finding for oper-
ational risks in empirical analyses (see, e.g., Neslehová, Embrechts, & Chavez-Demoulin, 2006). 
Note that the shape parameter 𝜉𝜉 for the generalized Pareto distribution is here always converted to 
the Pareto index 𝛼𝛼 by 𝛼𝛼 = 1/𝜉𝜉. 

9  Wheatley et al. (2016) find that the Pareto index decreased from 0.57 in 2007 to 0.37 in 2015 indi-
cating that cyber risk has become more extremely distributed. However, a similar analysis conducted 
by Eling and Wirfs (2016) is indecisive about this issue. 

10  A distribution is heavy tailed (infinite second and higher moments) if the Pareto index is 𝛼𝛼 < 2 and 
extremely heavy tailed (infinite first and higher moments) if 𝛼𝛼 < 1 (see Ibragimov & Prokhorov, 
2016).  
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Böhme & Kataria, 2006). Therefore, an adequate risk model should consider tail corre-
lation between the risks. Moreover, since we aim to derive models that are supposed to 
predict cyber losses in the future, we must be careful when extrapolating from the past. 
The fast-changing technological environment might alter the stochastic laws of cyber 
risk over time. As IT permeates every aspect of life and we become more reliant on it 
(see, e.g., internet of things), the interconnection and vulnerability could intensify.  

From a regulatory point of view, cyber risk characterized by heavy tails and strong, pos-
sible nonlinear, dependency can lead to the following challenges. First, regulatory risk 
measures based on infinite first or second moments are not well defined. For example, 
if the first moment does not exist then neither the TVaR nor the volatility exist. Second, 
standard regulatory models implicitly incorporate some risk reduction expected from 
portfolio diversification. As diversification works less well due to cyber risk character-
istics, the standard models might be too optimistic about the risk reduction attained from 
diversification and underestimate the risk. The cyber risk properties might also reduce 
insurers’ incentive to hold diversified cyber portfolios due to the potential non-diversi-
fication trap (Ibragimov & Walden, 2007; Ibragimov, Jaffee, & Walden, 2008). Finally, 
the regulator must consider the link between operational and underwriting cyber risk. 
The same attack might simultaneously affect the underwriting portfolio and the insurers’ 
own IT infrastructure, an aspect that is typically neglected in regulatory models. 

3 Data and methodology 

The data we use to test the regulatory capital models are cyber loss incidents extracted 
from the SAS OpRisk database (Eling & Wirfs, 2016). The data set contains 1,579 cyber 
risk losses between 1995 and 2014.11 For detailed description, we refer to Biener et al. 
(2015) and Eling and Wirfs (2016). The descriptive statistics presented in Table 1 show 
extreme values (see maximum value) and high dispersion (see standard deviation).  

To compare the empirical properties of cyber risk with the regulatory capital frameworks, 
the SAS OpRisk data with cyber loss incidences needs to be transformed to company-

 
11  In the Appendix we conduct the same analysis as in the main text for two different data sets. In 

Appendix C we consider a subset of the SAS OpRisk data used in the main text (used in Biener et 
al., 2015). Appendix D presents the analyses for a frequently considered data breach data set (e.g., 
Maillart & Sornette, 2010; Edwards et al., 2016) provided by the Privacy Rights Clearinghouse (PRC, 
2016). Both data sets lead to the same qualitative conclusions as those presented in the main text. 
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specific data. Estimating the loss distribution from an incidence database without the 
unbundling of frequency and severity would lead to the marginal distribution given that 
an incidence has happened. This would neglect all periods and companies where there 
have been no incidences. Risk measures based on such a conditional distribution would 
be higher than the analogue measure for the unconditional case. The transformation can 
be done by the widely applied loss distribution approach (LDA, see, e.g., Hess, 2011). 
In the following, we first analyze cyber risk from an operational risk view. The risk 
exposure 𝑋𝑋 is modelled as a stochastic sum, where the severities are denoted by 𝑍𝑍𝑖𝑖 and 
the frequency by 𝑁𝑁: 

 𝑋𝑋 = ∑ 𝑍𝑍𝑖𝑖𝑁𝑁
𝑖𝑖=1 . (1) 

Assuming that the severities are iid 𝑍𝑍𝑖𝑖~𝑍𝑍 ∀𝑖𝑖 and independent of 𝑁𝑁, the expectation and 
variance 𝑋𝑋 can be derived by applying the Wald’s and Blackwell-Girshick’s equations 
(see, e.g., Wang, 1998): 

 𝐸𝐸(𝑋𝑋) = 𝐸𝐸(𝑁𝑁) ∙ 𝐸𝐸(𝑍𝑍), (2) 
 𝑉𝑉𝑉𝑉𝑉𝑉(𝑋𝑋) = 𝑉𝑉𝑉𝑉𝑉𝑉(𝑁𝑁) ∙ 𝐸𝐸(𝑍𝑍)2 + 𝐸𝐸(𝑁𝑁) ∙ 𝑉𝑉𝑉𝑉𝑉𝑉(𝑍𝑍).  (3) 

The estimated expectations and variances according to Equations (2) and (3) are reported 
in the lower part of Table 1. The expectation for the expected frequency 𝐸𝐸(𝑁𝑁) = 0.074 
can be estimated by the total number of losses (1,579) divided by the number of compa-
nies in our data set (1123) and the number of years recorded (19) (see Hess, 2011).12 In 
order to derive the risk measures used by regulators, we need to derive the whole distri-
bution of the risk exposure 𝑋𝑋 that can be expressed as:  

 𝐹𝐹𝑋𝑋(𝑥𝑥) = ∑ 𝑃𝑃𝑛𝑛𝐹𝐹𝑍𝑍𝑛𝑛∗(𝑥𝑥)∞
𝑛𝑛=0 , (4) 

where 𝑃𝑃𝑛𝑛 denotes the frequency distribution and 𝐹𝐹𝑍𝑍𝑛𝑛∗ is the 𝑛𝑛 times convolution of the 
severity distribution. We evaluate Equation (4) numerically with the Panjer (1981) re-

 
12  This frequency might be too high, because it represents the frequency contingent on a company hav-

ing a cyber loss event within the observed 19 years. Like in many other empirical studies, we cannot 
observe the full sample including all companies that never had a cyber loss event. As an alternative 
approach to overcome this problem we estimate the frequency for the sample of all companies listed 
in the S&P 500. We found 130 events for those 500 companies over 10 years leading to a frequency 
value of 2.60%. In Appendix H we show that our findings also hold for this alternative value for the 
frequency parameter. 
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cursion and present resulting risk measures in Table 1. Assumptions about both fre-
quency and severity distributions are required to attain the distribution of 𝑋𝑋. With respect 
to the frequency, we rely on parametric models frequently used in literature such as the 
Poisson and negative binomial distribution (Wang, 1998; Moscadelli, 2004).13 For the 
severity, we use both parametric and nonparametric models. We first fit a nonparametric 
model to the data. Because nonparametric models are flexible, they have the advantage 
of fitting the sample well. We define the empirical density function as a histogram with 
bin size ℎ: 

 𝐹𝐹𝑍𝑍(𝑥𝑥)′ = 1
𝑛𝑛ℎ
∑ 𝐼𝐼�𝑥𝑥𝑖𝑖−𝑥𝑥ℎ ≤0.5�
𝑛𝑛
𝑖𝑖=1 , (5) 

where 𝐼𝐼 indicates whether an observation is in a certain bin. The disadvantage of this 
approach is that it is prone to overfitting the sample. Since the extreme tail of the distri-
bution is not regularly populated, the nonparametric estimation approach might suffer 
from some instability. An instable tail of the estimated distribution is critical because we 
are particularly interested in analyzing the upper quantiles. To mitigate these deficiencies, 
we also use parametric models to describe the cyber risk severities. A model frequently 
used by actuaries and regulators is the lognormal distribution; empirically it was also 
shown that the lognormal distribution describes data breach data well (Edwards et al., 
2016). However, for our data set (which is broader than data breaches only) Table 1 
shows excess skewness and kurtosis also for the log-transformed data; tests for normal-
ity (Jarque-Bera, Kolmogorov-Smirnov, Anderson-Darling) are rejected at high confi-
dence levels. 

  

 
13  We start with the Poisson and later also consider the negative binomial distribution, which Eling and 

Wirfs (2016) find to be the best fit for describing the loss frequency of cyber risks. 
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This result is illustrated by the QQ plot in Figure 1 where the empirical quantiles are 
plotted against the fitted lognormal distribution. The upper empirical quantiles are larger 
than the theoretical analogous and therefore severe losses are more likely to occur than 
predicted by the lognormal distribution. The lognormal distribution thus underestimates 
extreme losses and an appropriate model for cyber risk would have to account for heavy 
tails. We emphasize this result, because the lognormal distribution is widely used in ac-
tuarial practice and by regulators. 

Here the choice of the tail distribution is especially critical since regulatory model’s risk 
measures such as value at risk (VaR) and tail value at risk (TVaR) concentrate on the tail. 
Therefore, we consider the cyber severities’ tail behavior in more detail. A frequently 
used distribution for heavy tails is the Pareto distribution. It is, for example, used by the 
SST for modeling the extreme values. Moreover, the Pareto distribution has useful the-
oretical properties as it is the limiting tail distribution for many distributions if the thresh-
old is sufficiently high (see Pickands–Balkema–de Haan theorem; Scarrott & MacDon-
ald, 2012). The statistic frequently used for evaluating the adequacy of a Pareto distri-
bution to describe the data is the expected exceedance: the average of all losses above a 
moving threshold value 𝑣𝑣. 

  

Table 1. Cyber risk statistics and parameters (sample size n: 1,579)  

 Mean Std Min VaR0.995 TVaR0.99 Max Skew Kurt 
𝑍𝑍 43.9 429.9 0.1 1,247.5 2,558.2 145,891 27.1 877.4 
ln(𝑍𝑍) 0.8 2.1 -2.3 7.1 7.4 9.6 0.8 

(209.6) 
3.4 

(221.5) 
𝑁𝑁 0.07 0.27 

   
    

𝑋𝑋 3.2 116.4 0 71.4 301.1 14’594.5  99.6 11,803.1 

Note: Std: standard deviation, VaR0.995: value at risk at 99.5% confidence level (as applied in SII), 
TVaR0.99: tail value at risk at 99% confidence level (as applied in SST), Z: Severity, N: Frequency, 
and X: Loss Distribution Approach (LDA). All numbers, besides n, are reported in million US$ and 
the numbers in parentheses show the test statistics for the null hypothesis that the kurtosis and skew-
ness are identical to the respective statistics of the normal distribution. All numbers are reported in 
million US$. 
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Figure 1. QQ plot: empirical vs. lognormal Figure 2. Expected exceedance  

 
Note: The graph on the left plots the lognormal vs. empirical quantile; the solid line shows where the 
points lie if the lognormal describes the data perfectly. In the graph on the right, the points mark the 
conditional expectations as a function of the threshold; the solid line is the regression. All numbers are 
reported in million US$. 

Figure 2 shows that the expected cyber losses are linearly increasing in 𝑣𝑣. As this is a 
distinct property of the Pareto distribution, we conclude that it might be a reasonable 
model for the tails of cyber losses (see, e.g., McNeil, Embrechts & Frey, 2015). There-
fore, we consider an extreme mixture model that combines two distributions - a body 
and a tail. The tail and the body are then spliced together at a threshold that needs to be 
estimated. Eling and Wirfs (2016) suggest a lognormally distributed body and a Pareto 
distributed tail. They also show that the optimal threshold is at US$2 million, corre-
sponding to a 57%-quantile.14  

If we assume that our data is to some extent representative for the insurance industry, 𝑋𝑋 
might be interpreted as an estimate for an insurance company’s operational risk exposure. 

 
14  The authors use the bootstrap goodness-of-fit test suggested by Villaseñor-Alva and González-Es-

trada (2009) to find the optimal threshold. Note that if the threshold is higher, fewer observations are 
available for the estimation. As a result, the variance of the estimated parameters increases while the 
Pickands–Balkema–de Haan theorem ensures that the model’s bias decreases (see Scarrott & Mac-
Donald, 2012). The situation is reversed if the threshold is set lower. Therefore, choosing the optimal 
threshold is a tradeoff between the model’s bias and variance. 
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An insurer is then expected to suffer on average a loss due to cyber risk of US$6.6 mil-
lion per year at a quite substantial uncertainty as the risk measures in Table 1 show. 
However, 𝑋𝑋 might also represent the underwriting risk for a single cyber insurance pol-
icy in the extreme case where the insurer signs only one contract and there is no cover 
limit. In practice, however, insurance companies set up portfolios of different cyber risks 
and state a cover limit in its policies. We thus define the truncated iid risks as 𝑍𝑍𝑙𝑙 =
min{𝑍𝑍, 𝑙𝑙}, where l denotes the cover limit and Equation (1) becomes: 

  𝑋𝑋𝑙𝑙,𝑗𝑗 = ∑ min {𝑍𝑍𝑖𝑖 , 𝑙𝑙}𝑁𝑁
𝑖𝑖=1 , (6) 

with 𝑋𝑋𝑙𝑙,𝑗𝑗 describing the distribution for a single truncated risk. A portfolio consisting of 

n cyber  policies could then be described by: 

 𝑋𝑋𝑢𝑢𝑢𝑢 = ∑ 𝑋𝑋𝑙𝑙,𝑗𝑗𝑛𝑛
𝑗𝑗=1 . (7) 

Acknowledging that insurers hold portfolios of several risks allows us to account for 
diversification effects. Our baseline scenario assumes that the individual risks are inde-
pendent so that there are substantial benefits from diversification. The portfolio’s ex-
pected frequency would then be: 

 𝐸𝐸(𝑁𝑁𝑢𝑢𝑢𝑢) = 𝑛𝑛 ∙ 𝐸𝐸(𝑁𝑁). (8) 

As an example, Table 2 reports statistics for a cyber risk portfolio with a cover limit of 
US$50 million and a size of 50 policies.15 

Table 2. Cyber risk insurance portfolio statistics and parameters 

  Mean Std VaR0.995 TVaR0.99 
Severity (truncated) 𝑍𝑍 8.6 15.0 50.0 50.0 
LDA (truncated) 𝑋𝑋 0.63 4.7 49.9 44.2 
Portfolio (50 policies) 𝑋𝑋𝑢𝑢𝑢𝑢 160.3 822.9 4,030.8 3,990.5 
Portfolio (50 policies, truncated) 𝑋𝑋𝑢𝑢𝑢𝑢 31.7 33.2 153.2 159.2 

Note: Std: standard deviation, VaR0.995: value at risk, TVaR0.99: tail value at risk. All numbers 
are reported in million US$ and the sample size is 1,579. 

However, as discussed above, there is likely to be some correlation in the occurrence of 

 
15  Biener et al. (2015b) show that US$50 million is a typical deductible used in many cyber insurance 

policies. Moreover, as discussed above, 50 policies is a typical size for cyber insurance portfolios. 
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cyber incidents. In the model used here dependency would cause the frequency distribu-
tion to be heavier tailed. Since the Poisson distribution has only one parameter, expec-
tation and dispersion cannot be controlled separately. However, a distribution frequently 
used that provides more degree of freedom is the negative binomial (NB) distribution 
(see, e.g., Edwards et al., 2016; Eling & Wirfs, 2016). The NB distribution is especially 
useful since it can be considered as a Poisson model extended by parameter risk.16 Fol-
lowing Wang (1998), the portfolio frequency 𝑁𝑁𝑢𝑢𝑢𝑢 is assumed to be governed by a NB 
distribution with an expectation according to Equation (8) and a variance of:  

 𝑉𝑉𝑉𝑉𝑉𝑉(𝑁𝑁𝑢𝑢𝑢𝑢) = ∑ 𝑉𝑉𝑉𝑉𝑉𝑉(𝑁𝑁𝑖𝑖)𝑛𝑛
𝑖𝑖=1 + ∑ 𝑉𝑉𝑉𝑉𝑉𝑉(𝑁𝑁𝑖𝑖) ∙ 𝜌𝜌�𝑁𝑁𝑗𝑗 ,𝑁𝑁𝑖𝑖�∀𝑖𝑖,𝑗𝑗 | 𝑖𝑖≠𝑗𝑗 , (9) 

where 𝑁𝑁𝑖𝑖 is the frequency of each risk in the underwriting portfolio of size 𝑛𝑛. Assum-
ing equally distributed frequencies 𝑁𝑁𝑖𝑖~𝑁𝑁 ∀𝑖𝑖 and identical pairwise correlations 

�𝑁𝑁𝑗𝑗 ,𝑁𝑁𝑖𝑖� = 𝜌𝜌 ∀𝑖𝑖, 𝑗𝑗 | 𝑖𝑖 ≠ 𝑗𝑗, Equation (9) simplifies to: 

 𝑉𝑉𝑉𝑉𝑉𝑉(𝑁𝑁𝑢𝑢𝑢𝑢) = 𝑛𝑛 ∙ 𝑉𝑉𝑉𝑉𝑉𝑉(𝑁𝑁)�1 + 𝜌𝜌(𝑛𝑛 − 1)�. (10) 

This equation incorporates pairwise correlations between each risk’s frequencies by ad-
justing the variance of the overall portfolio frequency. Note that considering only the 
correlation is a simplification since the dependencies might be also nonlinear. Moreover, 
we assume only that the portfolio frequency is NB distributed and not each risk’s fre-
quency. By calibrating the NB distribution with the parameter from Equation (8) and 
(10), we derive numerically the portfolio’s distribution for different pairwise 𝜌𝜌.  

To account for potential nonlinear dependencies, we extend our analysis by combining 
the marginal distributions above with a Clayton copula. This yields a multivariate distri-
bution for the whole portfolio that captures tail dependencies. The Clayton copula is then 
calibrated with a dependency parameter that corresponds to a correlation 𝜌𝜌 = 0.2. We 
motivate this choice by the upper limit of the range reported in Böhme and Kataria 
(2006). Finally, to derive the portfolio distribution, the portfolio’s components are ag-
gregated according to Equation (7). However, in contrast to the approach above, we do 
not rely on a numerical procedure (Panjer recursion) but use simulations instead. 

 
16  Parameter risk describes the deviation of our estimated parameters from their true unknown values. 

The estimated parameter is drawn from a sampling distribution. Combining a Poisson distribution 
with a 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔(𝛼𝛼,𝛽𝛽) sampling distribution would yield the NB distribution (Wang, 1998).  
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Finally, evaluating the cumulative distribution function 𝐹𝐹 of the aggregated cyber risk 
at the capital required by the regulator 𝑟𝑟𝑟𝑟 yields the survival probability 𝑝𝑝𝑠𝑠: 

 𝑝𝑝𝑠𝑠 = 𝑓𝑓�𝐹𝐹𝑛𝑛𝑙𝑙(𝑟𝑟𝑟𝑟)�, where 𝑟𝑟𝑟𝑟 = 𝑚𝑚(𝑛𝑛, 𝑣𝑣, 𝑠𝑠).  (11) 

𝐹𝐹𝑛𝑛𝑙𝑙 depends on the portfolio size 𝑛𝑛 and the cover limit 𝑙𝑙. The functions 𝑓𝑓 and 𝑚𝑚 in turn 
depend on the regulatory models analyzed. 𝑓𝑓 describes the regulatory risk measure and 
𝑚𝑚 the model itself, that is how insurers calculate the required capital. In the case of SII 

and RBC we are concerned about the VaR and we would have 𝑝𝑝𝑠𝑠 = 𝐹𝐹𝑛𝑛𝑙𝑙(𝑟𝑟𝑟𝑟) and for SST 
we refer to the definition the tail value at risk. The regulatory model 𝑚𝑚(. ) in turn can 
describe a factor-based approach as it is the case for SII and RBC or, as for SST, it 
specifies distributions and their parameters. It also depends on 𝑛𝑛 and additionally on 
some volume measure 𝑣𝑣 and factors 𝑠𝑠. How 𝑚𝑚 exactly looks like for each framework is 
described below in more detail.  

As Equation (11) shows we evaluate the cyber risk portfolio based on the survival prob-
ability. This contrasts to the frequently used approaches that model decision maker’s 
behavior by utility theory (see, e.g., De Giorgi, 2005). However, our analysis is not sup-
posed to fully describe optimal portfolio decisions. Instead we focus on the risk man-
agement perspective that might describe the viewpoint of a company’s risk management 
department or the regulator. Moreover, the survival probability resulting from evaluating 
𝐹𝐹𝑛𝑛𝑙𝑙 is a nonlinear but, importantly, a positive monotonic mapping into the interval [0,1]. 
While our results are not one to one comparable with Ibragimov et al. (2007, 2008, 2009, 
2016), we still can draw qualitatively similar conclusions about the non-diversification 
trap. It would also go beyond the scope of this paper to model every aspect of the three 
regulatory models. Thus, we work with simplified versions and in our description focus 
on the most important aspects. Relaxing these simplifications would massively increase 
the complexity but would yield qualitatively the same conclusions. We also note that SII 
and the SST allow for company specific internal models, but we restrict ourselves here 
to the standard equation, which is the option of choice for the majority of insurers. 
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4 Operational cyber risk  

4.1. Solvency II 

Operational cyber risk is not treated as a distinct risk category in SII but instead needs 
to be considered as a part of the more generic operational risk category. SII defines op-
erational risk as: “[… ] risk of loss arising from inadequate or failed internal processes, 
or from personnel and systems, or from external events. Operational risk should include 
legal risks, and exclude risks arising from strategic decisions, as well as reputation risks” 
(EC, 2010). This definition comprises a substantial part of possible cyber risks, but it 
excludes reputational risk.17 SII requires that operational risk is assessed qualitatively 
(by specifying processes to identify, analyze and report operational risks; Pillars II and 
III of SII) as well as quantitatively (Pillar I of SII). Concerning the quantitative assess-
ment, the capital requirement for operational risk 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 is defined as (EIOPA, 2014): 

 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 = min{0.3 ∙ 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏, 𝑏𝑏𝑏𝑏}, (12) 

where 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 stands for the basic solvency capital requirement and 𝑏𝑏𝑏𝑏 for the base charge. 
The first part of the minimum function resembles a factor approach applied on a volume 
measure 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏. 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 is the aggregated capital for different risk categories such as market, 
underwriting and credit risk. SII defines the total solvency capital 𝑠𝑠𝑠𝑠𝑠𝑠  as the sum of 
𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 and 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 or equivalently: 

 𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏 = 𝑠𝑠𝑠𝑠𝑠𝑠 − 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜. (13) 

Since no information is available about each insurer’s 𝑠𝑠𝑠𝑠𝑠𝑠, we approximate it by com-
bining the data we have on equity capital and an average SII ratio 𝑠𝑠𝑠𝑠 taken from EIOPA 
(2017): 

 𝑠𝑠𝑠𝑠𝑠𝑠 ≈ 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒
𝑠𝑠𝑠𝑠

.  (14) 

The most recent SII ratio (Q3 2016) is reported to be 2.11, where 50% of observations 
fall into a range between 1.5 and 2.97 (EIOPA, 2017). Thus, we consider a solvency 
ratio of 2.11 as the baseline scenario. The second part of Equation (12) follows a similar 
factor approach and is defined as:18  

 
17  EIOPA (2014) justifies neglecting reputational risk by the lack of historical data on that risk category. 
18   Here we derive the risk factor for the premiums as 𝑠𝑠𝑝𝑝 = 𝑣𝑣𝑝𝑝(𝑎𝑎𝑝𝑝 ∙ 𝑠𝑠𝑝𝑝𝑙𝑙 + (1 − 𝑎𝑎𝑝𝑝)𝑠𝑠𝑝𝑝𝑛𝑛𝑛𝑛), where 𝑠𝑠𝑝𝑝𝑙𝑙  is the 
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 𝑏𝑏𝑏𝑏 = max�𝑠𝑠𝑝𝑝 ∙ 𝑣𝑣𝑝𝑝, 𝑠𝑠𝑟𝑟 ∙ 𝑣𝑣𝑟𝑟�, (15) 

where the volume measures 𝑣𝑣𝑝𝑝 and 𝑣𝑣𝑟𝑟 stand for amount of premiums and reserves re-

spectively. Since our data set does not provided information on this two numbers, we 
approximate them with the information available that is: 

 𝑣𝑣𝑝𝑝 ≈ 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅, 𝑣𝑣𝑟𝑟 ≈ 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 − 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸.  (16) 

We thus assume that the revenues only contain premiums (i.e. no fee business) and that 
the reserves are approximated by the difference between assets and equity (e.g. no addi-
tional loans on the insurer’s balance sheet). When Equation (13)-(16) are insert into (12) 
this yields an equation where 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 appears simultaneously on the left and on the right 

side in the first part of the maximum function. We solve it by applying a numerical al-
gorithm (since the function is strictly monotonic a unique solution must exist) and find 
estimates of 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 for each insurer in our data set. Our data set records 88 complete cyber 

losses from insurance companies. Figure 3 shows the scatter plot of the realized cyber 
losses 𝑧𝑧 versus 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 for these 88 cases. 

  

 
given factor for life premium risk and 𝑠𝑠𝑝𝑝𝑛𝑛𝑛𝑛 the risk factor for non-life premiums. When assuming that 
the premiums in our dataset stem equally from life and non-life business, i.e. 𝑎𝑎𝑝𝑝 = 0.5 (see Statista, 
2017c), we can derive 𝑠𝑠𝑝𝑝 = 0.035. In a similar way we find that the reserve risk factor is 𝑠𝑠𝑟𝑟 = 0.017. 
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Figure 3. Operational cyber risk 

 
Note: The solid line shows the situation for 𝑧𝑧 = 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜. Numbers are reported in million US$. 

The points above the 45 degrees line show cyber incidents where the losses exceed the 
estimated 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜. Counting these points and dividing it by the total number of observa-

tions would yield the frequency of defaults due to cyber losses, which is 3.41% (3 out 
of 88). Since this is the frequency given a cyber loss occurred, it is not suited for evalu-
ating the regulatory model. Instead we must calculate the unconditional probability that 
the random loss 𝑍𝑍 exceeds the capital that is given by Bayes’ theorem as: 

 𝑃𝑃�𝑍𝑍 > 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜� = 𝑃𝑃�𝑍𝑍 > 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 | 𝑍𝑍 > 0� ∙ 𝑃𝑃(𝑍𝑍 > 0).  (17) 

As above the frequency of cyber losses per company and year is set to 0.074. Thus, we 
calculate a default probability due to cyber operational risk of 0.0341 ∙ 0.074 = 0.25%. 
This lower than the 0.5% the regulator aims for. Since the sample of 88 insurers is rela-
tively small, we also conduct the same analysis for the extended sample containing all 
financial institutions. In this extended sample cyber risk losses exceed operational risk 
capital with a frequency of 6.8% (78 out of 1,143 cases) so that the unconditional default 
probability is 0.5%. This value is significantly above the value for the smaller insurance 
sample. This result suggests that a significant part of the operational risk capital is 
needed to cover cyber risks. However, 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 is supposed to cover all kinds of operational 
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risks (not only cyber risks19) and different types of risk might even accumulate. Moreo-
ver, SII neglects the potential connection between operational and underwriting cyber 
risk. We conclude that the current regime for operational capital under SII might be in-
sufficient in face of the emerging cyber risk exposure. 

4.2. US risk-based capital standards 

In contrast to SII, operational risk in the US is addressed with a qualitative approach 
only; the RBC model does not include charges for operational risk. However, the Na-
tional Association of Insurance Commissioners (NAIC, 2016a) is planning to append an 
additional term for operational risks to the existing RBC equation. Moreover, insurance 
companies are required to report cyber risks in an own risk assessment report (ORSA). 
In this report insurers are required to assess their own operational risks that are substan-
tial enough to interfere with its ability to meet policyholders’ obligations. The NAIC is 
also drafting a law that requires licensed insurers to comply with some minimum data 
security standards (NAIC, 2016b). It sets requirements for investigating data breaches 
and notifying the consumers and supervisor. 

4.3. Swiss solvency test 

Similar to the RBC, the SST does not consider operational risk quantitatively, but qual-
itatively in the Swiss quality assessment (insurance supervisory ordinance AVO, art. 96-
98). The ordinance requires insurers to self-assess and report their operational risk ex-
posures to the supervisor and to collect data on losses suffered from operational risks 
incidents. Based on this report, supervision can be intensified if some operational risks 
reported could threaten the insurer’s solvability. 

5 Underwriting cyber risk 

How do regulatory capital models treat cyber risk that originates from the policies an 
insurance company has written? While SII and the US RBC standards build on a volume 
and factor approach, the SST employs a stochastic model. Each model allows for com-

 
19  For example, in the SAS OpRisk dataset we use here, 1,579 cyber losses are documented, but also 

24,962 other operational loss events, for which 𝑠𝑠𝑠𝑠𝑠𝑠𝑜𝑜𝑜𝑜 would also be needed. 
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pany-specific adjustments. We assume that the insurer retains all liabilities since a rein-
surance market for cyber insurance contracts either does not exist or is just emerging 
(see Biener et al., 2015).20 

5.1. Solvency II 

The SII standard equation describes the total capital as a composition of capital require-
ments for several risk categories 𝑖𝑖. Let 𝒔𝒔𝒔𝒔𝒔𝒔 be a vector of the capital requirement for 
each risk category 𝑠𝑠𝑠𝑠𝑠𝑠𝑖𝑖. Then the aggregated capital is defined by the square root equa-
tion (EC, 2014, article 114): 

 𝑠𝑠𝑠𝑠𝑠𝑠 = √𝒔𝒔𝒔𝒔𝒔𝒔𝑇𝑇 𝜬𝜬 𝒔𝒔𝒔𝒔𝒔𝒔,  (18) 

where 𝜬𝜬 is the correlation matrix between different risk categories. As Equation (18) 
shows SII only accounts for linear dependencies between different risk categories. In the 
case of cyber risks, where we might expect nonlinear dependencies, this might lead to 
too optimistic expectation about the merits of diversification. Drilling Equation (18) fur-
ther down, 𝑠𝑠𝑠𝑠𝑠𝑠𝑖𝑖 is defined as (see EC, 2014, article 115):21 

 𝑠𝑠𝑠𝑠𝑠𝑠𝑖𝑖 = 3 ∙ 𝑠𝑠𝑖𝑖  ∙ 𝑣𝑣𝑖𝑖, (19) 

where 𝑠𝑠𝑖𝑖 is the coefficient of variation (volatility divided by the expectation) and 𝑣𝑣𝑖𝑖 is a 
volume measure based on written premiums or reserves. Applying this approach to cyber 
risk can be problematic since it does not account for the exact distribution observed. 
Moreover, the coefficient of variation (and thus volatility) is not a useful risk measure 
when the distribution is asymmetric; for extreme heavy tails it is not even defined. 

Since we do not have information for each risk category, we first aggregate the volume 
measures and coefficients of variation separately. For this purpose, the volume measures 
of each risk category are defined as a fraction of the aggregate volume measure 𝑣𝑣: 

 
20  The regulatory capital models allow for discounts when risks are ceded to a reinsurance company. 

However, the discounts on capital requirements are partially compensated by the counterparty risk 
of the reinsurance company. Future research thus has to analyze the potential benefits of reinsurance 
for managing cyber risks. 

21  Until the quantitative impact study QIS5 the required capital was defined as 𝑠𝑠𝑠𝑠𝑠𝑠 = 𝑉𝑉𝑉𝑉𝑉𝑉0.995(𝑍𝑍) − 𝑣𝑣. 
It assumes a lognormal distribution (EC, 2010) and the capital requirement can be interpreted as the 
unexpected risk exceeding the expected loss. Equation (19) does not make an explicit distribution 
assumption but approximates the old one. 
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 𝑣𝑣𝑖𝑖 = 𝒘𝒘 ∙ 𝑣𝑣, (20) 

where the weights sum up to 𝟏𝟏𝑇𝑇 ∙ 𝒘𝒘 = 1. According to the proof in Appendix E aggre-
gating 𝑠𝑠𝑠𝑠𝑠𝑠𝑖𝑖 and 𝑠𝑠𝑖𝑖 with the square root equation is equivalent. This means that instead of 
calculating 𝑠𝑠𝑠𝑠𝑠𝑠 for each risk category first and then aggregating them, we can aggregate 
weighted 𝑠𝑠𝑖𝑖 first and then apply it on the aggregated volume measure. Appendix E shows 
that combining Equations (18), (19), and (20) yields: 

 𝑠𝑠𝑠𝑠𝑠𝑠 = 3 ∙ 𝑠𝑠 ∙ 𝑣𝑣, (21) 

where 𝑠𝑠 is the aggregated coefficient of variation. In our empirical analysis, we relate 
the volume measure to the expected loss. Let 𝑋𝑋 be the random variable describing the 
losses of the cyber portfolio. We assume that the volume measure equals the expected 

loss 𝐸𝐸(𝑋𝑋) divided by the loss ratio:22 

 𝑣𝑣 ≈ 𝑏𝑏−1 ∙ 𝐸𝐸(𝑋𝑋). (22) 

We choose 𝑏𝑏 = 0.6 for the baseline scenario motivated by the average loss ratio for US 
property & casualty insurers for the years 2009-2015 (Statista, 2017b).23 Applying (22) 
to (21) yields: 

 𝑠𝑠𝑠𝑠𝑠𝑠 = 3 ∙  𝑠𝑠 ∙ 𝑏𝑏−1 ∙ 𝐸𝐸(𝑋𝑋),  (23) 

𝑠𝑠 is derived bottom up in three stages as illustrated in Appendix E and for each step the 
result from Appendix E is applied. First, coefficients of variation for premium 𝑠𝑠𝑝𝑝 and 

reserve 𝑠𝑠𝑟𝑟 risk as specified by EC (2014, annex II) are aggregated to the coefficient 𝑠𝑠𝑝𝑝𝑝𝑝
𝑠𝑠𝑠𝑠  

per each segment. The correlation between premium and reserve risk is 0.5 (EC, 2014, 
article 117). We additionally assume that half of the expected losses are coming from 
reserve risk 𝑤𝑤𝑟𝑟 = 0.5 and the other half is coming from premium risk.24  

Second, the coefficients 𝑠𝑠𝑝𝑝𝑝𝑝
𝑠𝑠𝑠𝑠  over all segments 𝑠𝑠𝑠𝑠  are again aggregated to attain 𝑠𝑠𝑝𝑝𝑝𝑝 . 

However, as the tables do not contain factors specific for cyber risk, the obligations must 
be allocated according to their true nature of risk, even if unbundling into several LoBs 

 
22  We thus focus on written premiums and neglect the reserves. The premiums are calculated as 𝑏𝑏−1 ∙

𝐸𝐸(𝑋𝑋). 
23  In Appendix G we show results for different choices of 𝑏𝑏; as the loss ratio increases the survival 

probability decreases. 
24  With this we implicitly a constant premium volume and linear claims settlement.  
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is required (EC, 2014, article 55). Relevant segments for cyber risk are “general liabil-
ity”, “legal expenses” and “miscellaneous financial losses” (see EC, 2014, annex I) and 
their correlation is 0.5 (see EC, 2014, annex IV). Additionally, we assume that the expo-
sure is equally distributed between the different segments 𝑤𝑤𝑖𝑖 = 𝑤𝑤𝑗𝑗  ∀𝑖𝑖, 𝑗𝑗.  

Table 3. Aggregation of risk factors 

LoBs 𝑤𝑤 𝑠𝑠𝑝𝑝 𝑠𝑠𝑟𝑟 𝑠𝑠𝑝𝑝𝑝𝑝
𝑠𝑠𝑠𝑠 

General liability 1/3 0.14 0.11 0.11 

Legal expenses 1/3 0.07 0.12 0.08 

Miscellaneous financial losses 1/3 0.13 0.20 0.14 

𝑠𝑠𝑝𝑝𝑝𝑝 1   0.09 

𝑠𝑠𝑐𝑐𝑐𝑐𝑐𝑐 0.5   0.18 

𝑠𝑠    0.14 

     
 

Third, 𝑠𝑠𝑝𝑝𝑝𝑝 is complemented with catastrophic risk 𝑠𝑠𝑐𝑐𝑐𝑐𝑐𝑐 and aggregated to the overall var-

iation coefficient 𝑠𝑠. The correlation between catastrophic and normal risk is set to 𝑝𝑝 =
0.25  (EC, 2014, article 114). Catastrophic risk 𝑠𝑠𝑠𝑠𝑠𝑠𝑐𝑐𝑐𝑐𝑐𝑐  in turn is composed of several 
sources of catastrophic risks that are aggregated according to Equation (18). Again there 
is no specific category for cyber risk. However, from the categories SII specifies, we 
find “liability risk“ and “other cat risk” suitable for our analysis. The risk factor for this 
two categories is set by SII to 1 and 0.4 (EC, 2014, annex XI and XII). Table 3 shows 
the aggregation of all risk factors using the specified numerical values. Note that for the 
final determination of 𝑠𝑠  the 𝑠𝑠𝑝𝑝𝑝𝑝  (𝑠𝑠𝑐𝑐𝑐𝑐𝑐𝑐 ) is weighted with 1 (0.5), because the volume 

measure for 𝑠𝑠𝑝𝑝𝑝𝑝 is the sum of premiums and reserves, while the volume measure for 𝑠𝑠𝑐𝑐𝑐𝑐𝑐𝑐 

are the premiums only; premiums, but not reserves, are thus exposed to catastrophic 
losses. According to Equation (23) the derived aggregated risk factor 𝑠𝑠 can now be used 
to calculate the scr for different portfolio sizes and cover limits. This scr is then com-
pared with the cumulative distribution functions derived from the empirical data in order 
to calculate the probability that the estimated loss (for a given cover limit and portfolio 
size) is smaller than the sum of premiums and scr according to SII (see Equation 11).25 

 
25  To clarify the actual calculations, we again consider the example of a cover limit of 50 and a portfolio 



Essay II: Capital requirements and cyber risk insurance 95 

 

Figure 4 shows the resulting survival probability for different cover limits and portfolio 
sizes. 

Figure 4. SII survival probability contours  

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover limits (in mil-
lion US$) with the same survival probabilities. The survival probability is the probability that the 
loss based on our model (Poisson for frequency and empirical distribution for severity) is smaller 
than the sum of premiums and capital required by the regulator.  

SII aims at reaching a survival probability of 99.5% (EC, 2010). Figure 4 shows that the 
survival probability falls short of that goal, especially for small portfolios (as is the case 
in practice today) and high cover limits. One explanation might be that the factor ap-
proach presented in Equation (19) was meant to approximate the 99.5% quantile of the 
lognormal distribution (EC, 2010). In the worst case, the default probability for a pure 
cyber risk insurer would be as high as 20%. It is important to emphasize that this is the 
ceteris paribus effect of a pure cyber insurance portfolio, which means that in practice 

 
size of 50 (see Table 2). Then 𝐸𝐸(𝑋𝑋) = 31.7 and 𝑏𝑏 = 0.6 and thus 𝑣𝑣 = 31.7/0.6 = 52.8 and 𝑠𝑠𝑠𝑠𝑠𝑠 =
52.8 ∙ 0.14 ∙ 3 = 22.2 . Evaluating the distribution function in Equation (11) at 𝑟𝑟𝑟𝑟 = (52.8 +
22.2) = 75 would yield a probability of about 83% that 𝑋𝑋 is smaller than 75. 
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the insolvency risk of insurers active in many lines of business will be substantially lower. 
To analyze the results for different model assumptions, we restrict ourselves to the two-
dimensional situation. By slicing the contour plot at a cover limit of US$50 million we 
keep the cover limit fixed and analyze the effect the portfolio size has on the survival 
probability (see Figure 5).26 

In the top left figure, the confidence interval obtained by means of bootstrapping (sam-
pling from the data set) indicates that the findings are quite stable and might be applica-
ble for an out of sample application.27 The figure on the top right reports the survival 
probability for the different severity model (PoT and lognormal). The different severity 
models yield very similar results and thus our results are robust with respect to the model 
choice.28 In the bottom part of Figure 5 we show results for different dependence struc-
tures (in the upper part we assume iid). The figure bottom left shows the survival prob-
ability 𝑝𝑝𝑠𝑠 attained for different correlations 𝜌𝜌. When we deviate from the iid assumption 
the survival probability is substantially lower and even for large portfolios does not con-
verge to SII’s goal of 99.5%.29 The result for the Clayton copula (bottom right figure) is 
close to the case 𝜌𝜌=1 (in the bottom left); this intuitively makes sense, because for the 
critical tail events that cause ruin the correlation is more like 1 as compared to the overall 
0.2 which we use as input parameter for the Clayton copula. 

  

 
26   In Appendix A we also show the results for a different cover limit of US$200 instead of US$50 

million.  
27  We bootstrap 200 samples from the original data set with replacement and show the 95% confi-

dence interval. 
28  Without a cover limit the PoT would lead to a lower survival probability than the lognormal, because 

of the tail events. With a cover limit the effect of the Pareto distribution in the tail is however reduced 
so that the two lines more or less correspond to each other. 

29  Note that the binomial distribution with a 𝜌𝜌 = 0 results in the Poisson and binomial survival proba-
bility being congruent. Somehow counterintuitive is the observation that the line for a correlation 
𝜌𝜌 = 1 is located above the one for 𝜌𝜌 = 0.1. However, this difference can be explained by the way 
the modelling of correlations in the negative binomial distribution changes the density functions. A 
negative binomial distribution with 𝜌𝜌 = 1 is heavier tailed than for 𝜌𝜌 = 0.1. SII evaluated the distri-
bution at a relative low confidence interval so that 𝑝𝑝𝑠𝑠(𝜌𝜌 = 1) > 𝑝𝑝𝑠𝑠(𝜌𝜌 = 0.1). 
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Figure 5. SII survival probability 

 
Note: The top left plot shows the survival probability for combining the Poisson frequency and the 
empirical severity distribution (with a bootstrapped confidence interval). The top right shows the 
survival probability when combining the Poisson with parametric severity models. The bottom left 
figure shows a correlated frequency (negative binomial) paired with the empirical severity distribu-
tion. The bottom right shows the result for nonlinear correlations (Clayton copula with dependency 
parameter corresponding to a correlation of 0.2). 

In general, the safety level features an abrupt decrease for small portfolio sizes before it 
increases again for larger portfolios. We attribute this peculiarity to the heavy tails in the 
data. It is a similar phenomenon to the non-diversification trap analyzed by Ibragimov 
et al. (2008). They show that combining heavy tails with limited liability can cause the 
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portfolio value to decrease with increasing portfolio size before it increases again.30 

5.2. US risk-based capital standards  

In the US, an insurer that underwrites cyber policies has to hold capital for that business 
according to the RBC standards defined by the NAIC. The representation of the model 
here follows Sharara, Hardy, and Saunders (2010). Similar to SII, the calculation of the 
RBC follows a factor-based approach. While the model in principle also accounts for 
catastrophic risk, at the moment only the categories earthquake and hurricanes are con-
sidered (Seeley, 2012 and NAIC, 2016c). Thus, the model does not account for man-
made catastrophic risk that would be of high relevance for cyber risk. The simplified 
minimum underwriting capital requirement is defined as (NAIC, 2009): 

 𝑟𝑟𝑟𝑟𝑟𝑟 = �𝑟𝑟𝑟𝑟𝑟𝑟𝑝𝑝
2 + 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟

2, (24) 

The aggregation of capital for premium risk 𝑟𝑟𝑟𝑟𝑟𝑟𝑝𝑝 and reserve risk 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 is done assum-

ing a correlation of zero. Similar to SII, the capital requirements are derived as some 
volume measure 𝑣𝑣 multiplied by a risk factor 𝑠𝑠. The risk factor RBC uses is a stressed 
loss and expense ratio. The volume measure is composed of premium and reserves. We 
again use Equation (22) and the same loss ratio. In the following, diversification and 
adjustment for investment income are neglected. For the premium risk, the required cap-
ital is then calculated as: 

  𝑟𝑟𝑟𝑟𝑟𝑟𝑝𝑝 =  𝑣𝑣𝑝𝑝 ∙ max��𝑠𝑠𝑝𝑝 + 𝑠𝑠𝑒𝑒 − 1�, 0�  and  𝑠𝑠𝑝𝑝 = 0.5 ∙ (𝑐𝑐 + 1) ∙ 𝑠𝑠𝑝𝑝𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁, (25) 

where 𝑣𝑣𝑝𝑝 is the insurer’s current year’s net written premium, 𝑠𝑠𝑒𝑒 is the expense ratio, and 

𝑠𝑠𝑝𝑝 is the loss ratio risk factor. The second part of the equation enables the insurer to 

adjust for company-specific exposure by choosing 𝑐𝑐 accordingly. However, since we are 

 
30  We refer to Appendix B for a more detailed comparison with Ibragimov et al. (2008). We extend the 

finding of Ibragimov et al. (2008), who provide evidence for the non-diversification trap arising un-
der extremely heavy tailed distributions, in two ways. First it is applicable to cyber risk as it indeed 
is characterized by very heavy tails. Second, we extend the non-diversification trap to the specific 
perspective taken by the risk management department or regulator. Since these actors only care about 
the survival or default probability, we show that it might be optimal for them to stick with a small 
undiversified portfolio since the transition to the optimally diversified portfolio is too risky. 
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interested in analyzing the overall adequacy of the model for cyber risk, we set the com-
pany-specific variables to industry averages. Therefore, let 𝑐𝑐 be equal to 1 and the ex-
pense ratio for the US is chosen to be 𝑠𝑠𝑒𝑒 = 0.275 (Statista, 2017a). The loss ratio factor 
𝑠𝑠𝑝𝑝𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 is specified by NAIC. While there is no specific risk factor for cyber policies, the 

one for “other liabilities” seems to be suitable and the most recent value has been set to 
1.027 (NAIC, 2017). The capital for reserve risk is defined as: 

 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 = 𝑣𝑣𝑟𝑟 ∙ 𝑠𝑠𝑟𝑟   and  𝑠𝑠𝑟𝑟 = 0.5 ∙ (𝑑𝑑 + 1) ∙ 𝑠𝑠𝑟𝑟𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 , (26) 

where 𝑣𝑣𝑟𝑟 corresponds to the reserves and 𝑠𝑠𝑟𝑟 the combined ratio risk factor. Again the 
company-specific factor 𝑑𝑑  is set to 1 and NAIC’s most recent number for 𝑠𝑠𝑟𝑟  𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁  is 
0.531 (NAIC, 2017). Then, 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 and 𝑟𝑟𝑟𝑟𝑟𝑟𝑝𝑝 are aggregated according to Equation (24) 

and by applying the derivation in Appendix E. Again, we assume equally distributions 
between premium and reserve risk 𝑤𝑤𝑝𝑝 = 𝑤𝑤𝑟𝑟 = 0.5. Thus, the overall risk factor for un-

derwriting cyber risk is ��0.5 · (1.027 + 0.275 − 1)�2 + (0.5 · 0.531)2=0.31. 

Finally, the RBC is calculated for different combinations of portfolio sizes and cover 
limits and used as quantiles to evaluate the security levels reached based on the available 
data. While the RBC model does not explicitly aim for any particular safety level, it has 
been shown that the safety level achieved corresponds to an 87.5%-VaR level (American 
Academy of Actuaries, 2007). Figure 6 shows the set of portfolio sizes and cover limits 
with an isotonic survival probability.  
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Figure 6. RBC survival probability contours  

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability 
is the probability that the loss based on our model (Poisson for frequency and empir-
ical distribution for severity) is smaller than the capital required by the regulator. 

Similar to SII, RBC reaches safety levels of 99% only for very large portfolios. However, 
RBC generally performs even worse than SII as it takes even more risk to reach a certain 
survival probability. In the worst case, the default probability is as high as 22%. This 
finding is again related to the non-diversification trap described above.  

To analyze the results for different model assumptions, we again slice the contour plot 
at a cover limit of US$50 million and analyze the survival probability in Figure 7.  
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Figure 7. RBC survival probability 

 
Note: The top left plot shows the survival probability for combining the Poisson frequency and the 
empirical severity distribution (with a bootstrapped confidence interval). The top right shows the sur-
vival probability when combining the Poisson with parametric severity models. The bottom left figure 
shows a correlated frequency (negative binomial) paired with the empirical severity distribution. The 
bottom right shows the result for nonlinear correlations (Clayton copula with dependency parameter 
corresponding to a correlation of 0.2). 

In the top left figure, the confidence interval obtained by means of bootstrapping indi-
cates that the findings are again quite stable. Also, the findings for the other three plots 
shown in Figure 7 come to the same conclusions as those for the SII model, but as indi-
cated on an even lower level in terms of survival probability. The figure bottom left 
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shows the survival probability 𝑝𝑝𝑠𝑠 attained for different correlations 𝜌𝜌. As for SII the sur-
vival probability for 𝜌𝜌 = 1 is above the one for 𝜌𝜌 = 0.1 and the same explanation ap-
plies in the context here. The RBC results thus show that the security level the regulator 
aims for is often missed if an insurer writes cyber policies. It needs to be evaluated 
whether this low safety level under the RBC model needs to be raised to ensure stability 
in the insurance industry. From a dynamic point of view, the RBC model demands ad-
ditional capital for business with excessive premium grow (>10% per year; Sharara et 
al., 2010). This might be especially relevant for cyber risk as the market is growing. 

5.3. Swiss solvency test 

For the SST the required capital, called RTK, is derived by calculating the tail value at 
risk (TVaR) of the loss distribution 𝑋𝑋 and subtracting the expected loss (Bundesamt für 
Privatversicherungen, 2006). In the following, market, credit risk, discounting and the 
market value margin are neglected; only the ceteris paribus effect of underwriting cyber 
risk 𝑋𝑋 is of interest:  

 𝑟𝑟𝑟𝑟𝑟𝑟 =  𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇0.99(𝑋𝑋) − 𝐸𝐸(𝑋𝑋). (27) 

Generally, the TVaR shows better statistical properties than the value at risk as it is a 
coherent and therefore sub-additive (see McNeil et al., 2015). Moreover, it is more sen-
sitive to the tail behavior of a distribution than, for example, volatility. As with SII, the 
total loss is subdivided into several LoBs and (sub-) modules and for the aggregation the 
same equations are applicable. In terms of random variables, the total loss is defined as: 

 𝑋𝑋 =  𝑋𝑋𝑝𝑝𝑝𝑝 + 𝑍𝑍𝑒𝑒𝑒𝑒, where 𝑋𝑋𝑝𝑝𝑝𝑝 = (𝑍𝑍𝑝𝑝 + 𝑍𝑍𝑟𝑟). (28) 

The first and last terms subdivide the losses in normal and extreme events 𝑍𝑍𝑒𝑒𝑒𝑒. SST 
defines the normal losses as those below a threshold of CHF1 or 5 million, respectively. 
The choice of the exact threshold is at the discretion the insurer; we use a threshold of 
US$5 million (and present the alternative threshold of US$1 million in the Appendix 
F).31 With this threshold, our sample contains about 70% normal and 30% extreme losses. 

 
31  As a simplification, we assume a nominal parity exchange rate between US$ and CHF. Appendix F 

shows that the threshold to US$1 million yields a lower survival probability and the survival proba-
bility the regulator aims for would not be achieved for the whole size-cover limit space analyze here. 
Additionally, for increasing portfolio sizes the survival level does not converge to the regulator’s 
target. 
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Compared to the empirical findings of Eling and Wirfs (2016) that the optimal threshold 
should be set to US$2 million corresponding to a 57%-quantile this is too high. On the 
other side, this threshold is rather low for the Pareto distribution to be a good approxi-
mation of the tail distribution (see Pickands-Balkema-de Haan theorem; McNeil et al., 
2015).  

Turning to the normal losses, the reserve risk 𝑍𝑍𝑟𝑟 and the premium risk 𝑍𝑍𝑝𝑝 are assumed 

by the regulator to be together lognormally distributed and the aggregation is done by 
adding up the lognormal parameters. Random and parameter risk for each LoB, premium 
risk, and reserve risk have to be aggregated.32 As in SII there is no specific category for 
cyber risk but they need to be allocated according to their risk nature. Table 4 shows the 
risk factors we consider as relevant to derive the aggregated parameters. The total vari-
ation coefficient for premium risk 𝑠𝑠𝑝𝑝 is the two steps aggregation of first the variation 

coefficients for parameter 𝑠𝑠𝑝𝑝𝑝𝑝  and random risk 𝑠𝑠𝑟𝑟  and second over all LoBs by the 

square root equation. Note as the factors for the reserve risk 𝑠𝑠𝑟𝑟 have to be calibrated 
according to internal data, we discard them here. The mean and standard deviation are 
estimated from the normal losses observed in our data set. Then the distribution of the 
normal losses is assumed to be: 

  𝑋𝑋𝑝𝑝𝑝𝑝~𝐿𝐿𝐿𝐿�𝐸𝐸�𝑋𝑋𝑝𝑝𝑝𝑝�,𝜎𝜎𝑝𝑝𝑝𝑝�, where 𝜎𝜎𝑝𝑝𝑝𝑝 = 𝑠𝑠𝑝𝑝𝑝𝑝 ∙ 𝐸𝐸�𝑋𝑋𝑝𝑝𝑝𝑝�.  (29) 

Finally, the extreme events 𝑍𝑍𝑒𝑒𝑒𝑒 are described by a Poisson compounded ordinary Pareto 
distribution (CPois).33 The Pareto indexes 𝛼𝛼 given by SST depend on the LoB and are 
reported in Table 4. In the following, a simple average of the different LoB’s Pareto 
indexes is used to test the SST model. As we have already derived estimates for the 
parameters of the generalized Pareto distribution in the previous section, the estimated 
ordinary Pareto distribution would have a Pareto index of 0.63 (see Eling & Wirfs, 2016). 
That means the occurrence of severe losses is underestimated by SST. Moreover, the 
mean cannot be calculated. While this would suggest that the capital requirement for 
cyber risk under the standard approach does not ensure the ruin probability aimed for, it 
is important to remark that most parameters used above could be adapted to cyber risk 

 
32  Since the premium and reserve risk have a similar risk structure and SST assumes no correlation 

between the two, the same risk factors are used. 
33  The framework allows for an alternative aggregation procedure that cannot be applied in this context. 
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specifics. The SST regulator allows to calibrate the location and dispersion of the distri-
bution differently. 

Table 4. SST parameters 

  Normal Extreme 

LoB 𝑤𝑤 𝑠𝑠𝑝𝑝𝑝𝑝 𝑠𝑠𝑧𝑧 𝛼𝛼 

Liability 1/4 3.5% 11% 2 

Financial losses 1/4 5% 5% 0.75 

Legal costs 1/4 5% 5% 1.5 

Others 1/4 4.5% 5% 1.5 

Aggregate 1   1.43 

     

The Pareto index can thus be chosen accordingly. However, a drawback of the CPois is 
that it requires risks to be independent. This is not generally true for cyber risk and for 
extreme events. The SST assumes extreme events to be independent and proposes a Pan-
jer recursion to aggregate them. Moreover, the excess and normal losses are again as-
sumed to be independent and are convoluted.  Since the loss data from SAS is incident 
based, again a Panjer recursion is used to Poisson compound the empirical loss severities 
to derive the total loss on a cyber policy pool.  

Figure 8 shows the survival probability for different combinations of portfolio sizes and 
cover limits. Our analysis shows that for small portfolio sizes and high cover limits the 
capital requirements are too low to ensure a TVaR at the 99% level. For the range of 
limits and sizes analyzed here, we can conclude that in the best case the insurer-only 
underwriting cyber risk would default once in ten years. However, compared to the other 
regulatory models, we see that the SST performs better in the sense that the survival 
probabilities are higher, at least for cover limits below US$100 million. This is due to 
the more flexible modelling approach for the tails. Using a Pareto distribution for ex-
treme values makes it possible to account better for the extreme values observed in cyber 
risks.  
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Figure 8. SST survival probability contour 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover lim-
its (in million US$) with the same survival probabilities. The survival probability is the 
probability that the loss based on our model (Poisson for frequency and empirical distri-
bution for severity) is smaller than the capital required by the regulator. 

Figure 9 shows the contour plot for the survival probability at a cover limit of US$50 
million, again coming to identical conclusions as SII and US RBC; in this case, however, 
on higher levels of survival probability indicating that the SST model better achieves the 
regulatory goals. But still in the uncorrelated case the necessary portfolio size is between 
50 and 100 to reach the desired safety level of 99%. As written in the introduction, that 
will not be the case for many insurance companies which start to develop their cyber 
insurance portfolio. Furthermore, if we deviate from the iid assumption the survival 
probability is substantially lower. At the end of the day it remains an empirical question 
what the dependence structure looks like and to date there is no answer, because there is 
no empirical research. But many people believe that cyber risks are not uncorrelated so 
that also the modelling results in the lower part of Figure 9 might be relevant and are 
thus of serious concern. It is also important to note here that for the case of non-linear 
dependence the survival probability never reaches the desired safety level of 99%, also 
when the portfolios are growing.  
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Figure 9. SST survival probability 

 
Note: The top left plot shows the survival probability for combining the Poisson frequency and the 
empirical severity distribution (with a bootstrapped confidence interval). The top right shows the sur-
vival probability when combining the Poisson with parametric severity models. The bottom left figure 
shows a correlated frequency (negative binomial) paired with the empirical severity distribution. The 
bottom right shows the result for nonlinear correlations (Clayton copula with dependency parameter 
corresponding to a correlation of 0.2). 

6 Conclusions 

Our analysis shows that cyber risk is underestimated by all three regulatory capital mod-
els, especially for small portfolios sizes and high cover limits. Assuming a positive linear 
correlation or nonlinear dependencies between cyber risks further reduces the insurer’s 
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survival probabilities. Extensive robustness checks show that the results are quite stable. 
For example, using different models for severity and frequency or alternative data sets 
for cyber risk does not qualitatively change our findings. This is an important result, 
because there is still substantial uncertainty around the empirical properties of cyber risk. 

Existing regulatory models thus have numerous shortcomings when applied to cyber risk. 
First, all models account for cyber risk only in a “one fits it all” approach since none of 
them uses specific cyber risk categories or factors. Using more specific risk factors and 
correlations calibrated with cyber risk data, would improve the models’ performance and 
ensure the safety level the regulator aims for. The heavy tails would call for replacing 
the lognormal distribution used by SII and SST by a power law distribution (e.g., Pareto 
distribution). Moreover, underwriting cyber risk models should pay close attention to 
the dependence structure characterizing cyber risks. A major part of cyber threats dis-
tributes over the internet and therefore the correlation might be higher than for other 
underwriting risk. In addition, extreme scenarios suggest that cyber risk could accumu-
late and become catastrophic (Kelly et al., 2016). While insurers can geographically di-
versify other cat risk, cyber risk propagated by the internet does not know any boundary 
so that geographical diversification might not work.  

With respect to current regulatory models and new cyber insurance policies, the “one 
fits it all” approach might disturb risk-mitigating behavior and might not reward sound 
risk management. In certain cases, especially for operational cyber risk, the capital re-
quirement for cyber risks should be increased to maintain the soundness of the insurance 
industry. Sound risk models will become even more important as the industry will make 
heavier use of new technologies (block chain, cloud computing, etc.) and cyber policies 
will make up a bigger share of an insurer’s underwriting portfolio. Moreover, govern-
mental or private initiatives directed at enhancing the availability and quality of data 
about cyber risk will be crucial to build more sophisticated risk models. 

We want to emphasize that the results of this paper should not be interpreted as an argu-
ment to massively increase capital requirements for cyber risk, especially in underwrit-
ing. Increasing capital requirements for cyber risk underwriting might hinder the devel-
opment of the cyber insurance market. Our results illustrate that small cyber insurance 
portfolios might be problematic, but they also show that a sufficiently large portfolio can 
help to overcome the non-diversification trap. How the regulator should proceed might 
thus also depend on the development of the cyber insurance market in the supervised 
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region. In Europe or Asia where the market is in its infancy, the regulator should promote 
market development to support insurance companies in setting up sufficiently large port-
folios and generating experiences on this new type of insurance exposure. The US in-
surance market is more developed so that specific capital requirements for cyber risk 
might be more relevant. Moreover, our results emphasize the importance to closely track 
the operational cyber risk within from the operations of the insurance companies. Here 
we might also see the need for more capital in the future. 

We also recognize the current limitations of the cyber insurance market and the lack of 
data that limits the scope of the analyses presented here. Still, however, researchers and 
practitioners have highlighted that cyber risks seem to be heavy tailed and not independ-
ent (see, e.g., Maillart & Sornette, 2016; Eling & Wirfs, 2016; Böhme & Kataria, 2006). 
While the data does not allow us to determine the “correct” risk model, policymakers, 
regulators, and insurance managers should be aware of these properties. Our results thus 
also emphasize the need to consider the practice of cyber risk management both in the 
operational risk as well as in the underwriting of insurance companies. An own risk and 
solvency assessment as envisioned, for example, by the British regulator (see Prudential 
Regulation Authority, 2016) should also be implemented in other countries to analyze 
the potential risk exposure as well as the responsibilities and processes in place for their 
identification, evaluation, and management. Moreover, the “silent covers” (i.e., cyber 
covers in traditional policies) which are not the focus of this paper might be even more 
relevant than the cyber policies analyzed here, because they can affect the existing book 
of policies. Potential silent covers thus also need to be carefully considered within the 
own risk and solvency assessment. 
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8 Appendices 

Appendix A. Comparison of different cover limits 

We compared the result obtained by combining Poisson frequency with the empirical 
severity distribution. We slice the contour plots from the main text at US$50 and at 200 
million and then compare them. For SII, Figure A1 shows the survival probability as a 
function of the portfolio size.  

Figure A1. SII survival probability (different cover limits) 

 
Note: Both curves show the survival probabilities attained by combining a Poisson distri-
bution for the frequency with the empirical distribution for the severity. The space between 
the grid points is interpolated by cubic splines. 

Our finding that SII does not ensure a sufficiently high default probability for small 
cyber portfolios is confirmed. Moreover, the plot shows that as the portfolio grows di-
versification does not work well at first since the survival probability is decreasing. Only 
after a certain critical portfolio size is attained the security level increases again. These 
findings are similar for the RBC model as shown in Figure A2. 
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Figure A2. RBC survival probability (different cover limits)   

 
Note: Both curves show the survival probabilities attained by combining a Poisson distribution for 
the frequency with the empirical distribution for the severity. The space between the grid points is 
interpolated by cubic splines. 

In comparison to SII the plot shows that the RBC security level reached is low over the 
whole range of portfolio sizes and is far away from the levels regulators usually aim for. 
Even with a portfolio size of 150 the attained security level does not reach the level for 
just one risk. The result for SII and RBC both confirm and extend the findings of Ibra-
gimov et al. (2008) for the security level as a special case of value function. The cover 
limits combined with heavy tailed severity cause the “value of the portfolio” to decrease 
and then increase as the portfolio size increases. As a consequence, if risk management 
takes the underwriting decision, the company would eventually be stocked in a non-
diversification trap. The situation is a bit different in the case of SST, as shown in Figure 
A3. 
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Figure A3. SST survival probability (different cover limits)   

 
Note: Both curves show the survival probabilities attained by combining a Poisson distribu-
tion for the frequency with the empirical distribution for the severity. The space between the 
grid points is interpolated by cubic splines. 
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Appendix B. Cover limit vs. limited support 

In order to provide further insights, here we compare our results with the findings of 
Ibragimov et al. (2007). For that we use three modelling assumptions for each regulatory 
model. First, we plot the survival probability curve for a cover limit of US$50 million 
(cover limit) as shown in the main text.  

Figure B1. Cover limit vs. limited support 

 
Note: All curves show the survival probabilities attained by combining a Poisson distribution for the 
frequency with the empirical distribution for the severity. The line “Cover Limit” compresses the tails 
down to the cover limit, “limited liability” slices at the cover limit, and “approx. unlimited” approxi-
mates the case of unlimited support of the distribution. The plot top left shows the results for SII, top 
right for RBC, and bottom left for SST. 
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A cover limit means that the insurer is covering the loss only up to the limit, even if it 
was higher. In this case the probability mass above the limit is squeezed down to the 
threshold. Imaginably this builds up two peaks at the distribution’s extremes: one close 
to zero and one at the limit. Moreover, the resulting distribution is discontinuous.  

In comparison, Ibragimov et al. (2008) use distributions with limited liability or support. 
Limited liability would be quite similar to cover limits and it can be considered for ex-
ample as the shareholders’ option like exposure on an aggregate firm level. For limited 
support the tail is not compressed down, but the distribution is sliced instead at the 
threshold. This leads to a monotonic decreasing distribution function. Our last approach 
sets the threshold high and is supposed to approximate the results for a heavy tail distri-
bution without any limits in support (approx. unlimited). Figure B1 shows the results for 
the different tail assumptions. We see that replacing the case of limited support with 
cover limit leads to a more extreme plunge in the survival probability for small sizes 
portfolios and a slower recovery as the portfolio size increases. Finally, we see that using 
a heavy tailed distribution without any limits would flatten out the u-shaped survival 
curve to the point where it monotonically decreases (e.g., RBC). 
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Appendix C. Robustness test with reduced data set 

The same analysis as in the main text is conducted for a smaller SAS data set taken from 
Biener et al. (2015). This data set can be considered as a subset of the data used in the 
main text as it records only a total number of 994 losses between 1995 and 2010. Figure 
C1 shows the survival probability contours for the SII model. The finding is almost iden-
tical to the one for the extended data set. For small portfolio sizes the survival probability 
falls short of the 99.5% value the regulator aims for. 

Figure C1. SII survival probability contours  

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 
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Figure C2 shows the survival probability contours for the RBC model. The finding is 
almost identical to the one for the extended data set. Compared to SII, the survival prob-
ability for the RBC model is everywhere on the size-cover limit space lower than the SII 
model. For small portfolio sizes, the survival probability can drop as low as about 78%. 
This is much lower than what the regulator usually aims for. 

Figure C2. RBC survival probability contours 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

Figure C3 shows the survival probability contours for the SST model. The finding is 
almost identical to the one for the extended data set in the main text. For low cover limits, 
SST achieves the highest survival probability compared to all three regulatory models 
analyzes here. However, as the cover limit is expanded the security level drops to as low 
as 50%. This is much lower than the 99% the regulator aims for. 
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Figure C3. SST survival probability contours 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

Since the results for the reduce SAS data sets is almost identical to the extended SAS 
data set in the main text we can conclude that our results are stable with respect to the 
choice of the time period.  

Appendix D. Robustness test with PRC data set 

As an additional robustness test we conducted the same analysis with another frequently 
used data set on data breaches (e.g., Maillart & Sornette, 2010; Edwards et al., 2016) 
provided by the Privacy Rights Clearinghouse (PRC, 2016). It contains data breaches 
that occurred between 2005 and 2015 in the United States. We follow Edwards et al. 
(2016) and delete all observations with zero breached records and attain a sample of 
2,266 observations. The database documents the number of records breached per inci-
dent and not the financial losses. To derive an estimate for the financial losses 𝑍𝑍 we 
multiply each record 𝑅𝑅 with an estimate of the average costs per data breach (see, e.g., 
Ponemon Institute, 2015; Jacobs, 2014): 

 𝐿𝐿𝐿𝐿(𝑍𝑍) = 7.68 + 0.76 ∙ 𝐿𝐿𝐿𝐿(𝑅𝑅). (D1) 



Essay II: Capital requirements and cyber risk insurance 123 

 

We note that since the data set only tracks breaches, it might not be representative for 
cyber risk generally as it does not contain all possible types of cyber incidences. Table 
D1 shows summary statistics analogous to Table 1 for the alternative data set. 

Table D1. Cyber risk parameters (in million US$) 

  n Mean Std VaR0.995 TVaR0.99 
Severity (per incident) Z 2,266 16.3 126.6 574.3 966.5 
Frequency (per year) N  0.07 0.27   
LDA (per company) 𝑋𝑋  1.2 34.7 23.7 112.0 
Severity (truncated) 𝑍𝑍𝑡𝑡 2,266 5.2 11.2 50.0 50.0 
LDA (truncated) 𝑋𝑋𝑡𝑡  0.39 3.35 23.8 29.4 

Note: n : sample size, Std:  standard deviation, VaR0.995 : value at risk, TVaR0.99 : tail value at 
risk. All numbers, besides n, are reported in million US$. 

Figure D1 shows the survival probability contours for the SII model. The findings are 
almost identical to those presented in the main body of the paper. For small portfolio 
sizes, the survival probability falls short of the 99.5% value the regulator aims for; it can 
drop as low as about 82%. 

Figure D1. SII survival probability contours 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 
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Figure D2 shows the survival probability contours for the RBC model. The finding is 
almost identical to the one for the extended data set. Compared to SII, the survival prob-
ability for the RBC model is everywhere on the size-cover limit space lower. For small 
portfolio sizes, the survival probability can drop as low as about 80%. This is much 
lower than what the regulator usually aims for. 

Figure D2. RBC survival probability contours 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

Figure D3 shows the survival probability contours for the SST model. The finding is 
almost identical to the one for the data set in the main text. For low cover limits, SST 
achieves the highest survival probability compared to the three regulatory models ana-
lyzes here. However, as the cover limit is expanded the survival probability drops to as 
low as 80%. This is much lower than the 99% the regulator aims for. 
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Figure D3. SST survival probability contours 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

Since the results for the PRC and SAS data sets used in the main text are very similar 
we can conclude that our result is stable with respect to the choice of data. 

Appendix E. Derivation of aggregation equation 

Proof: Inserting the regulatory model 𝑚𝑚(𝒗𝒗 ∙ 𝒔𝒔) from Equation (11) into the square root 
Equation (18) and introducing portfolio weights 𝒘𝒘 (Equation 20): 

 𝑟𝑟𝑟𝑟 = ��𝑚𝑚(𝑣𝑣 ∙ 𝒘𝒘 ∙ 𝒔𝒔  )�𝑇𝑇 ∙ 𝜬𝜬 ∙ 𝑚𝑚(𝑣𝑣 ∙ 𝒘𝒘 ∙ 𝒔𝒔 ), 

where, 𝑣𝑣𝑖𝑖 = 𝑣𝑣 ∙ 𝒘𝒘 is the volume measure per each risk category 𝑖𝑖. Since 𝑚𝑚(. ) is linear 
for the models we analyze, we have: 

 = �(𝑚𝑚(𝑣𝑣)𝑇𝑇 ∙ (𝒘𝒘 ∙ 𝒔𝒔)𝑻𝑻𝜬𝜬(𝒔𝒔 ∙ 𝒘𝒘) ∙ 𝑚𝑚(𝑣𝑣), 
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 = ��𝑚𝑚(𝑣𝑣)�2 ∙ (𝒘𝒘 ∙ 𝒔𝒔)𝑻𝑻𝜬𝜬(𝒔𝒔 ∙ 𝒘𝒘), 

 = 𝑚𝑚(𝑣𝑣)  ∙ �(𝒘𝒘)𝑻𝑻 ∙ 𝒔𝒔 ∙ 𝜬𝜬 ∙ 𝒔𝒔 ∙ 𝒘𝒘, 

 = 𝑚𝑚(𝑣𝑣) ∙  √𝒘𝒘𝑻𝑻𝜮𝜮𝜮𝜮, 

 = 𝑚𝑚(𝑣𝑣) ∙  𝑠𝑠,  ∎  

where 𝜬𝜬 denotes the correlation matrix and 𝜮𝜮 is the covariance matrix. Calculating re-
quired capital 𝑚𝑚 for each risk categories separately before we aggregate them by the 
square root equation is thus equivalent to aggregate the risk factors 𝑠𝑠 first before apply-
ing them on the aggregated volume measure 𝑣𝑣. This result applies to all linear regulatory 
models that build on the square root equation. This is the well-known equation for a 
portfolio’s standard deviation or in our context the standard deviation of the underwrit-
ing cyber portfolio. For the SII model we would have 𝑠𝑠𝑠𝑠𝑠𝑠 = 𝑚𝑚 ∙ 𝑠𝑠 = 3 ∙ 𝑠𝑠 ∙ 𝑣𝑣.  
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Appendix F. SST with US$1 million threshold for the Pareto distribution 

As mentioned in the main text, the SST framework suggests two thresholds for the Pa-
reto distribution that are supposed to model the extreme losses. The insurer can choose 
to set the threshold at US$1 or 5 million1. While in the main text we use the more con-
servative threshold of US$5 million, we additionally report here the result for a threshold 
of US$1 million. As Figure F1 shows, the survival probability is much lower than for 
the higher threshold and it never reaches the regulator’s target for the whole size-cover 
limit space. Moreover, the survival probability is not u-shaped, suggesting that there is 
no benefit of diversification and the fast decaying curve projects that the survival prob-
ability will not converge to the regulators’ target even for ever-increasing portfolio sizes. 

Figure F1. SST survival probability contour (US$1 million threshold) 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

 
  

 
1  As a simplification we assume a nominal parity exchange rate between US$ and CHF. 
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Appendix G. Different loss ratio 

Since we need assumption about the loss ratio 𝑏𝑏 for the SII and RBC model, our results 
are sensitive to the choice of 𝑏𝑏. Because the SST model builds directly on the expected 
value as a volume measure instead of premiums and reserves, we do not need robustness 
checks for the loss ratio for SST. While in the main text we use an average of property 
and causality loss ratio for the US (Statista, 2017b), here we analyze the effect if the loss 
ratio would increase to 𝑏𝑏=0.8. Figure G1 shows the contour plot for SII.  

Figure G1. SII survival probability contour (loss ratio 0.8) 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

When comparing SII results for a higher loss ratio to the one in the main text we can see 
that for every point in the cover limit and portfolio size space the survival probability is 
lower. Similar results are shown for RBC in Figure G2. 
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Figure G2. RBC survival probability contour (loss ratio 0.8) 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 

The explanation for this finding is as follows. When the loss ratio increases ceteris pa-
ribus the premium volume decreases. Then a lower premium volume would reduce the 
required capital since the latter is a positive monotonic function of the premium volume. 
To summarize premiums do not necessarily serve as a good approximation of the volume 
measure like the expected value. For example, higher premiums do not necessarily mean 
higher risk exposure but maybe indicate higher risk loadings when calculating premiums. 
Moreover, premiums contain a loading for the administration costs. As the uncertainty 
in costs is different to the variation in claim payments, it is questionable whether treating 
both similarly is questionable.  

Appendix H. Different frequency parameter 

In order to validate the assumption in the main text about the expected frequency, we 
identify all cyber losses caused companies in the S&P 500 index between 2000 and 2010. 
Then estimate the frequency of 2.6% as the number of cyber losses 130 divided by the 
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number of companies 500 and the number of years 10. The frequency is the only param-
eter we change and the rest is based on the standard assumptions as in the main text. For 
the operational risk this would mean we set 𝑃𝑃(𝑍𝑍 > 0) = 2.6% in Equation (17) and thus 
the unconditional frequency would be 0.0341 ∙ 0.026 = 0.08% . This means that the 
regulatory framework would work assumable well.  

The situation for the underwriting cyber risk looks quite different. As the contour plots 
below show, a lower frequency actually increases default probability. This might be ex-
plained by the convexity of the probability distribution. 

Figure H1. SII survival probability contour (frequency 2.6%) 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 
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Figure H2. RBC survival probability contour (frequency 2.6%) 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 
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Figure H3. SST survival probability contour (frequency 2.6%) 

 
Note: The contours and gray shades mark combinations of portfolio sizes and cover 
limits (in million US$) with the same survival probabilities. The survival probability is 
the probability that the loss based on our model (Poisson for frequency and empirical 
distribution for severity) is smaller than the capital required by the regulator. 
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Essay III  

Is cyber risk insurable? 

 

Martin Eling & Werner Schnell 

 

Abstract 

We use data on cyber losses and model the potential market equilibrium for cyber insur-
ance to document a market failure when portfolios of cyber risk are constructed. This 
can be explained by the distinct properties of cyber risk, namely heavy tails, strong (tail) 
dependencies, high costs due to asymmetric information, and modelling risk. Our results 
help to explain why many insurance companies are reluctant to offer cyber insurance on 
a broad scale. We also discuss ways to overcome the market failure. Our analyses expand 
results from catastrophic insurance and have implications for corporate risk manage-
ment and public policy. 
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1 Introduction 

The transition of society to a global knowledge-based economy, the increasing depend-
ency on the IT sector and the integration of digital technologies into almost any sphere 
of life expose individuals and organizations to cyber risks. One example of the potential 
drastic consequences was when the 2017 WannaCry ransomware crippled health care 
institutions and many other organizations around the world leading to economic losses 
estimated at US$8 billion (Parenty & Domet, 2019). The overall economic costs of cy-
bercrime alone are estimated to be at least US$600 billion per year (Lewis, 2018 p. 4) 
with significant uncertainty regarding both frequency and severity of such events 
(Dreyer et al., 2018). Cyber risk is regularly reported as one of the top risks globally for 
companies according to manager surveys (Centre for the Study of Financial Innovation, 
2019; World Economic Forum, 2020). Despite the remarkable importance, costs and 
uncertainty around cyber incidents, the cyber insurance market is lacking far behind 
expectations (Swiss Re, 2017), with the majority of companies having no insurance at 
all (Spiceworks, 2019; Statista, 2019). According to industry reports, the cyber insur-
ance available does not address the needs of clients (Marsh-Microsoft, 2018) and cov-
erage is extremely restricted (the large majority of insured firms have a cover limit be-
low US$5 million, Spiceworks, 2019). This paper provides an explanation for why the 
cyber insurance market lacks behind expectations. 

To investigate why the market for cyber insurance is underdeveloped, we model demand 
and supply for cyber risk insurance and compare fair prices from the insurer’s perspec-
tive with the willingness to pay of the potential client. We calibrate our model with actual 
cyber loss data and document a market failure in the current market environment. Our 
model shows that the specific properties of cyber risk can explain the underdevelopment 
of the cyber insurance market. Cyber risks are characterized by heavy tail marginal dis-
tributions (see, e.g., Edwards et al., 2016; Maillart & Sornette, 2010) and (tail) depend-
ence (see, e.g., Herath & Herath, 2011).1 While for traditional expected utility optimi-
zation, risk always decreases and utility increases as a portfolio gets more diversified (if 

 
1  While the heavy tails of cyber risks are well documented in the empirical literature, there is only little 

empirical research on the dependence structure. Many experts claim that certain cyber risks are de-
pendent, e.g. because companies are using the same software or because some attacks spread like 
viruses. 
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the risks are not perfectly correlated and at least elliptically distributed; Meyer, 1987), 
research on catastrophic risks has shown that in the presence of heavy tails (Ibragimov 
et al., 2009) and strong (tail) dependence (Ibragimov & Prokhorov, 2016) it can be op-
timal not to diversify at all. Even if there is a critical portfolio size where diversification 
becomes optimal, coordination problems might hinder the development of an insurance 
market.2 On top of these well-known coordination problems, cyber risks are prone to 
asymmetric information (see, e.g., Baer & Parkinson, 2007) leading to high transaction 
costs. Moreover, the lack of loss experience and respective data result in parameter and 
model uncertainty. All these properties might lead to high insurance premiums far be-
yond the client’s willingness to pay. We discuss potential ways for insurers and policy-
makers to overcome the market failure. Among these are pooling or reinsurance to ad-
dress dependence, mandatory insurance or other governmental intervention to overcome 
the coordination problem, improving data quality to reduce modeling uncertainty, and 
IT security standards to reduce information asymmetry.  

To our knowledge this is the first paper to provide a complete equilibrium model for 
cyber insurance that based on empirical data investigates the development of the cyber 
insurance market. Existing papers related to our analysis model only partial aspects on 
the supply or demand side of cyber insurance. The focus on the supply side has been on 
pricing and risk management, mainly published in actuarial science journals (see, e.g., 
Eling & Wirfs 2019; Eling & Schnell 2019; Fahrenwaldt, Weber, & Weske 2018). The 
demand side literature consists of papers mainly from the information security field an-
alyzing optimal investments in IT security and the tradeoff between IT security and 
cyber insurance (Aspnes et al., 2006; Bolot & Lelarge, 2009; Shetty et al., 2010).3 Re-
lated to our analysis is also the model for catastrophic risk by Ibragimov et al. (2009), 

 
2  Ibragimov et al. (2009) distinguish a global market failure where diversification is never optimal no 

matter how large the portfolio and a local market failure where diversification is only optimal above 
a critical portfolio size. In the second situation coordination problems between several insures bun-
dled in an insurance pool make it difficult to reach the critical portfolio size. As Ibragimov et al. 
(2009) point out a global market failure can be caused by heavy tailed risks (and strong tail depend-
ency); combined with limited liability a local market failure might be observed. 

3  Böhme and Schwartz (2010) and Marotta et al. (2017) provide literature reviews on both the supply 
and demand of cyber insurance. The only highly published paper in finance is Kamiya et al. (2020), 
who develop and test a model for the impact of cyber-attacks on target firms. 
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which we adapt and extend to account for cyber risk specific characteristics. For exam-
ple, while catastrophic risk can geographically be diversified, cyber risk cannot and the 
spreading behavior of cyber risk is very different (see, e.g., Fahrenwaldt et al., 2018). 
Thus, we put more scrutiny in developing a realistic dependence model. Additionally 
our model extends Ibragimov et al. (2009) by explicitly considering asymmetric infor-
mation, model risk, cover limits, and endogenous premiums, other characteristics that 
distinguish cyber from catastrophic risk. Ibragimov et al. (2009) focus on the supply 
side and assume that the premium is exogenously given. However, they point out that a 
natural extension would be to allow the premium to be determined endogenously by 
demand and supply. These extensions not only provide us with more specific and relia-
ble results but also enrich the conclusions we can derive. 

The remainder of the paper is organized as follows. First, in the Section “Methodology” 
we derive a model for the cyber insurance market. Then, the Section “Data and Param-
eter Choice” presents the data and parameters used to calibrate our model, followed by 
the Section “Results” with the findings and robustness tests. Finally, we conclude by 
summarizing the results and providing recommendations for how governments and in-
surers might address the failure of cyber insurance markets. 

2 Methodology 

To derive an equilibrium of the cyber insurance market, we first model the risk exposure 
of insurers and clients. We then evaluate both exposures by applying a utility framework 
and solve for the minimum premium required by the insurer (supply) to underwrite cyber 
risk and the maximum premium the potential client is willing to pay for insurance (de-
mand). By comparing demand and supply, we identify whether both market sides are 
willing to participate and thus whether a market exists.  

We adapt and extend the catastrophic risk modeling framework presented in Ibragimov 
et al. (2009) to model the exposure from participating in the cyber insurance market.4 
While Ibragimov et al. (2009) focus on the supply side (with demand exogenously 

 
4  Since in practice catastrophic insurance is often provided by monoline insurers (Ibragimov et al., 

2018), our analysis focuses on monoline insurers that underwrite cyber risks only. It is not clear 
whether premiums would be lower or higher for multiline insurers. While monoline insurer have less 
economies of scales, adding extreme risks (heavy tailed, correlated risks) to an existing underwriting 
portfolio might increase the default probability on the existing business (Ibragimov et al., 2018). 
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given), we model both supply and demand. As in Ibragimov et al. (2009) the insurers 
have a predefined limited liability (𝑙𝑙𝑙𝑙); additionally to Ibragimov et al. (2009), and im-
portant for the cyber insurance market, is that the cyber policies have a predefined cover 
limit 𝑐𝑐𝑐𝑐. The insurance market is composed of a certain number of policies 𝑛𝑛 which are 
shared among multiple insurers 𝑠𝑠. The insurer’s exposure is derived as a stochastic sum 
of the individual cyber policies (see, e.g., McNeil et al., 2015, p. 472). We assume that 
the insurer’s portfolio consists of identically distributed cyber losses 𝑍𝑍 ∈ [−∞, 0). To 
account for potential (non-linear) dependence, we use a flexible copula framework that 
combines different marginal distributions 𝑃𝑃𝑖𝑖(𝑍𝑍𝑖𝑖)  with different dependence structures 
defined by some copula 𝐶𝐶. The joint distribution 𝑃𝑃(. ) can then be written as:  

 𝑃𝑃(𝑍𝑍1, … ,𝑍𝑍𝑛𝑛) = 𝐶𝐶�𝑃𝑃1(𝑍𝑍1), … ,𝑃𝑃𝑛𝑛(𝑍𝑍𝑛𝑛)�. (1) 

As baseline scenario we assume iid losses, so the copula simplifies to the 𝑛𝑛-fold convo-
lution 𝑃𝑃(𝑍𝑍1, … ,𝑍𝑍𝑛𝑛) = 𝑃𝑃1(𝑍𝑍1)𝑛𝑛∗. Additionally, we consider the Gaussian copula that as-
sumes linear dependence (Böhme & Kataria, 2006; Mukhopadhyay et al., 2013) and the 
Clayton copula that allows for tail dependencies (see, e.g., Herath & Herath, 2011; Ibra-
gimov & Prokhorov, 2016). Applying the cover limit 𝑐𝑐𝑐𝑐 > 0 to 𝑍𝑍 yields the (truncated) 

policy exposure 𝑍̂𝑍: 

 𝑍̂𝑍 = �    −𝑐𝑐𝑐𝑐,          if 𝑍𝑍 < −𝑐𝑐𝑐𝑐
        𝑍𝑍,          otherwise.  (2) 

𝑍̂𝑍 represents the loss given an insured incident. For pricing we need to derive the uncon-
ditional exposure that combines this potential loss with the frequency. The loss on a 

single policy is then the mixture of frequency 𝐼𝐼 and severity 𝑍̂𝑍, where 𝐼𝐼 is Bernoulli dis-
tributed (1 with probability 𝑟𝑟, 0 with 1 − 𝑟𝑟). Since the portfolio frequency is the sum of 
Bernoulli trials, it is binomial and (for small 𝑟𝑟 and large 𝑛𝑛) approximatively Poisson 
distributed. Both the binomial and Poisson distribution are widely used for modeling 
frequency (see, e.g., Eling & Wirfs, 2019). The unconditional exposure per contract is 
then: 

 𝑌𝑌 = 𝐼𝐼 ∙ 𝑍̂𝑍. (3) 

These unconditional exposures per contract are aggregated in a portfolio, where we con-
sider the case of a single insurer (𝑠𝑠 = 1) as well as an insurance pool (𝑠𝑠 > 1). Insurers 
face capacity restrictions and the number of risks they can sign are limited so that each 
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individual insurer might not reach the critical underwriting size required to benefit from 
diversification. Sharing risk in a pool could help to attain the required diversification. 
We aggregate the individual risks 𝑌𝑌𝑖𝑖 for different portfolio sizes and denote the pool ex-
posure per individual insurer as 𝑋𝑋𝑛𝑛,𝑠𝑠: 

 𝑋𝑋𝑛𝑛,𝑠𝑠 = 𝑠𝑠−1 ∑ 𝑌𝑌𝑖𝑖𝑛𝑛
𝑖𝑖=1 ,  (4) 

where 𝑛𝑛 is the total number of risks in the risk pool, 𝑠𝑠 > 0 is the number of insurers in 

the pool, and 𝑚𝑚 = 𝑛𝑛
𝑠𝑠
 is the number of policies per insurer. We assume limited liability 𝑙𝑙𝑙𝑙 

that is the maximal amount the single insurer is able to cover before bankruptcy. The 
(truncated) pool exposure per individual insurer with limited liability 𝑙𝑙𝑙𝑙 > 0 is: 

 𝑋𝑋�𝑛𝑛,𝑠𝑠 = �
−𝑙𝑙𝑙𝑙 ,            if 𝑋𝑋𝑛𝑛,𝑠𝑠 < −𝑙𝑙𝑙𝑙

   𝑋𝑋𝑛𝑛,𝑠𝑠,            otherwise      . (5) 

The limited liability is the amount of capital available to cover losses.5 Following Zan-
jani (2002), we define the limited liability as capital 𝑘𝑘 plus premium income: 

 𝑙𝑙𝑙𝑙𝑛𝑛,𝑠𝑠 = 𝑘𝑘 + 𝑚𝑚 ∙ 𝜋𝜋 ≈ −𝑉𝑉𝑉𝑉𝑉𝑉99.5%�𝑋𝑋𝑛𝑛,𝑠𝑠�,  (6) 

where 𝜋𝜋 is the premium. The right-hand part follows from that insurers strive for main-
taining a certain survival probability, e.g. predefined by regulators (such as 𝑉𝑉𝑉𝑉𝑉𝑉99.5% 
predefined by Solvency II) or rating agencies (to get a desired rating). 

To analyze whether insurer and insuree are willing to participate in the cyber insurance 
market, we could compare the utility before and after the transaction. Alternatively, we 
can ask what the premium would need to be for the agents to participate. The focus on 
premiums has the advantage to be easier to interpret than utility values and it allows to 
analyze the market equilibrium by letting the supply (the insurer’s premium) and de-
mand (the insuree’s willingness to pay) interact. 

We first specify how premiums from the insurer’s perspective are calculated. What the 
insurer ultimately cares about in the decision whether to underwrite cyber insurance is 
the profit. To calculate the profit we use a two-period model where the premium is col-
lected, costs accrue upfront and the losses are evaluated immediately thereafter (no time 

 
5  Cover limits and limited liability are also technical requirements since with heavy tailed distributions 

the moments required to calculate the premium would not exist (Ibragimov et al., 2009). 
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value, only the losses are stochastic). The stochastic profit would then be premium in-

come 𝑚𝑚 ∙ 𝜋𝜋 minus losses 𝑋𝑋� and transaction costs 𝑐𝑐 (see, e.g., Zanjani, 2002):  

 𝑚𝑚 ∙ 𝜋𝜋 + 𝑋𝑋� − 𝑐𝑐. (7) 

The transaction costs 𝑐𝑐 for administration and capital expenditure depend on the number 
of contracts. The insurer evaluates the stochastic profit in Equation (7) by applying a 
pricing functional 𝐻𝐻 that accounts for risk preferences and beliefs. In a competitive equi-
librium the value of the profit should be zero, thus:  

 𝐻𝐻𝐼𝐼𝒫𝒫�𝑚𝑚 ∙ 𝜋𝜋 + 𝑋𝑋� − 𝑐𝑐� = 0. (8) 

The interpretation of 𝐻𝐻 ∈ ℍ is that it describes the risk attitudes of the insurer. Modeling 
and parameter uncertainty emerge from different choices of distribution models 𝒫𝒫 ∈ ℙ 
and their calibration. Assuming that the pricing functional is scale and translation 
equivariant (see, e.g. Wang et al., 1997), we can solve for the competitive premium per 
policy: 

 𝜋𝜋∗𝑛𝑛,𝑠𝑠 = 𝐻𝐻𝐼𝐼𝒫𝒫(𝑃𝑃𝐼𝐼) = 𝑐𝑐−𝐻𝐻𝐼𝐼𝒫𝒫�𝑋𝑋�𝑛𝑛,𝑠𝑠�
𝑚𝑚

. (9) 

In a competitive market the premium is thus determined by the marginal costs of an 

additional insurance policy. As 𝑋𝑋� also considers limited liability the equation accounts 
for a potential default. The transaction costs c are decomposed into administration costs 
𝑐𝑐𝑎𝑎 ∙ 𝜋𝜋 ∙ 𝑚𝑚 and friction capital costs 𝑐𝑐𝑘𝑘 ∙ 𝑘𝑘. The administration costs are defined recur-
sively as a loading (with the cost ratio 𝑐𝑐𝑎𝑎) on the gross premium. We used this definition 
since data on cost ratios are easily observable and argue that 𝑐𝑐𝑎𝑎 contains an additional 
loading compared to other insurance risks due to the pronounced asymmetric infor-
mation that the insurer needs to mitigate by high monitoring efforts. This approach of 
internalizing asymmetric information in the premium calculation has been used in other 
settings before (see, e.g., Jean-Baptiste & Santomero, 2000; Subramanian & Wang, 
2018). The friction capital costs6 are defined as the cost of capital rate 𝑐𝑐𝑘𝑘 times the cap-
ital 𝑘𝑘 necessary to obtain a certain solvency level or a desired target rating. Inserting the 

 
6  We differentiate between a risk and a frictional capital cost component. While the risk component is 

already reflected in the risk premium (via the utility function) an additional allowance for taxes and 
frictional costs is necessary to compensate insurance investors (see, e.g., Ibragimov et al., 2018; 
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cost function into Equation (9) and combining it with Equation (6) yields: 

 𝜋𝜋∗𝑛𝑛,𝑠𝑠 = 𝑐𝑐𝑘𝑘∙𝑙𝑙𝑙𝑙𝑛𝑛,𝑠𝑠−𝐻𝐻𝐼𝐼𝑃𝑃�𝑋𝑋�𝑛𝑛,𝑠𝑠�
𝑚𝑚(1−𝑐𝑐𝑎𝑎+𝑐𝑐𝑘𝑘)

.  (10) 

The administration costs per policy depend on the number of insured risks. The literature 
does not suggest any specific shape for the cost function of cyber risk. However, for 
non-life insurance most empirical studies assume a translog function (see, e.g., Bikker 
& van Leuvensteijn, 2008), which can be written as (see Appendices for derivation): 

 𝑐𝑐𝑎𝑎(𝑚𝑚) = 𝑐𝑐𝑎𝑎,1 ∙ 𝑚𝑚𝛽𝛽.  (11) 

This cost function starts with 𝑐𝑐𝑎𝑎,1 for one risk. For 𝛽𝛽 < 0 it is then monotonically de-

creasing (𝑐𝑐′𝑎𝑎(𝑚𝑚) < 0) and convex (𝑐𝑐′′𝑎𝑎(𝑚𝑚) > 0), describing the frequently assumed 
and empirically confirmed (see, e.g., Huberman et al., 1983) economies of scales and 
diminishing returns respectively.  

We now compare the competitive premium (Equation 10) with the client’s willingness 
to pay. The insuree evaluates her payoff from the insurance contract and considers also 
the possibility of default of the insurer. The insurance contract’s payoff from the client’s 
perspective is then: 

 𝑃𝑃𝑐𝑐 = −�𝑌𝑌 + 𝐷𝐷
𝑚𝑚
�, (12) 

where 𝐷𝐷
𝑚𝑚

 is the amount per policy not paid in case of a default. The default option is 

defined as: 

 𝐷𝐷𝑛𝑛,𝑠𝑠 = �
−𝑙𝑙𝑙𝑙,            if 𝑋𝑋𝑛𝑛,𝑠𝑠 > −𝑙𝑙𝑙𝑙

   𝑋𝑋𝑛𝑛,𝑠𝑠,            otherwise       , (13) 

with 𝑙𝑙𝑙𝑙 > 0. The insuree’s willingness to pay can be measured by a price functional ap-
plied on the insuree’s position. Both the portfolio size and the pool structure are private 
information of the insurers. The insuree, however, knows the range of viable portfolio 
and pool structures and can infer the default probability based on the public knowledge 
that the insurer needs to comply with the regulatory capital requirements. Thus, the in-

suree can calculate 𝐻𝐻𝑐𝑐𝒫𝒫(𝐷𝐷| 𝑛𝑛, 𝑠𝑠).  But the asymmetric information forces the insuree to 
evaluate the default option in ignorance of the realized portfolio and pool structures, 

 
Zanjani, 2002). 
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𝐻𝐻𝑐𝑐𝒫𝒫(𝐷𝐷) (independent of 𝑛𝑛 and 𝑠𝑠). This essentially means the default option is evaluated 
as an average over all possible portfolio and pool structures. Due to scale equivariance 
and comonotonic additivity (Wang et al., 1997), we obtain the willingness to pay for one 
policy: 

 𝜋𝜋𝑊𝑊𝑊𝑊𝑊𝑊
𝑛𝑛,𝑠𝑠 = 𝐻𝐻𝑐𝑐𝒫𝒫(𝑃𝑃𝑐𝑐) = −𝐻𝐻𝑐𝑐𝒫𝒫(𝑌𝑌) − 𝐻𝐻𝑐𝑐𝒫𝒫(D)

𝑚𝑚
 . (14) 

In order to conclude whether there is a market, we compare 𝜋𝜋𝑊𝑊𝑊𝑊𝑊𝑊with 𝜋𝜋∗ and calculate: 

 𝑅𝑅𝜋𝜋𝑛𝑛,𝑠𝑠 = 𝜋𝜋𝑊𝑊𝑊𝑊𝑊𝑊
𝑛𝑛,𝑠𝑠

𝜋𝜋∗𝑛𝑛,𝑠𝑠
.  (15) 

If the premium ratio is 𝑅𝑅𝜋𝜋 > 1, the client’s willingness to pay exceeds the competitive 
premium and participating in the cyber insurance market would be Pareto optimal. In 
this case the premium can be anywhere in the interval {𝜋𝜋∗,𝜋𝜋𝑊𝑊𝑊𝑊𝑊𝑊} depending on the 
market structure and price elasticities.7 The premium ratio is determined by differences 
between insurers and their clients risk aversions, i.e. 𝐻𝐻𝐼𝐼 vs. 𝐻𝐻𝑐𝑐, the distribution assump-
tions, i.e. 𝒫𝒫𝐼𝐼  vs. 𝒫𝒫𝑐𝑐, the diversification effects on 𝑃𝑃𝐼𝐼  vs. 𝑃𝑃𝑐𝑐, and the costs 𝑐𝑐. Diversifica-
tion affects premiums and willingness to pay differently as shown in Equation (10) and 
(14). While the insuree also cares about how diversification influences the distribution 

far out in the tail (i.e. 𝑋𝑋� > 𝑙𝑙𝑙𝑙), the insurer is concerned about how diversification affects 

the more “moderate tail” (i.e. 𝑋𝑋� < 𝑙𝑙𝑙𝑙). The diversification of the insurer does not reduce 
client’s opportunistic risk exposure without insurance (𝑌𝑌), but affects the perceived qual-
ity of the insurance product itself (via 𝐷𝐷). The insurer in turn is only concerned about 
how diversification affects its exposure below the limited liability (𝑙𝑙𝑙𝑙). In conclusion, 
how premiums and willingness to pay relate to each other depends on how diversifica-
tion affects the outer tail relative to the moderate tale of the portfolio distribution. 

We use the expected utility approach to calculate the premium that make both the insurer 
and insure at least as well off as not participating in the market, that is the certainty 

 
7  Equations (10) and (14) set an upper and lower limit for the premium; a premium outside if this range 

would not be compatible with supply and demand and there would be no market. If the market devi-
ates from the competitive structure (e.g. oligopoly, monopoly), the insurer would choose prices 𝜋𝜋′ >
𝜋𝜋∗, which would just change the allocation of the rent between clients and insurers, but not our results. 
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equivalent8. We first do this to get an estimate of the premium consumers are willing to 
pay and second to evaluate the competitive price from the insurer’s perspective. For the 
insuree and insurer respectively 𝑖𝑖 ∈ {𝐶𝐶, 𝐼𝐼}, we obtain: 

 𝐻𝐻𝑖𝑖(𝑃𝑃𝑖𝑖) = 𝑢𝑢𝑖𝑖−1 �−𝐸𝐸𝒫𝒫 �𝑢𝑢𝑖𝑖(𝑃𝑃𝑖𝑖)�� = 𝑢𝑢𝑖𝑖−1(−∫𝑢𝑢𝑖𝑖(𝑝𝑝𝑖𝑖) 𝑑𝑑(𝒫𝒫)),  (16)  

where the expectation of the utility 𝑢𝑢𝑖𝑖 is taken with respect to the objective probability 
𝒫𝒫(𝑃𝑃). Recall that 𝒫𝒫(𝑃𝑃) is derived by applying Equation (1 to 14) to the distribution of 
each risk in the portfolio. 𝒫𝒫(Z) in turn is estimated based on data. Note that the beliefs 
about 𝒫𝒫(Z) potentially differ between agents and modeling and parameter uncertainty is 
about finding the “correct” 𝒫𝒫. We thus use different 𝒫𝒫(Z) as a robustness check to quan-
tify the modeling uncertainty.  

We consider the exponential function for 𝑢𝑢𝑖𝑖, which has often been used to model deci-
sions in an insurance context (see, e.g., Freifelder, 1979; Golubin, 2016) and it is better 
suited for heavy tailed risks than other utility function like for example the power utility 
(Ikefuji et al., 2020); from a technical perspective, the certainty equivalent needs to be 
translation invariant so that we can solve for the premium (Equation 9). This property 
only holds for the exponential utility function (Reich, 1984). After inserting the expo-
nential utility in Equation (16) and some transformations, the certainty equivalent (also 
called the exponential premium principle) simplifies to (Denuit et al., 2006): 

 𝐻𝐻𝑖𝑖(𝑃𝑃𝑖𝑖) = �
𝑙𝑙𝑙𝑙𝑙𝑙�𝑒𝑒𝑎𝑎𝑖𝑖𝑃𝑃𝑖𝑖�

𝑎𝑎𝑖𝑖
, 𝜂𝜂𝑖𝑖 ≠ 0

𝐸𝐸(𝑃𝑃𝑖𝑖), 𝜂𝜂𝑖𝑖 = 0
, (17) 

where 𝑎𝑎𝑖𝑖 describes the constant risk aversion (CARA) for the insurer and insuree. We 
use a concave utility function that describes risk averse agents, 𝑎𝑎𝑖𝑖 ∈ (0,∞) (Ibragimov 

 
8  There are several alternative approaches for premium calculations. One is the actuarial premium 

principle which is based on some moments of the loss distribution plus a loading. This approach is 
supply orientated and assumes that premiums can be set monopolistically (see, e.g., Zweifel & Eisen, 
2012, p. 221). Another alternative is the financial approach based on the idea that premiums must 
obey the principle of non-arbitrage and individuals’ risk attitudes are not relevant. However, arbitrage 
free pricing is not available for insurance risks since they are not traded, their stochastic nature feature 
jumps and are thus difficult to hedge (Denuit et al., 2006). Thus, our pricing relies on the agent’s risk 
preferences (Denuit et al., 2006) as described by the risk aversion within the classical expected utility 
framework.  
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et al., 2009).9 In order to generalize and confirm the robustness of our results, we also 
evaluate the cyber risk exposure with the risk neutral approach and isoelastic utility 
function (see Appendices). Since there are generally no closed-form expressions for 
Equation (17) available, we use Monte Carlo simulations to evaluate the portfolio dis-
tribution.  

3 Data and parameter choice  

To calibrate our model, we use two datasets. In the main results presented in the paper 
cyber incidents are extracted from the SAS OpRisk database which contains 1’579 cyber 
incidents between 1995 and 2014, with a wide range of different cyber incidents includ-
ing man-made, technical failure, and external events (e.g. virus, hacking, and denial-of-
service attack). For a detailed description of the dataset we refer to Eling and Wirfs 
(2019). As robustness test, we also analyze a frequently used dataset of data breaches 
provided by the Privacy Rights Clearinghouse (Kamiya et al., 2020; Maillart & Sornette, 
2010; PRC 2019) which is more homogenous, but has the disadvantage that only the 
number of breach data are reported instead of dollar loss values. The results for the al-
ternative dataset are comparable to the main dataset (see Appendices). 

To determine appropriate distribution models for each cyber policy 𝒫𝒫(𝑍𝑍), we fit several 
parametric distribution models frequently used to model insurance losses to the dataset 
and compare the goodness of fit (see Appendices). Extending Eling and Wirfs (2019), 
we find that besides the peak over threshold (POT) model (which combines a lognormal 
body and a generalized Pareto tail), the stable, Levy, and the generalized beta distribu-
tion of the second kind (GPB2) fit the data best. In the following we use the Levy dis-
tribution as base line model since it is closed under portfolio formation and with two 
parameters is the most parsimonious one. This reduces the risk of overfitting and we can 
easily vary parameters to conduct sensitivity analyses. Considering the other distribu-
tions yields the same general conclusions as those presented in the main body of the text 

 
9  Risk aversion at the firm level can be motivated both theoretically and empirically. In the presence 

of frictions, such as taxes, costly external financing, principle-agent problems, and financial distress 
costs, it can be shown that even a risk neutral company might act as if it were risk averse (Berk et al., 
2010; Bickel, 2006; Gollier et al., 1997). For insurance, Zanjani (2002) shows that if the clients care 
about the product quality (default risk) insures are incentivized to reduce risk and thus behave risk 
averse. As shown in the supplemental material, our results are not sensitive to risk preferences. 
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(see Appendices). 

To provide a realistic description of the cyber insurance market, we calibrate our model 
using secondary literature (see Table 1). All parameters are varied in sensitivity tests to 
show the robustness of the results with respect to the modelling assumptions. For the 
different distribution models, we estimate Pareto indices 𝛼𝛼 in the range of 0.44 for the 
stable and 0.69 for the POT (see Appendices). This result confirms that cyber risks are 
indeed extremely heavy tailed (𝛼𝛼 < 1).10 To explore the boundaries of insurability, the 
cover limit is set to the upper limit observed in the market today (US$100 million; Swiss 
Re, 2017), while the majority of cyber insurance policies today have a cover limit of not 
more than US$5 million (Spiceworks, 2019). For the frequency of cyber losses r , we 
follow Eling and Schnell (2019) and consider the subsample of companies listed in the 
S&P 500. Using our dataset, Eling and Schnell (2019) estimate a yearly cyber loss fre-
quency between 2.6% and 7.4% for the S&P 500 companies, so we take the average 
value of 5%.  

Table 1. Parameter choice 

Parameter Notation Value Source 

Pareto index [Stable, POT] 𝛼𝛼 [0.44, 0.69] Estimated based on the data 

Cover limit 𝑐𝑐𝑐𝑐 US$100 million Swiss Re (2017) 

Loss frequency 𝑟𝑟 5% Estimated (Eling & Schnell, 2019) 

Correlation 𝜌𝜌 0.18 Böhme & Kataria (2006) 

Survival probability  𝑞𝑞 99.5% Solvency II (EC, 2015) 

Administration costs 𝑐𝑐𝑎𝑎,1,𝛽𝛽 0.47, -0.07 Bikker & Gorter (2011) 

Frictional capital costs 𝑐𝑐𝑘𝑘 2% Swiss Re (2005)  

Risk aversion 𝑎𝑎𝐶𝐶 ,𝑎𝑎𝐼𝐼 0.02, 0.02 Geruso (2017) 

    

Estimating the dependencies is difficult because there is only little empirical evidence 

 
10  Ibragimov et al. (2009, p. 980) use in their earthquake application a Pareto distribution and find a 

local market failure if the Pareto index 𝛼𝛼 is between 0.76 and 1.46 and a global market failure if 𝛼𝛼 <
0.76. In the supplement we also analyze the stability of 𝛼𝛼 and find that the extreme heavy tailedness 
is a stable trait of cyber risks. 
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that investigates the dependence between cyber losses. For this reason, different depend-
ency structures will be considered. We use a correlation of 0.18 between cyber losses 𝑍𝑍𝑖𝑖 
and for the nonlinear copula (Clayton) an equivalent calibration.11 For the capital re-
quirements we choose the value at risk 𝑉𝑉𝑉𝑉𝑉𝑉𝑞𝑞with a survival probability of 𝑞𝑞 = 99.5% 

as required by Solvency II (EC, 2015). Note that the effect diversification has on the 
𝑉𝑉𝑉𝑉𝑉𝑉𝑞𝑞 depends also on 𝑞𝑞. For extreme heavy tailed and tail dependent risks, larger 𝑞𝑞 

reduce the benefit from diversification with respect to 𝑉𝑉𝑉𝑉𝑉𝑉𝑞𝑞  (see, e.g., Embrechts, 

Nešlehová, & Wüthrich 2009).  

The administration cost function is calibrated according to Bikker and Gorter (2011)’s 
result for the Dutch non-life insurers. We transform their estimated parameters for the 
translog regression model, ln(𝑐𝑐𝑎𝑎) = 𝑏𝑏 + 𝛽𝛽𝑇𝑇𝑇𝑇 ∙ ln(𝑚𝑚) , according to 𝑐𝑐𝑎𝑎,1 = 𝑒𝑒𝑏𝑏  and 𝛽𝛽 =

(𝛽𝛽𝑇𝑇𝑇𝑇 − 1).12 We use an estimate for the frictional capital costs of 2%. The rest of the 
capital costs are already considered by the risk premium based on risk averse utility. We 
also compare different cost functions in the Appendices. 

The literature is ambiguous on the viable range for the risk aversion, especially for the 
case of firms considered here, be it either the insurer 𝑎𝑎𝐼𝐼 or their corporate clients 𝑎𝑎𝐶𝐶. 
Risk aversion for firms might be smaller than the one for individuals because the share-
holders’ exposure is limited and they can hold the firm’s stock in diversified portfolios. 
As Equation (15) illustrates we are not only interested in risk aversion as such, but in 
the ratio of insurer’s to client’s risk aversion. The difference between the two agents is 
that insurers additionally need to comply with insurance regulations and the quality of 
the insurer’s product depends on the risk taking (Zanjani, 2002).13 This might make the 

 
11  Böhme and Kataria (2006) derive this correlation estimate between firms based on attack data regis-

tered by firewalls, but they do not consider loss data. 
12  The later transformation is required since the authors use total costs instead of the cost ratios used 

here This function converges towards cost ratios observed in mature markets as the number of risks 
𝑚𝑚 increases (e.g. 𝑐𝑐𝑎𝑎(102) = 0.34, (103) = 0.29). Data on the property and casualty industry sug-
gests for mature markets an expense ratio of 28% on average for the US (NAIC, 2017), 30% for 
Canada (1990-2017; Statista, 2018), and 27% globally (2016; OECD, 2017). A peculiar aspect of 
cyber insurance is the substantial information asymmetry (Biener et al., 2015) leading to additional 
costs associated with screening, monitoring, as well as modeling and parameter uncertainty relative 
to other line of insurance businesses.  

13  Fines and other regulatory consequence for excess risk taking should make insurers more risk averse 
especially towards tail events than other firms. Using a higher risk aversion parameter for the total 
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insurers more risk averse. However, given the lack of empirical evidence on differences 
in risk aversion, in the main part we assume that insurers have the same degree of risk 
aversion as their clients (𝑎𝑎𝐶𝐶 = 𝑎𝑎𝐼𝐼 = 0.02; we choose a value in the range of the numbers 
reported in Geruso, 2017), while in sensitivity tests we also vary these parameters to 
show the impact of alternative calibrations (see Appendices). 

4 Results 

We first discuss the client’s willingness to pay (Equation 14) and the competitive pre-
mium (Equation 10) for iid Levy distributed risks. Figure (1a) shows the result for a 
single insurer’s portfolio with 1 to 200 risks.14 The price, the insurer charges, starts off 
much higher than what the potential clients are willing to pay. This is especially due to 
the necessary cost loading (see Figure 1b).  

Because of the distribution and cost structure the premium then first increases before it 
decreases as the portfolio size increases. This result mirrors the U-shaped utility Ibra-
gimov et al. (2009) document in their analysis. Since the willingness to pay is never 
above the premium, a market does not exist.15 Due to the additivity of the expectation 
the expected loss stays the same for all portfolio sizes. The risk premium is the additional 
loading required because of the insurer’s risk aversion. As the portfolio increases diver-
sification reduces risk and consequently also the risk premium. This is also true for the 
value at risk (VaR) as a specific risk measure, so that the capital costs (cost of capital 
rate times the necessary capital based on the VaR) decrease as the portfolio size increases. 

  

 
distribution can thus be seen as an approximation for higher tail risk aversion. 

14  The cybersecurity insurance coverage supplement (NAIC, 2019) shows that the median portfolio size 
for standalone cyber policies for US insurers is around 50 (with an increase from 52 in 2015 to 57 in 
2017). We are grateful to Xiaoying Xie for providing us with the data. 

15  The kink observed with n=30 is because the loss distribution is bounded at the cover limit. For a 
portfolio size above 580 risks the premium ratio exceeds one (see supplemental material) which is 
very far from the median portfolio size observed in the cyber insurance market today. 
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Figure 1a. Premium versus WTP Figure 1b. Premium components 

 
Note: The left side compares the competitive premium and the client’s willingness to pay (in 
million US$) per policy for iid Levy distributed risks as a function of portfolio size. The 
right side shows the decomposition of the competitive premium into costs components, 
where the expected loss must be added to obtain the competitive premium. 

Figure 2 shows the premium ratio as defined in Equation (15) for different distributions 
(left) and dependency assumptions (right, using the Levy as underlying distribution 
again). Irrespective of the distribution and dependency assumptions a global market fail-
ure arises when portfolios of up to 200 policies are considered. Insurability is thus never 
given, i.e. the premium ratio is always smaller than 1. While the results for the Levy and 
generalized beta distribution are very similar, the POT approach even leads to a slightly 
lower premium ratios.16 The result are relatively similar for different distributions since 
the cover limit reduces the effect the tail has on our result. Positive dependence between 
risks and tail dependence as modeled by the Clayton copula further reduce the benefits 
from diversification. As a result, the gap between the willingness to pay and premium 
increases. The results indicate that for the parameters considered here strong dependence 
there is a global market failure, meaning that the market failure cannot be resolved no 
matter how many risks are pooled. 

 
16  Results for other distributions (stable, GPD, lognormal) are very similar (see Appendices). 
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Figure 2. Premium ratio for single insurer 

 

Note: The figure shows the premium ratio for different distribution and dependence assumptions. 
The figure on the left illustrates the results for iid Levy, Peak Over Threshold (POT) and general-
ized beta (Beta) distributed risks and the one on the right presents the result for dependent Levy 
risk (Gauss, Clayton). A premium ratio below one indicates that no market exists. 

The only free parameter that the insurer can set in our model is the cover limit. In Figure 
3 we let the cover limit vary for different portfolio sizes. Generally, higher cover limits 
and larger portfolio size can turn the global market failure into a local one (premium 
ratio above 1). For example, if the cover limit is larger than US$150 million and the 
portfolio contains more than 70 policies a market would exist. As the cover limit in-
creases both the willingness to pay and competitive premium increase. The clients’ will-
ingness to pay increases since the contract covers potentially higher losses. Similarly, 
with higher cover limits the insurer expects higher indemnities and thus charges higher 
prices. However, the willingness to pay and the competitive premium are affected by the 
cover limit differently. Since the insurer keeps the policies in a portfolio, higher cover 
limits are less expensive for the insurer than for the client (above the critical portfolio 
size where diversification works again). By setting the cover limit too low the insurer 
restricts the scope of service the insuree is willing to pay for. One potential recommen-
dation might thus be that insurers should set cover limits higher. Industry reports confirm 
that clients indeed started to demand higher cover limits (PartnerRe, 2018). Insurers that 
reacted by increasing the cover limits might explain the current growth observed in the 
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cyber insurance market (A.M. Best, 2019).17 

Figure 3. Premium ratio for different cover limits 

 

Note: The figure shows the premium ratio contours for the iid Levy model when the cover 
limit (cl; in million US$) is varied. A premium ratio below one indicates that no market 
exists. 

We also analyze whether the pooling of cyber policies across several insurers improves 
insurability. Two main types of risk pool have been discussed and are observed in prac-
tice. The main distinction is whether the insures are jointly liable for the pool losses or 
not (see, e.g., Reichel & Schmeiser, 2018). If they are jointly liable the solvent insurers 
would also need to cover any insolvent insurer’s share of the pool. Here we use the 
model of each insurer is only liable for its own share of the pool (Ibragimov et al., 2009). 
Premium and losses are shared equally between the insurers. This also means that each 
insurer needs to hold capital and incurs capital and administration costs according to its 
share of the pool. This pooling regime is very similar to a quota share reinsurance con-
tract, where several insurers share their risk capacity.  

 
17  We note however that the large majority of insured firms have a cover limit below US$5 million 

(Spiceworks, 2019). For a cover limit of US$5 million, a premium ratio of 1 is never reached, em-
phasizing again the limitations of today’s cyber insurance market (see Appendices). 
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In Figure 4 we show the premium ratio for the case of several insurers that share their 
risks in an insurance pool. 

Figure 4. Premium ratio for insurance pools 

 

Note: The figure shows the premium ratio contours for different number of insurers s in the pool 
for iid Levy distributed risks. A premium ratio below one indicates that no market exists. 

Pooling again turns the global to a local market failure. For example, for 3 (10) insurers 
in the pool the critical size where a market would develop is already reached with 11 (8) 
policies. As shown in Figure 5, this can be explained by lower risk premium and lower 
administration costs. If we consider the negative of the premium (certainty equivalent) 
as a special case of a utility function than the risk premium (left figure) can be compared 
with the findings of Ibragimov et al. (2009). For a fixed number of polices n the risk 

premium (utility) decreases (increases) 𝐻𝐻 �𝑋𝑋
𝑆𝑆
� /𝑚𝑚. This is because as number of insurers 

in the pool s increases, the losses are scaled according to X/s. Thus, the distribution is 
less heavy tailed, the variance decreases and the risk premium decreases as well for a 
risk averse insurer. 

Since the administration costs are defined relative to the premium, they accentuate the 
reduction in the risk premium (see top right figure). This effect is not compensated by 
the reduction in capital requirement capital cost (see middle right figure) due to addi-
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tional diversification stemming from pooling. Our analysis also shows that if the admin-
istration and management tasks would be organized at the pool level, the pooling would 
be even more beneficial due to economies of scales. Diversification would also be ben-
eficial if the administration costs would feature less cost degression. While these argu-
ments would certainly increase the benefits of pooling, they do not necessarily lower the 
competitive premium enough for a market equilibrium (𝑊𝑊𝑊𝑊𝑊𝑊 < 𝑝𝑝∗) to exist. 

Figure 5. Premium composition for insurance pools 

 

Note: The figures show the competitive premium per unit of risk and its components (administration 
costs, capital costs, risk premium, not shown is the expected loss) for different pool sizes s (number of 
insures). The losses are assumed to be iid Levy distributed. 

By comparing different distribution models, we account for potential model risk, but not 
for the uncertainty inherent in estimating parameters. Parameter uncertainty can emerge 
because the data we use does not well describe the future or, due to a flawed recording 
process, does not even describe the past well. Moreover, the asymmetric information an 
insurer faces can also be understood as uncertainty in the distribution assumptions. Ac-
counting for parameter uncertainty thus can be interpreted as an out of sample test. In 
principle, most of the parameters used in our models are uncertain. Since our results are 
sensitive to the assumption about the Pareto index 𝛼𝛼, we focus on this parameter in the 
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following. 

One widely used way to incorporate parameter uncertainty is the Bayesian approach 
(see, e.g., Venter & Sahasrabuddhe, 2015). Instead of using a point estimate, a sampling 
distribution of 𝛼𝛼 given the observed data is derived. For that we assume that a prior 
distribution is governing 𝛼𝛼 . Generally, the prior is either based on subjective expert 
judgment or on uniformed objective arguments. Here we rely on the objective priors. 
Several objective priors have been suggested (see, e.g., Northrop & Attalides, 2016). A 
prior that has been suggest due to useful properties (low-informative prior i.e. flat, dif-
fuse, and with high variance) is:  

 𝑓𝑓(𝛼𝛼) = �1
𝛼𝛼
�.  (18) 

The prior, when updated according to the likelihood function 𝐿𝐿(𝒛𝒛|𝛼𝛼) over our sample 𝒛𝒛, 
is proportional to the posterior distribution 𝑓𝑓(𝛼𝛼|𝒛𝒛): 

 𝑓𝑓(𝛼𝛼|𝒛𝒛) ∝ 𝐿𝐿(𝛼𝛼|𝒛𝒛) ⋅ 𝑓𝑓(𝛼𝛼),  (19) 

where the likelihood function is the Pareto density. Venter and Sahasrabuddhe (2015) 
show that under these assumptions the posterior follows a gamma distribution18 with 
shape parameter 𝑛𝑛 (sample size) and mean equal to the maximum likelihood estimate 
for 𝛼𝛼. 

In order to calculate the premium, we again use simulations. However, instead of con-
tinuously drawing from the same distribution, we use a two steps approach. First, the 
parameter 𝛼𝛼 is drawn from the gamma distribution. Then the losses are drawn from the 
stable distribution with 𝛼𝛼 from the first step. Thus, each draw is based on a different 
parameter. We use the stable distribution here because it allows to let the Pareto index 
vary (which would not be possible for the Levy since its Pareto index is fixed). We then 
evaluate the premium risk from two different perspectives. The first one is the variation 
of the premium ratio around our point estimate due to parameter uncertainty. The pa-
rameter risk can then be quantified by the mean squared error based on different α: 

 𝑀𝑀𝑀𝑀𝑀𝑀�𝑛𝑛 = ∑ �𝑅𝑅𝜋𝜋𝒫𝒫𝛼𝛼 − 𝑅𝑅�𝜋𝜋�
2
𝑃𝑃(𝒫𝒫𝛼𝛼)∀𝛼𝛼 ,  (20) 

where the premium ratio is calculated as in Equation (15), 𝑃𝑃(. ) describes the probability 

 
18  The gamma distribution converges towards the normal distribution as the sample size increases.  
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of a certain 𝛼𝛼 to be true, and 𝑅𝑅�𝜋𝜋 is the average premium ratio over different 𝛼𝛼. We at-
tribute equal probability weights for 𝑃𝑃(𝒫𝒫𝛼𝛼). The standard error in our premium ratio is 
given on the left of Figure 6.  

Figure 6. Parameter uncertainty with respect to the Pareto index 

 

Note: The left figure shows the premium ratio (𝑅𝑅�𝜋𝜋) with the standard error (�𝑀𝑀𝑀𝑀𝑀𝑀� ) gener-
ated by the parameter uncertainty and the right figure reports the premium ratio if the pa-
rameter uncertainty is priced in the premium calculation. Both figures are based on the iid 
stable distribution. 

The second perspective is how much would the premium ratio be affected if both the 
insurer and insuree would take uncertainty in account when calculating the premium. 
This would mean the premium is calculated by evaluating a mixture of the stable and 
parameter distribution. The result for this analysis is shown on the right of Figure 6. 
Generally, the effect of parameter uncertainty on the outcome is not significant. The 
confidence interval (left part of Figure 6) is narrow and the premium ratio that uses 
uncertainty in the pricing is very similar to the premium ratio without uncertainty (right 
part of Figure 6). This result is due to the fact that the cover limit levels the effect fluc-
tuation in the Pareto index has on the premium calculation (risk premium, capital re-
quirement, value of the default option, and capital costs). Thus, if the cover limit is set 
low enough, parameter uncertainty in 𝛼𝛼 does not cause a significant problem in the cyber 



Essay III: Is cyber risk insurable? 156 

 

insurance market. 

While parameter risk is manly a problem when samples are small and loss incidents are 
infrequent, modeling risk is also problematic if samples are larger. We argue that mod-
eling uncertainty is a substantial part for cyber risk, so we propose two methods to quan-
tify modeling uncertainty in a cyber risk context. Adapting Cont (2006), we use the pre-
mium (instead of option prices) as an easy to interpret measure. Modeling risk can then 
be quantified by comparing the premiums calculated by different distribution models 
𝒫𝒫𝑖𝑖𝜖𝜖ℙ. The mean squared error in estimated premiums can then be defined as: 

 𝑀𝑀𝑀𝑀𝑀𝑀�𝑛𝑛 = ∑ �𝑅𝑅𝜋𝜋𝒫𝒫𝑖𝑖 − 𝑅𝑅�𝜋𝜋�
2
𝑃𝑃(𝒫𝒫𝑖𝑖)𝑀𝑀

𝑖𝑖=1 ,  (21) 

where the premium is calculated as in Equation (15), 𝑃𝑃(. ) describes the probability of a 

certain model to be true, and 𝑅𝑅�𝜋𝜋 is the average premium ratio calculated by different 
models. ℙ contains all the different distribution models we use in this paper (9 in total, 
namely the iid lognormal, generalized Pareto, POT, beta, Levy, stable, bootstrap, and 

the correlated and Clayton Levy) and attribute equal probability weights 𝑃𝑃(𝒫𝒫𝑖𝑖)= 1
|ℙ|

 to 

each model. This means 𝑀𝑀𝑀𝑀𝑀𝑀�  contains the uncertainty in the marginal distributions and 
dependence assumptions. The premium ratio with modeling uncertainty is shown in Fig-
ure 7. 

The confidence interval (left part of Figure 7) shows that the modeling uncertainty is 
much more significant than the results for the parameter uncertainty presented in Figure 
6. However, a premium ratio of one is not crossed and we can safely conclude that a 
market does not exist. The right part of Figure 7 shows that the premium ratio would be 
substantially lower if model uncertainty is considered in the premium calculation. Model 
uncertainty thus increases the premium relative to the willingness to pay and further 
hinders the development of a market. The limits with this approach lie in choosing a set 
of viable distributions 𝑃𝑃. As we add more models to 𝑃𝑃, e.g. including alternative param-
eter specifications, the variation in admissible prices could increase. As Asimit et al. 
(2017) point out the choice of a visible set of models is left to expert judgment. This 
shows that the selection of the model is quite important and insures need to add a sub-
stantial premium for modeling uncertainty on top of the risk premium. Modeling uncer-
tainty therefore might also explain why the cyber insurance market fails. 
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Figure 7. Modeling uncertainty 

 

Note: The left figure shows the premium ratio (𝑅𝑅�𝜋𝜋) with the standard error (�𝑀𝑀𝑀𝑀𝑀𝑀� ) generated 
by the modeling uncertainty and the right figure reports the premium ratio if the modeling 
uncertainty is considered for premium calculation. 

Given the above analyzed parameter and modeling uncertainty, robustness tests were 
conducted to analyze the sensitivity of the results with respect to all modelling assump-
tions and inputs. All in general yield the same conclusions as the ones presented in the 
main body of the text (in the sense that a cyber insurance market does not exist) and are 
presented in the Appendices. We also illustrate the results for alternative risk preferences 
including risk neutrality and the case where the insurer is more risk averse than its clients. 
An alternative utility function with constant relative risk aversion instead of constant 
absolute risk aversion and an alternative dataset is also considered. Furthermore, alter-
native distributions and risk measure (tail value at risk instead of value at risk) with 
varying confidence levels are presented that all yield the same general conclusions as 
the one presented here. 

5 Conclusions 

We present an insurance market model and using a realistic calibration show that the 
characteristics of cyber risk make it difficult to establish a cyber insurance market. 
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Heavy tails and strong dependence hinder diversification and thus reduce the main con-
tribution the insurance industry can provide to the economy and society. Idiosyncratic 
risks cannot be diversified, leading to high insurance price and consequently the market 
fails. Limited experience and information asymmetries with this type of risk lead to un-
certainty in modeling and parameter choice that further increase the cost for insuring 
cyber risks relative to other established insurance risks. We show both cases where a 
market fails for small portfolios (local market failure), but also cases where there is no 
portfolio size that would be beneficial (global market failure). Our model also illustrates 
that there is a mismatch between the insurer’s and insuree’s incentive when it comes to 
risk taking. Due to the limited liability, the insuree cares about how diversification af-
fects the distribution far out in the tail (i.e. > 𝑉𝑉𝑉𝑉𝑉𝑉99.5%), but the insurer is concerned 

about how diversification affects the “more moderate tail” (i.e. < 𝑉𝑉𝑉𝑉𝑉𝑉99.5%). This leads 
to diverging willingness to pay and competitive premium based on how diversification 
affects the outer relative to the moderate tale of the portfolio distribution. Thus, heavy 
tails, as observed for cyber risk, lower willingness to pay relative to the competitive 
premium and cause a market failure. 

We show potential solutions to mitigate the market failure. Pooling could enhance di-
versification and lower costs sufficiently and help a market to develop. One potential 
policy recommendation might thus be that insurers should cooperate in pooling their 
risks and resources. Insures should also cooperate to enhance the available data in order 
to improve the cyber risk models and thus to reduce modelling and parameter uncertain-
ties. Finally, insurers would also benefit from a reduction in asymmetric information, 
e.g., by implementing and enforcing minimum IT security standards. Already today 
cyber insurance can only be sold when sufficient IT security measures are in place and 
consistently used, also to avoid potential moral hazard implied by insurance coverage. 

The government might foster the development of a cyber insurance market. As there is 
a coordination problem, the government could try to push the cyber insurance market 
above the critical size needed for diversification. The government could incentivize the 
use of risk pools or reinsurance. This might also include carrying parts of the risk like 
done also for other extreme risks (like e.g. terror), which can be used to increase the 
possible cover limits. This might be welfare enhancing, since the currently used cover 
limits restrict the market to small risks and do not allow to realize welfare gains from 
insuring larger cyber risks above the cover limit. Alternatively, some form of sovereign 
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guarantee might lower the probability of default and thus the value of the default option. 
Our analyses also show that a reduction in the capital requirements would increase the 
premium ratio (lower capital costs would overcompensate the higher value of the default 
option) and thus would benefit the market. Contrary to this argument, regulators should 
reconsider the usual capital discounts for diversification in case of cyber risk since di-
versification does not work well for cyber risks. We also note that intervention by the 
government will only be welfare enhancing if there is a local market failure. Our simu-
lations show that both cases exist and that the results depend on the input parameters. It 
is thus not clear empirically under which cases an intervention is welfare enhancing or 
reducing, leading to some ambiguity with respect to potential policy recommendations. 

We can relate our results to the findings and discussions in the field of catastrophic risk, 
also to identify potential ways to overcome the market failure. For catastrophic risk the 
insurability of risk is improved by pooling of risks, mandatory insurance and public 
private partnerships (see, e.g., Kunreuther & Michel-Kerjan, 2009). The insurance pool 
analyzed in this paper in some cases also helps to overcome the market failure. Manda-
tory insurance might overcome the failure as well because the number of risks would be 
large from the very beginning on. But it also represents a massive intervention in the 
free market, will only work if the market failure is of local nature and might bring unin-
tended side effects if the incentives are not properly managed. For example, mandatory 
insurance needs to be supplemented by mandatory prevention, otherwise significant 
moral hazard problem might arise. The idea of public private partnerships is to have risk 
layers with a private deductible, an insurance layer offered by private insurers and a 
third insurance layer defined by the government for extreme risks. As indicated above 
the government layer can be interpreted as an increase in the cover limit. 

Several limitations of the paper open room for future research. One obvious aspect is 
that the quality of data in the cyber risk domain is still limited. Although we illustrate 
our results for two independent datasets, future research has to analyze our results on a 
broader empirical basis, especially to better understand under which circumstances the 
market failure for cyber risk is of local or of global nature. One particular interesting 
element in this context is also the dynamic nature of cyber risks, which indicates that 
statistical properties of cyber risk might change over time.19 It is unclear whether the 

 
19  As a first step it might be helpful to analyze the time dimension in the existing data in more detail in 
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market failure will become less or more extreme; more data and loss experiences might 
help to better understand the tails of the cyber loss distribution, but with the increasing 
connectivity and globalization it might also be that future extreme events will be more 
severe and happen more often. 
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7 Appendices 

Appendix A. Results for alternative dataset 

As an additional robustness test, we conducted the same analysis with another frequently 
used data set on data breaches (see, e.g., Edwards et al., 2016; Kamiya et al., 2020; 
Maillart & Sornette, 2010) provided by the Privacy Rights Clearinghouse (PRC, 2019). 
Compared to our main dataset the PRC data has the advantage of being more homoge-
nous, but it contains no information on the economic importance of the data breach 
events (the number of breached data is reported, but not the associated costs). The data-
base contains data breaches that occurred between 2005 and 2019 in the United States. 
We follow Edwards et al. (2016) and delete all observations with zero breached records 
and attain a sample of 6’822 observations. The database documents the number of rec-
ords breached per incident and not the financial losses. To derive at least a rough estimate 
for the financial losses 𝑍𝑍 we multiply number of records 𝑅𝑅 with an estimate of the aver-
age costs per data breach (Jacobs, 2014; Ponemon Institute, 2015): 

 𝐿𝐿𝐿𝐿(𝑍𝑍) = 7.68 + 0.76 ∙ 𝐿𝐿𝐿𝐿(𝑅𝑅). (A1) 
We note that since the data set only tracks breaches, it might not be representative for 
cyber risk generally as it does not contain all possible types of cyber incidents. Table A1 
shows the fittings of different distributions and estimates for the Pareto index to 𝑍𝑍 for 
the PRC data. 
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Table A1. Fitted distributions 

Distribution LL AIC BIC KS AD 𝜶𝜶 

Lognormal -13'113 26'230 26'244 0 0  

Generalized Pareto (GPD) -12'827 25'659 25'680 0 0 0.77 

Peak over threshold (POT) -12'730 25'469 25'504 - - 0.68 

Generalized beta (GB2) -12'704 25'416 25'444 0 0 0.62 

Levy -16'293 32'588 32'595 0 0 0.5 

Stable -13'076 26'161 26'188 0 0 0.6 

Note: LL stands for the logarithmic likelihood of the maximum likelihood estimation, AIC for the 
Akaike information criterion, BIC for Bayesian information criterion, KS for the Kolmogorow-Smir-
now test, AD for the Anderson-Darling test, and 𝛼𝛼 for the tail index. The KS and AD columns report 
p values. These statistics are not available for the POT due to its discontinuities. The tail (Pareto) 
indices can only be reported for the power laws. For GPD and POT the indices are calculated as the 
inverse of the GPD’s shape parameters (1

𝜉𝜉
), for the GB2 it is 𝑎𝑎𝑎𝑎, and the index for the Levy is fixed 

at 0.5. The POT approach slices a lognormal body and a Pareto distribution at the 56%-quantile (Eling 
& Wirfs, 2019). 

Similar to Maillart and Sornette (2010) and Wheatley et al. (2016) we find that heavy 
tailed power law distributions fit the PRC data best and the tail index is around 0.7. 
Compared to the SAS data, the PRC data is best described by the peak over threshold 
(POT) and the generalized beta (GB2) distribution. Moreover, the tail indices are larger 
than for the SAS data and thus the distributions are less heavy tailed. Figure A1 shows 
the premium ratio for the PRC data. When comparing to the results in the main text, the 
figure shows that the results are qualitatively very similar for the PRC data. The reason 
is that the cover limit (set to US$ 100 million) reduces the effect the tail behavior has 
on our result.  

  



Essay III: Is cyber risk insurable? 169 

 

Figure A1. Premium ratio for PRC data 

 

Note: The figure compares the premium ratio of the PRC data and the SAS data for the iid Levy 
distributed risks; the parameters are set as in the main text (Table 1). 

Appendix B: Results of distribution fitting 

We extend the set of distributions considered by Eling and Wirfs (2019) with some more 
general classes. As shown in Table B1, they perform quite well and all fall into the class 
of (very) heavy tailed power laws.20 Eling and Wirfs (2019) consider the gamma, expo-
nential, Weibull, GPD, lognormal and log-logistic distributions. A distribution that nests 
all these distributions (as limiting or special cases), but is more general (includes gener-
alized gamma, Pareto, Burr and many others) is the generalized beta (GB) prime distri-
bution, also called the GB of type 2 (GB2; see, e.g., Kleiber & Kotz, 2003). This distri-
bution has been suggested to fit insurance losses quite well due to its capability of match-
ing skewed and heavy tailed distributions (see, e.g., Cummins et al., 1990; Yang et al., 
2011). The distribution can be theoretically justified as it represents losses originated 
from a heterogeneous risk pool (see, e.g., Kleiber & Kotz, 2003). Since it is a natural 
candidate for matching cyber risk, we also use it here. GB2 defines a four parameter 
(shape1=𝑎𝑎, scale= 𝑏𝑏, shape2= 𝑝𝑝, shape3= 𝑞𝑞) distribution family.  

 
20  Thus, the tail is declining sub-exponentially, but slower than the lognormal distribution; the normal 

distribution features an exponential decline. 
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Table B1. Fitted distributions 

Distribution LL AIC BIC KS AD 𝜶𝜶 

Lognormal -4'588 9'180 9'191 0.0000 0.0000 - 

Generalized Pareto (GPD) -4'553 9'113 9'129 0.0000 0.0003 0.63 

Peak over threshold (POT) -4'486 8'982 9'008 - - 0.69 

Generalized beta (GB2) -4'483 8'973 8'995 0.0067 0.0017 0.50 

Levy -4'473 8'950 8'995 0.0002 0.0003 0.50 

Stable -4'461 8'929 8'951 0.0000 0.0004 0.44 

Note: LL stands for the logarithmic likelihood of the maximum likelihood estimation, AIC for the 
Akaike information criterion, BIC for Bayesian information criterion, KS for the Kolmogorow-Smir-
now test, AD for the Anderson-Darling test, and 𝛼𝛼 for the tail index. The KS and AD columns report 
p values. These statistics are not available for the POT due to its discontinuities. The tail (Pareto) 
indices can only be reported for the power laws. For GPD and POT the indices are calculated as the 
inverse of the GPD’s shape parameters (1

𝜉𝜉
), for the GB2 it is 𝑎𝑎𝑎𝑎, and the index for the Levy is fixed 

and not estimated. The POT approach slices a lognormal body and a Pareto distribution at the 56%-
quantile (Eling & Wirfs, 2019). 

Since the GB2 generalizes GPD and lognormal, it is more flexible and outperforms them. 
It even outperforms the POT model for all goodness of fit measures. This might be due 
to the rather unrealistic property of the POT distribution that features a jump at the 
threshold. The results for AIC and BIC suggest that this result is not due to overfitting. 
For the GB2 the kurtosis is determined by 𝑎𝑎 and the skewness is controlled by 𝑝𝑝 and 𝑞𝑞. 
The right tail of the GB2 is controlled by 𝑎𝑎 and 𝑞𝑞, while the left tail is determined by 𝑎𝑎 
and 𝑝𝑝. We can also observe that the better fit of GB2 relative to GPD is due to 𝑎𝑎 deviat-
ing from 1 that would be required for the GB2 to reduce to the GPD. In our case is 
estimated to be 1.1. Thus, it is not clear whether it is the right, left, or both tails that 
contribute to the improvement in the fit. In the limit GB2’s right tail behaves according 
to the tail index 𝛼𝛼 = 𝑎𝑎𝑎𝑎=0.5.  

We also consider the (𝛼𝛼−) stable distributions (see, e.g., Nolan, 2003) as another broad 
class of distributions that account for heavy tailedness and has useful analytical proper-
ties. Since losses are always positive, we restrict the parameters such that the distribution 
is defined for positive numbers. This can be achieved by setting the location parameter 
to 0 and the skewness parameter to 1. While the stable distribution fits our dataset best, 
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the KS and AD are more in favor of the GB2 distribution (but still very low). The stable 
distribution has a tail index 𝛼𝛼 that determines its tail behavior. As the estimated tail in-
dex is 0.5, the Levy distribution would be a well-suited distribution. Thus, we also fit 
the levy and report its results. As the stable and particularly the Levy distribution have 
useful analytical properties (closed under portfolio formation), we rely on them in fol-
lows. Generally, the tail indices for all distributions estimated are smaller than 1. Thus, 
all fitted distributions agree on heavy tailed power laws. Since all the distributions tail 
indices fall in a very narrow range, we expect qualitatively the same results for all mod-
els. 

We analyze the stability of the estimated Pareto index in Figure B1. It shows the esti-
mated shape index (that is the inverse of the Pareto index) for different thresholds in the 
context of the POT approach, which combines a lognormal for the body and a general-
ized Pareto distribution for the tail. The choice of the threshold determines the optimal 
shape parameter (according to maximum likelihood). More precisely, the optimal Pareto 
index tends to increase as the threshold is moved upwards. The figure also shows the 
confidence interval for the shape index. For the major part the shape parameter and its 
confidence interval lie above one that would yield a Pareto index lower than one. For 
our choice of the threshold of 2.0 (56%-quantile) and a shape parameter of 1.45 the true 
value is supposed to lie between 1.25 and 1.65 with a probability of 95%. Thus, we find 
support for the notion of extremely heavy tail distribution. The discontinuities in Figure 
B1 are caused by the sparse observations in the empirical distribution over certain ranges. 

  



Essay III: Is cyber risk insurable? 172 

 

Figure B1. Pareto index stability 

 

Note: The solid black line shows the maximum likelihood estimate of the POT shape 
parameter for different thresholds (in million US$). The dashed black lines indicate the 
confidence interval for the true parameter and the blue lines mark our choice for the 
threshold and shape parameter. 
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Appendix C. Results for alternative assumptions  
Appendix C1. Results for alternative distribution models  

In Figure C1 we show the premium ratios for additional distribution assumptions, 
namely the lognormal, the generalized Pareto, the Levy, and the stable distribution. All 
other parameters are the same as in the main text.  

Figure C1. Premium ratio for different distributions 

 

Note: The figure shows the premium ratio for the iid Levy, Lognormal, Generalized Pareto 
(GPD), and Stable distribution. We also show the result when a simple bootstrapping from the 
data is applied (Boot). The parameters are set as in the main text (Table 1). 

As the analysis shows different distributions do not change the outcome significantly. 
Next, we also let the correlation assumption vary (see Figure C2). The analysis shows 
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that the stronger the dependence the lower the premium ratio as the competitive pre-
mium increases relative to the willingness to pay. The reason is that stronger dependence 
reduces the benefits from diversification in the insurer’s risk portfolio. This effect is 
even more pronounced for stronger tail dependence (as illustrated by the Clayton copula; 
see Figure C2 right). In line with the findings for the modeling risk, we identify the 
dependence structure as a main driver for the market failure.  

Figure C2. Premium ratio for different correlations 

 

Note: The figure shows the premium ratio for the Gauss (left) and Clayton dependence model 
for different correlations (0.1, 0.18, 0.3). Everything else is based on the Levy distribution and 
the parameters are set as in the main text (Table 1). 
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Figure C3. Premium ratio for different loss frequency 

 

Note: The figure shows the premium ratio for different loss frequency (0.05, 0.1). Everything 
else is based on the Levy distribution and the parameters are set as in the main text (Table 1). 

Finally, we also take a closer look at the effect the loss frequency of cyber risks has on 
our results. The findings are presented in Figure C3. Even a doubling of the frequency 
to 10% does not affect the result much. The reason is again that we assume in our model 
that both market sides have the same information about the frequency. Thus, a higher 
loss frequency not only increases the competitive premium it also increases the premium 
the clients are willing to pay. We conclude that the loss frequency is not a main driver 
for the market failure.  

Appendix C2. Results for alternative risk measures 

We also analyze the results for regulatory capital requirement based on different risk 
measures as calculated in Equation (6) in the main text. Some regulatory framework use 
the tail value at risk (TVaR) instead of the value at risk (VaR). Following the Swiss 
system we used the 99%-TVaR (Bundesamt für Privatversicherungen, 2006). Figure C4 
shows the result for the different capital requirement. Compared to the results for 99.5%-
VaR the results are qualitatively very similar. 
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Figure C4. Premium ratio for TVaR 

 

Note: The figure compares the premium ratio for capital requirements based on 99.5%-VaR to the 
99%-TVaR for the iid Levy distribution. The parameters are set as in the main text (Table 1). 

The confidence level is set at 99.5% (VaR) and 99% (TVaR) in the regulatory frame-
works. Figure C5 shows the premium ratio for three alternative confidence levels for 
each of the two risk measures (99%, 99.5%, 99.9%). The tail value at risk for the 99.9% 
confidence level cannot be calculated since there are not enough observations in the data 
to calculate the expectation above a threshold of 99.9%. 
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Figure C5. Premium ratio for alternative confidence levels 

 

 
Note: The figure compares the premium ratio for capital requirements based on different con-
fidence levels (99%, 99.5%, 99.9%). The results are based on the iid Levy distribution and the 
parameters are set as in the main text (Table 1). 

  



Essay III: Is cyber risk insurable? 178 

 

Appendix C. Results for alternative cost functions 

Figure C6. Premium ratio for different cost functions 

 
Note: The figure compares the premium ratio for different cost functions 𝑐𝑐𝑎𝑎,1 = (0.38, 0.42, 0.46). 
The results are based on the iid Levy distribution and the other parameters are set as in the main 
text (Table 1). 

Figure C7. Premium ratio for different frictional capital costs 

 

Note: The figure compares the premium ratio for different frictional capital costs (0.02, 0.01, 0.03). 
The other parameters are set as in the main text (Table 1). 
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Appendix C4. Results for alternative cover limits 

Figure C8. Premium ratio for alternative cover limits 

 

Note: The figure compares the premium ratio as the portfolio size increases beyond the range 
analyzed in the main text. The analysis is based on the baseline model (iid Levy) and the parame-
ters are chosen as in the main text. 

Appendix C5. Results for alternative risk preferences 

Risk neutrality 

While we argue in the main text that firms behave risk averse, firms are frequently mod-
eled risk neutral. The reason for that is that it is frequently assumed that shareholders 
hold their assets in well diversify portfolios. If the management acts in line with the 
shareholders interest, the firm might act under such circumstances risk neutral with re-
spect to idiosyncratic risk. However, since diversification does only affect the idiosyn-
cratic risk, the question is whether we would still need to consider systemic risk. We 
assume systematic risk is not relevant here, since the correlation between underwriting 
and stock market returns are usually low. For example, Cummins and Phillips (2005) 
find that the underwriting systematic risk beta for property and liability insurance is even 
negative (-0.1) for the U.S. For cyber risk we calculate a correlation between the changes 
in cyber losses and the S&P 500 index returns on a yearly basis of 0.03 and a corre-
sponding systematic risk beta of 0.11.  
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Similar to Zanjani (2002, p. 288), we implement a risk neutral approach by evaluating 
the payoffs with the expectation as the value functional 𝐻𝐻 (Equation 16). We use the 
expectation under objective probabilities, meaning neither the idiosyncratic nor sys-
temic risk is relevant. Figure C9 reports the results for risk averse and risk neutral deci-
sion makers. For the risk neutral decision-makers, we consider both the case of risk 
neutrality for clients only as well as for clients and decision-makers in the insurance 
firm. 

Figure C9. Premium ratio for risk neutrality 

 

Note: The figure compares the premium ratios of the risk neutral approach and the risk averse 
model in the main text for the iid Levy distribution. For the three models listed in the Figure, we 
set the parameters (𝑎𝑎𝐼𝐼 , 𝑎𝑎𝐶𝐶) to (0.02, 0.02), (0, 0), and (0.02, 0), respectively.  

As discussed, regulation causes the risk aversion for clients to be lower than for the 
insurer. Thus, when the client becomes less risk averse compared to the insurer, the will-
ingness to pay monotonically decreases relative to the competitive premium. When both 
the insurer and client become simultaneously less risk averse the premium ratio also 
decreases or, in other terms, the willingness to pay decreases more relative to competi-
tive premium. The reason for this is that the insurer keeps the risks in a diversified port-
folio. This reduces volatility and as a consequence sensitivity towards changes in the 
risk aversion parameter. To conclude, also for alternative risk attitudes we still observe 
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a market failure in the sense that the premium ratio is always below one. 

Different constant absolute risk aversion 

Different assumptions regarding the risk aversion parameter are shown in Figure C10. 
Higher risk aversions for both (insuree and the insure) reduces the premium ratio. This 
means the willingness to pay increases more than the competitive premium. This can be 
explained by the fact that the insuree cannot diversify its risks and thus is more sensitive 
to an increase in the risk aversion. 

Figure C10. Premium ratio for different CARA 

 

Note: The figure compares the premium ratios for different risk aversions for the iid Levy distri-
bution. For the three models (as listed in the legend), we set the parameters (𝑎𝑎𝐼𝐼 , 𝑎𝑎𝐶𝐶) to (0.02, 
0.01, 0.03).  

Constant relative risk aversion 

In the main text we use the exponential utility (Equation 17) that assumes constant ab-
solute risk aversion. A utility function that allows the more realistic case of decreasing 
absolute risk aversion is the isoelastic utility function with constant relative risk aversion. 
However, because this utility function is not translation invariant it violates the principle 
of zero utility as stated in Equation (8). The principle requires that the utility before and 
after accepting the risk must be equal (Bühlmann, 1970). As a consequence, the pre-
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mium based on the isoelastic utility function does not necessarily coincide with the com-
petitive premium. The certainty equivalent 𝐻𝐻 for the insuree and insurer respectively, 
𝑖𝑖 ∈ {𝑐𝑐, 𝐼𝐼}, would then be: 

 𝐻𝐻(𝑃𝑃𝑖𝑖) = ��𝐸𝐸�𝑃𝑃𝑖𝑖
1−𝜂𝜂𝑖𝑖��

1
1−𝜂𝜂𝑖𝑖 , 𝜂𝜂𝑖𝑖 ≠ 1

𝑒𝑒𝐸𝐸(𝑙𝑙𝑙𝑙(𝑃𝑃𝑖𝑖)), 𝜂𝜂𝑖𝑖 = 1
, (D1) 

where we choose 𝜂𝜂𝑖𝑖 = 0.97 (Ibragimov et al., 2009) and 𝜂𝜂𝑖𝑖 = 0.1 as alternative value 
representing a smaller degree of risk aversion. These values are at the lower end of the 
empirical findings for the relative risk aversion (see, e.g., Bliss & Panigirtzoglou, 2004; 
Outreville, 2014). As the equation shows 𝐻𝐻  based on the isoelastic utility is scale 
equivariant (positive homogenous). The result for the isoelastic utility is compared to 
the exponential utility in Figure C11. 

Figure C11. Premium ratio for isoelastic utility 

 

Note: The figure compares the premium ratios for the isoelastic utility function (ISO) and the 
exponential utility function (EXP) for the iid Levy distributed risks. The risk aversions are 
𝜂𝜂𝑖𝑖 = (0.97, 0.1) for the isoelastic utility and 𝑎𝑎𝑖𝑖 = 0.02 for the exponential utility for both 𝑖𝑖 ∈
{𝑐𝑐, 𝐼𝐼}. 
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While we observe a nondiversification trap for the isoelastic utility as well, the trap 
depends strongly, as for the exponential utility, on the choice of the risk aversion param-
eter. 

Appendix C6. Comparison of different models 

To understand what drives our results, we compare the premium ratio for different mod-
els in Figure C12. It shows that the biggest negative effect on the premium ratio and 
thus the market development have the model and the (tail) dependence risk (note that 
the dependence risk is also the main driver of the model risk). Lower costs (which we 
interpret as less asymmetric information) increase the premium ratio and thus would be 
beneficial for a cyber risk market. The tail parameter and the exact severity distribution 
play a comparatively minor role, especially because of the cover limit. 

Figure C12. Comparison of different models 

 

Note: The figure compares the premium ratio for different models. Each line shows the baseline 
model (Levy) with one change. These are lognormal distributed severity, Clayton dependent risks, 
constant cost function with 𝑐𝑐𝑎𝑎 = 0.25, and the models with parameter and model risk priced. 

Appendix D. Mathematical notes 

Deriving Equation (11) 

Starting from the translog function where 𝑐𝑐 are the total costs and 𝑚𝑚 is the total output: 

https://dict.leo.org/englisch-deutsch/comparatively
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𝑙𝑙𝑙𝑙(𝑐𝑐) = 𝛽𝛽0 + 𝛽𝛽𝑐𝑐 ∙ 𝑙𝑙𝑙𝑙(𝑚𝑚) 

 
we obtain 

𝑙𝑙𝑙𝑙 �
𝑐𝑐
𝑚𝑚
� = 𝛽𝛽0 + 𝛽𝛽𝑐𝑐 ∙ 𝑙𝑙𝑙𝑙(𝑚𝑚) − ln(𝑚𝑚) 

 

Per definition 𝑐𝑐
𝑚𝑚

= 𝑐𝑐𝑎𝑎, then 

 
𝑙𝑙𝑙𝑙(𝑐𝑐𝑎𝑎) = 𝛽𝛽0 + (𝛽𝛽𝑐𝑐 − 1) ∙ 𝑙𝑙𝑙𝑙(𝑚𝑚) 

 
Let (𝛽𝛽𝑐𝑐 − 1) = 𝛽𝛽, then 
 

𝐿𝐿𝐿𝐿(𝑐𝑐𝑎𝑎) = 𝛽𝛽0 + 𝛽𝛽 ∙ 𝑙𝑙𝑙𝑙(𝑚𝑚) 
 

After some transformations and 𝑐𝑐𝑎𝑎,1 = 𝑒𝑒𝛽𝛽0: 

 

 𝑐𝑐𝑎𝑎 = 𝑒𝑒𝛽𝛽0 ∙ m𝛽𝛽 = 𝑐𝑐𝑎𝑎,1 ∙ m𝛽𝛽   

 

Appendix E. Tail behavior and cover limit 

The findings of Ibragimov et al. (2009) might suggest that our results are driven by the 
heavy tails of the severity distribution. However, the cover limit lets the risks behave 
like non-heavy tailed. Since cover limit are always observe in real insurance contracts, 
they make an important difference between our analyses and Ibragimov et al. (2009) 
who consider cat risks and a different perspective. But as Ibragimov and Walden (2007) 
indicates, the diversification trap might reappear for sufficiently high cover limits. In 
the following we analyze the critical cover limit where the heavy tails start hindering 
diversification. For that we define the mean deviation, 𝑀𝑀𝑀𝑀, of the premium ratio for the 
non-heavy tailed (lognormal; or more precisely not very heavy tailed) and the very 
heavy tailed (Levy) distribution over portfolio sizes, 𝑛𝑛, from 0 to 200: 

𝑀𝑀𝑀𝑀 = ∑ 𝑅𝑅𝜋𝜋𝐿𝐿𝐿𝐿,𝑛𝑛 − 𝑅𝑅𝜋𝜋𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿,𝑛𝑛
𝑛𝑛
𝑖𝑖=1 . 

Figure E1 shows the 𝑀𝑀𝑀𝑀 as a function of the cover limit, 𝑐𝑐𝑐𝑐.   
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Figure E1. Tail behavior and cover limits 

 

Note: The figure compares the mean deviation of the premium ratios for the lognormal distribution 
and the Levy distribution. It also shows the thresholds for qualitative changes in the outcome. 
Below 𝑐𝑐𝑐𝑐 = 200 both models lead to a global diversification trap, and above 𝑐𝑐𝑐𝑐 = 300 for the 
lognormal and 𝑐𝑐𝑐𝑐 = 400 for the Levy a market would exist (premium ratio always above 1). In-
between there is a local trap for both models. All other parameters are set as in Table 1 and numbers 
are in million US$. 

The figure shows that for small cover limits the premium ratio is higher (and thus insur-
ability better) for the heavy tailed distribution. In contrast to Ibragimov et al. (2009), 
heavy tailed risks are even beneficial for the development of a cyber insurance market 
if cover limits are used. However, above a cover limit of US$ 520 million, the premium 
ratio for the heavy tailed distribution becomes increasingly lower. This means for higher 
cover limits than US$ 520 million the heavy tails would start disturbing diversification 
and influence our results. 
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Essay IV  
Epidemic cyber risk 

 

Werner Schnell 

 

Abstract 

The strongly interconnected cyberspace allows cyber threats to spread quickly around 
the globe, affect a huge number of targets simultaneously, and potentially become cata-
strophic. We use a new network approach to model contagiousness and accumulation of 
cyber risks in a cyber insurance portfolio. Network models not only take nonlinear de-
pendencies adequately into consideration, but they also allow for analysis of worst-case 
scenarios such as pandemics and systemic events. We analyze the consequences of net-
work dependencies on premium calculation, diversification, risk management, and reg-
ulation of cyber insurance. We show that the most important pricing factor is the inter-
connectedness of a client’s information technology (IT) and that diversification of cyber 
risks in an insurer’s portfolio might not always be optimal. Hubs in the network structure 
can accentuate spreading and need to be accounted for when underwriting cyber insur-
ance. Insurers should carefully select, charge adequate premiums, and require additional 
IT security measures especially for strongly interconnected clients. We provide insurers 
with a modeling framework and provide hints about information that should be surveyed 
to calibrate network models. Regulators are advised to review their insurers’ capital re-
quirements since they do not take the complex dependencies observed in network mod-
els adequately into account.  

 

Keywords 

Cyber risk, pandemic risk, systemic cyber risk, network model, risk accumulation, loss 
distribution approach 
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1 Introduction 

New technologies such as blockchains, the Internet of Things, cloud computing, ma-
chine learning, and big data increasingly penetrate every aspect of life. While this tech-
nological progress has brought opportunities and prosperity, it has also increased indi-
viduals and companies’ reliance on IT and amplified society’s vulnerability to cyber-
attacks. Every interruption that threatens the confidentiality, integrity and availability of 
data and services can have severe consequences. Cyber threats, such as malware, are 
highly contagious, spread quickly around the globe, and can potentially affect a huge 
number of targets simultaneously.1 The shock, while originating in cyber space, might 
eventually strike the real economy. When providers of critical services or infrastructures 
(e.g., stock markets, cloud services, power plants, communication services, traffic sys-
tems) are affected, the consequences are widespread and might even become cata-
strophic (WEF 2016). Such catastrophic events can affect insurers not only because they 
underwrite cyber insurance but also because the same incident might affect other lines 
of business simultaneously. Since insurers are strongly interconnected with the rest of 
the financial system (via the reinsurance market), they might even contribute to systemic 
risk. 

Despite its significance, the spreading and cumulation properties of cyber risk are not 
well understood and consequently it is difficult to undertake appropriate mitigation 
measures (WEF 2016). Obstacles to understanding cyber risk cumulation better are the 
lack of data, extreme events, a fast-changing technological environment, and strong 
opaque interconnections (see, e.g., Biener et al., 2015). The lack of data and the chang-
ing underlying risk landscape lead to problems in forming meaningful expectations and 
projections based on previous observations. It is difficult to account for extreme events 
if they have not yet been observed, but just because an extreme event has not happed 
yet does not mean it will never happen. Finally, new models should strive to understand 
the way cyber risks cumulate. Strong nonlinear dependencies may cause relatively be-
nign risks to cumulate to extreme losses on a portfolio or societal level (systemic cyber 

 
1  See for example the ransomware “WannaCry” in 2017 as one of the most consequential (infection 

based) cyber events observed so far. In only one day, the malware infected more than 200’000 com-
puters in 150 countries and caused an estimated damage in the hundred millions if not billions of 
US$ (Berr, 2017). 
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risk). In such circumstances, empirical models reach their limits. Instead, we need to 
build on technical knowledge about the interactions in IT systems and on worst-case 
scenarios based on experts’ judgments.  

To address these challenges, we extend the few previous attempts of using network mod-
els for cyber risks (see, e.g., Fahrenwaldt et al., 2018) by using more realistic network 
properties and adapt it to a concrete insurance cyber risk portfolio. We use a network in 
which the nodes represent the cyber policies in an insurer’s portfolio and the connections 
between the nodes describe transmission mechanisms of cyber threats. We focus on the 
spreading and infection of malware, such as viruses, ransomware, trojans, worms, and 
spyware. 2  The network links then describe the IT infrastructure that facilitates the 
spreading of such malware. There are different networks relevant for the spreading of 
malware such as the physical infrastructure of the Internet (i.e., computers, servers, and 
routers), communication protocols (i.e., internet protocol (IP), http, cell phone, and 
email; see, e.g., Daffron et al. 2019), and even social media (e.g., Facebook). We use 
common empirical properties for such cyber-related networks, like link distribution and 
infection probability, to build a representation and to simulate infection spreading. Fi-
nally, losses over the whole network are aggregated to evaluate the distribution of the 
insurer’s cyber insurance portfolio.  

Modeling dependence with networks has some advantages over other approaches. Since 
networks build directly on the underlying infrastructure, they can more accurately de-
scribe the connections between cyber policies and, after aggregation, provide improved 
estimates of the aggregate (systemic or portfolio) loss distribution. They are also more 
flexible than parametric models, such as copulas, and allow for describing complex non-
linear dependency structures. Moreover, networks are also appealing since they provide 
a deeper understanding of the underlying transmission mechanisms and thus allow for 
deriving efficient measures to reduce risk. Since networks can include hubs and IT se-
curity at the individual policy level, network models allow one to define and evaluate 

 
2  Our model can also describe non-malicious threats such as software bugs and security loopholes. 

Such cyber risks have been framed as interdependent IT security, where the same IT technology is 
deployed in multiple entities and causes similar vulnerabilities. In such a case, the network’s links 
can represent the (security) software provider’s own network of clients. Finally, other types of cyber 
risks are more idiosyncratic, such as insider attacks, hacking, hardware failure, and human error, and 
thus not of main interest here. 
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different scenarios (e.g., what would happen if a central or unsecured node is infected). 
An insurer could, for example, charge a higher premium or request enhanced IT security 
measures according to the role the company plays in the underwriting network. Finally, 
since networks do not rely directly on observed events, they enable extrapolation to 
more extreme outcomes in a well-defined and regulated way. The network that repre-
sents the transmission mechanism adequately also provides the projection rules for what 
could happen that has not yet been observed. The most extreme outcomes from simulat-
ing a network can serve as a theoretically well-founded (but abstract) worst-case sce-
nario. This contrasts with fitting a distribution directly, as it is difficult to justify why it 
should describe rarely observed tail events appropriately. 

We find that networks generate heavy-tailed, distributed loss frequencies in an insurer’s 
cyber insurance portfolio. Combined with the heavy-tailed severity found in previous 
literature, this intensifies the extreme distribution of cyber risks. Consequently, this in-
creases the premiums insurers charge for cyber insurance, reduces the benefits from di-
versifying cyber policies in an underwriting portfolio, and questions the appropriateness 
of regulatory capital requirements for underwriting cyber insurance. We also use stress 
tests and find that infecting highly interconnected nodes (exposed clients) greatly in-
flates the losses an insurer should expect. It also indicates that underwriting measures, 
such as avoiding exposed clients or requesting enhanced IT security, can reduce risk and 
capital requirements. Our findings can be used to improve risk management, premium 
calculation, and regulatory requirements for cyber risk.   

The paper is structured as follows. First, the need for new cyber risk dependence models 
is examined in the literature review. We then propose a model based on a network per-
spective and discuss how to choose the parameters. After aggregating over the network, 
we derive and evaluate the loss distribution at the level of the insurer’s cyber insurance 
portfolio. The consequences for pricing, diversification, and capital requirements are 
discussed. We also present robustness tests for our model and conclude by discussing 
the consequences for clients, insurers, regulators, and actuarial science. 

2 Literature review 

The relevant literature originates in two strands: the empirical investigation of cyber risk 
properties and the theoretical network models. The first strand concentrates mainly on 
investigating the marginal frequency and severity distribution of cyber risks separately 
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(collective risk model). The consensus is that cyber risks feature heavy-tailed (Pareto 
law) severity distribution (e.g., monetary losses, amount of data breached, number of 
infected computers) (Eling & Wirfs, 2019; Maillart & Sornette, 2010; Wheatley et al., 
2016). While it is possible to reliably estimate loss sizes, it is notoriously difficult to 
estimate the frequency of cyber incidents due to incomplete data (Wheatley et al., 2019).3 
Preliminary findings indicate that the frequencies of cyber events are not independent 
and the rate changes over time (over-disbursed compared to a Poisson distribution) (Ed-
wards et al., 2016). The models used are the beta-binomial (Böhme & Kataria, 2006), 
negative binomial (Edwards et al., 2016), and Poisson. However, the suitability of such 
estimations for actuarial applications is questionable. Since they are top down, meaning 
the frequency is directly estimated on a portfolio or country level, such estimates are not 
necessarily representative for a small insurer’s cyber portfolio. Modeling cyber risk from 
the bottom up (individual risk model) instead allows for more flexible dependence of 
frequency (and severity). The few attempts to do so build on correlation (Böhme & Ka-
taria, 2006; Mukhopadhyay et al., 2013) or copulas with stronger tail dependence, such 
as t-copulas (Böhme & Kataria, 2006), Clayton and Gumbel copulas (Herath & Herath, 
2011), and even more flexible copula structures (Eling & Jung, 2018). However, while 
popular for actuarial modeling and generally more flexible than other models (Staudt, 
2010), the copula models do not take the underlining transmission mechanism into ac-
count, have a rigid parametric structure, and thus do not describe dependence in cyber 
risk optimally (Van der Aalst, 2018). By taking all available information into account, 
network models can significantly improve the understanding of propagation and provide 
more realistic frequency models. They also allow one to understand the cumulation 
mechanism and to conjecture extreme events that have not yet been observed (scenarios) 

 
3  The often-used databases for cyber risk (SAS OpRisk by SAS Institute Inc. 2015 and Privacy Rights 

Clearinghouse 2020) suffer from incomplete data due to reporting and selection biases (Wheatley, 
Hofmann, & Sornette 2019). The reporting bias occurs if a company has not publicly reported a loss 
and, thus, it has not been included in the database. Selection bias means that such databases only 
report events and their severity but not company years with a loss of 0 (more specifically below 
100,000, called truncated data; Chernobai et al., 2006) Thus, we do not know the size of the observed 
sample (or whether it changes over time) and we can only infer the frequency conditional that a 
company was registered in the database at least once. 



Essay IV: Epidemic cyber risk 192 

 

The second strand is the literature on network models. Network models have been ap-
plied to insurance mainly to model systemic risk and financial assets.4 Some research 
uses networks directly to describe cyber risks, where the network represents the depend-
ence between computers, individuals, or firms (Böhme & Schwartz, 2010; Marotta et 
al., 2017). However, such research mostly focuses on technical issues or abstract theo-
retical (game theoretical) arguments (Fahrenwaldt et al., 2018). Purely technical papers 
use network models to model the spreading of cyber threats and, since networks allow 
for convenient incorporation of self-protection, analyze optimal IT security investments 
(Aspnes et al., 2006; Lelarge & Bolot, 2008a, 2008b). Since investments in IT security 
affect the whole system’s security, the main focus is to understand such externalities in 
the decision making. Several papers extend such endeavors by including the optimal 
decisions for insurance demand from an individual insurer, client, and societal perspec-
tive. The consensus is that if the insurer can observe the client’s IT security and charges 
premiums accordingly, the costs for self-protection can be internalized and optimal IT 
security can be achieved (Bolot & Lelarge, 2009; Lelarge & Bolot, 2009). Yang and Lui 
(2014) show that this incentive is strongest for clients with higher centrality. However, 
if the insurer cannot observe IT security, incentives might vanish and IT security invest-
ments become suboptimal (moral hazard) (Schwartz et al., 2010; Schwartz & Sastry, 
2014; Shetty et al., 2010). The discussion shows that research to date has concentrated 
on a technical and theoretical perspective. Only Fahrenwaldt, Weber, and Weske (2018) 
seem to take an actuarial perspective by proposing a pricing model for malware insur-
ance. Moreover, their model is also unique in that infections are modeled dynamically 
(infection-spreading model). We use an approach similar to Fahrenwaldt et al.’s (2018) 
and apply it to a wider range of actuarial applications, such as premium setting, capital 
requirements, and diversification.5 

 
4  The network’s links then usually represent credit exposures (contractual obligations) between insur-

ers or reinsurers (see, e.g., Kanno, 2016; Lin et al., 2015), the overlapping of the insurer’s asset 
portfolios (see, e.g., Billio et al., 2012), or dependence directly between the insurer’s own stocks (see, 
e.g., Billio et al., 2012). While little evidence suggests that insurers have systemic risk exposure, 
there is some evidence that large, globally operating reinsurers may be systemically relevant  (see, 
e.g., Kanno, 2016). Thus, underwriting strongly connected cyber risks may increase the systemic 
threat of the insurance industry, especially if a larger reinsurer is also affected. 

5  While Fahrenwaldt et al. (2018) use a mean-field approach to approximate moments of the final loss 
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From an actuarial perspective, the mentioned literature uses unrealistically and oversim-
plified assumption for the networks. Some papers use degenerated networks consisting 
of only two agents (Bolot & Lelarge, 2008; Ogut et al., 2005) or two different types of 
agents (Schwartz et al., 2010) to keep the analyses simple. Also, the network topologies 
used, such as complete graph (Ogut et al., 2005; Schwartz & Sastry, 2014), star-shaped 
(Bolot & Lelarge, 2008), tree shaped (Lelarge & Bolot, 2008b), and weakest links 
(Grossklags et al., 2008), may be appropriate to represent the physical IT infrastructure 
but not the logical and abstract links in a cyber insurance portfolio. While Fahrenwaldt 
et al. (2018) also use deterministic networks, they acknowledge that a more realistic 
model should build on random networks. Only a few papers using  random networks, 
such as the Erdős-Rényi (1960) graph (Lelarge & Bolot, 2008b; Yang & Lui, 2014), and 
more complex networks, such as scale-free networks, have been endorsed but to our 
knowledge never analyzed in a cyber insurance context (Böhme & Schwartz, 2010; Van 
der Aalst, 2018). One reason may be that mean-field approximations are not available 
for heterogeneous networks and thus are expensive to calculate (Fahrenwaldt et al., 
2018). By simulating infection spreading on an empirical-based, scale-free network, we 
attain a more realistic description of the dependence in an insurer’s cyber portfolio. 

However, scale-free networks applied to model financial assets and cyber policies can 
be considered a short position in an asset. Thus, the network’s node would represent the 
assets and the links describe “similarities” such as exposures to a common risk factor 
(indirect links). Frequently, the correlation between each pair of assets is used as the 
link’s weight (distance). For example, stock markets are characterized by scale-free 
(heavy-tailed) distributed networks, where a few nodes dominate the whole stock market 
(Tse et al., 2010). Peralta and Zareei (2016) and Výrost, Lyócsa, and Baumöhl (2019) 
show how portfolio selection can be improved based on the network topology by over-
investing in securities with low centrality6 (low systemic risk) that happen to be from 
old and large firms. Billio et al. (2016) show that networks increase systematic risk ex-
posure and thus reduce the power of diversification. For our purposes, this means that 

 
distribution, we simulate the whole distribution instead. Moreover, we use a static instead of a con-
tinuous-time model. 

6  Centrality measures the importance of a node in a network that is essentially determined by the 
strength of the node’s connectedness (number of connections and connections to highly connected 
nodes). 
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networks grow and produce old and large nodes (e.g., the Barabási and Albert model; 
1999), insurers should seek cyber exposure at the network’s periphery, policies with 
higher centrality should be charged higher premiums, and the reduced diversification 
potential might deter insurers from underwriting cyber risk in the first place.  

3 Methodology 

We assume an insurer holds a number of cyber insurance policies in an underwriting 
portfolio. To derive the aggregated distribution for the portfolio, we build on the indi-
vidual risk model (Panjer & Willmot, 1992).7 The individual risk model allows one to 
account for each risk’s characteristics (micro or bottom-up perspective) and thus uses 
the information contained in the network structure. A cyber underwriting portfolio shall 
consist of 𝑛𝑛 risk. We argue that the loss for each risk 𝑗𝑗 ∈ {1, . . ,𝑛𝑛} is the combination of 
a Bernoulli distributed variable 𝐼𝐼𝑗𝑗 ∈ {0,1} and a severity variable 𝑍𝑍𝑗𝑗 ∈ ℝ. 𝐼𝐼𝑗𝑗,0 =1 indi-

cates that policy j registers a loss and 𝐼𝐼𝑗𝑗,0 =0 indicates no loss. 𝑍𝑍𝑗𝑗 models the loss amount 

if a loss occurs. For all nodes combined, we can write in vector notation 𝑰𝑰 ∈ {0,1}𝑛𝑛 and 
𝒁𝒁 ∈ ℝ𝑛𝑛, both 𝑛𝑛-variate, generally not identical and independently distributed (iid), ran-
dom variables. The portfolio loss is then (sum over the combined loss of all policies):  

 𝑋𝑋 = 𝑰𝑰𝑇𝑇𝒁𝒁. (1) 

While 𝒁𝒁 describes the severity distribution of the losses, 𝑰𝑰 models the dependency be-
tween each node and, when aggregated, yields the frequency of portfolio losses. Thus, 
we call 𝑰𝑰 the frequency or dependence model. Research to date has concentrated on un-
derstanding 𝒁𝒁 and reliable estimates already exist (Eling & Wirfs, 2019). Thus, we do 
not focus here on 𝒁𝒁 and assume some homogeneity in 𝒁𝒁. On the contrary, modeling 𝑰𝑰 is 
less researched since, as discussed above, the frequency of cyber losses is generally dif-
ficult to estimate due to incomplete data (Wheatley et al., 2019). In principle, different 
models for 𝑰𝑰 are possible and thus ℳ denotes the set of different dependence models. In 
the following, we propose a model for 𝑰𝑰 based on a network approach that fills the em-
pirical gap of frequency modeling.  

To model the spreading of cyber threats, we build on the network epidemic approach 

 
7  The model traditionally used in modeling insurance risks is the so-called collective risk model (e.g., 

compounded Poisson distribution). 
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that distinguishes between network topology and the spreading dynamics (Pastor-
Satorras & Vespignani, 2001). The network topology provides the information regarding 
policyholders being in contact with each other and the spreading (or epidemic) model 
defines the dynamics of how the infection spreads on the network topology over time. 
This separation enables incorporating flexible complex network topologies.  

First, we represent an insurer’s portfolio and connections between its policyholders by 
a network topology. Using the actuarial definitions of Equation (1) in network terms, the 
policies in the insurer’s portfolio 𝑗𝑗 ∈ {1, … ,𝑛𝑛} are called nodes, 𝑛𝑛 is the size of the net-
work, and “potential correlations” are the links between nodes. In the following, we use 
both terminologies: the network terminology for the technical discussion of networks 
and the actuarial terminology to discuss the results at the portfolio level. Formally, a 
network topology is defined as a set of links as represented by the adjacency matrix 𝑨𝑨 ∈
{0,1}𝑛𝑛𝑛𝑛𝑛𝑛, where 𝑎𝑎𝑖𝑖,𝑗𝑗 = 1 indicates a link and 𝑎𝑎𝑖𝑖,𝑗𝑗 = 0 indicates no link between node 𝑖𝑖 

and 𝑗𝑗.8  We are interested in any link that allows for the transmission of different cyber 
threats (see Table 1). Indeed, cyber threats use a whole stack of networks layers, such as 
the physical infrastructure (connected routers and severs), communication protocols (IP, 
universal resource locators (URLs), phone calls, email), and services (cloud computing 
and social media). The latter two are called information networks, meaning the links 
describe proximity in an informational sense (as opposed to spatial networks where the 
links represent physical distance). However, note that links can even represent “similar-
ities” between the connected nodes, like the same IT security vulnerabilities, without 
any causality.  

Network topologies 𝑨𝑨 can be modeled in several ways. Since we do not know the ex-
act portfolio structure of a specific insurer, it is sensible to generate the network ran-
domly.9 Thus, we assume that the number of each node’s links, called the degree 𝐾𝐾, is 

 
8  We impose several assumptions on 𝑨𝑨. First, the graph is undirected, meaning 𝑎𝑎𝑖𝑖,𝑗𝑗 = 𝑎𝑎𝑗𝑗,𝑖𝑖  ∀ 𝑖𝑖, 𝑗𝑗 (𝑨𝑨 is 

symmetric). Second, we exclude self-interacting nodes, 𝑎𝑎𝑖𝑖,𝑖𝑖 = 0,∀ 𝑖𝑖. Third, there is no weighting for 
the strength of the links. While these assumptions do not necessarily reflect reality, they are often 
made as approximations (see, e.g., Fahrenwaldt et al., 2018). An insurer with more detailed infor-
mation about the connections between policies might be able to relax some of these assumptions. 

9  Since the sales personnel do not have a complete picture of the overall exposure of the insurance 
company, they cannot strategically select risks according to their interdependencies. As a result, the 
network is generated by random processes. If an insurer has more information, it could model the 
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distributed as 𝑓𝑓(𝑘𝑘) with an average of 𝑘𝑘. Frequently, the links in real networks are not 
homogenously distributed but tend to cluster at certain nodes (Barabási, 2016). One 
class of networks, which describes many real-world networks such as the Internet, router 
networks, email, and phone calls, is the scale-free network (Böhme & Schwartz, 2010; 
Tse et al., 2010; Yang & Lui, 2014).10 Scale-free networks feature power law distributed 
links (i.e., 𝑓𝑓(𝑘𝑘)~𝑘𝑘−𝛼𝛼) , where 𝛼𝛼  is the degree exponent (Barabási & Albert, 1999). 
Smaller 𝛼𝛼 means the links are more extremely distributed, but normally it is assumed 
that 𝛼𝛼 > 1 since for smaller values networks become unstable. The literature suggests 
that for cyber-related networks 𝛼𝛼  should be between 2 and 4 (see Table 1; Barabási 
2016). We use 𝛼𝛼 = 3 since this conveniently describes the Barabási-Albert (BA; 1999) 
model.  

By describing how networks build up over time, the BA model provides an algorithm to 
simulate scale-free networks.11 The BA algorithm is based on the idea of growth and 
preferential attachment. As the network grows over time, each new node preferentially 
connects to one that already has a lot of links (rich-get-richer or first-mover advantage). 
For example, most people are familiar with popular services like Google and Facebook 
but have never heard of millions of other web pages. The result of the BA algorithm is 
a network characterized by high clustering, hubs (unusually strongly connected), and 
ultra-small-world properties (see, e.g., Appendix A, Figure A1). The latter describes a 
network where only a small number of links (steps) connect (and eventually infect) any 
two nodes. The hubs in an underwriting portfolio may be ordinary companies with ex-
ceptionally strong reliance on IT, such as financial services, or critical IT companies, 
such as cloud services (e.g., Dropbox), social media (e.g., Facebook), software providers 
(e.g., Microsoft), and critical infrastructure providers (e.g., Cisco, air traffic systems, 

 
network deterministically.  

10  Other networks have been suggested to model cyber-related networks, such as random networks 
(Erdős & Rényi, 1960) and small-world networks (Watts & Strogatz, 1998). Since these models fea-
ture exponentially bounded degree distribution, they contradict the empirical properties. 

11  Subsequent extensions, such as the fitness networks (see, e.g., Bianconi & Barabási, 2001), try to 
capture an even better picture of the network’s evolution over time. However, more complex models 
come at a cost in terms of additional parameters and parameter uncertainty. Since we are only inter-
ested in the final state and not how the network evolves over time, we stick to the more parsimonious 
model. 
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central clearing counterparties12). However, hubs can also simply describe larger com-
panies that are more strongly interconnected. For an insurance portfolio, we expect these 
properties to lead to heavy-tailed frequency distribution (thus, Poisson and negative bi-
nomial might not be appropriate). Table 1 compares the empirical properties of cyber-
related networks with the property of our simulated BA network. 

Table 1. Cyber network properties  

Network Nodes Links 𝒌𝒌� 𝒌𝒌𝟐𝟐��� 𝜶𝜶 NT 

Internet Routers Internet connections 6.3 240 3.4 SW 

WWW Webpages Links 4.6 482 2.2 USW 

Mobile phone Subscribers Calls 2.5 12 4.9 SW 

Email Email addresses Emails 1.8 500 2.7 USW 

Power grid Power plants, transformers Cables 2.7 10 Exp. SW 

Simulated Cyber policies Contacts 3.9 37 3.0 (U)SW 

Note: The first part of the table is adapted from Barabási (2016) and summarizes empirical findings 
on cyber-related networks. 𝑘𝑘� is the average degree, 𝑘𝑘2��� the second moment of degree, and 𝛼𝛼 is the 
exponent of the power law degree distribution (“Exp.” means exponentially distributed degree, i.e., 
less heavy-tailed than the power law). All statistics are averages between incoming and outgoing 
links. The small-world (SW) property is defined as the average shortest distance between any two 
nodes growing proportionally to ln(𝑛𝑛) and the ultra-small-world (USW) is where the average path 
length grows as 𝑙𝑙𝑙𝑙(𝑙𝑙𝑙𝑙(𝑛𝑛)). 

While network 𝑨𝑨 serves as the structure on which cyber threats spread, we also need to 
define the spreading properties (epidemics). Transforming the definitions in Equation 
(1) into epidemic terminology, the occurrence of a loss is called “infection” and the loss 
state 𝐼𝐼𝑗𝑗 is equivalent to the infection state, where if node 𝑗𝑗 is infected, 𝐼𝐼𝑗𝑗,0 =1, and if not, 

 
12  An illustrative example would be the Bangladesh Bank heist in 2016 (see, e.g., Kitten, 2016). Hack-

ers used the international payments system, SWIFT, to steal U$81m from the NY Federal Reserve 
Bank. The federal reserve bank, as a central counterparty (CCP), and the SWIFT system can both 
represent hubs in the inter-banking network. Such hubs can cause risks to be correlated and to accu-
mulate in an insurer’s underwriting portfolio. 
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𝐼𝐼𝑗𝑗,0 =0. First, we need to define how the whole network is initially infected, denoted as 

𝑰𝑰0. We assume that initially the number and exact choice of infected nodes is random, 
where every node in the network is initially infected with a probability 𝑝𝑝0. Therefore, 
𝑰𝑰0 is iid multivariate Bernoulli distributed and the number of infected nodes (sum over 
𝑰𝑰0) is binomial distributed. Each initial infection can be interpreted as one threat that 
affects several policies simultaneously or as a different threat (e.g., different malware). 

The subsequent spreading, for 𝑡𝑡 > 0, is then recursively modeled as the transition prob-
ability 𝑝𝑝𝑡𝑡,𝑗𝑗 of each healthy node 𝑗𝑗 becoming infected, 𝐼𝐼𝑗𝑗: 0 → 1. The transition probabil-

ity 𝑝𝑝𝑡𝑡,𝑗𝑗 is determined by the probability that an infected node infects a healthy one, the 

so-called contagion probability 𝑞𝑞(𝑡𝑡), multiplied times 𝑗𝑗’s number of previously infected 
nearest neighbors 𝒂𝒂𝑗𝑗𝑰𝑰𝑡𝑡−1. In matrix notation, the vector of transition probability is: 

 𝒑𝒑𝑡𝑡 = 𝑞𝑞𝑡𝑡𝑨𝑨𝑰𝑰𝑡𝑡−1.  (2) 

The contagion probability 𝑞𝑞(𝑡𝑡)  is assumed to be homogenous, meaning that every 
healthy node has the same chance to be infected by an infected neighbor. 13 Moreover, 

we assume 𝑞𝑞(𝑡𝑡) decays over time, 𝑑𝑑𝑑𝑑(𝑡𝑡)
𝑑𝑑𝑑𝑑

< 0 (called the finite contagion time model; see 

Appendix B for the definition of the contagion function). Since 𝑞𝑞(𝑡𝑡) is decaying, the 
infection state of the network eventually stabilizes over time, denoted by 𝑇𝑇. Since the 
claim-settling process usually takes much longer than the spreading, we are only inter-
ested in the final infection state 𝑰𝑰𝑇𝑇. 

Due to the interactions in the network, the distribution of 𝐼𝐼𝑗𝑗,𝑡𝑡>0 is heterogeneous, mean-

ing it is potentially different for each node 𝑗𝑗 depending on the position in the network. 
Consequently, 𝑰𝑰𝑡𝑡>0 is generally not iid multivariate Bernoulli distributed and the num-
ber of infected nodes is no longer binomial distributed. Instead, the exact distribution of 
𝑰𝑰𝑡𝑡>0 is unknown and, thus, we need to simulate 𝑰𝑰𝑡𝑡>0 by drawing each time new realiza-
tions for the network 𝑨𝑨, the initial infection state 𝑰𝑰0, and the spreading process (Equation 
2).  

 
13  The contagion probability might also depend on the IT security measure, s, taken by clients, 𝑞𝑞(𝒔𝒔). 

While we do not consider s here, it would be a natural extension of the model if an insurer possesses 
such kind of information. 
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4 Parameter choice 

Even though network models are flexible and describe reality well, it is challenging to 
estimate reliably the network’s parameters. Table 2 summarizes the different parameters 
required here, how we set them, and from where the estimates are taken. The table also 
reports our qualitative assessment of how uncertain and sensitive our final results are to 
each parameter. If a parameter is uncertain and the results are sensitive to it, we subject 
this parameter to robustness analyses, as described in the second part of the paper.  

The first group of parameters govern the network topology. We set the network size 𝑛𝑛 
to 50 nodes (Eling & Schnell, 2019; Fahrenwaldt et al., 2018) and by that we 
acknowledge that the cyber insurance market is still rather small. It is important to note 
that size is not a critical parameter since the connectivity and the spreading behavior are 
fundamentally independent of the network size. The network size does not influence the 
spreading speed or the final infection rate in a scale-free network (Leveille, 2002). Thus, 
results for the baseline size can be extrapolated to larger portfolios. However, the smaller 
the network, the more the simulated degree distribution deviates from the theoretical 
one. Consequently, smaller networks have accentuated simulation errors that need to be 
compensated by more simulation runs. As shown in Appendix C, we find that the 1,500 
runs produce stable results for the statistics of interest.  

Table 2. Parameter choice 

 Variable  Value U,S  Source 

N
et

w
or

k 

Network size 𝑛𝑛 50 +,0  Eling & Schnell (2019) 

Average number of links 𝑘𝑘� 3.9 +,+  Table 1 

Degree exponent 𝛼𝛼 3.0 0,+  Table 1 

Sp
re

ad
in

g Initial infection probability 𝑝𝑝0 0.02 ++,++  Simulations (Appendix B) 

Contagion probability 𝑞𝑞0 0.20 ++,++  Simulations (Appendix B) 

Final infection rate 𝑝𝑝𝑇𝑇 0.27 0,++  Literature (Appendix B)  

O
th

er
s Correlation  𝜌𝜌 0.18 +,+  Böhme & Kataria (2006) 

Expected loss 𝐸𝐸(𝑍𝑍) US$ 43m 0,0  Eling & Wirfs (2019)  

Note: U stands for the uncertainty in the estimated parameter and S for the sensitivity of our results 
with respect to this parameter. 0, +, ++ mean unproblematic, problematic, and very problematic, re-
spectively. 
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The other parameters of the network topology that govern the degree distribution are 
discussed above. Both the average number and distribution (degree distribution) of links 
are critical for the outcome and their estimates are quite reliable. The average number 
of links increases the infection speed and rate since more links mean higher transition 
probabilities (Equation 2). Heavier tailed degree distribution (lower degree exponent) 
would yield more extreme outcomes as some infections tend to die out and others infect 
the whole network.  

The second group of parameters determines the spreading behavior of cyber threats. 
Generally, the parameters that rule the micro dynamics of the spreading, 𝑝𝑝0 and 𝑞𝑞0, are 
difficult to observe. It is easier to find reliable estimates for the final infection rate 𝑝𝑝𝑇𝑇 
and then work backward. However, why is a network model required if we can work 
directly with the final infection rate? The true value of a network model is not in provid-
ing a better estimate for the final infection rate but rather in providing the distribution 
of the final infection rate. Thus, we first fix the final infection rate and the spreading 
model then yields possible solutions for the space of 𝑝𝑝0 and 𝑞𝑞0 (see Appendix B). If one 
of the two parameters is fixed, we get a unique estimate for the other. Since both 𝑝𝑝0 and 
𝑞𝑞0 are not only difficult to observe but also greatly influence the results, we subject both 
to extensive sensitivity analyses. We find that our results are more sensitive to the initial 
infection probability than the contagion probability. Note that the contagion probability 
is equivalent to the average number of links. If an infection spreads on twice as many 
links but with half the contagion probability, then, ceteris paribus, the outcome is the 
same. Thus, the sensitivity analysis for 𝑞𝑞0 can also be considered a sensitivity analysis 

for 𝑘𝑘�.  

Finally, we compare the outcome for the network with a linear dependence model, where 
the correlation is set to 0.18 between each node. The severity of losses is assumed to be 
fixed and homogenous and is set as the expected loss 𝐸𝐸(𝑍𝑍). 

5 Results 

First, we simulate the loss frequency (i.e., final infection rate in network terms) of the 
insurance portfolio 𝑃𝑃𝑇𝑇. Theoretically, the infection rate distribution is defined as the sum 

of each risk’s infection state, 𝑃𝑃𝑇𝑇 = 𝒘𝒘𝑻𝑻𝑰𝑰, where 𝒘𝒘 = 𝟏𝟏
𝑛𝑛

. The distribution is then estimated 

by simulating 𝑰𝑰. Figure 1 shows the simulated distribution of 𝑃𝑃𝑇𝑇,𝑖𝑖 for the network model 
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and other dependence models 𝑖𝑖 ∈ ℳ. The frequency distribution for the network model 
consists of two peaks, as sometimes there is no infection at all (𝑝̂𝑝𝑇𝑇 = 0) and sometimes 
it converges toward a higher stable level (𝑝̂𝑝𝑇𝑇 = 0.6) In effect, the frequency distribution 
is heavy-tailed and convex in the midrange. The expected portfolio frequency is 
𝑝𝑝𝑇𝑇 = 𝐸𝐸(𝑃𝑃𝑇𝑇) = 𝐸𝐸(𝒘𝒘𝑻𝑻𝑰𝑰). When we take the average over all simulations, we get an esti-
mate for the final infection rate 𝑝̂𝑝𝑇𝑇 = 0.27 (see Table 2). 

Figure 1. Distribution of cyber portfolio loss frequency 

 

Note: The figure shows the simulated distribution of the insurer’s portfolio loss frequency. The 
frequency of the network model is compared to the Poisson and negative binomial distributions. 
The parametric distributions are estimated by means of maximum likelihood. The network's fre-
quency density is estimated by applying a Gaussian kernel to the simulated data. For illustrative 
purposes, the frequency is assumed to be approximative continuous while in effect there is a tick 
size of 𝑛𝑛−1. 

We compare the network frequency to distributions that have been endorsed for model-
ing the aggregate frequency of insurance and especially cyber risks. These models are 
called collective risk models since they directly attempt to model the frequency for the 
whole portfolio (see, e.g., Kuon et al., 1993). The consequence is that these models as-
sume independent and identical distributed frequencies (clearly not the case in a network) 
and allow for less rich dependency structures. The most often used distributions are the 
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Poisson and the negative binomial (NB) distribution (Edwards et al., 2016). Figure 1 
shows that both parametric distributions underestimate the probability for medium to 
high frequencies; the Poisson performs especially badly. This is not surprising since the 
Poisson distribution is the limiting distribution of the sum of iid Bernoulli’s, an assump-
tion violated by the network model.14 The frequencies of different nodes, however, are 
clearly dependent and not identically distributed. Since the Poisson is the limiting dis-
tribution of the binomial distribution, this finding also holds for the binomial distribution. 
The NB distribution in turn performs better because of the separation of the mean and 
variance parameters. Dependence in the infection rates of different nodes can be ac-
counted for by a higher variance of the NB (see, e.g., Wang, 1998).  

Instead of approximating the aggregated portfolio frequency directly (collective risk 
model), we can also compare the network frequency to the frequency distribution pro-
duced by different copulas. While copulas with strong tail dependence such as the Gum-
bel copula can produce heavy-tailed frequencies, they fail to replicate the bimodal (two 
peaks) distribution observed in the network (see Appendix E). This can be explained by 
the fact that Archimedean copulas generally use only one dependence parameter and 
thus fail to account for the network’s heterogeneity (link distribution). To conclude, if 
the network model captures at least part of the real processes at work, standard paramet-
ric frequency distributions and copula models cannot describe cyber risks in an insurer’s 
portfolio appropriately. The interactions in the network are too complex and thus can 
hardly be captured by a rigid and sparse parametric model. 

When we combine, as in Equation (1), the network’s frequency distribution 𝑰𝑰𝑖𝑖 with the 
severity distribution 𝒁𝒁, we attain the distribution of the aggregated cyber portfolio loss, 
𝑋𝑋𝑖𝑖, for different dependence models 𝑖𝑖 ∈ ℳ. Figure 2 shows that the portfolio distribu-
tion based on the network is heavier tailed than the distribution based on iid or linear 
correlation model. Thus, we find that the frequency distribution generated by networks 

 
14  Since the initial infection is the sum of Bernoulli trials, we attain a binomial or an approximation of 

a Poisson (or normally distributed frequency) if there are no further infections. For both approxima-
tions, the number of nodes is too small. Moreover, the infectability following the initial infection 
leads to complex interactions and causes the final distribution to deviate from these distributions. A 
homogenous network has similar effects as one of the central limit theorems is observed (despite the 
dependencies) and the final infection rate can be approximated by a normal distribution (Van der 
Aalst, 2018). However, under the heterogenous assumptions here, this approximation is not viable.  
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indeed reinforces the heavy-tailed severity distribution already observed (Eling & Wirfs, 
2019). 

Figure 2. Distribution of cyber portfolio loss 

  

Note: The figure shows the simulated cumulative loss distribution of an insurer’s portfolio. The 
network loss distribution is compared to the distribution for the iid and linear correlated frequency 
models. The loss is in mUS$. 

Next, we apply several statistics to evaluate the distribution of the underwriting cyber 
portfolio. First, we investigate the effect our model has on the insurance premium 𝜋𝜋. For 
that, we assume that the insurer is risk averse, meaning the premium is calculated as the 
expected loss plus a loading for the (portfolio) risk. Risk aversion is natural to assume 
for insurance companies for three main reasons. First, employees may be laid off if the 
company performs badly and it would lose part of its human capital. Thus, employees 
that may lose their job would be risk averse in their decision making. Second, regulatory 
frameworks increase costs for taking too much risk. Finally, the quality of insurance 
critically depends on the safety of the insurance company. The higher the probability of 
bankruptcy, the lower clients’ willingness to buy products. A utility model allows for 
incorporating risk aversion and we calculate the premium as the certainty equivalent of 
the portfolio’s loss 𝑋𝑋𝑖𝑖:  
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 𝜋𝜋𝑖𝑖 = 𝑈𝑈−1𝐸𝐸�𝑈𝑈(𝑋𝑋𝑖𝑖)�
𝑛𝑛

,  (3) 

where the utility function is concave in the losses and 𝑖𝑖 ∈ ℳ indexes the different mod-
els. We use the exponential utility that gives rise to the frequently used exponential pre-
mium principle (see, e.g., Denuit et al., 2006). The exponential utility is governed by the 
absolute risk aversion that we set at 0.005.15 We derive the absolute risk aversion pa-
rameter by requiring that the premium according to Equation (3) produce a loss ratio 
𝐸𝐸(𝑋𝑋)
𝜋𝜋

 that is consistent with the observed data. We choose a loss ratio of 0.7 (see, e.g., 

OECD, 2020).  

Second, our results have profound consequences for regulatory capital requirements and 
risk management. Thus, we also calculate the frequently used risk measures, value at 
risk 𝑉𝑉𝑉𝑉𝑉𝑉𝑞𝑞(𝑋𝑋𝑖𝑖) and tail value at risk 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑞𝑞(𝑋𝑋𝑖𝑖). The confidence level of the 𝑉𝑉𝑉𝑉𝑉𝑉 is cho-

sen according to the Solvency II requirements 𝑞𝑞 = 0.995 (EC 2015) and the 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 is 
based on the Swiss Solvency Test 𝑞𝑞 = 0.99  (Bundesamt für Privatversicherungen, 
2006). Both risk measures have advantages and disadvantages for describing cyber risks. 
The 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 can be considered the average of a percentage of worst-case scenarios (such 
as the financial crisis). Thus, 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 is more sensitive to the tail distribution and accounts 
better for heavy tails as observed here for the cyber risk frequency distribution. The 𝑉𝑉𝑉𝑉𝑉𝑉 
in turn is less sensitive to the tail distribution. This is an advantage whenever the obser-
vations in the tail are sparse and thus the tail distribution estimate is highly uncertain. 
The 𝑉𝑉𝑉𝑉𝑉𝑉 is a more robust estimator and performs better out of sample. In our model, 
this would mean that the 𝑉𝑉𝑉𝑉𝑉𝑉 should be less sensitive toward both the network inherent 
risk and modeling uncertainty (parameter choice). Thus, whether the 𝑉𝑉𝑉𝑉𝑉𝑉 or 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 is 
preferred for a network approach to cyber risk is a matter of trade-off between model 
uncertainty and taking extreme events properly into account. Being more confident 
about the network model representing the real processes properly demands use of the 
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇. 

Finally, to compare our findings with regulatory frameworks, we retrieve risk factors. 

 
15  The exponential utility function is defined as 𝑢𝑢(𝑥𝑥) = 1−𝑒𝑒−𝑎𝑎∙𝑥𝑥

𝑎𝑎
,𝑎𝑎 > 0  and 𝑎𝑎  describes the absolute 

risk aversion. The certainty equivalent (Equation 3) for the exponential utility simplifies to 𝜋𝜋 =
1
𝑎𝑎
𝑙𝑙𝑙𝑙�𝐸𝐸(𝑒𝑒𝑎𝑎∙𝑋𝑋)�. 
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Risk factors are convenient since they are measures relative to the business volume and 
thus can be compared easily and extrapolated to different portfolio sizes. We concentrate 
on Solvency II but acknowledge that the US risk-based capital framework is very similar 
and the results also apply. The simplified capital requirement, 𝑐𝑐𝑐𝑐,  is defined as (EC 
2015): 

 𝑐𝑐𝑐𝑐𝑖𝑖 = 3 ∙ 𝑠𝑠 ∙ 𝐸𝐸(𝑋𝑋𝑖𝑖),  (4) 

where 𝑠𝑠 is the risk factor defined by the regulator. Since no 𝑠𝑠 is specified specifically for 
cyber risk, we need to consider risk categories that the regulators consider to cover cyber 
risk. In previous work, we calculate a risk factor for underwriting the cyber risk exposure 
of 𝑠𝑠 = 0.14 (Eling & Schnell, 2019).16 Now we can compare this value to the risk factor 
implied in our network model, 𝑠̂𝑠. For that, we build on the fact that the regulator aims at 
a survival probability of 99.5%; thus, 𝑐𝑐𝑐𝑐 = 𝑉𝑉𝑉𝑉𝑉𝑉(𝑋𝑋𝑖𝑖) − 𝐸𝐸(𝑋𝑋𝑖𝑖) . After some transfor-
mations, we can retrieve an estimate for 𝑠̂𝑠 for each dependency model 𝑖𝑖 ∈ ℳ: 

 𝑠̂𝑠𝑖𝑖 = 𝑉𝑉𝑉𝑉𝑉𝑉99.5%(𝑋𝑋𝑖𝑖)−𝐸𝐸(𝑋𝑋𝑖𝑖)
3∙𝐸𝐸(𝑋𝑋𝑖𝑖)

.  (5) 

Table 3 shows the different statistics, expectations, premiums, 𝑉𝑉𝑉𝑉𝑉𝑉, 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇, and risk fac-
tors for different dependency models.  

Table 3. Statistics of cyber portfolio loss 

Model 𝒊𝒊 𝝁𝝁 𝝅𝝅 𝑽𝑽𝑽𝑽𝑽𝑽𝟎𝟎.𝟗𝟗𝟗𝟗𝟗𝟗 𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝟎𝟎.𝟗𝟗𝟗𝟗 𝒔𝒔� 

iid 11.4 12.4 946 989 0.05 

Linear correlation 11.1 16.5 1’247 1’277 0.17 

Network (baseline) 11.4 23.5 1’806 1’814 0.39 

Systemic institution 18.2 29.8 1’935 1’978 0.45 

Pandemic 29.9 33.4 2’021 2’042 0.48 
 

Note: The table reports the statistics for different frequency models 𝑖𝑖. 𝜇𝜇 stands for the 
mean, 𝜋𝜋 for the premium, 𝑉𝑉𝑉𝑉𝑉𝑉 for the value at risk, 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 for the tail value at risk, and 
𝑠̂𝑠 for the risk factor. The numbers are in mUS$. 

Since the mean of the sum of individual risks (whether dependent or not) is equal to the 

 
16  This derivation contains several aggregations over different risk categories and consideration of cor-

relation and diversification. Moreover, we simplify by assuming that the volume measure is identical 
to the expected value, 𝐸𝐸(𝑋𝑋𝑖𝑖). 
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sum of the means, iid, linear correlation, and network have the same mean (neglecting 
minor simulation errors). Despite that, the linear correlated and network risk are more 
extremely distributed. This is the reason why the (risk) premium, the 𝑉𝑉𝑉𝑉𝑉𝑉, and 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 
are larger for the correlated risks and even larger for the network model. Diversification 
reduces risk less in a network model and thus the risk loading is higher (the models are 
calibrated so that they have the same expectation). To conclude, a risk-averse insurer 
charges higher risk premiums if its calculations are based on the network model. 
Whether the client is willing to pay this additional premium is an open question. Simi-
larly, the survival probability is lower and the loss considering default is higher for the 
network model given a certain capital endowment because the risk factor suggests that 
more capital is needed due to the network dynamics. The next question we address is 
the reliability of this finding. 

5.1. Sensitivity analysis 

As discussed above, we identify the initial infection probability, 𝑝𝑝0, and the contagion 
probability, 𝑞𝑞0, as the most uncertain and influential parameters and thus subject them 
to sensitivity analyses. For this purpose, we define a broader plausible range for the two 
spreading parameters around their point estimate, PQ =
{(𝑝𝑝0, 𝑞𝑞0) ∈ ℝ2| 0.01 < 𝑝𝑝0<0.04, 0.05 < 𝑞𝑞0 < 0.4}. Table 4 shows the expected semi-
elasticity of our risk measures for the baseline model with respect to 𝑝𝑝0 and 𝑞𝑞0, where 
the expectation is taken over the whole parameter space PQ.17 

Table 4. Sensitivity to infection and contagion probability 

Elasticity 𝝁𝝁 𝝅𝝅 𝑽𝑽𝑽𝑽𝑽𝑽𝟎𝟎.𝟗𝟗𝟗𝟗𝟗𝟗 𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝟎𝟎.𝟗𝟗𝟗𝟗 𝒔𝒔� 

𝜀𝜀𝑝̂𝑝𝑜𝑜(. ) 35.7 13.9 5.2 6 8.8 

𝜀𝜀𝑞̂𝑞𝑜𝑜(. ) 6.4 6.3 3.3 3.8 5.7 
 

Note: The table reports the expected semi-elasticity of the different statistics with respect 
to 𝑝𝑝0  (𝜀𝜀𝑝̂𝑝𝑜𝑜)  and 𝑞𝑞0 �𝜀𝜀𝑞̂𝑞𝑜𝑜�  for the baseline model. 𝜇𝜇  stands for the mean, 𝜋𝜋  for the pre-
mium, 𝑉𝑉𝑉𝑉𝑉𝑉 for the value at risk, 𝑇𝑇𝑉𝑉𝑉𝑉𝑉𝑉 for the tail value at risk, and 𝑠̂𝑠 for the risk factor.  

 
17  Formally, we define the mean semi-elasticity as 𝜀𝜀𝑥𝑥(. ) = 𝐸𝐸 �𝜕𝜕 ln(.)

𝜕𝜕𝜕𝜕
(𝑝𝑝0, 𝑞𝑞0)� and approximate with the 

sample average 𝜀𝜀𝑥𝑥 ≈ 𝜀𝜀𝑥̂𝑥. 
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For example, the risk factor increases by 8.8% and 5.7% if 𝑝𝑝0 and 𝑞𝑞0 increase by 100 
points (e.g., from 4% to 5%), respectively. Generally, the results are more sensitive to 
the initial infection probability than the contagion probability. Moreover, the 𝑉𝑉𝑉𝑉𝑉𝑉, the 
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 and the risk factor are less sensitive to changes in both spreading parameters than 
the mean and the premium. This is because there is a limit to how many nodes can be 
infected (i.e., the total number of risks) and the frequency distribution is truncated at 
100%. Consequently, our estimates for the capital requirements (VaR, TVaR, risk factor) 
are more reliable than the one for the mean or premium. 

To fully understand the consequences for the risk factor, Figure 3 shows the risk factor 
for the whole parameter space PQ (see Appendix D for the other statistics). The regula-
tory risk factor is only sufficient if the contagion probability and the initial infection 
probability are sufficiently small. In particular, the contagion probability needs to be 
very small; for 𝑝𝑝0 = 0.02, this would mean 𝑞𝑞0 < 0.08 and 𝑝𝑝𝑇𝑇 = 0.09 It is interesting to 
note that the trade-off between the initial infection probability and contagious probabil-
ity features diminishing returns (the results for the contagion probability also apply to 
the average number of links since the two parameters are equivalent). Regulators can 
use Figure 4 to derive new risk factors for cyber risk underwriting based on their (chang-
ing) expectation about the spreading parameters.  
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Figure 3. Sensitivity of the risk factor  

  

Note: The figure shows the risk factor contours for the parameter space, PQ. The dark grey repre-
sents the area where the regulatory risk factor exceeds the risk factor required by our model. All 
other parameters are set as in the baseline model (Table 2). 

5.2. Pricing 

Instead of using a flat-rate premium as calculated in Equation (3), the heterogeneity of 
risks exposed to a network calls for premium differentiation and also provides clues on 
how this can be achieved. Ideally, an insurer differentiates the premium according to the 
client’s riskiness since the consequences of a lack of price differentiation are moral haz-
ard, adverse selection, and eventually market failure. A distorted premium might cause 
inefficiencies, such as too much or too little investment in IT security. From the insurer’s 
perspective, price differentiation is also relevant to meeting capital requirements and 
financing capital costs fairly. In our model, the riskiness of each client from an individ-
ual perspective is determined by the infection probability. However, an insurer also cares 
about how often a policyholder infects others in the portfolio and a pricing scheme that 
internalizes such costs is preferred.  Several factors influence the client’s risk, including 
size, industry, IT security measures, and data sensitivity. However, it should be possible 
for an insurer to survey the relevant information that can be used to approximate the risk.  
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In our model, a substantial part of such risk factors can be approximated by the measures 
of centrality. The simplest centrality measure is the relative number of links a node has, 
but more sophisticated measures also consider how many links the node’s neighbors 
have (second- and higher order links). Higher centrality in general is associated with 
higher returns for financial assets, and it can be regarded as a systematic risk factor that 
cannot be diversified. To see that, we adapt Billio et al.’s (2016) extended asset pricing 
model 𝜋𝜋 = 𝐸𝐸(𝑋𝑋) + 𝜷𝜷 ∙ 𝒇𝒇 + 𝝐𝝐∗; thus, the premium is the expected value, plus a system-
atic component 𝜷𝜷 ∙ 𝒇𝒇 and error terms 𝝐𝝐∗. The systematic component is neglected here 
since cyber risks are only weakly related to systematic factors. The extension of Billio 
et al.’s model is that it allows for network interactions, described by 𝑾𝑾(𝑨𝑨), in the idio-
syncratic shocks 𝝐𝝐 and thus losses of each node 𝝐𝝐∗ = 𝑾𝑾 ∙ 𝝐𝝐 are no longer independent 
and identically distributed. Because of the network’s interaction, idiosyncratic shocks 
propagate and an endogenously systematic risk component emerges. As this network 
exposure component cannot be diversified, it is relevant for pricing (see, e.g., Richmond, 
2019).  

The relationship between the network 𝑨𝑨 and the weighting is  𝑾𝑾 = (𝟏𝟏𝒏𝒏 − 𝜆𝜆𝑨𝑨)−1, were 
𝜆𝜆 captures the response of one node to losses in other nodes. When the error vector is 
set to 1, we can recover the Katz (1953) centrality vector 𝒄𝒄 = 𝑾𝑾𝑾𝑾. Thus, here, the Katz 
centrality can be regarded as a natural measure for the network centrality. We choose 
𝜆𝜆 = 0.18 as the largest eigenvalue 𝜆𝜆𝑚𝑚𝑚𝑚𝑚𝑚 of 𝑨𝑨 (called the eigenvalue centrality). We de-
fine a linear premium model dependent on each node’s centrality 𝑐𝑐 (see, e.g., Ahern, 
2013): 

 𝜋𝜋(𝑐𝑐) = 𝜇𝜇 + 𝑟𝑟𝑟𝑟 + 𝛽𝛽𝑐𝑐 ∙ c,  (6) 

where 𝜇𝜇 = 𝐸𝐸(𝑋𝑋)  and 𝑟𝑟𝑟𝑟 = 𝐸𝐸(𝜋𝜋) − 𝜇𝜇 . The premium is separated into three different 
components. The first component is the expected loss. The second is the expected risk 
premium, 𝑟𝑟𝑟𝑟, due to the risk aversion (with respect to absolute risk not the systemic risk 
factor models imply). Third, 𝛽𝛽𝑐𝑐 is the factor price of the network exposure. We can also 
represent the linear model actuarially with proportional loadings on the expected value 
(see, e.g., Zweifel & Eisen, 2012, p. 219):18 

 
18  For 𝑟𝑟𝑟𝑟∗ = 𝑟𝑟𝑟𝑟

𝜇𝜇
 and 𝛽𝛽𝑐𝑐

∗ = 𝛽𝛽𝑐𝑐
𝜇𝜇

, Equation (7) results. 
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 𝜋𝜋(𝑐𝑐) = (1 + 𝑟𝑟𝑟𝑟∗ + 𝛽𝛽𝑐𝑐
∗ ∙ 𝑐𝑐) ∙ 𝜇𝜇.   (7) 

The factors in Equation (7) are now defined relative to the expected value. 𝛽𝛽𝑐𝑐
∗

 is again 

the loading for the network exposure. We estimate Equation (6) and derive the risk fac-
tors in Equation (7) by regressing the fair premium 𝜋𝜋 (Equation 3 applied to each node 
individually) on the standardized 𝑐𝑐: 

 𝑟𝑟𝑟𝑟�∗ = 1.1, 𝛽𝛽�𝑐𝑐
∗

= 0.30, and 𝑅𝑅2 = 0.95 

The model explains a substantial proportion of the variation in the premium (the rest 
being uncertainty from the simulations of the initial and global infection probability), 
and centrality 𝑐𝑐 is significantly positively priced. We also calculate the elasticity 𝜕𝜕ln(𝜋𝜋)

𝜕𝜕ln(𝑐𝑐)
 by 

estimating the log-log model of Equation (6). The elasticity is 0.44. A 10% increase in 
the infection probability or riskiness would mean the insurer should charge 4.4% more 
in premiums. If riskier clients not only have higher infection rates but also tend to feature 
higher losses, the premium would react more strongly. To conclude, the infection prob-
ability has a strong effect on the fair premium and should be considered in pricing cyber 
policies.  

As discussed above, another important factor for calculation of the fair premium is the 
IT security a client has in place. This influences the node’s infection probability 𝒒𝒒𝑡𝑡(𝒔𝒔) 
as well as how often the node infects others. If links are directed, certain nodes may be 
infected frequently but rarely infect others. Such a node’s effort not to infect others can 
be internalized by a discount on the premium according to Equation (6). The insurer’s 
clients would then not only invest in IT security for their own sake but, motivated by the 
discount, also on behalf of the insurer’s whole portfolio.  

5.3. Diversification 

The network model also has implications for the diversification. Under the classical as-
sumption of expected utility and thin-tailed risk (without any frictions), diversification 
is always optimal even if the risks are correlated. The benefits from diversification ena-
ble the insurance industry to provide risk transfer for a price that consumers are willing 
to pay and generates welfare gains for society. However, Ibragimov, Jaffee, and Walden 
(2009) point out that diversification might not be optimal if we deviate from the classical 
assumption, such as heavy-tailed distributions and nonlinear dependence. For financial 
assets, network dependencies reduce the diversification benefits (see, e.g., Billio et al., 
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2016). Here we extend the findings of Ibragimov et al. (2009) by showing that diversi-
fication also might not work as expected when the frequencies are generated by our net-
work model. For that, we apply the expected utility of the insurer’s payoff for different 
portfolio sizes 𝑛𝑛:  

 𝑢𝑢𝑖𝑖,𝑛𝑛 = 𝐸𝐸 �𝑈𝑈�𝑘𝑘 + 𝟏𝟏𝑛𝑛𝑇𝑇𝜋𝜋𝑖𝑖 − 𝑋𝑋𝑖𝑖,𝑛𝑛��,  (8) 

where we use the isoelastic utility with a relative risk aversion parameter of 0.97 (Ibra-
gimov et al., 2009). 19 The term in the inner bracket is the aggregated payoff of the in-
surer, consisting of the initial capital endowment plus the premium payments minus the 
losses on the policies. The premium is derived by applying Equation (3) to the loss dis-
tribution of one policy. 

Figure 4 shows the insurer’s utility in pooling risks for different dependency models. 
The figure shows that for the iid and linear correlation models the results are as expected. 
As the portfolio size increases, diversification reduces risks and the utility of the insurer 
increases. Also, as expected, the merit of diversification is less for correlated risk than 
for iid risk. For the network model that features nonlinear correlation (or convex fre-
quency distribution, see Figure 1), things are different. For the specific parameters used 
here, we have a so-called local diversification trap. This means that for small portfolios 
diversification actually increases risk and thus the utility decreases. After the portfolio 
reaches a minimum size (here 48 risks), diversification again yields benefits. If the in-
surer cannot reach a critical portfolio size or if it takes time to build such a portfolio, the 
insurer will never choose to underwrite cyber risk in the first place. As a consequence, 
the market might not develop at all.  

  

 
19  The isoelastic utility function is defined as 𝑢𝑢(𝑥𝑥) = 𝑥𝑥1−𝜂𝜂−1

1−𝜂𝜂
, 𝜂𝜂 > 0, 𝜂𝜂 ≠ 1 and 𝜂𝜂 describes the relative 

risk aversion. 
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Figure 4. Diversification for network risks 

 

Note: The figure shows the expected utility 𝑢𝑢𝑖𝑖,𝑛𝑛 of underwriting cyber policies as a function of the 
portfolio size. The utility for the network model is compared to different frequency models (iid, 
linear correlation). The parameters are chosen as in the baseline setting (Table 2). 

Compared to Ibragimov et al. (2009), who use a model with iid risks, our results show 
that the nonlinear frequency dependency is sufficient to observe a local market failure. 
We do not need to assume heavy-tailed severities and limited liability (Ibragimov et al., 
2009). However, heavy-tailed severity would cause the nondiversification trap to be 
more pronounced.  

5.4. Scenario analysis 

We propose and analyze three approaches to include scenarios in the insurer’s cyber 
insurance portfolio, namely, systemically important institution, pandemic spreading, and 
spillover, First, the notion of systemic risk is that a financial institution is “too big to fail.” 
From the perspective of cyber risk, such critical companies can be identified, and they 
might be called “too interconnected to fail”. Such an institution can be a monopolistic 
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software provider or a cloud service provider.20 In our network model, we chose to infect 
the node with the highest connection density (critical institution) and analyze the out-
come. Figure 5 shows the results. We find that the final infection rate increases from 27% 
in the baseline model to 58% if a systemically important institution is infected.  

Figure 5. Portfolio distribution for systemic institution 

 

Note: The figure compares the insurer’s portfolio loss distribution for the systemically important 
institution scenario to the baseline model. The top figure shows the simulated frequency density and 
the bottom figure the cumulative loss distribution. For illustrative purposes, the loss frequencies are 
estimated by applying a kernel and are assumed to be continuous. The losses are in mUS$. 

The results show that losses become greater when a critical institution is infected. Cloud 
service can lead to high concentration.  As a consequence, insurers are advised to require 
their clients to have some diversification in cloud service providers or to insource the 
services. For the society, this would mean that the cloud architecture, which became 

 
20  The market for cloud services is highly concentrated with only four big companies (Amazon AWS, 

Microsoft, IBM, and Google) providing 50% of the market (Risk Management Solutions Inc., 2016). 
It seems this concentration is due to significant economies of scale for such kind of services.  
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fashionable recently, must be revaluated. Blockchain technology, which provides ser-
vices and stores data in a decentralized format, may mitigate some of the weaknesses of 
the cloud architecture (see, e.g., Mrvosevic, 2019; Wolfson, 2018). 

Figure 6. Portfolio distribution for pandemic spreading 

 

Note: The figure compares the insurer’s portfolio loss distribution for the pandemic scenario to the 
baseline model. The top figure shows the simulated frequency density and the bottom figure the 
cumulative loss distribution. For illustrative purposes, the loss frequencies are estimated by apply-
ing a kernel and are assumed to be continuous. The losses are in mUS$. 

The second approach is to model systemic risk; “pandemic spreading” assumes that the 
systemic event manifests by many infected nodes in the larger economy. The insurer’s 
portfolio in turn is embedded in and connected to the larger economy. If more companies 
are infected outside, more paths of infection for the insurer’s portfolio exist. This in-
creases the likelihood of each node being initially infected and thus translates here to a 
higher expected initial infection rate. We assume that on average 10% of the nodes are 
initially infected (each node’s initial infection is Bernoulli distributed with 𝑝𝑝0 = 0.1 in-
stead of 𝑝𝑝0 = 0.02 as before). Figure 6 shows the distribution for the new scenario. 

The results show that in the pandemic scenario the frequency of cyber losses increases 
and the cyber insurance portfolio features larger losses. The losses are not only higher 
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than expected but are also more severe according to the value at risk (see Table 3). 

The risk factors are compared in Figure 7 (and Table 3) for the different models. First, 
we see that the network model requires an extra capital charge compared to the standard 
Solvency II model. This is because Solvency II considers linear correlations only. In a 
sense, this extra capital charge reflects systemic risk in the portfolio itself. The other two 
scenarios require even more capital. This is capital for systemic risk in a narrower sense 
that results from more severe distress in the economy.  

Figure 7. Capital requirements for different scenarios 

 

Note: The plot shows the risk factors(s) for different scenarios. s is split according to the contribu-
tion of iid risks, linear correlated risks, network exposure (heterogenous dependent risks), and sys-
temic risk based on the two scenarios. The dotted line indicates the regulatory risk factor defined 
by Solvency II. 

Since complex networks do not generally fulfill the Markov property, the initial infec-
tion rate and the exact infection location matter. Insurers should identify critical hubs in 
their underwriting portfolios, limit their exposure, and demand higher security measures. 
Generally, we find the stronger the clustering, the more IT security trumps insurance 
solutions. Moreover, the infection rate is likely to depend on the IT security in which 
the client invests. We did not include it here since it is difficult to come up with a sound 
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estimation. However, insurers can include an IT security rating in the network model 
and thus differentiate premiums accordingly. For clients that resemble hubs in the un-
derwriting network, insurers can even require a minimum standard for IT security before 
underwriting them. 

While micro and macro prudential approaches share similar instruments (risk measures), 
they have a different focus (ECB 2014). The analysis so far has taken a micro prudential 
approach that aims at ensuring the survival of the individual company and protection of 
its stakeholders. Micro prudential regulations focus on a firm’s idiosyncratic risk. The 
macro prudential approach in turn is concerned with the survival of the whole system 
and minimizing the externality of the collapse of the entire system. Thus, the macro 
prudential approach puts more emphasis on the interdependency between institutions 
(feedback loops). The macro prudential perspective internalizes effects that would not 
be the case for the micro prudential perspective. It also takes the interaction with the rest 
of the economy into consideration.  

One such macro prudential instrument is the systemic risk buffer (SRB) implemented in 
the European Union; the SRB is intended to prevent and mitigate serious consequences 
for the financial system and the real economy and complements the counter-cyclical 
capital buffer (ECO 2020). It can be applied to all or a subset of banks with similar risk 
profiles. While the insurance regulatory frameworks do not generally include a charge 
for systemic risk, we ask whether the systemic risk buffer for banks can be applied to 
insurers that underwrite cyber risk. Most countries have set SRB at around 0.03 of the 
risk-weighted assets (ESRB 2019). However, in insurance regulation, the capital re-
quirements are specified based on debt not assets and some transformations are in place. 
After the necessary transformations, we attain a risk factor of 0.2 (instead of 0.14).21 
That is still significantly below our model’s risk factor and when comparing the systemic 
events (see Figure 7) to the high initial infection and contagion probability, the portfolio 
would not be sufficiently buffered. 

 
21  If we assume that the risk-weighted assets (𝑅𝑅𝑅𝑅𝑅𝑅) can be approximated by equity (𝐸𝐸) and debt (𝐷𝐷) 

and the required capital (𝑐𝑐𝑐𝑐) is equal to equity (𝐸𝐸), we have 𝑐𝑐𝑐𝑐 = 𝑠𝑠 ∙ 𝑅𝑅𝑅𝑅𝑅𝑅 = 𝑠𝑠(𝑐𝑐𝑐𝑐 + 𝐷𝐷) = 𝑠𝑠
1−𝑠𝑠

𝐷𝐷 =
0.14+0.03

1−(0.14+0.03)𝐷𝐷 = 0.201 ∙ 𝐷𝐷. 
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6 Conclusion 

In this paper, we propose a new network approach to model dependence in an insurer’s 
underwriting portfolio of cyber risks. By building on the individual risk model, networks 
provide a way to model the real underlining structure on which cyber risk spreads. This 
micro or bottom-up approach allows for higher flexibility dependence modeling and 
more heterogeneity for different risks than other actuarial approaches, such as collective 
frequency models or copulas. Moreover, by separating the infection state (or frequency) 
from severity, the model allows for incorporating any dependence structure between the 
frequency and severity. It also allows one to account for IT security measures taken by 
each node. We combine the dependence model with the severity distribution, as investi-
gated in the literature, to attain estimates for the portfolio losses in cyber insurance. 

As we show, networks that facilitate the spreading of cyber threats feature heavy-tailed 
degree distributions. Such networks are characterized by high centralization, formation 
of hubs (such as IT companies), and ultra-small-world property. In these networks, cyber 
threats spread quickly if a hub is affected but might die out if a node in the periphery is 
affected. We show that an insurer’s underwriting cyber portfolio being scale-free dis-
tributed leads to extremely and irregularly distributed loss frequency; this cannot be 
modeled adequately by any type of proposed collective frequency model, like Poisson 
or negative binomial distribution, or by any individual frequency model, such as the 
Gauss or Gumbel copula. The extreme frequency distribution exaggerates the observed 
heavy tails for the loss severity. Moreover, allowing heterogeneity in the severity distri-
bution (i.e., hubs are not only infected more often but also feature higher losses) would 
make the distribution of the portfolio even more extreme.  

Our results have important consequences. Compared to other dependency models, the 
extreme frequency distribution means higher premiums, higher measures of risk, higher 
capital requirements, and insufficiency of regulatory capital. Higher premiums and more 
capital expenses would pose an obstacle to development of the cyber insurance market. 
To our knowledge, we are the first to show that scale-free networks can render diversi-
fication suboptimal for some portfolio sizes, called the nondiversification trap (Ibra-
gimov et al., 2009). In such circumstances, insurers that cannot reach a critical portfolio 
size would not be willing to underwrite cyber risks. Consequently, an insurance market 
would not exist for cyber risk and insurance as a risk management tool would not be 
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available. Moreover, the network model also allows us to implement worst case scenar-
ios conveniently, including a systemic institution that is affected and systemic spreading. 
We show that the outcome can be devastating (low tipping point end even full infection). 

The bottom-up approach provided by networks also allows us to derive recommenda-
tions for insurers. Insurers should carefully manage their underwriting portfolio. They 
should completely avoid exposure to hubs, charge a higher premium, or require compa-
nies to take additional IT security measures. We also propose a model for how insurance 
premiums for cyber insurance can be fairly calculated as a linear function of the client’s 
connectivity. Generally, the insurer should strive for an underwriting portfolio that is 
characterized by low density and low clustering. First, cyber models need to take the 
dependency structure we find here into account. We should also emphasize that insurers 
need to collect very detailed information about the client’s IT infrastructure and business 
model to be able to calibrate a network model adequately. For example, insurers should 
require their clients to diversify their sourcing of IT services or charge a premium if a 
concentration exists. However, our proposed network model provides guidance on what 
kind of information needs to be obtained and which parameters are truly important.  

In turn, regulators should require more capital for the underwriting of cyber policies (see 
Eling & Schnell, 2019). The discount usually implicitly included in the capital require-
ments for diversification needs to be reconsidered since diversification does not always 
reduce risk. Additionally, capital for hubs in the underwriting network should be con-
sidered. Our model provides guidance on what kind of systemic scenarios are plausible 
and how regulators can implement them. However, more importantly, regulators should 
take a broader perspective that emerges when each insurer’s underwriting network is 
considered as part of a national or global network. One question is whether the emphasis 
on the micro prudential approach of the current regulations is sufficient or whether sys-
temic cyber risk should be addressed with a macro prudential approach (see, e.g., Han-
son et al., 2011). Regulators should include system-wide distress in their macropruden-
tial models. Another question is whether critical companies such as software, cloud ser-
vice, and communication service providers should be classified as systemic and be reg-
ulated accordingly (similar to the additional capital buffer for systemic banks under Ba-
sel III). Other suggestions include establishing a new international governance body that 
monitors systemic cyber risk (similar to the financial stability board) and whether a 
“systemic cyber risk tax” should be introduced (Benoit et al., 2017). Finally, companies 



Essay IV: Epidemic cyber risk 219 

 

can reduce systemic risk by increasing resilience to systemic cyber risk, for example, 
with redundant and geographically diversified systems. 

As more data on cyber risk emerge, future research can improve the network model 
proposed here by allowing for different link strengths (weighting), directional links, al-
ternative link distributions, or completely different models, such as fitness network mod-
els. Moreover, using multilayer (interdependent) and dynamic networks (see, e.g. Kivelä 
et al., 2014; Zhao et al., 2018) can also improve the representation of real systems. For 
example, cyber risks can eventually affect the power system (see, e.g., Bashan et al., 
2013). An insurer that underwrites cyber risks and insures the power grid is essentially 
exposed to two layers of interacting networks. The interaction of the cyber insurance 
network and the reinsurance network would allow for analyzing systemic risk on an 
industry level. We conjecture that such interaction would make catastrophic events more 
likely. Spreading models can also be improved with more data and adapted to specific 
threats, such as viruses.  
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8 Appendices   

Appendix A. Example network 

Figure A1 shows an example of our network. These kinds of networks are strongly clus-
tered in that a few nodes are strongly interconnected while others have only a few links.  

Figure A1. Cyber underwriting network  

 

Note: The plot shows one simulation of the cyber underwriting network 
with 50 policies. The sizes of the nodes are proportional to their number 
of links. 

Appendix B. Cyber risk spreading 

We use an exponential decaying infection probability. The function is defined as: 

 𝑞𝑞(𝑡𝑡) = 𝑞𝑞0 ∙ 𝑒𝑒
−𝑡𝑡𝜏𝜏,  (B1) 

where 𝜏𝜏 stands for the mean half-life that we set to 𝜏𝜏 = 5. Table B1 lists the relevant 
literature that uses scenarios, case studies, or surveys to derive estimates for the network 
model. It seems that most attacks are resolved within days and the company is no longer 
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infected (this does not mean that the damage is resolved, especially if physical infra-
structure is also affected). A mean half-life 𝜏𝜏 of five days seems to be sensible.22 This 
means that each infected policy holder is on average infectious for five days. After that, 
we assume that the security leak has been addressed and the node cannot be attacked.  

Table B1. Literature on network parameters 

Scenario Parameter Estimate Reference 

DoS Frequency: Half of all major U.S. companies experi-
enced a DDoS attack in 2015 and one in eight of those 
attacks rendered their websites unavailable. 

Recovery Time: Outages of hours to one week. 

Risk Management Solu-
tions Inc. (2016), Dejung 
(2017) 

Cloud Service 
Failure 

Recovery Time: A few hours up to one month of persis-
tence are conceivable.  

Risk Management Solu-
tions Inc. (2016), Dejung 
(2017), WEF (2014) 

SCADA/ 
ICS 

Recovery Time: Potential to persist for three weeks. Dejung (2017) 

Financial 
Transaction 
Cyber Com-
promise 

Recovery Time: Up to 12 months until the complex and 
obscure criminal operation is fully understood. 

Risk Management Solu-
tions Inc. (2016) 

Telecommu-
nication sce-
narios 

Recovery Time: Attack persistence of seven days is as-
sumed in the first scenario, while the persistence in the 
second scenario is expected to be shorter. 

Dejung (2017) 

Strategic 
cross-sector 
attack sce-
nario 

Frequency: Ruffle et al. (2016) estimate the frequency 
of such an event at 1%.  

Relatively short period of a few days as the attack is ex-
pected to be carried out on a single day at numerous com-
panies 

Risk Management Solu-
tions Inc. (2016), Ruffle 
et al. (2014) 

Event   

SCADA/ 
ICS 

Recovery Time: Four days Nicastro (2016) 

 
22  For example, the malware “WannaCry” first outbreak in 2017 finished after 4 days as security 

patches where available and dispatched by that time (Lee, 2017). 
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WannaCry Frequency: 34% of all NHS trusts in England Coburn et al. (2019) 

Survey   

Data Breach Frequency: Likelihood of a recurring material breach 
over the next two years 27.9%, South Africa: 43%, Ger-
many: 14.3% 

Recovery Time: Mean time to contain: 69 days 

Ponemon Institute LLC 
(2018) 

Cyber-In-
duced Busi-
ness Interrup-
tion 

Frequency: In a 2018 survey of 1,300 companies across 
the U.S., Canada, the U.K., Mexico, Australia, Germany, 
Japan, and Singapore, two-thirds of companies said they 
have been targeted with a supply chain attack costing an 
average of US$1.1 million per attack, with 34% of com-
panies reporting that their operations had been disrupted. 

Recovery Time: Though U.S. organizations averaged a 
12-hour response time, attacks can take up to 63 hours to 
detect and remediate. 

Crowdstrike (2018), Co-
burn et al. (2019) 

DDoS Frequency: After suffering from a DDoS attack, 57% of 
targeted organizations report reputation and brand dam-
age as the primary business impact (40% as large organi-
zations faced an average of eight attacks per day) 

Whalen (2018), Coburn 
et al. (2019) 

Note: This table is partially based on Eling, Elvedi, and Falco (2020), where more details can be found. 

Table B1 also provides an overview on the current literature on the frequency of cyber 
risk incidents. The frequency of companies that suffer damage from an attack varies 
greatly from 0.14 to 0.57. We think a final infection probability, 𝑝𝑝𝑇𝑇, of 0.27 is reasonable. 
While it is possible to estimate 𝑝𝑝𝑇𝑇, we need to calibrate the initial infection probability 
𝑝𝑝0 and contagion probability 𝑞𝑞0 in our model. These two parameters are difficult to esti-
mate since no data are available. Thus, we reengineer backward what combination of 
{𝑝𝑝0, 𝑞𝑞0} would lead to a final infection frequency of 0.27. Figure B1 shows the final 
infection rate for different combinations of {𝑝𝑝0, 𝑞𝑞0}. 
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Figure B1. Sensitivity of final infection frequency 

 

Note: The figure shows the final infection frequency for the space of initial infection and contagion 
probability. The two dotted lines show the parameter choice for the baseline model (𝑝𝑝0 = 0.02, 𝑞𝑞0 =
0.2). 

The analysis shows that a convex combination of 𝑝𝑝0 and 𝑞𝑞0 solves for the same final 
infection frequency of 0.27. We set 𝑝𝑝0 = 0.02  and 𝑞𝑞0 = 0.2  for the baseline model. 
However, we also report the same results for different parameter spaces (Figure 3 and 
Appendix D). 
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Appendix C. Stability of simulations 

Figure C1 shows the expectation, premium, 𝑉𝑉𝑉𝑉𝑉𝑉, and 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 of the portfolio frequency 
for the baseline model (Table 2). The analysis shows that the expectation and premium 
(based on the expected utility) stabilize faster than the 𝑉𝑉𝑉𝑉𝑉𝑉 and the 𝑇𝑇𝑇𝑇𝑇𝑇𝑅𝑅. The 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 is 
the most unstable parameter since it is based on only a few simulated observations in the 
distribution’s tail. In any case, all the statistics seem to stabilize eventually at around 
1,500 simulations. Thus, we use 1,500 simulations for all the analyses conducted. 

Figure C1. Statistics for increasing number of simulations 

 

Note: The figure shows the evolution of mean, premium (upper figure), value at risk, and tail value 
at risk (lower figure), based on the portfolio frequency for an increasing number of simulations. 
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Appendix D. Additional sensitivity analyses 

In the following, we investigate how the statistics depend on the parameter space of 
initial infection and contagion probability, PQ =
{(𝑝𝑝0, 𝑞𝑞0) ∈ ℝ2| 0.01 < 𝑝𝑝0<0.04, 0.05 < 𝑞𝑞0 < 0.4}. Figure D1 shows that all the statis-
tics are sensitive to the choice of (𝑝𝑝0, 𝑞𝑞0) and the trade-off is convex. Moreover, the in-
difference curves for the risk-sensitive measures, namely, premium, 𝑉𝑉𝑉𝑉𝑉𝑉, and 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇, are 
less steep than the one for expectation. As 𝑝𝑝0 becomes lower, a smaller increase in 𝑞𝑞0 is 
needed to produce the same value for the risk-sensitive statistics. This indicates that 
lower 𝑝𝑝0 produces more extreme distributions. Thus, capital requirements can still be 
calculated based on our network model even if the initial infection probability is uncer-
tain.   
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Figure D1. Statistical sensitivity to contagion and infection probability 

 

Note: The figures show the mean, premium, value at risk, and tail value at risk for the parameter 
space of initial infection and contagion probability. All the other parameters are set according to the 
baseline model. The numbers are in mUS$. 
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Appendix E. Copula frequency 

A frequently applied alternative bottom-up approach to model the dependency between 
risks is the copula. We compare the network frequency with the distribution generated 
by the Gauss (linear correlation) and Gumbel copula. We use the Gumbel copula because 
it is well suited to capture the stronger dependency in the upper tail, meaning if one 
policy registers a loss the probability that the others also suffer is high (Herath & Herath, 
2011). The Gumbel copula is defined as: 

 𝐶𝐶𝜃𝜃 = 𝑒𝑒−�∑(− ln(𝑢𝑢𝑖𝑖))𝜃𝜃�
1
𝜃𝜃

,  (E1) 

where 𝜃𝜃 is the dependence parameter. For the Gauss copula, we use the same correlation 
parameter as in the main text, namely, 𝜌𝜌 = 0.18, for every pair of risks in the portfolio, 

while for the Gumbel we make use of the fact that 𝜃𝜃 = 1
(1−𝜌𝜌)

= 1.2. Both copula models 

are calibrated to guarantee that the same average infection rate as for the main model 
𝑝̂𝑝𝑇𝑇 = 0.27 is achieved. Figure E1 shows that the network frequency features a bimodal 
(two peaks) distribution function.  
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Figure E1. Frequency distribution based on copula 

 

Note: The figure compares the frequency distribution for the network with the distribution generated 
by the Gauss and Gumbel copulas. The densities are estimated by applying a Gaussian kernel to the 
simulated data.  

In comparison, both the Gaussian and Gumbel copula models are less dense for very 
low frequencies, peak around 0.2, and are rather low for higher frequencies. However, 
the Gumbel copula shows a peak for a frequency of 1. As 𝜃𝜃 increases the Gumbel den-
sity thins out in the midsection and the upper peak becomes more pronounced. Neither 
copula model, even for higher 𝜌𝜌, fits the network frequency particularly well. This can 
be explained by the fact that both copulas use only one dependence parameter that can-
not capture the network’s heterogeneity (link distribution). More promising are copula 
models that allow for different correlations or dependency parameters between each risk 
par. One such category is vine copulas. However, this only shifts the problem to the 
question of how many parameters can be estimated.  
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Appendix F. Correlating distribution 

The network model can also be used to derive a correlation distribution for the insurer’s 
portfolio. If each policyholders position in the network would be unknown to the insurer, 
the correlation between each policyholder would be perceived as random by the insurer 
as shown in Figure F1.  

Figure F1. Correlation distribution for the insurer’s portfolio 

 

Note: The figure shows the distribution of the correlation over different nodes derived from the 
network model.  

The figure shows that the correlation observed in our network model differs strongly 
between nodes. An insurer using a homogeneous linear correlation model would need 
to account for high uncertainty in the correlation parameter. 
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