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Abstract. In many situations, clients (e.g., researchers, companies, hos-
pitals) need to outsource joint computations based on joint inputs to ex-
ternal cloud servers in order to provide useful results. Often clients want
to guarantee that the results are correct and thus, an output that can
be publicly verified is required. However, important security and privacy
challenges are raised, since clients may hold sensitive information and the
cloud servers can be untrusted. Our goal is to allow the clients to protect
their secret data, while providing public verifiability i.e., everyone should
be able to verify the correctness of the computed result.

In this paper, we propose three concrete constructions of wverifiable ad-
ditive homomorphic secret sharing (VAHSS) to solve this problem. Our
instantiations combine an additive homomorphic secret sharing (HSS)
scheme, which relies on Shamir’s secret sharing scheme over a finite field
F, for computing the sum of the clients’ secret inputs, and three different
methods for achieving public verifiability. More precisely, we employ: (7)
homomorphic collision-resistant hash functions; (i) linear homomorphic
signatures; as well as (7i) a threshold RSA signature scheme. In all three
cases we provide a detailed correctness, security and verifiability analysis
and discuss their efficiency.

Keywords: function secret sharing, homomorphic secret sharing, verifiable com-
putation, public verifiability

1 Introduction

The emergence of communication technologies is changing the way data
are stored, processed and used. Data collected from multiple, often resource-
constrained devices are stored and processed by remote, untrusted (cloud) servers
and subsequently, used by third parties (e.g., electricity companies, doctors, re-
searchers). Furthermore, many applications involve joint computations on data
collected from multiple clients (e.g., compute statistics on electricity consump-
tion via smart metering, measure emissions via environmental sensors or even
e-voting systems). To avoid single points of failure, multiple servers can be re-
cruited to perform joint computations for multiple clients. Although this dis-
tributed cloud-assisted environment is very attractive and has tremendous ad-
vantages, it is accompanied by serious security and privacy challenges. In such



settings, it is often desirable to solve the cloud-assisted computing problem de-
scribed by the following constraints: (i) n clients want to outsource their joint
computations on their joint inputs to multiple servers; (i) the clients want
to keep their individual values secret; (i) the servers are untrusted; (iv) the
clients cannot communicate with each other; and (v) everyone should be able
to verify the correctness of the computed result (i.e., public verifiability). Let us
consider that n clients (as depicted in Fig. 1), with n individual secret inputs
xr1,Ta,...T,, want to outsource the joint computation of a function on their joint
inputs f(z1,x2,...,2Z,). Tsaloli et al. [16] addressed the problem of computing
the joint multiplications of n inputs corresponding to n clients and introduced
the concept of verifiable homomorphic secret sharing (VHSS). More precisely,
VHSS allows to split n secret inputs into m shares and perform the joint compu-
tation of a function f(z1,xs,...,2,) =y, without any communication between
the clients; while also providing a proof w that allows the public verification
of the computed result, i.e., having access to the pair (y, 7) anyone can verify
that the computed result is correct. However, the possibility to achieve verifiable
homomorphic secret sharing for other functions has been left open.
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Fig. 1. n clients outsourcing the joint computation of their joint inputs to m servers.

In this paper, we revisit the concept of verifiable homomorphic secret sharing
(VHSS) and we investigate whether it is possible to achieve verifiable additive
homomorphic secret sharing. The answer is affirmative and we introduce three
constructions that can be employed in order to compute securely and privately
the joint addition of n inputs from n clients by employing m servers, while also
providing public verifiability. These constructions can be useful, for instance,
when statistics need to be computed about electricity consumption with data
collected from multiple users, or when collecting data for remote monitoring
and diagnosis from multiple patients, as well as when data from environmental
sensors (e.g., temperature, humidity) are collected from multiple sensors.

Our Contributions. We focus on the problem of outsourcing joint additions,
while providing strong security and privacy guarantees when: (i) multiple clients



outsource joint additions on their joint secret inputs; (1) multiple untrusted
servers are employed for the computation; and (i) anyone can verify that the
output of the computation is correct. We propose for the first time three different
instantiations of verifiable additive homomorphic secret sharing (VAHSS).

We discriminate three different cases of VAHSS depending on the employed
primitive (homomorphic hash functions, linearly homomorphic signatures and
threshold signatures) as well as whether the partial proofs (used in order to
check the correctness of the computed result) are computed by either the clients
or the servers. Furthermore, we have modified the original VHSS definition in
order to capture the different cases regarding the generation of the proofs; thus,
allowing the employment of VHSS in multiple application settings.

Our constructions rely on casting Shamir’s secret sharing scheme over a finite
field F as an n-client, m-server, t-perfectly secure additive homomorphic secret
sharing (HSS) for the function that sums n field elements. Such an additive HSS
exists, if and only if m > n - t. By employing the additive HSS in combination
with homomorphic collision-resistant hash functions [17,13], we provide an in-
stantiation, where the partial proofs are computed by the servers. Subsequently,
we combine the additive HSS with a linearly homomorphic signature scheme [10],
or a threshold RSA signature scheme [8] to obtain two different instantiations
of VAHSS depending on whether the partial proofs are computed by the clients
or by a subset of the servers correspondingly. In all three cases, we provide a
detailed correctness, security and verifiability analysis.

1.1 Related Work

Homomorphic Secret Sharing. In threshold secret sharing schemes [15] a
secret x is split into multiple shares (e.g., 1,2, ..., T, ) in such a way that by
combining some subsets of the shares, it is possible to reconstruct the secret,
while from smaller subsets of the shares, it is not possible to recover any infor-
mation related to the secret. Homomorphic secret sharing (HSS) [7] can be seen
as the secret sharing analogue of homomorphic encryption. More precisely, HSS
allows the local evaluation of functions on shares on one or more secret inputs
by relying on local computations on the shares of the secrets; while at the same
time guaranteeing that the shares of the output are short. The first instance of
additive HSS considered in the literature [3] is computed in some finite Abelian
group. However, HSS does not provide any verifiability guarantees about the
computed result.

Verifiable Function Secret Sharing. Function secret sharing (FSS) [5] can
be seen as a natural generalization of distributed point functions (DPF) and
provides a method for additively secret sharing a function f from a given func-
tion family F. In FSS a function f is split into m functions fi,..., fi,, de-
scribed by the corresponding keys ki, ..., k,, such that for any input z it holds
f(x) = fi(z)+...+ fm(x). Boyle et al. introduced the concept of verifiable FSS
(VFSS) [6], which provides interactive protocols to verify that keys (k7, ..., k¥,),



obtained from a potentially malicious user, are consistent with some f € F. How-
ever, Boyle et al.’s VFSS applies in the setting of one client and multiple servers.
On the contrary, VHSS can be applied when multiple clients (multi-input) out-
source the joint computation to multiple servers. In addition, VFSS focuses on
verifying that the shares f1,..., f,, are consistent with f; while VHSS generates
a proof that guarantees that the final result is correct.

Publicly Auditable Secure Multi-Party Computation. Outsourcing com-
putations is inherently connected to secure multi-party computation (MPC) pro-
tocols. In MPC [12,11,4], the public verifiability is traditionally achieved by
employing non-interactive zero-knowledge (NIZK) proofs. Baum et al. [1] intro-
duced the notion of publicly auditable MPC protocols that are suitable for the
multi-client and multi-server setting. Publicly auditable MPC can be seen as
an extension of the classic formalization of secure function evaluation; it relies
on the SPDZ protocol [12,11] and NIZK proofs, while it enhances each shared
input 2 with a Pedersen commitment. Baum et al. [1] require correctness and
privacy, when there is at least one honest party, while everyone having access
to the transcript of the protocol (published in a bulletin board) can verify the
correctness of the computed result. We should note that publicly auditable MPC
protocols are very expressive regarding the class of functions being computed,
but often require heavy computations. To formalize auditable MPC an extra
non-corruptible party is introduced in the standard MPC model, namely the
auditor. On the contrary, in VAHSS, no additional non-corruptible party is re-
quired, while we avoid the employment of expensive cryptographic operations
and primitives such as NIZK.

Organization. The paper is organized as follows. In Section 2, we provide the
modified definition of verifiable homomorphic secret sharing (VHSS). In Section
3, we introduce three verifiable additive homomorphic secret sharing (VAHSS)
constructions using homomorphic hash functions, linearly homomorphic signa-
tures and a threshold signature scheme respectively. In all three proposed in-
stantiations, we provide the corresponding correctness, security and verifiability
proofs. Finally, Section 4 summarizes the paper.

2 Preliminaries

Our concrete instantiations for the additive VHSS problem are based on
the VHSS definition proposed in [16]. However, we propose a slightly modified
version of the VHSS definition to capture cases when partial proofs (used to
verify the correctness of the final result) are computed either from the clients
or the servers. We added the Setup algorithm to allow the generation of keys
and we modified the PartialProof algorithm accordingly to allow the different
scenarios.

Definition 1 (Verifiable Homomorphic Secret Sharing (VHSS)). An n-
client, m-server, t-secure verifiable homomorphic secret sharing scheme for a



function f : X — Y, is a T-tuple of PPT algorithms (Setup, ShareSecret,
PartialEval, PartialProof, FinalEval, FinalProof, Verify) which are de-
fined as follows:

— (pp, sk) + Setup(1*): On input 1*, where \ is the security parameter, the
algorithm outputs a secret key sk and some public parameters pp.

— (share;y, . ..,share;,, ;) < ShareSecret(1*,i,xz;): The algorithm takes as
input 1%, i € {1,...,n} which is the index for the client c; and x; which
denotes a vector of one (i.e., x; € X ) or more secret values that belong to
each client and should be split into shares. The algorithm outputs m shares
share;; (denoted also by xi; € X when x; = x;) for each server s;, as well
as, if necessary, a publicly available value ;' related to the secret x;.

— yj < PartialEval(j, (z1;, %25, ..., %n;)): Oninput j € {1,...,m} which de-
notes the index of the server s;, and x1j,2j,...,Tn; which are the shares
of the n secret inputs x1, ..., Ty, that the server s; has, the algorithm Par-
tialEval outputs y; € V.

— oy < Partial Proof(sk, pp, secretyqies, k): On input the secret key sk, public
parameters pp, secret values (based on which the partial proofs are generated),
denoted by secretygiues; and the corresponding index k (where k is either i or
J), a partial proof o is computed.

— y «FinalEval(y1,ya, ... ,Ym): On input y1,ya2, ..., Ym which are the shares
of f(x1,22,...,2,) that the m servers compute, the algorithm FinalEval
outputs y, the final result for f(xy,za,...,xy,).

— 0 < FinalProof(pp,o1,...,0y): On input public parameters pp and the
partial proofs 01,03,...,0|x, the algorithm FinalProof outputs o which is
the proof that y is the correct value.

— 0/1 + Verify(pp,o,y): On input the final result y, the proof o, and, when
needed, public parameters pp, the algorithm Verify outputs either 0 or 1.

Correctness, Security, Verifiability. The algorithms (Setup, ShareSecret,
PartialEval, PartialProof, FinalEval FinalProof, Verify) should satisfy
the following correctness, verifiability and security requirements:

e Correctness: For any secret input z1,...,z,, for all m-tuples in the set
{(share;1, .. .,share;,), 7}, coming from ShareSecret, for all yi,...,¥ym
computed by PartialEval, o1,..., 0y computed from PartialProof, and
for y and o generated by FinalEval and FinalProof respectively, the
scheme should satisfy the following correctness requirement:

Pr [Verify(pp, o,y) = 1] =1.

e Verifiability: Let T' be the set of corrupted servers with |T'| < m. Denote
by A any PPT adversary and consider n secret inputs x1,...,x, € F. Any
PPT adversary A who controls the shares of the secret inputs for any j such
that s; € T, can cause a wrong value to be accepted as f(z1,22,...,25)
with negligible probability.

We define the following experiment Expyeris (1, ..., 2, T, A) :

! 7;, when computed, can be included in the list of public parameters pp



1. For all ¢ € {1,...,n}, generate (share;,...,share;,,7;) < ShareSe-
cret(1?,4, z;) and publish 7;.
sharey;

sharey;
2. For all j such that s; € T', give ) to the adversary.

share,, ;

3. For the corrupted servers s; € T, thejadversary A outputs modified
shares y;’ and o}’. Then, for j such that s; ¢ T, we set y;/ = Partial-
Eval(j, (z1j,...,2n;)) and o' = PartialProof(sk, pp, secretyaiyes, k).
Note that we consider modified o" only when computed by the servers.

4. Compute the modified final value y' = FinalEval(y:’,y2/,...,yn’) and
the modified final proof ¢’ = FinalProof(pp, o1, ... 7o"’k‘).

5. iy’ # f(x1,22,...,2,) and Verify(pp,o’,y') = 1, then output 1 else 0.

We require that for any n secret inputs zi,s,...,z, € F, any set T of
corrupted servers and any PPT adversary A it holds:

Pr[Expyviias (@1, T, . .., 2, T, A) = 1] < ¢, for some negligible ¢.

e Security: Let T be the set of the corrupted servers with |T| < m. Consider
the following semantic security challenge experiment:
1. The adversary A; gives (i,7;, 7)) + A;(1}) to the challenger, where
i € [n], x; # 2} and |x;| = |«
2. The challenger picks a bit b € {0, 1} uniformly at random and computes

(share;y, . ..,share;,,,7;) < ShareSecret(1*,i,#;) where the secret in-
pub & = x}, otherwise’

3. Given the shares from the corrupted servers T and 7;, the adversary
distinguisher outputs a guess b’ « D((sﬁa?eij)j‘sj T Ti)-
Let Adv(1*, A, T) := Pr[b = V'] — 1/2 be the advantage of A = {A;,D} in
guessing b in the above experiment, where the probability is taken over the
randomness of the challenger and of A. A VHSS scheme is t-secure if for
all T C {s1,...,8m} with |T| <t, and all PPT adversaries A, it holds that
Adv(1*, A, T) < ()) for some negligible £(\).

In our solution, we employ a simple variant of the (Strong) RSA based sig-
nature introduced by Catalano et al. [9], which can be seen as a linearly homo-
morphic signature scheme on Zy.

Definition 2 (Linearly Homomorphic Signature [10]). A linearly homo-
morphic signature scheme is a tuple of PPT algorithms (HKeyGen, HSign,
HVerify, HEval) defined as follows:

— HKeyGen(1* k) takes as input the security parameter X and an upper
bound k for the number of messages that can be signed in each dataset. It
outputs a secret signing key sk and a public key vk. The public key defines
a message space M, a signature space S, and a set F of admissible linear
functions such that any f: M™ — M is linear.



— HSign(sk, fid,m;,i) algorithm takes as input the secret key sk, a dataset
identifier fid, and the i-th message m; to be signed, and outputs a signature
;.

— HVerify(vk, fid,m, o, f) algorithm takes as input the verification key vk,
a dataset identifier fid, a message m, a signature o and a function f. It
outputs either 1 if the signature corresponds to the message m or 0 otherwise.

— HEval(vk, fid, f,01,...,0n) algorithm takes as input the verification key
vk, a dataset identifier fid, a function f € F, and a tuple of signatures
O1y...,05. It outputs a new signature o.

We use homomorphic hash functions in order to achieve verifiability. Be-
low, we provide the definition of such a function. More precisely, we employ a
homomorphic hash function satisfying additive homomorphism [13].

Definition 3 (Homomorphic Hash Function [17]). A homomorphic hash
function h : Fy — Gg, where F is a finite field and G is a multiplicative group
of prime order q, is defined as a collision-resistant hash function satisfying the
homomorphism in addition to the properties of a universal hash function uh :
(0,1)" ~— (0,1)".

1. One-way: It is computationally hard to compute h=*(z).

2. Collision-free: It is computationally hard to find x,y € FN(x # y) such that
h(z) = h(y).

3. Homomorphism: For any x,y € FN, it holds h(x o y) = h(z) o h(y) where

” b » b2

o” is either ” +7 or
For completeness, we also provide the definition of a secure pseudorandom
function PRF.

Definition 4 (Pseudorandom Function (PRF)). Let S be a distribution
over {0,1} and F, : {0,1}™ — {0,1}" be a family of functions indexed by
strings s in the support of S. We say {Fs} is a pseudorandom function family if
for every PPT adversary D, there exists a negligible function € such that:

[Pr[DF(-) = 1] = Pr[DR() = 1] < ¢,

where s s distributed according to S, and R is a function sampled uniformly at
random from the set of all functions from {0,1}™ to {0,1}™.

3 Verifiable Additive Homomorphic Secret Sharing

In this section, we present three different instantiations to achieve verifiable
additive homomorphic secret sharing (VAHSS). More precisely, we consider n
clients with their secret values x1,...,x, respectively, and m servers si,...,Sm
that perform computations on shares of these secret values. Firstly, the clients
split their secret values into shares, that reveal nothing about the secret value
itself and then, they distribute the shares to each of the m servers. Each server



performs some calculations in order to publish a value, which is related to the
final result f(x1,...,2,) =1+ ...+ z,. Then, depending on the instantiation
proposed, partial proofs are generated in a different way. The partial proofs are
values such that their combination results in a final proof, which confirms the
correctness of the final computed value f(x1,...,2,).

3.1 Construction of VAHSS using Homomorphic Hash Functions

In this section, we aim to compute the function value y, which corresponds to
flz1,...,z,) =1+ ...+, as well as a proof o that y is correct. We combine
an additive HSS for the algorithms related to the value y and hash functions for
the generation of the proof o. Let ¢y, ..., ¢, denote n clients and 1, ..., x, their
corresponding secret inputs. Let, for any {i}i=1, . n, 6i1,- .., 0im be distinct non-
zero field elements and A1, ..., Ay, be field elements (“Lagrange coefficients”)
such that for any univariate polynomial p; of degree t over a finite field F = F
we have:

pi(0) = Z)\ijpi(‘gij) (1)

Each client ¢; generates shares of the secret x;, denoted by x;1, ..., ;m respec-
tively, and gives the share x;; to each server s;. The servers, in turn, com-
pute a partial sum, denoted by y;, and publish it. Anyone can then compute
Y =191+ ...+ Ym, which corresponds to the function value y = f(x1,...,2,) =
1+ ...+ z,. We suggest that every client ¢; uses a homomorphic collision-
resistant function H : x — ¢ proposed by Krohn et al. [13] to generate a public
value 7; which reveals nothing about z; (under the discrete logarithm assump-
tion). Then, the servers compute values o1, ..., 0, which will be appropriately
combined so that they give the proof ¢ that we are interested in. The value y
comes from the combination of partial values y;, which are computed by the m
servers. More precisely, our solution is composed of the following algorithms:

1. ShareSecret(1*,i, z;, file;): For elements {aitieqr,...sy € F selected uni-
formly at random, pick a t-degree polynomial p; of the form p;(X) = x; +
a1 X +as X?+. .. +a; X! with t-n < m. Notice that the free coefficient of p; is
the secret input ;. Let H : © — ¢* (with g a generator of the multiplicative
group of F) be a collision-resistant homomorphic hash function [17]. Let R;
be the output of a pseudorandom function (PRF) F : {0,1} x {0,1}!2 — F
where R; = F(i, file;) for a key k € {0,1}* given to the clients and
an input file; associated with client i such that (i, file;) € {0,1}!2. For

i = n we require F 5 R, = ¢(N )[Z;T{,)R] — Z;:ll R;. Then, compute
7; = H(z; + R;), define x;; = \i;p;(0;;) (given thanks to the equation (1))
and output (l’il, Ti2y vy Lim, ’Ti) = ()\11])1(921), ey )\zmpi(gzm)a H(SUZ-FRZ))
2. PartialEval(j, (x1;, 2j,...,%n;)): Given the j-th shares of the secret in-
puts, compute the sum of all x;; = A;; - p;(6;;) for the given j and i € [n].

Output yj With yj = )\1]' ~p1(91j) + ...+ /\nj -pn(ﬁnj) = E?:l )\ij ~p,‘(9¢j).




3. PartialProof(j, (x1j,x2j,...,Zn;)): Given the j-th shares of the secret in-
puts, compute and output the partial proof o; = gXi=1 T = g¥i = H(y,).

4. FinalEval(y1,y2,...,ym): Add the partial sums yi,..., ¥y, together and
output y (where y = y1 + ... + Ym)-

5. FinalProof(oy,...,0.,): Given the partial proofs 01,09, ...,0m, compute
the final proof o = [[_, 0;. Output o.

6. Verify(rq,...,Ts,0,y): Check whether o =[]}, 7 A[[;-, 7» = H(y) holds.
Output 1 if the Check is satisfied or 0 otherwise.

Each client runs the ShareSecret algorithm to compute and distribute the
shares of z; to each of the m servers and a public value 7;, which is needed for
the verification. Then, each server s; has the shares given from the n clients and
runs the PartialEval algorithm to output the public values y; related to the final
function value. Furthermore, each server runs the PartialProof algorithm and
produces the value ¢;. Finally, any user or verifier is able to run the FinalEval
algorithm to get y and the FinalProof algorithm to get the proof o. Lastly,
Verify algorithm ensures that y and ¢ match and thus, y = f(z1,...,2,) is
correct. Our construction is illustrated in the Table 1.

Table 1. VAHSS using Homomorphic Hash Functions

Secret, inputs Servers Public
(held by the clients) S1 S2 |- | Sm values
1 Tir | ZTi2 |0 | Tim T1
x2 Ta1 | T22 | ¢ | Tam T2
Tn Tnl In2 | " | Tnm Tn
Partial sums Y1 Y2 || Ym Total Sum: y
Partial proofs o1 o2 |- | Om Final Proof: o

e Correctness: To prove the correctness of this construction, we need to prove
that Pr [Verify(ﬁ, e TR, O, Y) = 1] = 1. By construction it holds that:

m n m n
Y= Zyj ZZ)\U pl 7,3 ZZ 17 pz ©j sz le
j=1 j=1i=1 =1 j=1 i=1
()

Additionally, by construction, we have:

J:HUj:HHyJ Hgy’ = gxi=1vi = g¥ = H(y)



n n
and H T = H gmiJrRi — gZ?zl wigE?zl Ri _ gZ?:l wigZZZf Ri+Rn
i=1 i=1
ZQlRi (3>

=g A z,g¢(N)r SN 1 :gZ?:l T, :gm1+...+zn

see eq.(2
2 v — H(y)

Combining the last two results we get that o = [[/_, = A[[/_, 7 = H(y)
holds. Therefore, the algorithm Verify outputs 1 with probability 1.

Security: See [2] for a proof that the selected hash function H of our con-
struction is a secure collision-resistant hash function under the discrete log-
arithm assumption.
We will now prove that Adv(1*, A, T') < &()\) for some negligible £(\).
Proof. Game 0: Counsider m — 1 corrupted servers. Then, |T| = m — 1.
Without loss of generality, let the first m — 1 servers be the corrupted ones.
Therefore, the adversary A has (m — 1)n shares from the corrupted servers
and no additional information. o
For any fixed ¢ with @ € {1,...,n}, it holds that > 7", share;; = #; and
hence:

m—1

e~ e~ " e~ R m71 e~
share;; + share;,,, = &; <= share;,, = &; — E share;;
i=1 j=1

<

The adversary holds Z;n:_ll sh/eReij. Furthermore, the adversary holds the
public value 7; = g%+, Since R; is the output of a PRF then 7; is also a
pseudorandom value. o
Game 1: Consider that the adversary holds the same shares Z;T:ll share;;
and 7; is 5 NOW 2 truly random value.

Firstly, share;,,, € ) is just a value, which implies nothing to the adversary
regarding whether it is related to x; or ;". Moreover, Game 0 and Game 1
are computationally indistinguishable due to the security of the PRF. Thus,
any PPT adversary has probability 1/2 to decide whether Z; is x; or x;" and
so, Adv(1*, A, T) < (\) for some negligible £()).

Verifiability: In this construction, for y = x; + @2 + ... + x,, if ¢y #
1+ ...+ z, and Verify(ry,...,7,,0’,y") = 1, then the verifiability follows:

n n
Verify(r1,..., 7,0,y ) =1=0" = Hﬂ- A Hn =H(Y)
i=1 i=1

= Hn = H(y") (see equation 3) = H(y) = H(y')
=1

which is a contradiction since y # 3’ and H is collision-resistant. Therefore,

Pr[Expyails(zy, ..., 2., T, A) = 1] <&, as desired.
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3.2 Construction of VAHSS with Linear Homomorphic Signatures

Our goal is always to compute f(x1,...,2,) =21+ ...+ 2, =y as well as
a proof o that y is correct. We compute y using additive HSS and we employ
a linearly homomorphic signature scheme, presented in [10] as a simple variant
of Catalano et al.’s [9] signature scheme, for the generation of the proof. All
clients hold the same signing and verification key. This could be the case if the
clients are sensors of a company collecting information (e.g., temperature, hu-
midity) useful for some calculations. Since the sensors/clients belong to the same
company, sharing the same key might be necessary to facilitate configuration.
In applications scenarios where clients should be set up with different keys, a
multi-key scheme [14] could be used. However, in our construction, the clients
can use the same signing key to sign their own secret value. In fact, they sign
x; r where z; g = x; + R; with R; chosen from each client as described in the
section 3.1. The signatures, denoted by o1, ..., 0, are public and combined they
form a final signature o, which verifies the correctness of y. Our instantiation
constitutes of the following algorithms:

1. Setup(1*, N): Let N be the product of two safe primes each one of length
k' /2. This algorithm chooses two random (safe) primes p, ¢ each one of length
k/2 such that ged (N, (b(N)) =1 with N = p- §. Subsequently, the algorithm
chooses g, g1, h1, ..., hy in Z% at random. Then, it chooses some (efficiently
computable) injective function H : {0,1}* — {0, 1}! with [ < k’/2. It outputs
the public key vk = (N, H,N,q,q1,hi,.. ., hy) to be used by any verifier;
and the secret key sk = (p, §) to be used for signing the secret values.

2. ShareSecret(1*,4,;): For elements {aitieq1,..;y € F selected uniformly
at random, pick a t-degree polynomial p; of the form p;(X) = z; + a1 X +
asX? + ...+ a; X! with t-n < m. Notice that the free coefficient of p; is the
secret input x;. Then, define z;; = A;;p;(6;;) (given using the equation (1))
and output (1, Ti2, ..., Tim) = i1 - Pi(0i1), Niz - pi(0i2), - - - Aimm - Di(Oim))-

3. PartialEval(j, (x1;, 2j,...,%n;)): Given the j-th shares of the secret in-
puts, compute the sum of all x;; = A;; - pi(6;;) for the given j and ¢ € [n].
Output Y with Y; = )\1]‘ '])1(91]‘) + ...+ /\nj 'pn(tgnj) = Z?:l )\ij pl(ew)

4. PartialProof(sk, vk, fid, z; g,i): Parse the verification key vk to get N, H,
N, g,g1 and hy,..., h,. For the (efficiently computable) injective function
H that is chosen from Setup, map fid to a prime: H(fid) — e. We
denote the i-th vector of the canonical basis on Z"™ by e;. Choose ran-
dom elements s; and solve, using the knowledge for p and ¢, the equation:
N = g% H;L=1 hjf"(l)gcf'i‘R mod N where fj(i) denotes the j-th coordinate
of the vector f(). Notice that for our function e;, the equation becomes
2N = g% h;g)"" mod N. Set &; = . Output o;, where o; = (e, si, fid, z;)
is the signature for z; w.r.t. the function f() = e;.

5. FinalEval(y1,ys2,...,Ym): Add the partial sums y1,...,y, together and
output y (where y =y1 + ... + Ym)-

6. FinalProof (vk, fon,00,... ,0r): Given the public verification key vk, the
signatures o1, ...,0,, let f = (ai,...,a,). Define f/ = (30, a;f® —
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f)/eN where f =37 a; f) mod eN. Set s = > | a;s; mod eN, s’ =
(> a;s; —s)/eN and T = AL 3™ 6d N. For f = (1,...,1), com-

’
s TTn 5
G=1hitd

pute T = % mod N. Output o where o = (e, s, fid, T).
g% I1j—y hs™d
7. Verify(vk, f,o,y): Compute e = H(fid). Check that y,s € Z.y and 7¢V =
g° H;L=1 hjff g7 holds. Output: 1 if all checks are satisfied or 0 otherwise.

All n clients get the secret key sk from Setup and hold their secret value
x1,...,Zy, respectively. Each client runs ShareSecret to split its secret value x;
into m shares and PartialProof to produce the partial signature (for the secret
x;) 0;. The values o;’s are not generated by the servers; since in that case, mali-
cious compromised servers would not be detected. Then, each client distributes
the shares to each of the m servers and publishes ;. Each server s; computes
and publishes the partial function value y; by running PartialEval. Any verifier
is able to get the function value y = f(x1,...,x,) from the FinalEval and the
proof o from the FinalProof. The Verify algorithm outputs 1 if and only if
y=x1+ ...+ z,. An illustration of our solution is reported in the Table 2.

Table 2. VAHSS using Linear Homomorphic Signatures

Secret inputs Servers Public values
(held by the clients) S1 S2 [+ | Sm vk
x1, sk i1 | T2 |0 | Tim o1
T2, sk T21 T2 | | Tam o2
Tn, sk Tnl | ZTn2 | " | Tom on
Partial sums (public) Y1 y2 |-+ | ym | Final proof (public)
Total sum (public) y o

e Correctness: To prove the correctness of our construction we need to prove
that Pr [Verify(vk, fioy) = 1] = 1. It holds that:

n o n = s NOBEIN
FeN — ( [T, 5 eN I, &N I § G L hili g ")
- J f7 o flen T . freN
g* Ty by g NIy by g NIy by
(1)
_ogZimis I TG, hy i St TR
= geleN " fTeN g1
im1 hi™d
ST s, n n h_fj(i)
_ gxi=17%i I, Hj:l J ST > Ry
= geleN - FTeN R S 2 S
=1 hy

n n
see 4-(B) Sy simsleN [ 7= 5 el gy imaes = go T by gy 2
j=1 j=1

(4)
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Thanks to the equation (2), it also holds that y = >°"" | x;. Then 7¢V =
g° - H?Zl hjfj - 1Y and thus, Verify(vk,o,y, f) = 1 with probability 1.

e Security: The security of the signatures results easily from the original sig-
nature scheme proposed by Catalano et al. [9]. Moreover, Adv(1*, A, T) <
g(A) for some negligible £(\) as we have proven in the section 3.1. We should
note that, since in this construction no 7; values are incorporated, the argu-
ments related to the pseudorandomness of 7; are not necessary.

e Verifiability: Verifiability is by construction straightforward since the final
signature o < FinalProof(vk, f, 01,...,0p) is obtained using the correctly
computed (by the clients) oy, ..., 0, and thus, ¢’ = ¢ in this case. Therefore,
ify £x1+ ...+ 2, whiley = 21 + ... + 2, and Verify(vk,o',y/,f) =1
then:

Verify(vk,o’,y, f) = 1 = Verify(vk,o,y', f) =1

n
=7V = ¢° H hifig?  (see equation (4))
j=1

which is a contradiction!
Therefore, Pr[Expyvais(z1, ..., 2, T, A) = 1] < &.

3.3 Construction of VAHSS with Threshold Signature Sharing

We propose a scheme where the clients generate and distribute shares of
their secret values to the m servers and the servers mutually produce shares of
the final value y similarly to the previous constructions. However, in order to
generate the proof ¢ that confirms the correctness of y, our scheme employs the
(t,n)-threshold RSA signature scheme proposed in [8] so that a signature o is
successfully generated even if t — 1 servers are corrupted. Our proposed scheme
(illustrated in the Table 3) acts in accordance with the following algorithms:

1. Setup (1%, N): Let N = p - q be the RSA modulus such that p = 2p’ + 1
and ¢ = ¢ + 1, where p’, ¢’ are large primes. Choose the public RSA key e;
such that e; > (T) and then, pick the private RSA key d; so that e;d; = 1
mod (p'q’). Output the public key e; and the private key d;.

2. ShareSecret(1*,4,;,d;, file;): For elements {aitiequ,... 1y € F selected uni-
formly at random, pick a t-degree polynomial p; of the form p;(X) = z; +
a1 X + asX? + ...+ a; Xt with t - n < m. Notice that the free coefficient of
p; is the secret input ;. Then, define x;; = A\;;p;(6i;) (given thanks to the
equation (1)). Let A; be an m x t full-rank public matrix with elements from
F = Z,”* for a prime r. Let d = (d;,r2,...,7)T be a secret vector from F*,
where d; is the private RSA key and ro,...,r € F are randomly chosen. Let
a;; be the entry at the i-th row and j-th column of the matrix A;. For all
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J € [m], set wi; = aj1d;+ajore+. . .4+a e € F to be the share generated from
the client ¢; for the server s;. It is now formed an m x t system A;d = w;.
Let H : z; — g% (with g a generator of the multiplicative group of ) be a
collision-resistant homomorphic hash function [17]. Let R; be randomly se-
lected values as described in the section 3.1. Output the public matrix A;, the
(x;’s) shares (21, Tiz, - - . Tim) = Ai1 - Di(0i1), Miz - Pi(0i2)s - - -, Aim - Di(Oim)),
the shares of the private key w; = (w;1,...,wim) and H(xz; + R;).
. PartialEval(j, (x1;, 2;,...,%n;)): Given the j-th shares of the secret in-
puts, compute the sum of all x;; = A;; - pi(6;;) for the given j and ¢ € [n].
Output Yj with Y = )\1j -p1(91j) + ...+ /\nj -pn(an) = Z?:l )\ij pl(glj)
. PartialProof (w1, ...,wn, H(x1 + R1),..., H(zp + Rn), A1,..., An, N):
For all ¢ € [n] run the algorithm PartialProof;(w;, H(z; + R;), A;, i, N)
where:
PartialProof;(w;, H(z; + R;), Ai,i, N): Let S = {s1,52,...,5¢} be
the coalition of t servers (t < m) (w.l.o.g. take the first t), forming
the system A;sd = w;gs. Let the t x t adjugate matrix of A;g be:

C11 C21 - .. Cu1
Cis =

Cit C2¢ - - - Cyt

Denote the determinant of A;s by A;s. It holds that:
AisCis = CisAis = Asl (5)

where [ stands for the t x t identity matrix. Compute the par-
tial signature of z;: 0;; = H(z; + R;)*%'“% mod N. Output o; =
(Uila ey Uit)-
PartialProof outputs o1,...,0,.
. FinalEval(y1,y2,...,Ym): Add the partial sums yi,...,y, together and
output y (where y = y1 + ... + Ym)-
. FinalProof(ey,...,e,, H(x1 + Ry),..., H(xy + Ry),01,...,05,N): For
all i € {1,...,n} run the algorithm FinalProof;(e;, H(z; + R;), 04, N)
where:
FinalProof;(e;, H(z; + R;), 04, N): Combine the partial signatures
by computing 7; = Hjes oi; mod N. Compute o; = ;% H(x; +
R;)% mod N with oy, 3; integers such that

2450 + €3 = 1. (6)

Output oy, i.e., the signature that corresponds to the secret x;.
FinalProof outputs o =[]\ 0;%.
. Verify(H(z1 4+ R1),...,H(z, + Ry),0,y): Check if o =[]\, H(x; + R;) A
H(y) = [1;-, H(z; + R;) holds. Output 1 if the check is satisfied or 0 oth-

erwise.
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After the initialization with the Setup, each client ¢; gets its public and private
RSA keys, e; and d; respectively. Then, each ¢; runs ShareSecret to compute
and distribute the shares of x; to each of the m servers, and form a public ma-
trix A;, shares of the private key (wj1,...,wim) and the hash of the secret input
and a randomly chosen value, H(z; + R;), to be used for the signatures’ gener-
ation. H(z; + R;) is a publicly available value. Subsequently, each server runs
PartialEval to generate public values y; related to the final function value. A
set of a coalition of the servers runs PartialProof and get the partial signatures.
For instance, o1 is the vector that contains the partial signatures of z1, o9 is
the vector that contains the partial signatures of zo and so on. Anyone is able to
run FinalEval to get y and FinalProof to get o, which is the final signature
that corresponds to the secret inputs 1, ..., x,. Finally, the Verify algorithm
succeeds if and only if the final value y is correct.

Table 3. VAHSS with Threshold Signature Sharing

Secret inputs Public Servers
(held by the clients) values s1 s2 |- Sm {81y S5}
z1, d1 H(zy + Ri),e1, A1 |11, win |12, wiz| - [ Z1m, Wim o1
Z2, da H(z2 + R2),e2, Az |T21, wo1 | @22, Wo2 |- - - | T2m, Wom o2
Tn,y dn H(an + Rn)7 6717An Tnl, Wnl|Tn2, Wn2|"** |Tnm; Wnm On
Partial sums (public) 1 Yo e Ym Final proof (public)
Total sum (public) y o

e Correctness: To prove the correctness of our construction we need to prove
that Pr [ Verify(H(z1 + R1),...,H(zn, + Ry),0,y) =1] = 1. For conve-
nience, here, denote H(x; + R;) by H;. By construction:

n n n e
_ i —a; 7Bi\% _ i I7Bi
o=]lo =IT@ a1 =TT o™ #7)
i=1 i=1 i=1 jes
n . n
_ Hb FReinwijo o HBieinjes 2ej1wijie;
1 (0 | e, § s
i=1 jes i=1
see €q. Biei r72A;sdicie; 2A;sai+pBie;
=[S A = ] H; ( mod N)
i=1 i=1

see g'((‘)) 1_[]{z = H H(xZ —+ Rq) and alSO,
1=1

i=1
s - ) ~ see eq.(3
[1H:+ R =g+ = H(y) (7)

i=1 =1
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Therefore, Verify(H (z1 + R1),...,H(x, + Ry),0,y) = 1 with probability
1, as desired.

e Security: The security of the signatures follows from the fact that the
threshold signature scheme, which is employed in our construction, is se-
cure, for [T| < t— 1, under the static adversary model given that the stan-
dard RSA signature scheme is secure [8]. Additionally, for |T| < m — 1,
Adv(1*, A, T) < &()\) for some negligible ()\) as we have proven in the sec-
tion 3.1. Therefore, our construction is secure for |T'| < min{t — 1,m — 1}.

e Verifiability: For Verify (H (z1+R1),..., H(xn+Ry),0',y) =1landy’ #y

we have:

Verify(H(x1+R1). H(z, + Ry)), 0 y') =1
n

:>U—HHxZ+R YA H(y H (z; + R)
=1 =1

=H(y') = H H(z; + R;) (see equation (7)) = H(y') = H(y)

i=1
which is a contradiction! Thus,

Pr[Expvais(zy, ...z, T,A) =1] < ¢

Table 4. Summary and Comparison between the VAHSS proposed constructions.

Proposed Construction Cooperation Compu‘.catlo*ns
between servers on Client
VAHSS with Homomorphic No () :2m? +3m + 1, (x) : 2m? +2m
Hash Functions (Exp.): 1
VAHSS with Linear No ()™ :2m? +3m + 1, (x): 2m* 4+ 2m + 2
Homomorphic Signatures (Exp.): 3
VAHSS with Threshold ()™ 2m? +2m +mt+ 1, (x) : 2m® + 2m + mt
. . Yes
Signature Sharing (Exp.): 1

*(+), (x), (Exp.) denote the number of additions, multiplications and exponentiations corresp.
**client n needs to perform n — 1 additional additions

4 Conclusion
In this paper, we addressed the problem of outsourcing joint additions, such

that multiple clients give shares of their secret inputs to multiple untrusted
servers. The latter perform the computations and then, anyone is able to ensure
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that the final output is correct (i.e., public verifiability). We instantiated three
concrete constructions for the wverifiable additive homomorphic secret sharing
(VAHSS) problem by employing different cryptographic primitives and allowing
the generation of the partial proofs by either the clients or the servers. In all
three constructions, we achieved the property of public verifiability i.e., anyone is
able to confirm that the final result y is indeed the sum of the n secret inputs. In
Table 4, we provide a comparison of the proposed VAHSS constructions in terms
of the employed primitives, the need for collaboration between the servers as well
as the computation requirements on the client side. In all cases the computa-
tional cost required on the client side is rather similar i.e., the computational
complexity in all cases is O(m?) (where m denotes the number of servers) sim-
ilarly to the complexity of a simple secret sharing scheme, while the one based
on homomorphic hash functions seems to be slightly more lightweight. Our work
is complementary to the multiplicative VHSS solution proposed by Tsaloli et
al. [16]. The technique introduced in our constructions in order to randomize
the 7; values can also be incorporated in the multiplicative VHSS construction
and, thus, provide better security guarantees.
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