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A GRAPH SAYS MORE THAN A THOUSAND

JOURNAL ENTRIES

Harnessing Graph Autoencoder Networks in Auditing

The integration of artificial intelligence into auditing opens up new pathways. By in-
terpreting journal entries through the innovative lens of graphs, auditors are able to
uncover complex accounting patterns and anomalies. This article illustrates how
graph representation learning-based auditing can be applied in practice through

two practical case studies.

1. INTRODUCTION

The foundations of modern accounting practices, includ-
ing the recording of journal entries, are likely to have been
established during the medieval period[1]. Luca Pacioli, a
Franciscan friar, is credited with formalising double-entry
bookkeeping in his influential work, Summa de Arithmetica,
Geometria, Proportioni et Proportionalita, published in 1494[2].
Pacioli[3] emphasised that accounts have “both likes and
opposites”, as it is the case with debit and credit, and that
merchants should be mindful of their “dual aspects”[4].
Therefore, it is no surprise that accounting is often called the
“language of business”.

Accounting journal entries are the cornerstone of financial
statements and financial reporting. Today, organisations re-
cord vast quantities of these entries digitally in Accounting
Information Systems (AIS)[5], continuing to apply the same
principles that were first established centuries ago[6]. As
A.C.Littleton noted in 1928, a
“journal entry is an important bookkeeping mechanism which
serves as a means of converting a non-technical statement of a
transaction into a technically-formed record” [7].

Each journal entry contains essential information about a
business transaction, such as the date, the accounts to be
credited and debited, the amounts involved, and a brief de-
scription.

The International Accounting Standard (IAS) 1 requires
that financial statements “must ‘present fairly’ the finan-
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cial position, financial performance and cash flows of an en-
tity”[8]. Incorrect entries distort a company’s reported finan-
cial position and performance. They may lead to misstated
assets, liabilities, equity, revenues or expenses, affecting all
three financial statements. As a result, the audit of the accu-
rate and complete recording of entries is essential to the au-
diting process. Consequently, the International Standard on
Auditing (ISA) 240 requires auditors to

“test the appropriateness of [...] entries recorded in the general
ledger [...] in the preparation of the financial statements” [9].

This audit procedure, usually referred to as journal entry
testing (JET), examines entries for the end of the period and
throughout the audit period and inquiries about any unu-
sual transaction [10].

The ISA 240 highlights characteristics that indicate fraud-
ulent journal entries.

“[These] characteristics may include entries (a) made to unre-
lated, unusual, or seldom-used accounts, (b) made by individu-
als who typically do not post journal entries, (c) recorded at the
end of the period or as post-closing entries that have little or no
explanation or description, (d) made either before or during the
preparation of the financial statements that do not have account
numbers, or (e) containing round numbers or consistent ending
numbers.” [11]

In parallel, audits have become increasingly complex. Data-
driven audit tasks, such as JET, call for the use of advanced
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Figure 1: JOURNAL ENTRY GRAPH REPRESENTATION

Accounting Journal Entry (Tabular)

Accounting Journal Entry (Graph)

Entry-ID Line-Item Account-ID Account D/C Amount Value
Account 12 00/' Added Tax
100011 0001 10001 ﬁccogn]tjsl D  1,012.00 Receivables . (20220)
eceivables
mp (1000 ) 1,000,00
100011 0002 40101 Sales C 1,000.00
Sales
100011 0003 20220 Value Added C 12.00 (40101)
Tax Debit @—>@ Credit

technological tools. The adoption of deep learning|[12], a sub-
field of artificial intelligence, has the potential to enhance
such audit procedures[13]. The following section intro-
duces the idea of learning graph representations of journal
entries.

2. JOURNAL ENTRIES AS GRAPH STRUCTURES
Risk-based auditing is focused on identifying areas of higher
risk to ensure that resources are directed towards effectively
identifying material misstatements [14]. Traditionally, audi-
tors have approached journal entries transaction-by-trans-
action, examining individual entries for anomalies. Over
time, this approach evolved into audit sampling as transac-
tion volumes increased. While these methods are valuable,
they often fail to capture the “bigger picture” of intercon-
nected transactions. A more comprehensive approach [15] in-
volves viewing each journal entry as part of an integrated
financial network or financial graph [16].

Graph theory has been successfully applied in various
domains, such as information systems, knowledge graphs,
ecosystems, sociology, and biological networks[17]. By re-
interpreting journal entries through the innovative lens of
graphs [18], auditors gain a structured yet visual means of
analysing financial accounting data[19]. In such a graph-
based framework:

— Nodes represent general or sub-ledger accounts on the or-
ganisation’s balance sheet or profit and loss statement, such
asaccounts receivable or sales.

— Edges represent the flow of financial resources within the
organisation’s accounts, such as debiting in the account re-
ceivable and crediting sales.

Figure1 (left) illustrates a typical sales-related journal entry
involving a debit of CHF 1,012 to account 10001 (Accounts Re-
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ceivables), credit of CHF 1,000 to account 40101 (Sales), and
credit of CHF 12 to account 20220 (Value Added Tax). This
financial flow is captured in the graph, as also illustrated
in figure1 (right), in which account 10001 (Accounts Receiva-
bles) serves as the source node, while accounts 40101 (Sales)
and 20220 (Value Added Tax) act as target nodes. The graph-
based interpretation allows for the visualisation of transac-
tion flows, facilitating the detection of patterns and irregu-
larities within the bookkeeping activities.

The analysis of journal entry graphs allows to examine
the flow of funds across different accounts, cost centres, or
vendors within an organisation. This approach helps un-
cover hidden relationships and potential anomalies that
would be difficult to detect by analysing journal entries
individually.

3. GRAPH AUTOENCODER NETWORKS

One method that allows auditors to model these relation-
ships effectively is Graph Autoencoder Networks (GAENS),
which was initially proposed by Kipf & Welling[20]. Such
neural networks can be used to learn a model of the connec-
tions between accounts and the features associated with each
account. Once learned, the model can be used to investigate
complex patterns in accounting data and detect unusual
activities [21].

GAENS learn from two matrices: the adjacency matrix,
which maps connections between accounts; and the feature
matrix, which adds details about the accounts and trans-
actions, such as the type of account or the amount posted
by a journal entry. Together, these matrices provide a com-
prehensive view of journal entries’ structures and attributes,
setting the foundation for more advanced learning tech-
niques. Figure 2 illustrates how a journal entry’s graph struc-
ture is broken down into a feature and adjacency matrix.
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Figure2: GRAPH DECOMPOSITION INTO ADJACENCY AND FEATURE MATRICES
Accounting Journal Entry (Graph)
Value
Account =" Added Tax
Receivables ’ (20220)
(1000 1) 1,000.00
Sales
(40101)
Account Features ‘ ‘ Account Adjacencies
Item D/C Amount 10001 20220 40101
10001 1 D 1,012.00 10001 1 1 1
20220 3 C 12.00 20220 0 0 1
40101 2 C 1,000.00 40101
o . 0 0 0

The core idea behind GAENS is that they consist of two
main components: an encoder network and a decoder net-
work. The encoder learns a simplified version of the finan-
cial graph by capturing the essential relationships between
accounts. It compresses this information and passes it on to

the decoder. The decoder then attempts to reconstruct the

original graph from this compressed representation. Success-
ful reconstruction indicates that the model has captured the

journal entries’ underlying structures. At the same time,
difficulty in reconstructing certain parts may suggest the

presence of unusual or irregular journal entries. For exam-
ple, a high-reconstruction error can indicate a journal entry

anomaly that warrants further investigation.

Figure3 illustrates the GAEN architecture, consisting of a
graph encoderand a graph decoder neural network thatlearn
from account features and adjacencies. The account features
are used to capture the attributes of each account, such as
transaction amounts and document types. In contrast, the
account adjacencies represent how accounts are connected
through debits and credits within the journal entries. The
graph encoder (left) compresses these inputs into simplified
graph representations. The graph decoder (right) then at-
tempts to reconstruct the original financial graph from this
compressed data. As the learning process progresses, the
GAEN becomes more proficient at grouping similar journal
entry graph structures into distinct clusters.

Figure 3: GRAPH AUTOENCODER NEURAL NETWORK (GAEN) [22]
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The learned representations enable underlying patterns

within the data to be uncovered, providing insights into

common accounting patterns (“conformance checking”)and

deviations from these norms (“anomaly detection”).

— Conformance Checking: The GAEN might learn that one clus-
ter corresponds to journal entries in which accounts receiv-
able are debited and sales are credited. Evaluating whether
these journal entries conform to the general sales accounting

pattern helps determine whether they are recorded in com-
pliance with established accounting policies, improving the

statements’ reliability.

— Anomaly Detection: The GAEN mightalso detectaninstance

in which the credit is split between sales revenue and miscel-
laneous income. Such a deviation from the established sales

cluster may indicate an anomaly. This anomaly could signal

a misclassification or an attempt to adjust revenue, warrant-
ing further review by an auditor to ensure the accuracy and

integrity of the entry.

In brief, examining graph representations provides insights
into the interconnected nature of accounts, helping to en-
sure adherence to accounting practices and identify poten-
tial risks.

4. GRAPH REPRESENTATION AUDITING PROCESS
Graph Autoencoder Networks offer a novel extension to the
conventional graph representation of journal entries[23],
leveraging machine learning to enhance the analysis of ac-
counting data. By learning how accounts interact with one
another and how organisational resources flow, GAENSs pro-
vide an advanced model that can be used to improve the ac-
curacy of financial audits by offering insights into unusual
transactions and identifying potential risk areas. The pro-
cess of applying GAENS to auditing can involve the follow-
ing five steps.

Figure4: REPRESENTATION SPACE ANALYSIS
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4.1 Initialisation. In the first step, the initial GAEN model
is set up to define how journal entries will be transformed
into graphs. The initialisation involves determining which
accounts will serve as nodes and how journal entries, rep-
resenting transactions, will be modelled as edges between
these nodes. The setup ensures that the graph structure cap-
tures the inherent relationships in the accounting data.

4.2 Data selection. In the second step, the appropriate data-
setof journal entriesis selected for training the GAEN model.
This dataset should include transactions across multiple ac-
counts, providing a rich source of information. The quality
of the data chosen will determine whether the model will be
able to effectively learn common and uncommon account-
ing behaviours, improving the model’s ability to identify ir-
regularities.

4.3 Graph construction. In the third step, journal entries
are converted into a graph format. Each journal entry is rep-
resented as an adjacency matrix that defines the relation-
ships between accounts, while the feature matrix adds addi-
tional details such as transaction amounts or account types.
The matrices enable the model to learn from the graph struc-
ture and attributes.

4.4 Model learning. In the fourth step, the GAEN learns to

represent journal entries as graphs by processing the adja-
cency and feature matrices. This learning process allows the

model to capture the relationships between accounts, grad-
ually building an understanding of how the entries establish

connections between the different accounts and their typi-
cal financial flows.

4.5 Representation analysis. In the fifth step, the learned
representations of journal entries are examined. The model
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organises these representations into clusters, in which sim-
ilar entries correspond to identical accounting practices.
Journal entry representations that do not fit into these clus-
ters may indicate unusual activity, highlighting unusual ac-
counting practices.

Figure 4 illustrates the representation analysis of a GAEN
applied to learn from journal entry data. As the model
learns the journal entry representations, distinct clusters
emerge, each representing a typical accounting pattern or
structure.

As described earlier, these cluster visualisations enable
conformance checking, verifying whether journal entries
fall into the expected, well-structured clusters based on reg-
ular accounting behaviours. Additionally, the model identi-
fies anomalies by detecting deviations from these clusters.
Journal entries not conforming to the established clustersare
flagged as potential anomalies, signalling transactions that
may require further investigation. For example, a regular
cluster might represent vendor payments in which accounts
payable is debited and a bank account is credited. However,
ifan entry debits accounts payable but credits an unusual ac-
countsuch as intercompany transactions, this could suggest
an unusual activity or misclassification, prompting auditors
to investigate further.

Inshort, by applying GAENS, this provides an effective way
to analyse the structure and content of financial accounting
data. By learning graph representations of journal entries,
these GAENSs allow for the identification of typical and atypi-
calaccounting behaviours. The ability to detect patternsand
flag irregularities makes GAENs a valuable addition to the
auditing toolkit in order to uncover hidden risks that might
otherwise go unnoticed in audits.

5. EMPIRICAL CASE STUDY:

JOURNAL ENTRY TESTING

Anempirical case study [24] was conducted to evaluate the ap-
plication of GAENS for testing and analysing journal entries

in the context of audits. The study focuses on two datasets: a

case study dataset (referred to as Dataset A) sourced from the

EY Academic Resource Center (EYARC) and a real-world da-
taset from a partner company with $681 million in gross rev-
enue (referred to as Dataset B).

— Dataset A consisted of approx. 40,000 journal entry line

items, corresponding to 18,934 journal entries across 74 gen-
eral ledger accounts.

- Dataset B consisted of approx. 1.3 million journal entryline

items, corresponding to 128,045 journal entries across 441

general ledger accounts.

The primary objective of the case study was to explore how
GAENS are able to model the graph pattern established by
journal entries, identify unusual patterns, and assist audi-
tors in detecting potential anomalies that might not be im-
mediately visible using traditional methods.

5.1 Synthetic Dataset A results. The model’s anomaly de-

tection capabilities were tested on Dataset A, a controlled
set of journal entries with artificially introduced anoma-
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lies. These anomalies were divided into two categories: ten
global anomalies (unusual individual transactions) and ten
local anomalies (unusual patterns between accounts within
transactions). The results showed that the GAEN effectively
identified the global anomalies in which individual trans-
actions differed from typical patterns. The model’s success
in detecting these anomalies was mainly due to its ability to
analyse the graph structure of journal entries, highlighting
transactions with unusual relationships between accounts
that may represent potential risks.

5.2 Real-world Dataset B results. The model’s capability
for practical application was tested by having expert audi-
tors review flagged transactions in Dataset B. The focus was
on identifying naturally occurring transactions that devi-
ated from the norm. The model flagged several transactions
asanomalies. Upon review, auditors confirmed that many of
these transactions were unusual or rare. They found issues
such as duplicate records, self-postings (where the same ac-
count was debited and credited), and unexplained reversals.
These anomalies, which might have gone unnoticed using
traditional auditing methods, were effectively identified by
the GAEN model due to its ability to analyse distinct graph
structures in journal entries.

Across both Dataset A and Dataset B, the GAEN model
demonstrated its ability to detectanomalies by analysing the
underlying graph structures of journal entries.

5.3 Valuable lessons for the practical application of
GAENSs in auditing. The capability of GAEN to capture com-
plex relationships within accounting data is of great value to
practical applications.

5.3.1 Improved decision-making. Flagged anomalies identified
by GAENs can guide the performance of more targeted audit
procedures. Audit efficiency and effectiveness can be en-
hanced by concentrating resources on areas with the high-
est risk of misstatements or fraudulent activities. GAENs
can also assist in prioritising work by indicating which
anomalies require immediate attention based on the sever-
ity or frequency of irregularities. These insights facilitate in-
formed decisions regarding which transactions to investi-
gate further, enhancing the quality of audit outcomes as a
result.

5.3.2 Interpretation challenges. One challenge identified is the
difficulty in interpreting the output from GAENS, especially
for individuals without the required technical background.
Understanding why certain transactions are flagged as
anomalies can be complex. To bridge this gap, training pro-
grammes focused on understanding graph structures and
based on visual aids will be necessary. Visual tools that intu-
itively present graph structures, such as node-link diagrams
or cluster visualisations, can be used to ensure thatadvanced
machine learning techniques can be effectively utilised in
auditing practices.

As demonstrated in figure 5, a dynamic visualisation for
monitoring atypical or unusual transactions, classified by
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Figure 5: GRAPH NEURAL NETWORK JOURNAL ENTRY ANOMALY DETECTION DASHBOARD
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Year Month Account Account Account Class Amount Preparer Anomaly
Number Type Score

2023 October 3506956 Revenue Gross Service Revenue 38,542.87 192462 100.00 %
2023 September 4923830 Revenue Gross Service Revenue 36,970.83 188711 97.18%
2023 ]uly 2800515 Revenue Gross Service Revenue 33,031.02 218245 92.39%
2023 December 2476410 Assets Current Assets 6,830.642 313658 79.96 %
2023 October 4968625 Liabilities Current Liabilities 22,230.47 164137 79.06 %
2023 December 3636944 Liabilities Current Liabilities 18,917.7 256366 77.10%
2023 August 1633920 Liabilities Current Liabilities 16,340.52 255734 76.46 %
2023 September 2400193 Liabilities Current Liabilities 15,035.01 178353 75.64%
2023 June 2640457 Assets Current Assets 658.9465 41379 75.44 %

GAEN based on a predefined anomaly score threshold, al-
lows auditors to quickly prioritise high-risk accounts. The
top of the dashboard in figure 5 displays key metrics for the
audited data (amounts are shown in Brazilian currency), in-
cluding total amount, detected anomaly amount, percentage
of anomalous amounts, total transaction count, total anom-
alous transactions, and percentage of anomalous transac-
tions. The middle section of figure s shows the detected jour-
nal entry anomaly graphs, where nodes represent ledger ac-
count and edges indicate connections between them. Below
the anomaly graph is an overview table detailing specific
journal entry anomalies. This promises to optimise the ef-
ficiency and effectiveness of audits in detecting fraud and
ensuring accounting compliance.

In summary, the GAEN model recognised unusual rela-
tionships between accounts and transactions, providing in-
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sights that complement traditional auditing methods. These
findings highlight the practical benefits of applying GAENS,
while underscoring the need for strategies to address chal-
lenges in interpreting machine learning outputs.

6. CONCLUSION AND OUTLOOK

Graph representation learning in financial auditing has
shown promising results, particularly in enhancing anom-
aly detection by analysing journal entries’ graph structures.
By transforming traditional journal entries into graph rep-
resentations, it becomes possible to gain insights into the
underlying relationships between accounts, leading to more
efficient and effective audits. The GAEN model’s ability to
identify unusual patterns and relationships has the poten-
tial to improve the quality of audits by focusing on high-risk
areas and enabling more targeted audit procedures.
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Integrating these advanced machine learning techniques
into auditing practices presents challenges, however — par-
ticularly regarding interpretability and the level of techni-
cal expertise required. Addressing these challenges through
comprehensive training programmes and the development
of intuitive visual tools is crucial to making these technolo-
gies accessible and practical for auditing professionals.
Looking forward, GAENs have the potential to become
an integral part of Al-assisted or co-piloted auditing|25].
As GAEN models evolve, they will offer more sophisticated

TECHNOLOGY

tools for analysing finanial data, ultimately leading to more
accurate and efficient audits. Integrating GAENs with other
data analytics tools and automating aspects of the auditing
process could further enhance the effectiveness of audit pro-
cedures. The combination of traditional auditing expertise
with advanced deep learning technologies has the potential
to transform financial auditing into a more data-driven disci-
pline[26] that is better equipped to address the complexities
of modern financial statements and their underlying journal
entries[27]. [
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