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Abstract

Despite the growing importance of cybersecurity, a
lack of theoretical studies hampers a comprehensive
understanding of this field. This gap becomes
particularly evident when attempting to investigate the
impacts  of  cybersecurity on  organizational
performance. To address this gap, this paper conducts
a Systematic Literature Review (SLR) to identify a series
of core cybersecurity capabilities and applies the
dynamic capabilities framework to analyze them. The
study categorizes the 17 identified capabilities into
sense, seize, and transform clusters, exploring their
contributions to organizational performance and their
interrelationships. While many of these capabilities
align with established cybersecurity standards such as
ISO 27001 and NIST CSF, the findings emphasize
specifically the critical role played by less technical and
more Sstrategic-oriented capabilities. This research
represents an initial step in bridging the existing
knowledge gap and offers valuable insights for future
investigations into the microfoundations and evolving
nature of dynamic cyber capabilities.
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1. Introduction

In today's digital age — and especially after the
COVID-19 pandemic — organizations across industries
and sectors are increasingly reliant on information and
digital technologies to conduct their daily activities
(Leonardi, 2021; Peppard & Ward, 2016). However, this
reliance also brings the inherent risk of cyber threats that
can exploit vulnerabilities in these systems, resulting in
significant financial losses, reputational damage, and
potential legal consequences (Stouffer et al., 2019). The
cyber space has witnessed a rapid evolution in recent
years — with cyber-attacks becoming more frequent,
sophisticated, and destructive (Lallie et al., 2021; Weil

& Murugesan, 2020) — and the continuous evolution of
enterprise IT architectures is introducing additional
complexities. The current cost of global cybercrime was
estimated at 6 trillion USD at the end of 2021, nearly
doubling from five years earlier. In the same time frame,
global cybersecurity spending grew nearly tenfold, from
100 billion USD to 1 trillion USD (Morgan, 2018). In
this highly dynamic context, cybersecurity is slowly but
significantly influencing the traditional way of
conducting business operations in different sectors
(Abbatemarco et al., 2022; Carcary et al., 2019).

Despite significant investments in cybersecurity
technologies and resources, many organizations still
struggle to effectively protect their assets and respond to
evolving threats (Kosutic & Pigni, 2020; Sen, 2018).
One key contributing factor to this challenge lies in the
lack of clear recognition and understanding of the core
cybersecurity capabilities (Kosutic & Pigni, 2020).
These capabilities should reflect the organization's
ability to convert the imperative to address cyber risks
into managerial decisions that not only support, but also
enhance overall business performances. In this sense,
these capabilities bear resemblance to the concept of
dynamic capabilities, defined by Teece et al. (1997) as
the “organization's ability to integrate, build, and
reconfigure internal and external competences to
address rapidly changing environments”.

The concept of dynamic capabilities has been
frequently employed in the strategic management
literature to explain how organizations can gain a
competitive advantage by quickly identifying and
seizing new opportunities, responding to market shifts,
and effectively navigating through volatile, uncertain,
complex and ambiguous scenarios (Eisenhardt &
Martin, 2000; Teece, 2007; Teece et al., 1997).
Although one could argue that cybersecurity does not
directly confer a competitive edge, as it is not inherently
tied to competition among organizations and instead
emphasizes collaboration between them (Pala &
Zhuang, 2019; Sharkov, 2016), maintaining a strong
cybersecurity posture is undeniably vital for at least
preserving the current competitive advantages. This



entails, for example, safeguarding the organization's
assets, ensuring uninterrupted operations, and thereby
upholding the trust of customers, partners, and other
stakeholders (Craigen et al., 2014; Salviotti et al., 2023;
Weil & Murugesan, 2020). Additionally, cybersecurity
might also create new competitive advantages, such as
by attracting prospective customers who favor products
/ services adhering to strict privacy policies (Rothrock
etal., 2018).

Despite the relevance of the topic, understanding
what dynamic capabilities are required in the
cybersecurity domain is challenging. Formulating a
comprehensive and coherent list of capabilities is
intricate due to several factors. One is the fragmented
state of academic literature regarding the subject, which,
although gaining significance, remains notably
compartmentalized across its technical, organizational,
and legal dimensions. Other factors are the novelty and
dynamism of the field itself: cybersecurity is a
multifaceted and dynamic domain, that demands
continuous adaptation from organizations to address
emerging threats and vulnerabilities (Craigen et al.,
2014; Suryotrisongko & Musashi, 2019). Today’s
cybersecurity landscape is shaped by several
influencing forces, such as technological advancements
and new regulations (Madnick et al., 2023; Willard,
2015). A third factor is that the two most recognized
cybersecurity frameworks, the ISO 27001 and the NIST
Cybersecurity Framework (NIST CSF), have de facto
established their own list of required cyber capabilities.
Despite their undeniable usefulness for organizations
(Podrecca et al., 2022; Scofield, 2016), referring
exclusively to these two frameworks bring the risk of
overlooking capabilities that they do not highlight, or
overemphasizing or underestimating others.

To implement effective cybersecurity strategies, it
is reasonable to assume that organizations should
thoroughly and comprehensively understand the
capabilities required to address this dynamic landscape.
In light of this observation, the primary objective of this
paper is to address the following key research question:

RQ. What are the dynamic capabilities that
organizations need to effectively address the rapidly
changing cybersecurity environment?

To accomplish this goal, the study employs a
systematic literature review (SLR) methodology to
rigorously identify and collect existing research on
cybersecurity capabilities. The findings of the SLR are
then synthesized using a thematic synthesis approach
(Thomas & Harden, 2008; Xiao & Watson, 2019), and
finally analyzed through the Dynamic Capabilities
framework according to Teece et al. (1997).

The following sections of the paper are organized
as follows. Section 2 provides an overview of the
theoretical underpinnings behind the relevance of

cybersecurity today and the dynamic capabilities theory.
Section 3 details the methodology and process
employed in conducting the SLR, including the search
strategy, inclusion criteria, and data analysis techniques.
Section 4 presents the findings of the review, identifying
the dynamic capabilities that organizations require to
effectively handle cybersecurity. Section 5 discusses the
consequences of these findings, drawing connections to
traditional dynamic capabilities and emphasizing their
practical implications for organizations. Finally, Section
6 offers concluding remarks, highlights the
contributions of the study, and suggests avenues for
future research.

2. Theoretical background

2.1 Relevance of cybersecurity

As mentioned in the introduction, the growing
pervasiveness of digital technologies in companies is
leading to a profound change in the information security
paradigm (Leonardi, 2021; Peppard & Ward, 2016).
Organizations are exposed to an unprecedented amount
of cyber risks, defined as the risks “of financial loss,
operational disruption, or damage ” resulting from “the
unauthorized access, use, disclosure, disruption,
modification, or destruction of [an information]
system” (Stouffer et al., 2019, p.70). In addition, these
risks often go beyond the perimeter covered by
traditional Information Security Management Systems
(Craigen et al., 2014; Schatz et al., 2017). In 2013, von
Solms & van Niekerk were among the first to claim that
information security and cybersecurity were related, but
not analogous terms: while traditional Information
Security has as its main purpose ‘“the protection of the
corporate information technology infrastructure” and
of “all the information that is not stored or
communicated directly using ICT”, cybersecurity has a
wider scope, that goes beyond the traditional perimeter
of the company. In this sense, in cybersecurity “the
assets that need to be protected can range from the
person him/herself [...] to the interests of society at
large”’(von Solms & van Niekerk, 2013, pp. 101-102).
Cybersecurity can include activities such as protecting
employees even outside the corporate environment (He
& Zhang, 2019), preventing and communicating
potential cyber risks with the company’s 3rd- and 4th-
parties (Levy & Gafni, 2021), ensuring the cyber-safety
of a product for a certain period of time after its sale
(Chhetri et al., 2018), and coordinating with the national
security and privacy authorities in case of a cyber
incident (Sabillon et al., 2016). As a result,
cybersecurity is today a strategic Board- and CEO-level
issue, rather than simply an IT one.



2.2 The dynamic capabilities framework

In the ever-changing and competitive business
landscape, organizations are constantly challenged to
adapt and respond to dynamic environments. The
concept of dynamic capabilities has emerged as a
prominent theoretical framework to understand how
organizations can effectively navigate and thrive in such
turbulent conditions (Eisenhardt & Martin, 2000; Helfat
& Peteraf, 2009; Peteraf et al., 2013; Teece, 2007; Teece
et al., 1997). Dynamic capabilities represent the “ability
to integrate, build, and reconfigure internal and
external competences to address rapidly changing
environments” (Teece et al., 1997).

The concept of dynamic capabilities has gained
significant attention across various disciplines,
including strategic management, organizational theory,
and innovation studies. It extends the traditional
resource-based view (RBV) of the firm by emphasizing
the importance of capabilities and processes that enable
firms to adapt and shape their resource base (Eisenhardt
& Martin, 2000). Dynamic capabilities encompass a set
of organizational routines and processes that facilitate
sensing, seizing, and reconfiguring resources in
response to changing market conditions (Teece, 2007).

The three core dimensions of dynamic capabilities
— sensing, seizing, and transforming — form the
foundation of the original conceptual framework.
Sensing capabilities involve scanning and interpreting
the external environment to identify emerging
opportunities and threats. Seizing capabilities refer to an
organization's ability to rapidly and effectively capture
and exploit identified opportunities.  Finally,
transforming capabilities encompass the ability to
internally reallocate and recombine its resources and
capabilities in response to changing market dynamics.

2.3 Research gap

Given the relevance of the topic, in recent years
several research streams have begun exploring how
cybersecurity can be leveraged to protect or even
improve business performance. Works in the field of
computer science and information technology were the
first to explore the impact of cybersecurity, with both
academic and practitioner articles primarily focusing on
the technical capabilities needed to address its
challenges, and with some authors already providing
early organizational perspectives (e.g., Adler, 2013;
Donaldson et al., 2015; Jang-Jaccard & Nepal, 2014).

Starting from 2017-2018, several works started
presenting a more holistic viewpoint on the matter, often
coming from Chief Information Security Officers
(CISOs), former CISOs, and other experienced security
professionals (see for example Antonucci, 2017).

Through practical guidance, best practices, and lessons
learned from their personal careers, these publications
started suggesting that cybersecurity capabilities should
encompass a broad range of technical, managerial, and
legal practices. Many of these works were also
influenced by the rise of international standards in the
cybersecurity domain, particularly after 2013 with the
release of globally accepted frameworks such as 1SO
27001 or NIST CSF. The widespread adoption of these
frameworks effectively standardized a set of capabilities
across different sectors and geographies. In its latest
edition, the 1SO 27001:2022 presents cybersecurity
activities in the form of 8 main “clauses”: Context of the
Organization,  Leadership,  Planning,  Support,
Operation, Performance Evaluation, and Improvement
(IS0, 2022). On the other side, the latest revision of the
NIST CSF (Barrett, 2018) identifies five core
“functions”: Identify, Protect, Detect, Respond and
Recover. The main gaps in this organization-oriented
research stream are twofold: on one hand, a pronounced
emphasis placed on the capabilities identified and
described by these standards, and on the other hand, a
bias related to the authors' professional experiences.

A third research stream, back in the academic
realm, primarily focused on how to develop the
cybersecurity capabilities identified in the models and
maturity  frameworks mentioned above (e.g.,
Almuhammadi & Alsaleh, 2017; Jacobs et al., 2016).
Lastly, a fourth and most recent research stream tried to
understand what new needs emerged following the latest
changes in the cyber landscape, including the increase
in global cyber-attacks recorded since the Covid-19
pandemic and the release of several national and
international security laws and regulations (Lallie et al.,
2021; Srinivas et al., 2019). One of the most relevant
works in this latest stream — characterized by a less
technologically- and more strategically-oriented
approach to cybersecurity — is that by Kosutic & Pigni
(2020), who were among the first to consider cyber
capabilities as akin to dynamic capabilities as described
by Teece et al. (1997). The choice of the dynamic
capabilities framework is indeed highly congruent with
the current cybersecurity environment, given its primary
objective of investigating an organization's ability to
promptly adapt strategies and structures in response to
the rapid evolution of the market to maintain its
competitive advantage (Helfat & Peteraf, 2009). In
particular, Kosutic and Pigni (2020) were the first to
recognize how the dimensions delineated by Teece et al.
(1997) inherently align with the demands imposed by
the present context. For instance, their work identifies
the capability to "sense" emerging threats and
vulnerabilities, to “seize” opportunities to enhance
defenses, and to “transform” security strategies and
technologies. This alignment further underscores the fit



of the framework to this domain, where the need to
perceive and respond to swiftly evolving threats is
paramount. However, even Kosutic & Pigni’s work
lacks proper systematization, having been “built by
merging existing academic literature and evidence from
the field”, also thanks to “the professional experience
of the first author as a cybersecurity expert” (p.35).
Again, while this approach may be highly valuable from
a practical perspective, it is also likely to have
overlooked or underestimated significant cyber
capabilities mentioned by other sources.

To summarize, all the different research streams on
cybersecurity  capabilities still lack a proper
systematization and classification. The aim of this study
is to methodically identify the cyber capabilities needed
today to address the rapidly changing cybersecurity
environment and frame them within a broader model of
dynamic capabilities as described by Teece et al. (1997).

3. Methodology

For the systematic literature review, the paper
followed the procedure proposed by Tranfield et al.
(2003), particularly following the revised version by
Xiao & Watson (2019) that incorporates the revisions
from Brereton et al. (2007) and Kitchenham & Charters
(2007). The procedure encompassed three main stages:
planning, conducting, and reporting the review. During
the planning stage, a review protocol was established.
Firstly, the purpose of the review was defined, which led
to the definition of the RQ. Subsequently, inclusion and
exclusion criteria were selected. For the purposes of this
SLR, only works that dealt with how cybersecurity can
contribute to business performance were considered.
The publication timeframe for the selected works ranged
from 2013 to 2023, reflecting the emphasis on today’s
cybersecurity landscape. Finally, considering the focus
of the work, the paper incorporated both quantitative
and qualitative publications, including case studies.

The search strategy began by creating search strings
that were then combined to form keywords. Wildcard
symbols were also employed during the search to reduce
the number of strings. Three sets of keywords were
used, the first being “cybersecurity” OR “cyber
security” OR “information security” OR “infosec”. The
reason for such set is that, although cybersecurity and
information security cannot be considered synonymous,
they have been and are still often used interchangeably.
The second and third sets of keywords were selected
following an approach analogous to Mikalef et al.
(2018), that engaged a panel of experts to determine the
most pertinent keyword set for a SLR that investigated
dynamic capabilities in a technologically-driven
context. Similar to their work, the second set thus
included the words “capabilities” OR “competencies”

OR “practices” OR “resource-based view”, while the
third one included only a single term: “performance”.

In the conducting phase, the search strategy was
initially performed on the Web of Science (477 results)
and Scopus databases (940 results). Keywords were
searched within the title, abstract, and keyword sections
of the manuscripts. Subsequently, the search was
repeated on the IEEE Xplore database (1,099 results)
and on the Association of Information Systems library
(351 results), where the search was extended to all
metadata. Finally, the search was also performed on
Google Scholar using the Publish or Perish software,
which yielded 1,004 results. In total, at this stage the
search yielded 3,871 results, which were soon reduced
to 793 after removing duplicates, non-English papers,
books and articles published on non-scientific outlets.
The titles of the selected studies were then analyzed to
determine their relevance to the systematic review.
Studies that were clearly not about the business or
organizational impacts of cybersecurity were excluded
at this point. After this stage, the number of remaining
articles was 214. In the second stage, the abstracts of the
remaining articles were examined; those that did not
align with the focus of the review were discarded, as
well as papers with a different unit of analysis than that
indicated in the research question (e.g., focusing on
individual capabilities rather than organizational ones).
Furthermore, in-progress papers and thesis dissertations
were excluded. Out of the 214 abstracts assessed, 128
were omitted, leaving 86 papers for further analysis. In
the third stage, each of the 86 remaining papers was
evaluated based on several quality criteria, including
scientific rigor and credibility. At this stage, an
additional 41 papers were excluded, leaving 45 papers
for data extraction and synthesis. The whole process is
summarized in Figure 1 below.

Records identified from:

- Webof Science (n = 477)
+ Scopus(n = 840)

= |EEEXplore(n = 1,098) + Books or articles published on non-scientific outiets (n =
~ AlSlibrary (n = 351) a18)

+ Google Scholar (n = 1,004)

v

Records screened title) Records excluded:
(n=793) I—»{ * Notrelevant to the RQ (n = 579)

Records screaned (abstract) Records excluded:
(n=214) f—» + Notralevant to the RQ or differentunit of analysis (n = 107)
+ In-progress papers and thesis dissertations (n = 21)

Records removed before screening
+ Duplicate records (n = 2,581)

+ Nen-English records (n = 179)
—»

] [ Identification ]

¥

Reports sought for retrieval (full text) Reports not retrieved
(n=86) [ (n=0)

Screening

¥
Reports assessedfor aligibility Reports excluded
(n=86) [ Lacking scientific rigor and / or credibility (n = 41)

v

Reports includad in review
(n=45)

{ Included ] [

Figure 1. SLR procedure.

In terms of publication counts, the final records
encompass 26 journal articles and 19 articles from



conference proceedings. Among journals, the most
represented publications are Information & Computer
Security (Emerald Publishing) with 4 entries and
Computers & Security (Elsevier) with 3. Among
conferences, the most represented are the European
Conference on Information Warfare and Security
(ECCWS) with 4 records, the Hawaii International
Conference on System Sciences (HICSS) with 3, and the
Americas' Conference on Information Systems
(AMCIS) with 2. All other outlets have only 1 entry
each. In terms of time distribution, the years with the
highest representation are 2021 and 2022, with 8 records
each, followed by 2019 and 2020 with 6. The earliest
entry is dated 2013, the most recent May 2023.

In order to achieve consistency in the extracted
data, a thematic synthesis approach based on Thomas &
Harden (2008) was adopted. In thematic synthesis,
initial themes are extracted from the literature and then
clustered and further synthesized into analytical themes
that are relevant to address a specific research question.
According to Thomas and Harden (2008), analytical
themes are particularly suitable when addressing a
specific review question, which aligns well with the
purpose of this paper. After the synthesis, each of the
identified analytical themes was linked to one of the
three original dynamic capabilities identified by Teece
et al. (1997). The final outcomes of the data collection,
extraction, synthesis, and analysis are presented in the
subsequent section.

4. Findings

This section presents the results of the systematic
literature review. From the synthesis process, 17
dynamic cyber capabilities emerged, which were then
analyzed and redistributed into the three macro clusters
of sensing, seizing, and transforming capabilities, as
theorized by Teece et al. (1997):

e “Sense” cluster: capabilities related to sensing and
identifying new opportunities and potential threats
in the external environment.

e “Seize” cluster: capabilities related to seizing and
capturing these opportunities effectively.

e “Transform” cluster: capabilities related to
transforming and reconfiguring internal resources,
processes, and capabilities to adapt to new
opportunities or threats.

The results are presented in Table 1 in the following
page. In addition to indicating the cluster, the table
provides a brief description of what each capability
involves and its goal, along with the number of papers
that mentioned it and some references (due to space
constraints, only three per capability are shown). In
terms of cluster mentions, “Seize” capabilities are cited

in 42 out of the 45 examined papers, “Sense”
capabilities in 37, while “Transform” ones in 31. In
total, the dynamic capabilities related to the “Sense”
cluster are cited 78 times, those related to the “Seize”
cluster 134 times, and those related to the “Transform”
cluster 45 times.

5. Discussion

5.1 Overview of cyber capabilities

The findings imply the existence of different
capabilities’ domains, reinforcing the concept of
cybersecurity as a multidisciplinary subject. The
identified capabilities have been categorized into five
primary groups according to their overarching domains,
as represented in Figure 2.

Domain Sense Seize Transform

D 1. Seting up a 1D XVIL

ID VI. identifying ID XIl. Monitoring | cor
LAl ¢ priorizng. | 3rd-party cyber
Governance [ArSusEe risks

Architecture it
and
LRCLEIN o tochnologies
Training & o
Awareness i e
Incident DXV D IX. Developin
" ID V. Enhancing D VIl Managing ping
Prevention & [ttty C)dol\abalrahir? with | ident response penas curity
Response external enities operations
ID V. Enforcing
Compli compliance to
ompliance laws, reguiations,
standards

Figure 2. Categorization of capabilities.

ID X\V. Integrating | ID XI. Making
cybersecurityand | cybersecurity
physical securty | closer o the users

DXVL
A | implementing
curityin HR

practices

Starting from the first group, the most cited
capability is “Setting up a comprehensive strategy &
governance structure” (ID I), in the “Seize” cluster, that
refers to both building a cybersecurity strategy aligned
with the organization’s overall strategic plan and
guiding its operational declinations (policies,
procedures, and attached roles and responsibilities).
According to the findings, ID | and ID X should be
connected in a closed loop: by continuously evaluating
the performance of the implemented strategy,
organizations should be able to refine and update their
targets, ensuring alignment with the evolving
cybersecurity landscape and the organization’s goals.
ID | also appears to be strictly related to two more
capabilities in the “Sense” cluster: ID VI (Identifying
and prioritizing cyber risks) and ID XIlI (Monitoring
3rd-party cyber risks). Both capabilities are crucial to
understand and assess the potential threats and
vulnerabilities that an organization may face in the
cyber domain. By proactively sensing and seizing
opportunities to address these risks, organizations can
enhance their cybersecurity posture and mitigate
potential harm to their systems, data, and operations.
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Understanding The capability to understand and address the security needs and concerns of Adapting products and (Cavusoglu et al.,
the customers and incorporate their feedbacks and requirements. This capability involves | services to the needs of | 2015; Dube &
XVII| cybersecurity 5 |Transform | gathering insights from customer expectations (e.g., privacy concerns), developing customers interested in | Mohanty, 2021;
needs of customer-centric security measures and delivering cybersecurity-compliant products | security and privacy Kosutic & Pigni,
customers and services. features. 2020)




ID XIII deserves particular attention considering the
several attacks that have recently targeted companies
by exploiting vulnerable companies in their supply
chain. In this regard, some sources mentioned as key
activities to establish long-term relationships with
critical vendors and to assess periodically their cyber
posture, other than to integrate specific security-
related clauses in procurement contracts. Finally, the
latest addition to this group of capabilities pertains to
the other side of the organization value chain.
“Understanding the cybersecurity needs of customers”
(ID XVII) seems to be an increasingly relevant
capability to establish and preserve their long-term
trust, as well as to attract new customers who are
interested in these features. The analyzed papers also
suggest that being all highly strategic in nature, these
five capabilities rely heavily on factors such as the
cyber-related knowledge and expertise of the
organization’s top management, on the business
knowledge of its cyber leadership, and on the ability
of the cyber leadership to build internal relationships
with non-IT units such as procurement and sales.

In the second group, the most mentioned
capability is again a “Seize” one, “Building and
managing the core cybersecurity architecture” (ID II).
ID 11 was also the capability with the highest number
of associated themes. These included several technical
and non-technical activities, ranging from the
integration cyber with existing IT systems to the
deployment of effective security controls, from the
monitoring of vulnerabilities and patching of assets to
the management of cybersecurity solutions’ vendors.
ID 1l underlines the need for an additional capability,
ID XI, consisting in the selection of new technologies
and tools and ensure that the organization remains up
to date with the evolving threat landscape.
Additionally, several papers suggest the need for a
capability to integrate the core cybersecurity
architecture with physical security (ID XIV). This is
especially relevant considering the potential synergies
between the two (e.g., access monitoring systems that
combine ‘“physical” biometric recognition and
“digital” data from employee badges) and the fact that
certain types of attacks, such as those targeting
Operations Technology infrastructures, can lead to
cyber-physical consequences. Finally, “Making
cybersecurity closer to the users” (ID XII) appears as
a necessary capability to ensure full usage of
cybersecurity tools deployed as part of the core
cybersecurity architecture. What emerges is a
significant need to simplify cybersecurity by reducing
the tools complexity, providing an intuitive user
experience, and offering constant support to end users.
Given its nature, the categorization of ID XII as a
“Seize” or “Transform” capability, but in this case

priority was given to the former, given ID XII’s goal
of ensuring full usage of the corporate cybersecurity
tools and techniques.

A third group of capabilities confirms the
importance of training and awareness activities in this
context (ID Il & ID V). Cybersecurity training and
awareness have been a topic of discussion for years
because many of the most devastating cyber-attacks
originated from simple human mistakes (e.g.,
ransomware originating from phishing emails).
Overall, the analyzed papers suggest that training and
awareness activities can be seen as a triad of
capabilities aligned with the Sense-Seize-Transform
clusters. First, to foster employees’ understanding of
the current cybersecurity landscape and enable them to
identify potential cyber threats, it is essential to have
robust awareness and communication capabilities (ID
V). Then, employees need to continuously keep
learning the necessary skills to respond to such threats
(ID HI). Finally, recruiting and retention practices
need to change to include contractual conditions that
require minimum levels of cybersecurity knowledge,
participation to cybersecurity training and awareness
campaigns, and adherence to cybersecurity policies
(ID XVI). As for ID XII, also ID III’s categorization
is debatable, but in this case priority between “Seize”
and “Transform” was attributed to the latter due to ID
III’s goal of continuously adapting employees’ skills
to the evolving cybersecurity landscape.

A fourth group of capabilities relates to ensuring
business continuity. Capabilities in this group include
“Enhancing  threat  prevention” (ID  1V),
“Collaborating with external entities” (ID XV),
“Managing incident response” (ID VIII) and
“Developing pervasive security operations” (ID IX).
Similar to the previous one, also this set of capabilities
cuts across all three clusters. ID 1V, enabled by new
technologies and particularly by machine learning
analytics, is essential for identifying and preventing
several threats that could affect the organization. 1D
XV can play a pivotal role in strengthening 1D 1V, by
enabling the exchange of knowledge and insights with
peer companies and other relevant public entities. This
collaborative approach enables the organization to
broaden its perspective on the overall cybersecurity
environment, gaining valuable contextual information
and expanding its threat intelligence range. On the
contrary, ID VIII — which again encompasses various
technical and non-technical activities, ranging from
incident containment and eradication to effective
communication with external stakeholders — allows
organizations to minimize the impact of all the cyber
threats that escaped ID IV and became actual
incidents. Lastly, the transformative capability is
represented in this case by ID IX, whose purpose is to



embed security by design in products, services, and
business processes, thus reducing the organization’s
attack surface and bolstering the continuity of
operations.

Finally, a self-contained capability stands out
significantly: “Enforcing compliance to laws,
regulations, standards” (ID VII). Although the
cybersecurity domain seems to be evolving from a
compliance-oriented to a result-oriented approach, the
analysis of the papers emphasize that compliance will
continue to play a significant role in the success of
organizational cybersecurity. This is due to several
factors, from the rise of national and international
cybersecurity legislations (such as GDPR in Europe
and the MLPS scheme in China) to the progressive
recognition of international cybersecurity standards
like 1ISO 27001 and NIST CSF, which today are
increasingly being used for both internal and external
purposes. With the increase of new cybersecurity
regulations, laws and standards, it is reasonable to
expect that the importance of ID VII will rise
considerably over time.

5.2 Comparison with NIST CSF / 1SO 27001

The comparison of the identified capabilities with
those emphasized by the most applied international
frameworks, the NIST CSF and the ISO 27001,
unveils some interesting considerations. Firstly, the
paper highlights a distinct prevalence of non-technical
capabilities over technical ones. Non-technical
capabilities like ID | are obviously acknowledged by
most cybersecurity frameworks, and yet they often
receive less emphasis compared to technical
capabilities. This discrepancy is particularly evident in
the NIST CSF, where these activities are
predominantly addressed only within the “Identify”
function. While the NIST CSF does not explicitly state
that all five functions have equal importance, their
purely numerical representation seems to suggest that
“Identify” capabilities have a relatively little weight
compared to the others (counting for “only 20%” of
the total). On the contrary, a stronger focus is placed
on the development and design of the core
cybersecurity architecture (most of the Protect
activities), and on incident prevention & response
(Detect, Respond and Recover functions).

On the contrary, the 1SO 27001 clearly points out
the importance of strategic aspects, as they constitute
the foundation for five out of the eight “clauses” of the
framework (Context of the Organization, Leadership,
Planning, Performance Evaluation, and
Improvement). In contrast, ISO 27001 lacks emphasis
on incident prevention & response capabilities,

although the controls prescribed by the framework
encompass humerous activities related to this domain.

The focus on strategy and organizational skills
does not imply that technical aspects of cybersecurity
are less important. Capabilities related to the core
cybersecurity architecture (ID I, ID XI, ID XIlI, ID
X1V) and capabilities that foster business continuity
(ID 1V, ID VI, ID IX and ID XV) — mostly technical
in nature — both emerge as crucial for organizations,
but they received extensive coverage in both
cybersecurity frameworks. However, even in this case,
less-technical capabilities such as the “Making
cybersecurity closer to the business users” seem to be
relatively underestimated.

Regarding training and awareness capabilities (ID
111, V, XVI), although their importance is stressed in
both frameworks, their overall representation is
comparatively less significant than what the findings
would suggest (training and awareness are represented
in a few activities in the NIST CSF and in the Support
clause in the 1SO 27001). From this perspective, the
role played by Human Resources practices in
achieving satisfactory levels of training and awareness
seems to be particularly underestimated.

Finally, both frameworks, being focused on
cybersecurity as a mean to protect the organization
rather than to enhance its competitive advantage, do
not address one of the capabilities that emerged from
the study: “Understanding the cybersecurity needs of
customers”.

6. Conclusions and further research

Despite its growing importance, cybersecurity
still lacks theoretical studies that provide a holistic
understanding of the phenomenon. By systematically
categorizing cyber capabilities collected through a
rigorous Systematic Literature Review (SLR) and
analyzing them within the well-established strategic
framework of dynamic capabilities, this study aims to
start addressing the existing theoretical gap. The paper
specifically identifies 17 cyber capabilities,
categorizing them into Sense, Seize and Transform
dynamic capabilities in analogy to Teece et al. (1997).
Each of the 17 capability is analyzed to understand
how it contributes to organizational cybersecurity and
how it relates with the others.

While several of these capabilities have been
already identified and described in both widely
adopted cybersecurity standards (such as ISO 27001
and NIST CSF) and academic and practitioner works
(such as Antonucci, 2017; Kosutic & Pigni, 2020), the
findings of the paper emphasize the important role
played by non-technical capabilities vs. technical
ones. The paper also proposes a different



categorization of cyber capabilities, departing from the
typical NIST CSF or ISO 27001 approaches and
organizing the findings based on a more strategic-
oriented framework such as the dynamic capabilities
one. Finally, the paper highlights the relevance of
capabilities that have been partially or totally
overlooked by today’s frameworks, namely “Making
cybersecurity closer to the users”, “Implementing
security in HR practices” and “Understanding the
cybersecurity needs of customers”.

This work serves as the initial step in a research
direction that could provide numerous insights for
future studies. For instance, within the realm of
dynamic capabilities, the paper primarily considers the
definition offered by Teece et al. (1997) rather than
equally relevant interpretations like that provided by
Eisenhardt & Martin (2000). According to Peteraf et
al. (2013), the two interpretations represent “not only
different but contradictory understandings of the
construct’s core element”. Further research could
investigate whether dynamic capabilities align more
closely with the former or the latter interpretation. In a
similar vein, forthcoming works could elaborate if a
hierarchy of higher-order cyber capabilities exists
(Peteraf & Barney, 2003; Winter, 2003), and
determine which ones exhibit Valuable, Rare,
Imperfectly Imitable and Non-substitutable (VRIN)
traits (Peteraf et al., 2013). Another research stream
could investigate the antecedents that enable these
dynamic capabilities or the microfoundations that they
are based upon. Microfoundations refer to the
underlying individual-level attributes, skills, and
capabilities that contribute to the development and
execution of organizational capabilities (Teece, 2007).
The literature examined in this paper frequently
highlights corporate culture and the Board’s
knowledge of cybersecurity as crucial factors for
achieving dynamic capabilities in the cyber domain.
On the other side, certain microfoundations might be
associated with the competencies exhibited by senior
cyber leadership, particularly by the CISO. Lastly, it is
realistic to imagine that dynamic cyber capabilities
will evolve over time: therefore, it is reasonable to
assume that certain cyber capabilities highlighted in
this paper will become less or more relevant in the
future. In this sense, this work should be interpreted as
a snapshot of the current state of cybersecurity, serving
as a starting point for future works that address new
capabilities of particular relevance to organizations.
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