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Abstract. Business process management (BPM) systems and corre-
sponding notations have shown their applicability and flexibility in mod-
eling, automating, and mining business processes in enterprise appli-
cations and service-oriented architectures for many decades. Becoming
increasingly open and accessible via software-based interfaces, cyber-
physical systems (CPS)—systems interacting with the physical world
via sensors and actuators—benefit from BPM-based automation too, as
they are inherently process-driven and software-intensive. We present
four patterns discussing the choice of appropriate levels of detail (gran-
ularities) and corresponding decision forces regarding what to model in
executable business processes and what to implement in traditional pro-
gramming languages in CPS software. Two patterns give advice on when
to model sensing in CPS at a more fine-grained or on a more coarse-
grained level in business processes. Similarly, two patterns discuss these
granularity choices for actuation in CPS. These four patterns guide the
modeling and implementation of executable business processes that can
be used for combining and automating sensing and actuation of CPS.

Keywords: Business Process Management · Granularity · Cyber-physical
Systems · Design Pattern · Sensing and Actuation.

1 Introduction

Business Process Management (BPM) systems and notations have been used
for modeling, automating, executing, and analyzing business processes in enter-
prise contexts for many years [17,46]. Modeling languages such as the industry
standard BPMN 2.0 simplify the graphical modeling and representation of busi-
ness process for domain and business experts. They facilitate communication
and analysis, but they also feature execution semantics allowing for automa-
tion. BPM systems instantiate and execute business processes with support of
1) model versioning and migration, 2) state management for process instances,
3) connectors to external systems and human tasks, and 4) process monitoring
and creation of event logs for process mining.
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Business processes and BPM systems have been playing an essential role
in enterprise applications in business domains such as retail [30], insurance, fi-
nance, telecommunications [46] as well as in software architecture methods and
tools [47]. Their application for automating processes in cyber-physical systems
(CPS) and Internet of Things (IoT) has only recently attracted attention of
researchers and practitioners (e.g., within the BPM-IoT community [11]). Pro-
cesses are ubiquitous in these domains too, and they benefit from automation
based on BPM systems and explicitly and graphically modeled business pro-
cesses. However, CPS and IoT introduce new requirements and decision forces
related to their close interactions and feedback loops with the physical world as
one of their main new characteristics [21]. Safety, sustainability, and operational
resilience are among these new domain-specific forces [8,42]. CPS might produce
high volumes of streams of sensor data and they require fast reactions to sensor
and system events in control (feedback) loops to ensure safety when interacting
with the physical world. BPM notations and systems are not designed for repre-
senting and supporting this behavior at the required fine-grained implementation
levels. Some parts of the sensing and actuation can be modeled at the business
process level, but other parts have to be left to the code-based implementation of
the CPS due to safety requirements. Nevertheless, CPS benefit from BPM-based
automation as processes become more explicit, traceable, and analyzable, which
is especially helpful when multiple components and systems are involved.

In this work we report how standard business process modeling notations and
BPM systems are applied to program CPS (i.e., to automate them via executable
business processes). Based on more than a decade of research and development
experience in this field, we discuss patterns that focus on the modeling and
execution of novel, CPS-specific aspects—namely sensing (i.e., the perception
of CPS and their surroundings via sensors, e.g., temperature and movement
sensors) and actuation (i.e., the manipulation of the physical world via actu-
ators, for example those controlling motors)—as part of business processes in
CPS. These patterns revolve around choosing the appropriate level of detail–
granularity–of actuation and sensing tasks in the business process models that
describe executable processes in CPS. The known uses for the presented pat-
terns stem from collaborations and information exchanges with industry, from
literature search, and from own research in CPS lab design, implementation,
evolution, and maintenance. This work targets software developers and system
engineers tasked with automating processes in CPS that span multiple software
components and interactions with the physical world via sensors and actuators.

2 Motivating Example and Problem Statement

To illustrate the application of business process technologies for “programming”
CPS, we first introduce a smart manufacturing laboratory setup that we have
developed as a testbed for our research. Then, we demonstrate the BPM-based
automation using an example process that involves multiple CPS components
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and systems. We then introduce the general problem statement which is ad-
dressed by the patterns presented in this work.

The smart manufacturing example illustrates and emphasizes the character-
istics of modern CPS that integrate software-controlled hardware to interact
with the physical world with feedback loops consisting of sensing, processing,
and actuation (sense, analyze, act) between the physical and digital worlds [21].
Among the main building blocks of CPS are 1) actuators (e.g., the motors of
the mobile robots) that are able to manipulate the physical world and its prop-
erties; and 2) sensors (e.g., the camera on the mobile robot) that are able to
measure physical world properties [1]. We focus on these two important classes
of components and their combinations within the scope of this work as they are
the enablers of software-based physical world interactions.

2.1 Smart Manufacturing CPS Laboratory

Smart Factory

Oven
Gripper Robot

Quality Control System

Delivery Robot

Dobot 1

Dobot 2

Fig. 1. Laboratory with several CPS for our scenario process.

In our smart manufacturing laboratory simulating an intelligent, intercon-
nected and software-intensive manufacturing environment, we use several CPS
to investigate realistic production and logistics processes. As depicted in Fig. 1,
this setup includes a smart factory with several production stations that are con-
trolled by a custom Python-based software stack [38]. Furthermore, there is a
quality control station with two robot arms, a conveyor belt, and various sensors
which are all also controlled by custom Python-based software [33]. A mobile
delivery robot with autonomous navigation capabilities based on the ROS2 op-
erating system [22] complements the setup.

2.2 Example Process to Orchestrate CPS in Smart Manufacturing

The focus of our work is the BPM-based orchestration of CPS, i.e., automating
CPS primarily using business processes, but also traditional programming lan-
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guages. Fig. 2 shows a representative, executable business process model follow-
ing the Business Process Model and Notation (BPMN 2.0). The model comprises
multiple CPS as self-contained systems. The individual CPS are represented us-
ing pools and swimlanes to show their responsibilities in the business process.
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Fig. 2. Example of an executable process model in BPMN 2.0, which orchestrates the
different CPS, including sensing and actuation modeled at a specific granularity.

The business process starts with the gripper robot of the smart factory reg-
istering the new arrival of material via sensing. The robot then transports the
material to the oven, where it is burnt next. Afterwards, the gripper robot trans-
ports the product to a pickup station. A Dobot robot arm of the Quality Control
System and the Delivery Robot receive notifications of the product being ready.
The Delivery Robot is sent by the BPM system to the pickup area, and the
Dobot 1 picks up the product. It places the product on the conveyor belt, which
is then activated, and the product picked up and placed at quality control by
Dobot 2. When quality control notifies that the product is OK, it can be picked
up by the Delivery Robot upon its arrival.

The example process in Fig. 2 highlights CPS-related sensing, represented
as Message Catch Events in BPMN and CPS-related actuation, represented as
Service Tasks in BPMN. These elements are modeled at a specific level of de-
tail (granularity) in the process as chosen by the process/systems engineer who
traded off the relevant decision forces to be discussed next. The more fine-grained
details are left to the source code-based implementation of the sensing and ac-
tuation outside the business processes. With this work, we provide guidance
in choosing the appropriate levels of modeling sensing and actuation in CPS in
business processes and leaving the remaining parts to other software components.

2.3 Problem Statement (Decision Forces)

The aspect of choosing appropriate granularities for BPM-related tasks has been
identified as one of the main challenges in BPM [4]. We focus our investigations
on the granularity of sensing and actuation in process controlled CPS.
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Sensing in the business process refers to message-based events received from
an external component (e.g., Robot arrived at pickup from the delivery robot con-
trol system, cf. Fig. 2), outside the business process (model). Here the execution
engine waits for an event trigger to continue the execution. CPS architects and
developers have to decide about the granularity of these sensor-related events
inside the business process model.

Actuation invokes the CPS to execute tasks, i.e., to perform work, involving
its actuators with processing logic (e.g., Move to pickup area to be executed
by the delivery robot, cf. Fig. 2). Using a BPMN service task, we assume that
the execution engine calls an external system–the CPS controller–via its API.
This CPS controller contains the specific implementation of the functionality in
source code of a programming language such as Python, C++ or C#.

Reflecting on our previous work and research in developing process controlled
CPS [33,34,35,36,38,39], we encountered and resolved the following forces that
shape the granularity decisions for sensing and actuation in business processes:

– Process model complexity refers to the number of elements in the process
model, their names and interrelations.

– Process understandability refer to how easy the logic of sensing and actuation
in a process model can be understood by humans.

– Reusability refers to the ease of using existing modeling elements for sensing
and actuation in other process models.

– Process observability refers to the degree of detail that the execution of
sensing and actuation can be monitored at the process level.

– Ownership of CPS code and APIs refers to the degree of which access and
modification to the CPS control code implementing the actual sensing and
actuation is possible and how comprehensive the APIs of the CPS are [49].

– Communication overhead refers to the amount and frequency of information
exchange between the BPM system and the CPS that is needed to execute
the sensing and actuations modeled in a business process.

– Real-time and safety refers to requirements imposed by the CPS to real-
ize and guarantee safety and real-time constraints during the execution of
sensing and actuations. These are novel decision forces emphasized by CPS
compared to more traditional BPM domains.

In general, we can observe a tension between the forces when shifting more
fine-grained process details towards the business process models. Process ob-
servability, understandability, and reusability might be facilitated when more
details are part of the process model, at the cost of an increasing process model
complexity. The last three, more CPS-related forces address the processing of
complex sensor data streams and decision making for actuation in near real-time,
which go beyond common BPM system capabilities. They argue for moving these
aspects outside the business processes into other software components.

The conflicts between these forces go back to the granularity decisions. They
lead us to formulate the following concrete questions (recurring problems) that
we address with our proposed patterns:
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– Q1: At what granularity level do we represent and integrate sensing of CPS
in executable business processes?

– Q2: At what granularity level do we represent actuation of CPS in executable
business processes and what is left to their code-based implementation?

3 Granularity Patterns for Process-based Control of CPS

We present a pair of patterns related to Sensing, namely 1) Fine-grained Sensing
in Processes and 2) Coarse-grained Sensing via Transformation Services, and
a pair of patterns related to Actuation, namely 1) Fine-grained Actuation in
Processes and 2) Coarse-grained Actuation via Controllers for process-based
control of CPS. Both pattern pairs discuss the effects of different levels between
more coarse-grained and more fine-grained process representation4.

Sensing Actuation

Business Process Level

Fine-grained
in Business

Processes

Coarse-grained
in Business

Processes

Sensing Pattern 1:
Fine-grained Sensing

in Processes

Sensing Pattern 2:
Coarse-grained Sensing

via Transformation Services

Actuation Pattern 1:
Fine-grained Actuation

in Processes

Actuation Pattern 2:
Coarse-grained Actuation

via Controllers

CPS Level

high data complexity
and/or streaming?

safety-critical,
w/ feedback loops?

coexist

alternativealternative

Coarse-grained
in CPS Control
Software

Fine-grained
in CPS Control 
Software

can be part of

Q1 Q2

coexist

incompatible

Fig. 3. Overview of the two granularity pattern pairs, each for sensing (question Q1)
and for actuation (question Q2), along with their relationships. All patterns can be used
standalone in different parts of a business process to implement different actions in the
CPS. The relationship arrows indicate how they can be used together in a business
process to implement one action.

Fig. 3 provides an overview of the patterns related to the granularity spec-
trum and their relations. The different granularity patterns for sensing and for
actuation are alternatives when used for implementing a sensing or actuation
action in a business process. The fine-grained sensing and actuation patterns
and also the coarse-grained sensing and fine-grained actuation patterns might
coexist. The coarse-grained sensing pattern can be part of the coarse-grained ac-
tuation pattern. The fine-grained sensing and coarse-grained actuation pattern
are incompatible. In Fig. 3 we can also see that the main decision drivers for
choosing the granularity level for a) sensing (left in Fig. 3) refer to characteristics
4 Note that there is a spectrum of multiple levels between fine-grained and coarse-

grained sensing and actuations. Our discussions focus on the effects of tending to-
wards a more fine-grained vs. a more coarse-grained business process implementation.
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of the sensor data, and b) actuation (right in Fig. 3) refer to safety requirements
in the CPS. We will elaborate on these aspects further in the next sections.

This section is structured as follows: Subsection 3.1 presents the two sensing
granularity patterns; Subsection 3.2 covers the two actuation alternatives. We
apply and adjust the EuroPLoP pattern template as this: Context and Problem
are covered on the subsection level (i.e., Sensing and Actuation); additional fine-
grained Context, the Solution with Examples, and Known Uses are presented on
the pattern level (i.e., individually for all patterns). Decision Forces Resolution
and Related Patterns again are covered on the subsection level (i.e., jointly for
the two sensing patterns and for the two actuation patterns) for comparison.

3.1 Sensing

Context. In typical CPS, a multitude of different types of sensors continuously
measuring and reporting physical data5 (e.g., humidity, pressure, power levels)
are installed. Data often is provided as streams. The streams emitted from soft-
ware controlling the sensors can be used to trigger behavior in a business process
reactively, e.g., in the form of a Message Catch Event modeled in the process.

Problem. When using a BPM-based approach to model and execute reactive
behavior derived from sensing in CPS, one has to decide about the represen-
tation and granularity of sensing in a business process model, including the
processing/evaluation of received sensor data.

Sensing Pattern 1: Fine-grained Sensing in Processes

Context This pattern is eligible if/when the sensor data is rather simple (e.g.,
discrete values), non-critical, and emitted only once or at a low frequency.

Solution Raw sensor data from the CPS controller is integrated and evaluated
directly inside a business process (e.g., in a subprocess) at a fine-grained level
by the BPMS (cf. Fig. 4).

Example In Fig. 5 we show the decomposition of the business-level events related
to the “Quality OK” check from the example process depicted in Fig. 2 at a more
fine grained level in a subprocess, e.g., in the form of multiple business/domain
events with their raw data being evaluated in a decision table. Data from the
different sensors (e.g., weight and temperature) is rather simple, only received
once, and can be evaluated directly by the BPMS.

5 We denote the unprocessed data emitted directly from a sensor as raw sensor data.
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Raw sensor data processing

Event with raw 

data payload from

simple sensors

Process-level 

sensor data 

evaluation

result1

result2

Simple Raw 

Sensor Data

sends

Sensing Pattern 1:
Fine-grained Sensing 

in Processes

CPS Controller

BPM System

Fig. 4. Simple raw sensor data events are sent from the CPS Controller for direct
processing in the business process at a fine-grained level.

Check Product Quality

Quality check

Quality check
started

Prduct quality
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Manual button
data received

Weight sensor
data received

Temperature
sensor data

received

Camera data
received

Fig. 5. Sensing based on raw sensor data evaluated in a separate decision model. This
example is more fine-grained in the business process than the sensing depicted in Fig. 7.
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Known Uses We identified this pattern from examples in our CPS laboratory
where we employ simple sensors to trigger non-critical event-based behavior.
Sensors such as buttons, light barriers, NFC readers, and motion sensors emit
simple, discrete data–often only one specific value–when changes happen or they
are actively used. These sensor values can be directly injected into a process
variable and evaluated by the BPMS6. The processing of raw sensor data in
business processes has been proposed and analyzed in several related works:
Meyer et al. discuss the use of dedicated, fine-grained sensing tasks in BPMN
models as new class of activity [26]. In [40] and [19], the authors use raw sensor
data from a small-scale smart factory to represent and trigger behavior at the
business process level. An example referring to the air quality of a meeting
room measured from the raw sensors values of CO2 sensors in business processes
is shown in [27]. Furthermore, Suri et al. represent fine-grained temperature
sensing as active tasks of a business process in [41]. Schönig et al. describe
an architecture and formalism to integrate IoT data into business processes
in [31]. They also discuss abstractions and argue that only relatively simple,
low-frequency data should be processed by the BPM systems, other processing
should happen outside of the business processes.

Sensing Pattern 2: Coarse-grained Sensing via Transformation Ser-
vices

Context This pattern is eligible if/when sensor data is complex (e.g., multiple
values, continuous) and/or streamed from the CPS at high frequencies.

Solution A Transformation Service serving as an additional component receives
data from the CPS controller. It abstracts the sensor streams into more coarse-
grained events that are triggered in the business process (cf. Fig. 6).

Example In Fig. 7 we show the events related to the product quality check at a
more coarse grained level in the business process (e.g., in the form of multiple
business/domain events) than the raw sensor data evaluation in the business
process (cf. Fig. 5). These events have been derived–abstracted from the raw
sensor data–by external transformation services that for example use advanced
means to evaluate the temperature and weight of the product.

Known Uses We identified this pattern from working with an extended setup of
our CPS laboratory described in [37] and from discussions within the Internet
of Processes and Things (IoPT)7 community [24]. In the extended setup, we use
a higher number of sensors (e.g., distance sensors, accelerometers, light sensors)
producing streams of sensor readings as time-series to monitor human activi-
ties. Sensor data streams contain multiple values and need to be combined and
6 Note that time/safety-critical behavior such as an emergency stop from the pressing

of an emergency stop button would be excluded from this rule of thumb.
7 https://zenodo.org/communities/iopt

https://zenodo.org/communities/iopt
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BPM System
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Sensor Stream 
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Sensing Pattern 2:
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event abstracted 

from sensor 

streams

Fig. 6. Abstraction of complex raw sensor data streams from the CPS by an additional
Sensor Stream Transformation Service component that processes received sensor data
and triggers coarse-grained events in the business process.
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passed

Camera-based
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Quality okQuality check
started

Fig. 7. Sensing-related events derived via external transformation services are repre-
sented with message catch events (e.g., “Weight check passed”) in a subprocess. This
example shows the “Check Product Quality” subprocess in Fig. 5 at a more coarse-
grained level as it does not evaluate raw sensor data in the business process events.
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analyzed, often also regarding temporal or logical dependencies between one or
multiple events. This analysis is not within the capabilities of a typical BPM sys-
tem. The authors of [2,38,36,37] propose architectures that use dedicated event
processing components to derive more coarse-grained events relevant for the
business process from raw data such as GPS positions, environmental sensors,
or in a clinical context [3]. The authors of [15] show examples from a healthcare
scenario and the automated control of an HVAC system, partially working with
values already abstracted by an external component from raw sensor data.

Decision Forces Resolution and Pattern Guidance. In Fig. 8 we present
a force field analysis of how the relevant decision forces (cf. Section 2.3) are re-
solved by the two sensing patterns for CPS8. This analysis can be used to guide
decisions regarding the choice of the sensing granularity levels by evaluating the
decision forces resolution against project-specific non-functional requirements
and constraints. We can only provide indications/trends of how forces are influ-
enced based on the granularity decisions. A quantification is strongly dependent
on the specific decision cases.

Sensing Pattern 1:
Fine-grained Sensing 

in Processes

Forces that this pattern 
influences

Sensing Pattern 2:
Coarse-grained Sensing via 

Transformation Services

Forces that this pattern 
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–
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Process understandability

Process observability

Ownership of CPS code
and APIs

Communication overhead
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Sensor data complexity
and velocity

–

+

–

o

–

++
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–Spectrum of 
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Legend: Pushes toward choosing
Sensing Pattern 1 (fine-grained)
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Sensing Pattern 2 (coarse-grained)

+
–
o

Positive influence
Negative influence
Neutral influence

Fig. 8. Decision force field analysis for the two sensing granularity patterns.

Model complexity Process model complexity increases with more fine-grained
modeling of sensing. Additional logic regarding the sensing might be in the
8 Note that while our discussion focus on sensors in CPS as main sources of raw

data, the discussions can be generalized towards data/stream processing in business
processes from arbitrary sources.
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model (e.g., using gateways/decision tables) as permitted by the modeling lan-
guage. However, this will further increase the process model complexity. More
coarse-grained sensing in the process model shifts the complexity towards the
implementation in the CPS Controller and/or Transformation Service.

Reusability Reusability (e.g., message events related to sensors) is facilitated
when modeling sensing at a more fine-grained level as the corresponding BPMN
elements can be reused in a more fine-grained manner. A more coarse-grained
event which might be the result of processing different raw senor data in the
transformation component (Sensing Pattern 2) can only be reused as is.

Process understandability Process understandability is facilitated when modeling
sensing and associated logic at a more fine-grained level (Sensing Pattern 1) as
this makes the sensing data and processing logic more explicit, until the model
becomes too complex to understand [32]. In the more coarse-grained Sensing
Pattern 2 the processing logic is “hidden” in the sensor Transformation Service,
which negatively influences process understandability.

Process observability A more fine-grained representation of sensing in a process
model (Sensing Pattern 1) leads to a more fine-grained event log of the executions
created by the BPM system, which facilitates process monitoring and analysis
using process mining. The analysis of sensor processing at a more coarse-grained
process level (Sensing Pattern 2) hinders process observability and requires the
Transformation Service to log the sensing in more detail.

Ownership of CPS code and APIs The level of granularity to model sensing
from external systems in the process is limited by their offered APIs. If com-
plete ownership of the CPS control software is given, then developers can decide
about the granularity of accessing individual CPS components, their sensors and
the corresponding APIs. If the design of the CPS APIs is out of control (e.g.,
in legacy/brownfield CPS), the granularity-level of modeling sensing might be
constrained, or additional software components have to be implemented on top
of these APIs to enable more fine-grained sensing [34].

Communication overhead We assume that sensing is represented via one mes-
sage catch event triggered by an external, potentially remote, system that is
part of the CPS. A more fine-grained decomposition of business-level events into
messages (Sensing Pattern 1) that each relate to the processing of sensor data
(e.g., in a subprocess) requires these messages to be activated via distinct re-
quests, which increase communication overhead. Sensing Pattern 2 introduces
an additional software component, which also requires additional network com-
munication, but triggers the business process level event only via one request.

Real-time and safety Sensing is critical when it is part of the internal con-
trol/feedback loops of the CPS. Real-time and safety-critical behavior related to
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sensing is better supported by the more coarse-grained Sensing Pattern 2 as pro-
cessing of the sensor data/streams can happen internally in the Transformation
Service, not in the BPM systems. Other business process level sensing events
might not have these constraints, arguing for a more fine-grained processing in
the process (Sensing Pattern 1).

Sensor data complexity and velocity In CPS, sensor data are often emitted in
the form of continuous data streams (e.g., as time-series data containing the raw
sensor values), at varying—potentially very high—frequencies and complexities.
Temporal and logical dependencies among sensor values might exist. A fine-
grained representation of these sensor streams and their processing as suggested
by Sensing Pattern 1 might not be feasible or even possible using standard pro-
cess modeling notations and BPM systems. Thus, the more coarse-grained Sens-
ing Pattern 2 should be preferred when sensor data exhibits these properties–
leaving the processing to the external transformation services and only triggering
coarse-grained events in the business process.

Related Patterns. If sensing is part of actuation (cf. pattern map in Fig. 3)
that needs to provide real-time and safety-critical behavior, it should be part of
the same task/activity that calls the lower level CPS control software to execute
the actuation as described in Actuation Pattern 2: Coarse-grained Actuation via
Controllers (cf. Section 3.2). The Publisher pattern in [6] addresses sensor data
publication in the IoT in a more general way, without relation to business pro-
cesses. In the uBPMN language, dedicated modeling elements for Sensor, Reader,
Image, Audio, and Collector are proposed as BPMN 2.0 extensions to represent
sensing at a more specific, fine-grained level [45]. These pattern can complement
ours, as our sensing patterns do not address the specific sources of sensor data.
The Cloud Computing Patterns include a Data Abstractor for processing–similar
to the proposed transformation service (Sensing Pattern 2) [10]. The Aggregator
pattern from the Enterprise Integration Patterns may be applied when realiz-
ing the sensor transformation service [18]; the BPM system acts as Event-driven
Consumer [18] in both granularity patterns. The Rules Engine pattern from [29]
can be applied to represent the evaluation of the sensor data at the BPM level
or in the Sensor Transformation Service component.

3.2 Actuation

Context. Actuations in CPS involve combinations of sensors and actuators with
processing logic and feedback loops to control devices and manipulate physical
objects and the physical world. A feedback loop comprises a sensing, controlling,
and actuating cycle. Service Tasks can be used to represent these actuations in
a business process. These service tasks invoke functionality implemented by the
specific CPS controller and exposed via service-based interfaces.
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Problem. When using a BPM-based approach to automate processes in CPS,
one has to decide about the representation and granularity of actuation in a
process model while keeping the model executable. CPS-specific decision forces,
namely safety and real-time critical behavior have to be considered.

Actuation Pattern 1: Fine-grained Actuation in Processes

Context This pattern is eligible in case of simple, non-safety critical actuation.

BPM System

CPS Controller

Non-safety 

critical 

functionality 1

API

invokes

Non-critical 
actuation task 2

Non-critical 
actuation task 1

invokes

Actuation Pattern 1:
Fine-grained Actuation in Processes

Non-safety 

critical 

functionality 2

API

Fig. 9. Fine-grained Actuation in Processes with the BPM System invoking non-critical
CPS Controller functionality at a fine-grained level.

Solution The actuation is modeled and enacted directly in the form of tasks/activities
at the business process level in a fine-grained manner (cf. Fig. 9). The BPMS
executes these tasks and invokes the corresponding functionality of the CPS.

Burn material

Burn started

Open oven
door

Drive in sled
Close oven

door
Burn

Open oven
door

Drive out sled
Close oven

door

Burn ended

Fig. 10. Actuations represented by a sequence of service tasks invoking the smart
factory API in a subprocess at a more fine-grained level as the “Burn material” activity
of the scenario process in Fig. 2.

Example In the example process in Fig. 2 the activity Burn material is modeled
as one activity without further details at a coarse granularity. In Fig. 10 we see
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this activity decomposed into a subprocess that contains service tasks controlling
the CPS at a more fine-grained level. The actuations are non-safety critical and
allow for fine-grained execution at the business process level.

Known Uses We identified this pattern from use cases in our CPS laboratory and
previous work in the context of smart homes [35] where simple fine-grained actu-
ations (e.g., activating a motor, switching lights on, or activating a door opener)
were sufficient to be triggered from a business process. These actuations are
usually short-running/instantaneous, non-safety critical, or do not require addi-
tional sensing/control loops. We found further known uses of this pattern in the
literature: The integration of IoT devices as performers executing fine-grained
actuation tasks in business processes is presented in [7] and in [26]. Examples
of modeling fine-grained production-related actuations in business processes can
be found in [19,23,38]. Further approaches use fine-grained actuations in pro-
cesses in a disaster management scenario [25] and to control, e.g., an irrigation
system [9] or a cooling system [44].

Actuation Pattern 2: Coarse-grained Actuation via Controllers

Context This pattern is eligible if/when feedback (control) loops are part of the
actuation to ensure safety-critical behavior.

Solution Safety guides the choice of appropriate granularity levels of actuation
in favor of more coarse-grained service tasks in the business process models. A
service task in the business process only invokes the functionality in the CPS
controller via its API and leave the rest to the CPS controller (cf. Fig. 11).

BPM System

CPS Controller

Safety-relevant

functionality

API

invokes API that orchestrates multiple 
actions in the CPS Controller

Safety-relevant 
actuation with
feedback loop

Actuation Pattern 2:
 Coarse-grained Actuation via Controllers

Fig. 11. The BPM system invokes the actuation in the CPS controller via its API at
the business process level. The execution of the actuation is left to the CPS Controller.



16 R. Seiger et al.

Example An example of a safety-critical actuation task modeled at a coarse-
grained level can be found in Fig. 2 with the “Move to pickup area” activity to just
be triggered by the BPMS and executed by the system controlling the delivery
robot. This ROS2-based CPS controller encapsulates all navigation aspects and
safety-relevant functionality including obstacle avoidance using sensors in closed
feedback loops as part of the long-running activity execution.

Known Uses We identified this pattern from working with different types of
robots in our CPS laboratory. These robots perform complex continuous move-
ments that involve the activation of different motors, control, and associated
sensing. Their capabilities should be encapsulated and exposed at more coarse-
grained levels [39], leaving the lower level actuations to the CPS controllers. The
need for encapsulating safety-critical actuation in CPS that relies on internal
feedback loops at a more coarse-grained level in business processes is discussed
in [12,5]. The authors support our finding that the implementation of critical
behavior should be left to lower level code in the CPS controller. Specific exam-
ples include the work in [14] for control of aerial drones, for anti-lock breaking
systems of cars in [12], or for the control of an elevator in [20].

Decision Forces Resolution and Pattern Guidance. Most of the decision
forces are shared between sensing and actuation in CPS when choosing appro-
priate granularity levels. Therefore, we refer to the discussions around Fig. 8 for
Sensing for the common aspects and only highlight novel aspects that become
more prominent for actuations. Nevertheless, in Fig. 12 we present a summary
of how all the forces are addressed by the two actuation patterns. The first table
entries are the ones already covered in Sensing (cf. Section 3.1). The last three
are explained in text here. This analysis can be used to guide decisions regarding
the choice of the actuation granularity levels by evaluating the decision forces
resolution against project-specific non-functional requirements and constraints.

Ownership of CPS code and APIs The level of granularity to model actuation
as service tasks calling external software systems is limited by the APIs offered
by these external systems. This strongly influences the granularity at which
actuation can be modeled in the business process. Very fine-grained modeling
(Actuation Pattern 1) might be limited in this respect; more coarse-grained
modeling can use or build upon existing APIs (Actuation Pattern 2).

Communication overhead The communication overhead is negatively affected
by having fine-grained invocations of the CPS from the BPM system (Actuation
Pattern 1) as it has to call the external API every time it executes the service
task. A more coarse-grained actuation (Actuation Pattern 2) reduces these calls,
but still requires communication between BPM system and the CPS.

Real-time and safety with feedback loops Many CPS must adhere to strict safety
and real-time constraints to avoid causing harm to people and other entities.
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Actuation Pattern 1:
Fine-grained Actuation 

in Processes

Forces that this pattern 
influences

Actuation Pattern 2:
Coarse-grained Actuation 

via Controllers

Forces that this pattern 
influences

Process model complexity

Process understandability

Process observability

Ownership of CPS code
and APIs

Communication overhead

Real-time and safety
with feedback loops

+

–

+

–

–

–

Reusability

+

Process model complexity

Process understandability

Process observability

Ownership of CPS code
and APIs

Communication overhead

Real-time and safety
with feedback loops

–

+

–

o

o

++

Reusability

–Spectrum of 
Actuation 

Granularity

Legend: Pushes toward choosing
Actuation Pattern 1 (fine-grained)

Pushes toward choosing
Actuation Pattern 2 (coarse-grained)

+
–
o

Positive influence
Negative influence
Neutral influence

Fig. 12. Decision force field analysis for the two actuation granularity patterns.

Safety mechanism are implemented in closed control (feedback) loops that in-
volve continuous actuation, control and sensing to maintain a desired operational
state. If the feedback loop is closed inside the BPMN model, every iteration in-
curs a BPM engine round trip, which is an issue for high-frequency control as
BPM systems are not designed for real-time control. If the CPS exhibits these
constraints, then the actuations have to be modeled at a more coarse-grained
level (Actuation Pattern 2). This moves the implementation of the actuation
closer to the hardware and allows for verification outside the business process.

Related Patterns. Actuation Pattern 2 discussing actuation with feedback
loops relies on continuous streams of sensor data emitted from within the CPS.
This relates to Sensing Pattern 2 (cf. Section 3.1) where the processing of
complex and high-frequency sensor streams is left to a transformation service–
potentially part of the CPS Controller–outside the BPM system. Actuation Pat-
tern 2 suggests an abstraction of functionality, which involves the modeling and
invocation of complex, domain-specific logic combining sensing and actuation-
related requests; hence, it can be seen as a Facade simplifying access to safety-
critical functionality [13]. The two patterns Closed-Loop and Open-Loop process
control in [6] correspond to our Actuation Pattern 2 and Actuation Pattern 1,
respectively, but without contextualization in business processes and granularity
concerns. The Synthesize-Utilize and Synthesize-Command patterns presented
in [28] address feedback loop-based self-adaptive control of CPS, which can be
part of the safety-relevant functionality in the CPS control software as described
in Actuation Pattern 2. More generally, the invocation of actuation in CPS via
an API call from the business process relates to the Processing Resource pat-
tern [48]. The AS2AS Flow-based Service Composition and AS2AS Service Or-
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chestration patterns in [43] address process-like service invocations in IoT. The
work in [16] present patterns for process execution and integration design, also
considering different granularity levels with Microflow and Macroflow.

4 Conclusion and Future Work

In this paper, we presented four patterns for process-driven CPS design and pro-
gramming. When introducing BPM technologies to the realm of CPS to facilitate
automation, decisions about abstraction and granularity of CPS functionality at
the business process level become essential. In contrast to the forces influencing
these granularity decisions in “traditional” BPM domains (e.g., enterprise appli-
cations), decision forces revolving around real-time, safety, data complexity and
velocity, and closed control loops become more pronounced in the CPS domain.
We presented two patterns focusing on sensing in CPS, namely Fine-grained
Sensing in Processes and Coarse-grained Sensing via Transformation Services.
Similarly, we discuss two patterns for actuation in CPS, Fine-grained Actuation
in Processes and Coarse-grained Actuation via Controllers. Fig. 3 classifies these
four patterns and shows their relations. Known uses and examples of the pat-
terns can be found in different domains, including smart manufacturing, smart
homes, and smart logistics.

Future work concerns the inclusion of the presented patterns in our emerg-
ing, formal model of architectural requirements and decisions, which we develop
to support software architects with decision making in the new realm of CPS.
In this paper, we focus on CPS-related aspects in business processes; in the fu-
ture, we will also investigate further business process-related aspects that are
relevant in CPS and influenced by the granularity choices (e.g., error handling,
timeouts/retries, and compensations). More technical aspects to be elaborated
include: 1) orchestrator deployment locations (cloud vs. edge BPM systems)
influenced by the communication overhead resulting from different granulari-
ties; 2) the configuration of specific connectors to the CPS (e.g., MQTT, CoAP,
HTTP) in relation with the granularity choices; and 3) process mining tasks
influenced by the choice of functionality realized at the business process level.
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