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Facial recognition technology (FRT) has emerged as a powerful tool for law enforcement, enabling the automated
identification of individuals based on their unique facial features. Authorities have more and more made use of
the technology to enhance criminal investigations through the analysis of images and video footage. In view of its
increased use in Europe, this paper explores the legal implications of FRT in law enforcement under EU law and
evaluates approaches to regulation. FRT use constitutes biometric data processing and comes with a particularly
sensitive analysis of data. Its specific nature is grounded in the creation of a new (biometric) quality of data in
order to subsequently compare for matches. Due to its impact on fundamental rights, this approach differs from
conventional forensic analyses and must be appropriately regulated. Such regulation should consider the mul-
tiple data processing steps and reflect each step’s impact on fundamental rights. From this procedural stance, the
shortcomings of the EU Artificial Intelligence Act (AI Act) become evident. The AI Act contains specific rules for
biometric Al systems but does not provide the necessary legal bases to justify FRT use by law enforcement.
Without a comprehensive legal framework, such use is not permitted. This article provides concrete guidelines
for addressing such regulation.

1. Introduction The increasing use of FRT by public authorities, especially in law
enforcement, has not been without controversy, above all due to its

Facial recognition technology (FRT) might be one of the most relation to fundamental rights and risks regarding (illegitimate) sur-

powerful applications of Artificial Intelligence (AI) for law enforcement
and surveillance practices.' It enables the automated comparison of
human faces and can be used in law enforcement to identify individuals
related to criminal activities (e.g., persons suspected of having
committed a crime). By 2021, at least 11 out of 27 Member States of the
EU leveraged the potential of FRT in the context of criminal
investigations.?

veillance.® In a first judgement concerning FRT use by law enforcement,
the European Court of Human Rights (ECtHR) held that authorities’ use
of FRT to analyse CCTV footage and social media images to identify a
protester violated fundamental rights.”

Due to its risks for fundamental rights, FRT has moved into the
regulatory spotlight.” In August 2024, the EU Artificial Intelligence Act
(AI Act) entered into force, introducing a new regulatory regime for Al
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Fig. 1. Basic facial recognition process.

systems, including biometric identification systems.’ However, as yet
there has been little research examining the regulation from a law
enforcement perspective or evaluating how these rules might govern
FRT use in criminal proceedings (i.e., for the investigation of crimes).”

Against this backdrop, this paper explores the legal implications of
FRT use by law enforcement and elaborates key aspects of FRT regula-
tion in light of the AI Act. The use of FRT involves particularly sensitive
data analyses creating data of a new nature, therefore representing data
analyses of another kind. The goal is to provide guidance on how to
regulate FRT based on this understanding. To this end, we first outline
the technical functionality of FRT and differentiate among various uses
by law enforcement (Ch. 2). Following that, we illustrate why FRT use
must be understood as multi-step data processing, accompanied by
multiple serious interferences with fundamental rights (Ch. 3). We then
introduce relevant aspects of regulation and appraise the rules of the Al
Act, considering the previously established framework (Ch. 4). To
conclude, we summarise the key aspects of a regulatory framework for
FRT in law enforcement. The approach developed can serve as a regu-
latory framework for FRT, but also the deployment of other forms of
advanced technology.

2. Facial recognition technology: A powerful tool for law
enforcement

2.1. Technical foundations

In general, facial recognition refers to the process of identifying or
confirming an individual’s identity based on their facial features.
Naturally done by humans, this task can also be performed by machines,
namely through FRT.® The technology is a classic biometric one, based
on the identification of an individual’s biological or behavioural fea-
tures, like fingerprint, iris, voice or signature.” Just as with any other
biometric technology, facial recognition systems operate in two
different ways: identification and verification.'” Facial identification
operates on the basis of a one-to-many match (1:n). In this procedure, a

S Irena Barkane, ‘Questioning the EU proposal for an Artificial Intelligence
Act: The need for prohibitions and a stricter approach to biometric surveillance’
(2022) 27(2) Information Polity 147, 152 et seq.; Sara Solarova et al.,
‘Reconsidering the regulation of facial recognition in public spaces’ (2022) 3 AI
and Ethics 625.

7 See only Vera Lucia Raposo, ‘The use of facial recognition technology by
law enforcement in Europe: a non-orwellian draft proposal’ (2022) 29 Euro-
pean Journal on Criminal Policy and Research 515.

8 Alice J. O’'Toole and Carlos D. Castillo, ‘Face Recognition by Humans and
Machines: Three Fundamental Advances from Deep Learning’ (2021) 7 Annual
Review of Vision Science 543, 544.

9 Lixian Li, Xiaohui Mu, Siying Li and Haipeng Peng, ‘A review of face
recognition technology’ (2020) 8 IEEE access 139110; Anil K. Jain and Arun
Ross, ‘Handbook of Biometrics’ (Springer 2008), 4; Catherine Jasserand, ‘Legal
nature of biometric data: From generic personal data to sensitive data’ (2016) 2
(3) European Data Protection Law Review 297, 309.

10 Stan Z. Li and Anil K. Jain, ‘Handbook of face recognition’ (Springer 2011),
2.

captured face is compared with multiple faces in a database. In contrast,
facial verification is based on a one-to-one match (1:1), where one face is
matched against another single face to validate the identity that is
claimed.'! For both purposes, the facial recognition procedure deals
with a visual pattern recognition problem, where a three-dimensional
object — the human face — must be identified.'? The facial recognition
approach has been significantly transformed by the development of Al
and deep learning,'® which makes FRT an application of “smart criminal
justice”. 14

In its early development stage from the 1960s on, FRT operated with
algorithms to analyse the geometric structure of the face.'® Traditional
facial recognition methods relied on comparing specific features of the
face (e.g., by measuring the geometrical location of facial points like
nose, eyes or mouth) and were later on combined with machine learning
techniques (such as principal component analysis or support vector
machines) to process facial features. Recently, traditional FRT has been
superseded by deep learning methods based on neural networks which
are trained with large datasets and able to learn the relevant facial
features from the data.'® Modern facial recognition systems thus involve
Al techniques that are applied to solve the recognition problem.'” This
contribution explores the use of such modern FRT based on Al

Facial recognition systems follow a basic process that consists of
several steps (see Fig. 1). First, the system is supplied with images or
videos of faces.'® Second, the system detects the existence of human
faces in the material provided by examining whether and where distinct
objects (in this case, human faces) are visible in the data.'’ Third, the
detected faces are aligned by a set of reference points at fixed locations
in the image.?® Fourth, the identified features of a face are extracted and
transformed into a digital template.?! Fifth, the extracted template is

11 1i and Jain (n 10) 2 et seq.; Davide Castelvecchi, ‘Is facial recognition too
biased to be let loose?’ (2020) 587 Nature 347, 348.

12 1j and Jain (n 10) 3.

13 Li, Mu, Li and Peng (n 9) 139113.

14 Monika Simmler, Simone Brunner, Giulia Canova and Kuno Schedler,
‘Smart criminal justice: exploring the use of algorithms in the Swiss criminal
justice system’ (2023) 31 Artificial Intelligence and Law 215.

15 Li, Mu, Li and Peng (n 9) 139111.

16 Daniel Saez Trigueros, Li Meng and Margaret Hartnett, ‘Face Recognition:
From Traditional to Deep Learning Methods’ (2018) <https://arxiv.org/abs/1
811.00116> accessed 30 September 2024; Waqar Ali et al. ‘Classical and
modern face recognition approaches: a complete review’ (2021) 80 Multimedia
Tools and Applications 4825, 4838 et seq.

17 Li, Mu, Li and Peng (n 9) 139111 et seq.

18 Isabelle Hupont, Songiil Tolan, Hatice Gunes and Emilia Gémez, ‘The
landscape of facial processing applications in the context of the European AI Act
and the development of trustworthy systems’ (2022) Scientific Reports <htt
ps://doi.org/10.1038/s41598-022-14981-6> accessed 30 September 2024.

19 Li and Jain (n 10) 4; Ahmad Tolba, Ali El-Baz and Ahmed A. El-Harby, ‘Face
recognition: A literature review’ (2005) 2(2) International Journal of Signal
Processing 88; Mejda Chihaoui, Akram Elkefi, Wajdi Bellil and Chokri Ben
Amar, ‘A Survey of 2D Face Recognition Techniques’ (2016) 5(4) Computers 2.

20 gaez Trigueros, Meng and Hartnett (n 16).

21 Saez Trigueros, Meng and Hartnett (n 16); Chihaoui, Elkefi, Bellil and Ben
Amar (n 19).
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matched against one or many biometric templates of registered faces.??

This matching enables the actual “recognition” of a face,”” for which the
similarity of the faces is calculated mathematically. If the matching
process establishes a mathematical similarity in the range of a certain
tolerance threshold, the faces are recognized as identical and the system
reports a match.’* Thus, FRT produces a similarity comparison of a
distinct face to that of other faces.”

Due to its probabilistic nature, FRT does not deliver definite results,
but rather probability measures about the similarity of faces.”® The
quality of FRT is inevitably linked with the accuracy of the technology
being used. Since with state-of-the-art FRT 100 % accuracy cannot be
guaranteed, its use can result in false positives (when a face is wrongly
matched with another face) and false negatives (when a face is wrongly
not recognized as match).?” The most popular facial recognition algo-
rithms are estimated to achieve accuracy rates of around 90 %.%°

2.2. Application in practice

2.2.1. Type of matching

FRT supports the identification of individuals and can therefore be of
great use to law enforcement authorities (i.e., the police, public prose-
cution, and ultimately, the courts). FRT allows for the automated
identification of individuals that may in some way be related to criminal
events, such as suspects, wanted persons, victims or witnesses.”’ The
most valuable type is face identification (1:n matching), which allows
for the identification of individuals by comparing facial images with
those in databases.*”

There are different types of databases used for the matching. Most
commonly input data are matched against government-stored data (e.g.,
national biometric databases of previously identified individuals like
mugshot databases or specific watchlists of wanted persons). The type of
government-stored data may be restricted to police databases but can
also include other databases including driver license or passport
photos.31 Additionally, it is possible to use databases consisting of sur-
veillance footage or private data sources, such as footage from electronic
devices. Lastly, open-source data can be used, particularly images made
public on the internet and social media. For instance, the facial recog-
nition software “Clearview AI” operates a database of about three billion
images that have been published online.**

2.2.2. Prevention or repression

FRT in law enforcement can be used for both preventive and
repressive purposes; each accompanied by different legal implications.
For prevention, FRT is used for general surveillance of publicly acces-
sible spaces.®® To this end, existing video surveillance infrastructure is

22 1j and Jain (n 10) 4.

23 Chihaoui, Elkefi, Bellil and Ben Amar (n 19).

Li and Jain (n 10) 4; Hupont, Tolan, Gunes and Gémez (n 18).

Bowyer (n 1) 11.

26 FRA (n 3).

Tambiama Madiega and Hendrik Mildebrath, ‘Regulating facial recognition
in the EU’ (2021) <https://www.europarl.europa.eu/RegData/etudes/IDAN/2
021/698021/EPRS IDA(2021)698021_EN.pdf> accessed 30 September 2024;
Joy Buolamwini and Timnit Gebru, ‘Gender shades: Intersectional accuracy
disparities in commercial gender classification” (2018) 81(1) Proceedings of
Machine learning Research 1.

28 Buolamwini and Gebru (n 27) 9.

29 Kristine Hamann and Rachel Smith, ‘Facial Recognition Technology’ (2019)
Criminal Justice 9, 9.

30 Cf. Castelvecchi (n 11) 348.

31 Ragazzi et al. (n 2) 38.

32 Isadora Neroni Rezende, ‘Facial recognition in police hands: Assessing the
‘Clearview case’ from a European perspective’ (2020) 11(3) New Journal of
European Criminal Law 375, 376.

33 Hamman and Smith (n 29) 10.
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equipped with FRT to automatically analyse persons passing through
monitored areas, often in real-time.>* Such surveillance is neither linked
to the suspicion of a concrete crime nor connected to an imminent threat
of a concrete danger or disruptive incident. From 2017 to 2018, German
authorities tested FRT for such purposes at the Berlin Siidkreuz train
station, scanning the faces of individuals entering a specific area.’”
Furthermore, FRT can be used for specific preventive surveillance pur-
poses, where it is linked to the existence of a concrete threat to public
safety. Monitoring protests to observe and immediately identify rioters
is an example of a use falling within this category.*®

Repressive purposes refer to actions taken to prosecute criminal of-
fences (i.e., in the aftermath of a crime). In this context, FRT is used for
the identification of persons related to a criminal event.”” It is used on an
ex-post basis to analyse data. However, in criminal investigations, FRT
can also be used in real-time, namely for the location and detainment of
wanted or suspected persons. Real-time systems extract biometric data
from “live” material and instantaneously match them against a data-
base.® For this purpose, surveillance infrastructure can be designed to
match the faces of individuals passing through a specific area (e.g., a
stadium).>” Such applications of FRT for investigative purposes (ex-post
and real-time) are slowly but consistently spreading in Europe.*’ The
present work focuses on this area and examines the fundamental rights
implications of FRT use in criminal proceedings.

3. Facial recognition technology as multi-step data processing
3.1. A procedural perspective on technology use

As seen, the facial recognition process consists of several steps. To
address the legal implications, a procedural understanding of FRT
application is necessary. The use of FRT represents a chain of events with
multiple components. Since every process step may be relevant, it is
necessary to deconstruct the sequence into its individual parts and assess
the implications per step. Only in this way can the legal relevance of FRT
use be properly determined.

As indicated, this article focuses on FRT use for repressive purposes,
involving cases where a criminal investigation has been formally opened
according to the relevant criminal procedural rules. The use of FRT in
criminal investigations is an application of digital investigations, (i.e.,
one involving information and communication technologies). In gen-
eral, digital investigations are based on the following steps: (1.) collec-
tion, (2.) analysis, and (3.) exploitation of data. In practice, these process
steps are often run in multiple cycles. They can be conceptualized as
multi-step processes, wherein data are collected, analysed, and exploi-
ted to contribute valuable information to a criminal investigation. Dig-
ital investigations can be structured as process sequence similar to a
value chain (see Fig. 2). A value chain is a set of activities carried out to
achieve value. Originally introduced to illustrate how companies create
value, the procedural concept can also be adapted for other processes
that generate output across several steps.*!

A value chain perspective helps to illustrate the data processing steps

34 Mario Martini, ‘Gesichtserkennung im Spannungsfeld zwischen Sicherheit
und Freiheit’ (2022) 41(1-2) Neue Zeitschrift fiir Verwaltungsrecht — Extra 4, 1.

35 Martini (n 34) 8.

36 privacy International ‘How facial recognition technology can be used at a
protest’ (2021) <https://privacyinternational.org/explainer/4495/how-facia
l-recognition-technology-can-be-used-protest> accessed 30 September 2024.

37 Madiega and Mildebrath (n 27) 3.

38 ibid 3.

39 Behrooz Kamgar-Parsi, Wallace Lawson and Behzad Kamgar-Parsi, ‘Toward
development of a face recognition system for watchlist surveillance’ (2011) 33
(10) IEEE Transactions on Pattern Analysis and Machine Intelligence 1925.

40 Ragazzi et al. (n 2) 38.

41 Cf. Michael E. Porter, ‘The Competitive Advantage: Creating and Sustaining
Superior Performance’ (Free Press 1985), 36 et seq.
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Fig. 2. Process steps of digital investigations.

necessary to generate valuable information in criminal investigations.

The process produces certain criminalistic value. Deploying technolo-
gies supports this value creation in a unique way. Capturing the nature
and legal relevance of technology use in law enforcement is facilitated
by understanding it not just as tool but as the procedure it implies. This
is crucial because the process not only reflects value creation but is
equally accompanied by various possible encroachments on the funda-
mental rights of affected individuals.

FRT use in law enforcement can be structured according to the
process steps of digital investigations. First, data in the form of facial
images is collected. Second, the data is analysed by a biometric-technical
procedure in which facial features are extracted and transformed into
biometric templates and subsequently matched against a database. This
is the step of the data analysis in which the technology is deployed and
“facial recognition” in a narrower sense takes place. Third, the generated
information is exploited to find use in the investigation (e.g., by trig-
gering further investigative measures based on the identification or
disclosure of the data to other authorities). Of course, each step can be
further subdivided. Key, however, is to capture the procedural nature of
such technology deployment in order to elaborate upon the legal im-
plications of the data processing steps.

3.2. Fundamental rights implications

FRT in criminal proceedings contributes to investigations through
the identification of individuals. Data is collected, analysed, and the
information generated further exploited. From a legal perspective, the
use of FRT amounts to governmental data processing.*® Thus, it appears
equally as value and “exposure chain,” during which individuals are
exposed to multiple data processing steps by authorities (and therefore,
interferences). The impact of each processing step on fundamental rights
must be assessed.

The legal assessment is concerned with the right to respect for pri-
vate life and the right to protection of personal data, two fundamental
pillars of the European fundamental rights framework.** Similarly, Eu-
ropean states guarantee in their constitutions for the right to personal
privacy*® or the right to information privacy.“® In EU law, the protection
of fundamental rights is based on the European Convention on Human
Rights (ECHR) and the Charter of Fundamental Rights of the EU

42 See for another attempt to conceptualize a data value chain, Abou Zakaria
Faroukhi, Imane El Aloui and Youssef Gahi, ‘Big data monetization throughout
Big Data Value Chain: a comprehensive review’ (2020) 7 Journal of Big Data
<https://doi.org/10.1186/540537-019-0281-5> accessed 30 September 2024.

43 FRA (n 3) 23 et seq.; European Data Protection Board (EDPB), ‘Guidelines
05/2022 on the use of facial recognition technology in the area of law
enforcement, Version 2.0 14 <https://edpb.europa.eu/system/files/2023-0
5/edpb_guidelines_202304_frtlawenforcement_v2_en.pdf> accessed 30
September 2024.

44 Herke Kranenborg, ‘Article 8 — Protection of Personal Data’ in: Steve Peers,
Tamara Hervey, Jeff Kenner and Angela Ward (Eds.), The EU Charter of
Fundamental Rights — A Commentary (2°¢ Edition Nomos 2022); Gloria
Gonzalez Fuster and Raphaél Gellert, ‘The fundamental right of data protection
in the European Union: in search of an uncharted right’ (2012) 26(1) Interna-
tional Review of Law, Computers & Technology 73.

45 See Article 18 of the Spanish Constitution of 1978.

46 See Article 2 (1) in conjunction with Article 1 (1) of the Basic Law for the
Federal Rebublic of Germany of 1949.

(CFREU). Article 8 ECHR guarantees the “right to respect for private and
family life”, encompassing the protection from unwanted collection,
access and use of personal data.”” Similar, Article 7 CFREU guarantees
the “right to respect for his or her private and family life”. Under Article
8 CFREU, the fundamental right to “protection of personal data con-
cerning him or her” has been introduced as stand-alone, innovative
fundamental right.*® Article 16 of the Treaty on the Functioning of the
European Union (TFEU) nearly identically guarantees the right to pro-
tection of personal data and mandates the European Parliament and the
Council to lay down rules relating the protection of individuals with
regard to the processing of personal data by EU institutions and Member
States when they are acting under the scope of EU law.

For the legal assessment, it is relevant that FRT operates with facial
images of natural persons.*’ Facial images depict physical factors of
natural persons and thus constitute personal data, i.e. information
relating to identified or identifiable individuals. FRT comes with the
processing of personal data and thus falls under the scope of Article 8
ECHR®" and Article 7 and Article 8 (1) CFREU.

Data protection is further specified by secondary EU legislation,
namely the Regulation 2016/679 (“General Data Protection Regula-
tion”, GDPR) and the Directive 2016/680 (“Law Enforcement Direc-
tive”, LED), the latter of which being the specific legal framework for
data protection in law enforcement. The LED applies to the processing of
personal data by competent authorities for the purposes of prevention,
investigation, detection, and prosecution of criminal offences and the
execution of criminal penalties (Article 1 (1) LED). Data protection in
law enforcement is specifically regulated under EU law, even though the
Union’s competence in the field of law enforcement is limited to mea-
sures concerning the cooperation of police authorities, the mutual
recognition of decisions and - if necessary — the harmonisation of
criminal law.”’ However, as is the case with the LED, law enforcement
can be regulated based on other competences, such as the data protec-
tion competence of the EU (Article 16 (2) TFEU).>? Due to the LED’s
nature as an EU Directive, the rules require transformation into national
law.>* Still, they are binding and set overarching requirements for data
processing, also for FRT in law enforcement.

47 pamela McCormick, Clare Ovey and Bernadette Rainey, ‘The European
Convention on Human Rights’ (8th Edition Oxford University Press 2021), 377.

“8 Yvonne McDermott, ‘Conceptualising the right to data protection in an era
of Big Data’ (2017) Big Data & Society 4, 1; Mads Anednas and Stefan Zleptnig,
‘Surveillance and Data Protection: Regulatory Approaches in the EU and
Member States’ (2003) 14 (6) European Business Law Review 780.

4% Hupont, Tolan, Gunes and Gémez (n 18); EDPB (n 43) 10 et seq.

50 Glukhin v. Russia (n 4) para 73.

51 Helmut Satzger, ‘International and European Criminal Law’ (2rml Edition
Beck 2018), 125; Werner Schroeder, ‘Limits to European Harmonisation of
Criminal Law’ (2020) 2 EuCrim 144, 145; Matthias Valta and Johann Justus
Vasel, ‘Kommissionsvorschlag fiir eine Verordnung iiber Kiinstliche Intelligenz’
(2021) 5 Zeitschrift fiir Rechtspolitik 142, 143.

52 For this development see Kristin Pfeffer, ‘Stille Europiisierung — Wie
europaisch wird das deutsche Polizeirecht’ (2022) 5 Neue Zeitschrift fiir Ver-
waltungsrecht 294.

53 MLR. Leiser and Bart Custers, ‘The Law Enforcement Directive: Conceptual
Challenges of EU Directive 2016/680° (2019) 5(3) European Data Protection
Law Review 367, 368.
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3.2.1. Data collection

The initial collection of facial images (e.g., through the seizure of
data from electronic devices and CCTV footage) represents collection of
personal data (Article 3 (1) and (2) LED) and constitutes an interference
with Article 8 ECHR as well as Article 7 and Article 8 CFREU.>* This
applies to the collection of facial images of individuals being identified,
but also for the collection of the n images in databases used.

Article 8 (1) of the LED sets the general rule for data processing,
stating that Member States shall provide for processing only to the
extent that such processing is necessary for the performance of a task
carried out by a competent authority for purposes set out in Article 1(1)
LED, and that it is based on Union or Member State law. This means that
processing must be necessary for the prevention, investigation, or
prosecution of offences or the execution of sanctions (Article 1(1) LED)
and provided for by the law.”® Following that, the collection of facial
images for the FRT process constitutes an interference and thus requires
a legal basis in Union or Member State law. The legal basis does not
necessarily have to be a legislative act adopted by a parliament, but it
must be clear and precise and its application foreseeable to persons
subject to it (recital 33 LED). Regarding the content of the legal basis,
Article 8 (2) LED requires the concrete objective and purpose to at least
be specified, as well as the type of personal data being processed (Article
8 LED).

The intensity of the interference accompanying the collection of data
for FRT can vary. The specific objective and type of personal data must
be considered (as referenced in Article 8 (2) LED). Additionally, the data
subjects affected (e.g., persons who are suspected of a crime or persons
who have not given cause to be subject to any measure) and the
awareness of the affected individuals are both relevant. For instance,
data collection affecting a large number of non-suspected persons
without any notification is particularly invasive.’® In sum, data collec-
tion for the FRT process not only requires a legal basis, but specific legal
bases that precisely regulate the circumstances of the data collection and
the specific purpose for which it is collected.”’

3.2.2. Data analysis

Data collection is followed by data analysis. This is the step in the
process where in a narrower sense the technology (i.e., the facial
recognition software) comes into use. The analysis itself consists of two
sub-steps: biometrical measurement of facial images and their matching
against a database. The first sub-step, the extraction of biometric fea-
tures, produces biometric templates, and with that generates biometric
data from personal data.

Therefore, within this step, processing delves into the area of bio-
metric data, a particularly sensitive type that is granted special protec-
tion.”® The LED assigns biometric data to a special category of personal
data (Article 10 LED) and its processing amounts to a severe interfer-
ence.”” Such particularly sensitive data merit specific protection (i.e.,
requirements of strict necessity and additional safeguards), as the
context of their processing is liable to create significant risks to funda-
mental rights.®°

Article 3 (13) LED defines biometric data as “personal data resulting
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from specific technical processing relating to the physical, physiological
or behavioural characteristics of a natural person, which allow or
confirm the unique identification of that natural person, such as facial
images or dactyloscopic data.” Not every use of facial images constitutes
specific technical processing of this kind.®' The decisive element is the
technical analysis of biometric facial features and generation of the
biometric templates being matched against databases.

FRT analysis generates biometric data from mere personal data (e.g.,
facial images), and with that generates templates of a new quality of
data that allow for the identification of individuals. Due to the sensitive
nature of the new data generated, this step constitutes another serious
interference.%” This is what makes FRT unique and distinguishes it from
common data analysis techniques such as searching electronic devices
and bare data mining. FRT does not just analyse data, it first creates new
data that is then matched against a database in order to create investi-
gative value.

Article 10 LED sets a special protection regime for the processing of
biometric data used for identification purposes. It is important to note
that Article 10 LED only mentions processing for the purpose of uniquely
identifying a natural person. Such identification involves one-to-many
(1:n) matching and requires a database. Hence, the processing of bio-
metric data for verification purposes (to verify and confirm whether an
individual is the same person as he/she claims to be), where one single
template is matched against another template (1:1 matching), would not
fall under such protection.®®

Notwithstanding, for identification purposes, Article 10 LED states
that processing is only allowed when (cumulatively): (i) strictly neces-
sary, (ii) subject to appropriate safeguards for the rights and freedoms of
the data subject, and only (iii) (alternatively) (a) where authorised by
Union or Member State law, (b) to protect the vital interests of the data
subject or another natural person, or (c) where such processing relates to
data that are manifestly made public by the data subject. This regime
reflects the sensitivity of biometric procedures and is justified by the
potentially drastic consequences that misuse would have for in-
dividuals.®* Certain issues raised in relation to FRT vividly show this. In
the case of FRT, the risk of misuse is strongly linked with the accuracy of
the system in use, which can have high rates of false positives or false
negatives and be subject to bias.°® Biases within the system can lead to
discriminatory effects against certain groups of people; for instance,
studies have identified reduced accuracy for people of colour and
women.®® Inaccurate results from these biometric procedures can have
drastic consequences, especially if leading to wrongful accusation.

The severity of FRT procedures is also due to the dispersion of the
analysis. It not only affects individuals targeted for identification, but
also all n persons whose biometric data is stored in the matching data-
base and biometrically processed, too. The interference does not depend
on the outcome of the matching process (e.g., a positive match).®” The
biometric analysis also constitutes a serious interference if the matching
results in a “no-hit,” and even if the biometric template is immediately
deleted after the analysis.°® The dispersion of the interferences accom-
panying the biometric analysis and matching (particularlysuch in real-
time based on video surveillance) also justifies concerns about large-
scale surveillance.®’
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Data analysis performed with FRT is of a special nature and has a
severe impact on fundamental rights. It is, thus, demanding specific
legal protection. Of legal relevance is the biometric measuring of faces,
as well as the recognition itself. The sensitive nature of the data being
created and subsequently matched makes for the very special character
of the data analysis.

3.2.3. Data exploitation

Following the data analysis, the data is exploited by the authorities
for the investigation of crimes, e.g., by identifying suspected individuals
from footage or confirming the presence of a person at a crime scene. It
should be acknowledged that any further use of personal data interferes
with Article 8 ECHR once more.”” This applies not only to the concrete
use of the data as evidence, but also to its mere storage or retention in
databases, and even more so for disclosure of the data.”’ Particularly the
retention of previously analysed biometric data (like fingerprints, facial
images or iris scans) of citizens is delicate as it enables the identification
of individuals for future investigations.”” The retention must be pro-
portionate to the initial purpose for which the data has been collected
and must be limited in time.”® Systematic retention of biometric data
entered in governmental databases means severe interferences for a
large number of people and is only allowed if strictly necessary.”*

In addition to retention of collected data, it is relevant if and to what
degree the exploitation of the data comes with disclosure of this data to
other authorities and/or third parties.”® Disclosure of data (i.e., by
transmission, dissemination or otherwise making available) to public
authorities or other bodies constitutes additional processing of the
data.”® Exploitation of such data must be acknowledged as an additional
data processing step, and from a fundamental rights perspective, as
additional (potentially severe) interference. This applies to the exploi-
tation of the biometric templates generated, but also to the results
produced by the biometric analysis itself.

3.3. Summary

FRT use in law enforcement entails multi-step data processing, and
each of the steps must be viewed as an interference with Article 8 ECHR
(as well as Article 7 and Article 8 (1) CFREU). The first step involves the
collection of personal data in the form of facial images, which must be
lawful and requires a legal basis (Article 8 (1) LED). The second step, the
data analysis, entails a biometric analysis of the collected facial images
and subsequent matching of the generated biometric data with data-
bases. The biometric analysis as well as the matching of the data
constitute severe interferences with Article 8 ECHR (as well as Article 7
and Article 8 (1) CFREU). The data analysis constitutes biometric data
processing and falls under the enhanced protection regime of Article 10
LED. As such, the use of FRT is only allowed if strictly necessary, spe-
cifically provided for in legal bases and accompanied by appropriate
safeguards. Additionally, any subsequent exploitation of the data such as
its use as evidence in proceedings, retention in a database or disclosure
to other authorities amounts to an additional processing step and
consequently an interference with Article 8 ECHR (as well as Article 7
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and Article 8 (1) CFREU) that must likewise be grounded in a legal basis.
4. Approaching regulation: AI Act and beyond
4.1. Key aspects of regulation

Making use of FRT in law enforcement impacts fundamental rights in
multiple ways and requires an appropriate legal framework. The
framework chosen must reflect the entirety of data processing, from the
input data consisting of facial images to the actual use of the insights
gained by biometric analysis. The law must be sufficiently clear to give
citizens an adequate indication of the circumstances in which author-
ities are empowered to resort to interferences.”” This applies to each of
the steps that are equally of investigative value from the authorities’
perspective and exposure of the individuals affected.

Criminal procedure codes provide a variety of legal norms for data
collection. Examples include the generation of identification data (like
mugshots, DNA profiles or fingerprints)’® and the seizure of electronic
devices (that for instance contain stored images).79 However, the invo-
cation of legal bases for the collection of facial images does not suffice to
justify the biometric data processing FRT implies. Every step interfering
with fundamental rights must be provided for by the law.?’ In other
words, every step of the FRT process must be considered in regulation.
Next, we therefore present the relevant aspects that should be consid-
ered in a legal framework for FRT use in criminal investigations along
the “value chain.”

4.1.1. Data collection

Alegal framework for FRT in law enforcement must entail legal bases
for the collection of data (i.e., the pictures and footage to be analysed).
More precisely (and valid actually for any regulation of data processing),
it is necessary to regulate: (1) the type of data that is collected, (2) sources
of the data collected, (3) categories of individuals affected by the
collection, (4) recognizability or covertness of the collection, and (5) for
what specific purpose the data are ultimately collected.

First, a legal framework must specify the type of data collected (i.e.,
whether non-personal, personal, or particularly sensitive data is
collected). In case of FRT, facial images are collected, which in their
original form represent personal data.®!

Second, it is important to regulate the source of the input data. For
FRT, a regulation must differentiate whether facial images are gathered
from lawfully established criminal or governmental databases (e.g.,
police records containing images from previously suspected or convicted
individuals), CCTV footage of public spaces, seized electronic devices, or
publicly accessible sources on the internet and social media.? This ap-
plies to both the images of persons to be identified and databases used
for matching.

Third, the categories of individuals affected must be considered.®®
Here, it is important to determine whether data is collected from persons
because there are grounds for being targeted (e.g., because they are
suspected of having committed a criminal offence or because they are
alleged victims), whether the measure is aimed at specific persons
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disturbing public safety or order, or whether the measure affects in-
dividuals without cause. If a high number of non-suspect individuals is
affected, there is a graver impact on fundamental rights, and this must
be considered by regulation.®*

Fourth, the recognizability of the data collection is relevant (i.e., the
data subject’s knowledge of the measure).®® Information about the data
processing is a prerequisite if data subjects are to exercise their data
protection rights.%° In an FRT context, data collection (and analysis) is
usually carried out without the knowledge of the data subject, increasing
the intensity of the interference. Due to the severity of the interferences
accompanying covert measures, criminal procedural codes usually
provide specific rules for covert investigations.®”” FRT regulation should
thus reflect this aspect of recognizability by providing specific rules
about notification and effective legal remedies as compensation.

Lastly, facial images are to be collected for a specific purpose defined
by law.®® Considering FRT in criminal proceedings, there must be legal
bases that authorize the collection of facial images to be used in criminal
investigations.

4.1.2. Data analysis

The chain’s second element, data analysis, requires special regula-
tory consideration. The analysis performed by facial recognition soft-
ware is particularly invasive. Solely setting standards for data collection
without further specifying the regulation of subsequent analyses does
not suffice. Some Member States provide legal bases for single aspects of
FRT use in law enforcement, e.g., the automatic comparison of images
with national identification databases.®® This is not enough to regulate
the sensitive data analyses. Serious interferences must be foreseen in
legislation with a high degree of certainty and clarity. Vague norms
generally allowing for the comparison of identification data are not
sufficient. Moreover, the European Data Protection Board (EDPB) has
adopted guidelines on the use of FRT in the area of law enforcement to
promote common understanding of the EU data protection laws that
serve as soft law in that regard. These guidelines, for instance, lay out the
relevant rules of the LED regarding FRT use in law enforcement.”
However, they are intended as guidelines and not legally-binding for
Member States. Comprehensive legal frameworks covering the data
analysis performed by FRT have not yet been developed.

Regarding the data analyses performed by FRT, several aspects are
legally relevant, including: (1) the method of analysis, (2) technological
capacities of the software used, (3) datasets involved, and (4) timing of the
analysis.

First, the method of analysis itself has regulatory consequences. There
are forensic analyses that simply search data for specific content. Such
‘light’ forms of data analysis are not particularly invasive, as they do not
change the quality of the data. Slightly more invasive are analyses that
structure or reorganize data or combine it with other datasets, as this
amounts to additional data processing. Particularly intrusive are data
analyses that change the quality of the data, especially if sensitive data is
newly generated. With FRT, generic personal data is transformed into
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biometric data,”’ adding informative value but also making the data
particularly sensitive. This must be reflected in legal provisions that
indicate that new biometric data (in the form of facial templates) are
generated for matching in a subsequent step. Therefore, the processing
of biometric data for identification demands appropriate safeguards to
prevent their misuse.’” Safeguards usually contain technical, organisa-
tional, and procedural requirements.”® Technical requirements call for
qualitative standards regarding the data and technology in use.”*
Organisational safeguards often include oversight by an independent
authority.”® Procedural safeguards should ensure that persons whose
biometric data has been analysed have effective legal remedies to
challenge the results.”®

As a second factor, the capacities of the technology in use have im-
plications for regulation. FRT operates based on Al, which can be subject
to bias and discriminatory effects, and 100 % accuracy can never be
guaranteed.’” Al systems and their accuracy depend on the datasets used
to train the tools.”® Low-quality data such as incomplete or biased in-
formation can lead to low-quality outcomes, which in turn risk violation
of fundamental rights.”® The risk of bias and quality of datasets must
therefore be addressed in a regulatory framework.

Third, matching with datasets is another component to be contem-
plated. It is important to consider whether the data is compared on a 1:1
or 1:n-basis. FRT used for identification purposes is 1:n matching and
involves databases. The severity of the measure varies with the type of
database used. If the datasets consist of lawfully collected police records,
the intensity of the matching is less than when using databases based on
images collected on a large scale from social media and the internet.' %
To address this, regulation should specify (and restrict) what lawfully
collected sources may be used for matching.'%*

As a fourth factor, the timing of the analysis is important. It is
necessary to differentiate real-time and ex-post processing. Real-time
data matching (usually based on CCTV-infrastructure) inherently acts
as a severe interference for a large number of people, as the faces of all
persons passing through a specific area are captured, analysed bio-
metrically, and instantaneously matched to a database, allowing for
“live” surveillance.'?? If the monitored area is publicly accessible, the
severity of the interference is particularly high, because it is nearly
impossible to avoid the data processing.'’® Due to the high level of
intrusion into individuals’ privacy, real-time FRT requires the highest
level of justification to be considered necessary in a democratic soci-
ety.'* Real-time FRT use requires legal bases that restrict in detail the
spaces allowed to be monitored and conditions under which data can be
processed. For use in criminal proceedings, this requires a restriction to
particularly serious crimes for the investigation of which CCTV footage
can be analysed in real-time to search for individuals on a watchlist. In
contrast, ex-post FRT use depends on specific events (usually the
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commission of a crime) that retrospectively trigger the analysis.'*® Ex-
post uses are less invasive, as they are naturally restricted in their
scope. However, they also involve the generation and matching of bio-
metric data. Therefore, the legal basis must clearly state when author-
ities can employ FRT to identify individuals through ex-post analysis.'°®
In that regard, some Member States provide general legislation in their
domestic law for the ex-post analysis of data with regard to identifica-
tion databases in criminal investigations,'®” but lack specific rules when
these are allowed to be used for biometric facial recognition processes.

4.1.3. Data exploitation

Once data is analysed by FRT, the result is exploited to generate
value for criminal investigations. The results consist of information (i.e.,
biometric templates and data about facial resemblances) whose use
constitutes further processing. Subsequent exploitation of the data must
therefore be considered within a regulatory framework. As the use of the
information can be very diverse, regulation should mainly focus on: (1)
the authorities responsible for using the information, (2) factors relevant
to the interpretation of the results, (3) durability and spread of the use, and
(4) if the exploitation is limited to the initial purpose of data collection or
whether it can be changed or extended.

Itis firstly necessary to determine the responsible authorities authorized
to access the information, use the data, and act upon the results.'%® In that
regard, it is also relevant whether data exploitation necessitates
outsourcing to private parties. If data storage involves outsourcing to
private service providers, this must be carefully considered, as it entails a
risk of third-party-access to the data, particularly if the provider operates
in a country outside the EU with less stringent data protection laws.'%

Second, interpretation of the results must be considered in light of the
accuracy of the system used and results generated. This requires prior
engagement with the performance metrics of the system and specifica-
tion of minimally acceptable thresholds that will guide the responsible
authorities when interpreting the results.''® Regulation should provide
such guidelines for interpretation of the results. This also raises aware-
ness that statistical procedures can be error-prone and are not free of
discriminatory bias.

Third, the durability of the exploitation is relevant, and connected
with that also its spread. It makes a difference whether the information
generated is simply used once (and deleted afterwards) or retained in a
database for recurring use. The storage and retention of data must be
specifically provided for.''’ Among other reasons, this is important
because the mere storage of citizens’ personal data in governmental
databases exposes this data to potential cyber—attacks.112 In terms of the
spread of use, it is important to consider whether exploitation makes the
data accessible to additional persons, authorities, or institutions. Any
disclosure of data to additional parties requires transparent rules
regarding when the authorities can grant access and on what
grounds.'
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Lastly, it is necessary to consider the purpose for which the data is
exploited. It is important to determine if the purpose corresponds with
the original purpose for which the data were collected or generated
(Article 4 (1) (b) LED). Every subsequent use for purposes other than the
original one requires specific legal justification.''* In that regard, it is
relevant to consider whether the new purpose serves the provision of
“positive” governmental services from which citizens may benefit (e.g.,
for identification in transportation services) or whether it is used for
authoritative public intervention with possible sanctions for individuals.
If the data is used for the former, the requirements would be lower. In
any case, using data for a new purpose is only permissible if this is
provided for in Union or Member State law (Article 4 (2) LED). Ulti-
mately, the possibility of repeated or further use increases the intensity
of the interference brought about by the use of FRT.

4.2. EU AI Act

The EU AI Act''° is a general Al regulation on a European level which
entered into force on 1 August 2024. The regulation is based on the
competence of the Union regarding the functioning of the internal
market (Article 114 TFEU) and data protection (Article 16 TFEU). The Al
Act follows a risk-based approach. Al systems are regulated based on
their risk for fundamental rights and safety.''® This is done by classi-
fying them into four categories: systems with unacceptable, high,
limited, or minimal risk.

The rules of the AI Act distinguish between real-time and ex-post
FRT. Real-time FRT use in publicly accessible spaces for the purposes
of law enforcement is considered unacceptably risky and generally
prohibited (Article 5 (1) (h) Al Act). However, there are three exceptions
in which the use of real-time FRT is allowed: (1) For the targeted search
for victims of abduction, human trafficking or sexual exploitation as well
as for missing persons; (2) for the prevention of a specific, substantial
and imminent threat to life or safety or a terrorist attack and (3) for the
localization or identification of a person suspected of having committed
serious offences listed in Annex II (e.g., terrorism, organized crime,
sexual exploitation of children) (Article 5 (1) (h) AI Act). If strictly
necessary for one of these three purposes, the use of real-time FRT can be
allowed. In sum, the exceptions are far-reaching and enable the use of
real-time FRT to prevent serious threats, to search for victims and
missing persons as well as for the investigation of specific serious crimes.

If Member States want to make use of real-time FRT according to
these three exceptions, they must issue national legislation authorizing
the use thereof. The exceptional authorization of real-time FRT in na-
tional law requires temporal, geographic and personal limitations, a
fundamental rights impact assessment and a registration of the system in
a database (Article 5 (2) Al Act). Furthermore, each exceptional use of
real-time FRT requires prior authorization by a judicial or independent
administrative authority (Article 5 (3) AI Act). Member States have to
provide the necessary legislation in their national law and include
detailed rules for the judicial authorization procedure. Member States
may also introduce more restrictive laws on real-time FRT (Article 5 (5)
Al Act).

Thus, in principle, real-time FRT use for law enforcement purposes is
prohibited, but Member States have the possibility of authorizing real-
time use in their national law for the three exceptional purposes in
law enforcement. The third exception enables repressive use for the
investigation of serious crimes (listed in Annex II of the AI Act). It should
be noted, however, that it is questionable whether the EU is even
competent to specifically regulate real-time use of FRT in nationally
conducted criminal investigations, as criminal proceedings generally
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remain within the competence of Member States.'!”

Besides the (not so strict) prohibition of real-time FRT, the AI Act
contains a second prohibition that affects FRT in law enforcement. Ac-
cording to Article 5 (1) (e) Al Act, the placing into the market, putting
into service, or use of Al systems that create or expand facial recognition
databases through the “untargeted scraping of facial images from the
internet or CCTV footage™ is prohibited. FRT systems that operate with
databases based on indiscriminate web scraping methods that collect
facial images online are illegal. For instance, the software Clearview Al
would fall under this prohibition.

Apart from the described prohibited practices, the AI Act regulates
high-risk Al systems by subjecting them to a set of mandatory re-
quirements. Any Al system used for the biometric identification of nat-
ural persons is classified as high-risk (Article 6 (2) and Annex III (1) AI
Act). It is required to implement a risk management system and data
governance measures (including qualitative requirements for training,
validation, and testing data and measures against biases), establish
technical documentation and enable the automatic recording of events
(Article 9-27 AI Act). These requirements apply for both ex-post and
real-time FRT (if not already prohibited). Additionally, the AI Act in-
troduces a specific obligation for ex-post use in criminal investigations:
Ex-post use of FRT for the targeted search of a person convicted or
suspected of having committed a criminal offence requires a judicial
authorization for the use of that system in an investigation (Article 26
(10) AI Act). Also here, however, there is an exception: the requirement
of judicial authorization does not apply if the ex-post system is used for
the initial identification of a potential suspect based on objective and
verifiable facts directly linked to the offence (Article 26 (10) AI Act).

4.3. Appraisal

The Al Act’s regulatory approach to FRT is worthy of evaluation,
considering the procedural perspective introduced above. Overall, the
rules follow a graduated risk approach based on two specific pro-
hibitions and general requirements for biometric AI systems. Even
though classifying Al systems which perform biometric analyses as high-
risk or even prohibited recognizes the intensity of such analyses, the
approach contrasts with the procedural understanding of technology
use. The multiple interferences associated with FRT, which vary in de-
grees of invasiveness, are assessed in a general manner by the regulation
and without considering the data processing steps. From that perspec-
tive, the Al Act is not a comprehensive regulatory framework for FRT use
by law enforcement. The Al Act was intended as horizontal regulation of
Al systems with elements of product safety and consumer protection, but
also surveillance and fundamental rights protection.''® Consequently, it
is more of a general framework with overarching guidelines for AL Still,
the regulation establishes a set of rules for the use of biometric Al sys-
tems, and with that introduces a new approach to regulate FRT use. At
the same time, much remains unregulated in terms of FRT in law
enforcement, and these gaps must be filled by specific laws in Member
States deploying FRT for law enforcement purposes. We will identify and
discuss these gaps below.

Looking at the chain of value creation and exposure, it can be seen
that beyond the prohibition of scraping images, data collection is not
regulated in detail. What is needed is regulation of the type and source of
data collected, categories of individuals affected, recognizability of the
measure, and specific purpose of the collection. These aspects are not
addressed in the provisions.''®

For data analysis, the rules are more complex. Analysis by FRT is

117 See the discussion in Ch. 4.3 on this issue.

118 Michael Veale and Frederik Zuiderveen Borgesius, ‘Demystifying the Draft
EU Artificial Intelligence Act’ (2021) 4 Computer Law Review International 97,
112.

119 See also Raposo (n 7) 8 et seq.
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particularly sensitive, with several aspects to consider. It is necessary to
address the risk of bias and ensure the quality of the datasets used. Here,
the AI Act takes an important step by setting mandatory requirements
and qualitative criteria for datasets used for high-risk AI systems.'?° In
contrast, legal foundations for the generation of biometric data and
matching of databases in the context of FRT are not provided. Regarding
matching databases, the Al Act provides one rule: prohibition of data-
bases built through untargeted scraping methods. However, it is not
sufficient to prohibit certain types of databases. It is necessary to regu-
late what databases are allowed for use in matching.

The aspect of timing is well reflected in the AI Act, which distin-
guishes between real-time and ex-post FRT use. The regulation provides
quite detailed rules for the application of real-time FRT: Generally
prohibited, real-time use is exceptionally allowed for three specific
purposes. Thus, the prohibition is by no means absolute but opens the
door for both repressive and preventive purposes. The exceptions are
quite far-reaching and grant Member States the possibility to opt-in for
the exceptionally allowed real-time applications. It remains in the
competence of the Member States to authorize real-time FRT use in their
territory. Detailed national legislation, however, would be necessary
which complements the rules set by the AI Act.

In contrast to the rules for real-time FRT, the Al Act only contains one
rule for ex-post use in the context of criminal investigations, namely the
requirement of a judicial authorization. Also here, there is an exception
if the system is used for initial identification of a potential suspect and
based on facts linked to the offence (e.g., analysis of CCTV footage
capturing the suspect committing an offence), which might cover a large
part of typical ex-post applications in criminal investigations. Notwith-
standing this specific rule for ex-post identification, national legislation
remains in any case necessary to authorize ex-post FRT use in criminal
investigations.

Apart from regulating the concrete application of real-time and ex-
post biometric identification systems, it would be necessary to provide
technical, organizational, and procedural safeguards that accompany
the biometric processing. Hereto, the AI Act sets mandatory re-
quirements for the technical systems being used. Beyond the re-
quirements of the Al Act, it is necessary to include organizational and
procedural safeguards (i.e., sufficient guarantees against the risk of
abuse and effective legal remedies for persons affected by the
analysis).1 21

Finally, the Al Act does not contain rules regarding data exploitation.
There are no rules specifying the responsible authorities, interpretation
of results, or durability and spread of subsequent data exploitation.

In sum, the AI Act is not a comprehensive legal framework for FRT
use in law enforcement. Because FRT comes with severe interferences, it
is necessary to have clear and detailed legal bases governing its scope
and application for law enforcement.'?? The provisions of the AI Act
address single, specific, and (of course) important issues associated with
Al-based biometric identification but they were not intended as legal
bases for FRT use, but rather to set red lines for real-time FRT applica-
tions. Since the provisions cannot be invoked as legal bases, national
rules are indispensable for authorities seeking to deploy the technol-
ogy.'?® In that regard, national transpositions of the LED that generally
regulate under which conditions biometric data is allowed to be pro-
cessed (e.g., by general clauses referring to the requirements of strict
necessity and appropriate safeguards) would not suffice as law autho-
rizing FRT.'?* Specific legal bases are necessary that precisely foresee
the biometric identification by means of FRT for clearly defined
purposes.

120 Mobilio (n 1) 22.
121 EDPB (n 43) 17.
122 Glukhin v. Russia (n 4) para 82.
123 Mobilio (n 1) 19.
124 EDPB (n 43) 21.
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Detailed national legislation is all the more necessary as the EU only
has limited competences in criminal procedural law.'?® This stands in
contrast to the quite detailed rules for (exceptional) real-time FRT that
would be expected in national criminal procedural codes, but not in an
Al regulation based on the EU’s internal market and data protection
competence.'?® Criminal proceedings, particularly the collection, use
and admissibility of evidence, including such based on technology like
FRT, are generally regulated by national criminal procedural law.'?’ If
Member States intend to make use of FRT, their national legislation must
contain clear rules and limitations governing its application in criminal
proceedings.'?® The AI Act provides certain guidelines for this but does
not constitute a stand-alone legal framework. Therefore, the use of FRT
in law enforcement requires establishment of a legal framework beyond
the AI Act. The approach developed here supports this endeavor.

5. Conclusion

The use of FRT is slowly but steadily spreading in criminal in-
vestigations across Europe. The technology bears great potential to
support the investigation of crimes by enabling remote identification of
individuals, based on a biometrical analysis of facial images and
matching with a database. Due to the biometric nature of the analysis,
the use of FRT in law enforcement is legally sensitive. Its use in criminal
proceedings has severe implications for fundamental rights, thus
necessitating appropriate regulation. The goal of the present contribu-
tion was to determine the legal implications of FRT use in law
enforcement and assess regulatory cornerstones for criminal
investigations.

Based on a procedural understanding, this analysis shed light on the
complexity and severity of the whole facial recognition process. FRT
constitutes multi-step data processing. Beginning with the collection of
facial images, data are analyzed biometrically (implying the creation of
data of a new quality) and matched against databases, resulting in in-
formation that is subsequently exploited. Each of these processing steps
interferes with fundamental rights, and thus each step must be regulated
appropriately.

Regarding data collection, a legal framework should address the type
of data collected, sources of the data, categories of persons affected,
recognizability of the processing, and its specific purpose. However, FRT
regulation must go beyond the collection of facial images. That is the key

125 gchroeder (n 51) 145. The Union would have competencies to establish
minimum rules for the approximation of law if this is necessary to facilitate the
mutual recognition of judgements and judicial decisions as well as police and
judicial co-operation in criminal matters with a cross-border dimension, e.g.,
regarding the mutual admissibility of evidence (Article 82 (2) (a) TFEU). Until
now, the EU has not yet adopted legislative instruments on mutual admissibility
of evidence. Thus, the collection, use and admissibility of evidence remain left
to the laws of the national criminal procedure of the Member States, see Balazs
Garamvolgyi et al. ‘Admissibility of Evidence in Criminal Proceedings in the
EU’ (2021) 3 EuCrim 201, 202; Lorena Bachmaier, ‘Mutual Admissibility of
Evidence and Electronic Evidence in the EU’ (2023) 2 EuCrim 223, 223.

126 yalta and Vasel (n 51) 143; Martin Ebers et al., ‘The European Commis-
sion’s Proposal for an Artificial Intelligence Act — A Critical Assessment by
Members of the Robotics and Al Law Society (RAILS)’ (2021) J Multidisci-
plinary Scientific Journal 4, 589, 590.

127 john Vervaele, ‘Lawful and Fair Use of Evidence from a European Human
Rights Perspective’ in: Fabio Giuffrida and Katalin Ligeti (Eds.), Admissibility of
OLAF final reports as evidence in criminal proceedings, 66 <https://orbilu.uni.
lu/bitstream/10993/40141/1/ADCRIM final report.pdf > accessed 30
September 2024.

128 Glukhin v. Russia (n 4) para 82.
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point made by this contribution. The data analysis performed by FRT is
particularly sensitive, as it generates biometric information. Due to this
biometric nature, the data analysis is unique and accompanied by
particularly severe interferences. The data generation and matching
with databases must be recognizable for citizens, as should the condi-
tions of the analysis itself. It must be clear in which specific scenarios the
biometric analysis will take place, in real-time or ex-post. Moreover,
technical, organizational, and procedural safeguards are required.
Finally, a legal framework should consider subsequent exploitation of
the data by determining what institutions dispose of the information, the
spread and durability of the exploitation, interpretation of results, and
specific use for which the data is exploited. Misuse can only be avoided
through clear rules governing exploitation of the data.

The AI Act regulates Al systems used in the EU and establishes
certain rules for the use of FRT. An evaluation of the regulation showed,
however, that the provisions of the Al Act are not sufficiently clear and
precise to serve as a legal framework for FRT use by law enforcement
authorities of Member States. The AI Act rather serves as baseline
framework, prohibiting specific applications of FRT and providing
fundamental requirements for FRT systems in use. Similarly, national
transpositions of the LED merely setting general requirements for the
processing of biometric data cannot serve as legal bases for the biometric
analysis. If Member States wish their law enforcement authorities to
make use of FRT’s potential, they must develop specific legal bases that
precisely authorize the use of the technology in specific situations and
provide legal bases for the collection, analysis and exploitation of data.
The aspects compiled here can help to guide policymakers in developing
such a comprehensive legal framework, if the application of FRT in law
enforcement is deemed necessary. If a legal framework is not enacted,
the use of FRT in criminal proceedings remains prohibited.
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